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A call for breach research

“.we will create a National Digital Security Board modeled on
the National Transportation Safety Board. The NDSB will have the
authority to investigate information security breaches reported
by victim organizations. The NDSB will publish reports on its
findings for the benefit of the public and other organizations,
thereby increasing transparency in two respects. First,
intrusions will have real costs beyond those directly associated
with the incident, by bringing potentially poor security
practices and software to the attention of the public. Second,
other organizations will learn how to avoid the mistakes made by
those who fall victim to intruders.”

Remarks by the president on securing our nation’s cyber infrastructure
May 29, 2009

http://www.whitehouse.qgov/the press office/Remarks-by-the-President-on-Securing-Our-Nations-Cyber-Infrastructure/
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Methodology

Data Source

 VVerizon Business Investigative Response Team
* NEW: United States Secret Service (USSS)
Collection and Analysis

* VERIS framework used to collect data after investigation
— USSS used internal application based on VERIS

« Case data anonymized and aggregated

* RISK Intelligence team provides analytics

Data Sample

 Six years of forensic investigations (not internal Verizon incidents)

*>900 breaches, 900 million stolen records in combined dataset
— Actual compromise rather than data-at-risk
— Both disclosed and non-disclosed
— Many of the largest breaches ever reported
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VERIS Framework

VERIS is a set of metrics designed to provide a common
language for describing security incidents (or threats) in a
structured and repeatable manner.

The overall goal is to create a foundation for data-driven
decision-making and risk management.
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VERIS Framework

The Incident Classification section employs Verizon’s A* threat model

error
malware misuse
hacking environmental

A security incident (or threat scenario) is
modeled as a series of events. Every event
is comprised of the following 4 A’s:

external

— agent Agent: Whose actions affected the asset
ty Action: What actions affected the asset

.......

Asset: Which assets were affected

pariner N
availability
utility

type Attribute: How the asset was affected

function

integrity

Incident as a .‘ 2 =9 ® =25
: > > > A\ > =
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Threat Agents

Threat agents (inclusive) by percent of breaches

70%

48%

11%

External Internal Partner

Suspected

Threat agents (exclusive) by percent of breaches

45% 27% 1% 27%

. External only Internalonly | Partneronly | Multiple agents |

Compromised records by threat agent, 2004-2009

800,720,651 28,853,827 43,744,573 46,451,904

| External only ‘ Internal only Partneronly | Multiple agents |
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Threat Agents

Threat agents over time by percent of breaches

100%
90%
80%
70%
60% - -
LS ™s e oee e /7 External
50% o’
'l' e \/Z Internal
40% '.-'
;" VZ Partner
30% R4
- \ B g— e e USSS External
10% ese» USSS Internal
0% ‘ USSS Partner
2005 2006 2007 2008 2009
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External Agents

Table 1. Types of external agents by percent

of breaches within External

Organized criminal group 24%
Unaffiliated person(s) 21%
External system(s) or site 3%
Activist group 2%
falns 2%
Aoty 19%
Competitor 1%
gg_?tomer 1%
Unknown 45%

Origin of external agents by percent of breaches within External

Europe-East

(incl, Russia)

Americas-North 19%

21%

Asia-East

Europe-West

(incl. Northern and Southemn)

Middle East

Africa 2%

Asia-South/Southeast 2%
Oceania 2%

(Australia, New Zealand, etc)

Unknown 31%
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Internal Agents

Role of internal agents
by percent of breaches
within Internal

Unintentional

m Inappropriate

90% Deliberate

Types of internal agents by percent
of breaches within Internal

Regular employee/end-user 51%
Finance/accounting staff 12%
System/network administrator 12%
Executive/upper management 7%
Helpdesk staff 4%
Software developer 3%
Auditor 1%
Unknown 9%
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Partner Agents

Role of partner agents
by number of breaches
within Partner

1 Unintentional
Types of internal agents by percent
of breaches within Internal
Deliberate Regular employee/end-user 51%
Finance/accounting staff 12%
System/network administrator 12%
Executive/upper management 7%
Helpdesk staff 4%
Another agent
via partner
Software developer 3%
Auditor 1%
Unknown 9%
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Threat Actions

Threat action categories by percent of breaches and records

38% / 94%

Malware

40% / 96%

Hacking

28% /3%

Social

Misuse 48% / 3%

Physical 15% /1%

Error . 2% /0%

Environmental 0% /0%

13 verizon



Threat Actions
Verizon

Threat action categories over time by percent of breaches (Verizon cases)

80%
70% e \alware
pus Hacking
50%
Social

40% —

s Misuse
30%

e Physical
20% f

——
10% e [rror
0% — — e e [nvironmental
2005 2006 2007 2008 2009
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Threat Actions
USSS

Threat actions over time by percent of breaches (USSS cases)

100%
90%
80%
Jos e Malware
60% Hacking
50%
Social
40%
mmen Misuse
30%
O"-—" S e = - PhYSical
Jos o -
- ————
10% == m - == e Error
» @@ Environmental

2007 2008 2009
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Malware
Infection Vector

Malware infection vectors by percent of breaches within Malware

51% 19% 9% 8% 6%

Installed/Injected =~ Web/Internet Web/Internet |Coded intoexisting  Installed by

by remote (auto-executed/"drive- | {user-executed or program/script | other malware
attacker SiEren downloaded) (te,alogicbomb) |

4%

E-mail

2%

Network
propagation ’

19%

Unknown
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Malware
Functionality

Malware functionality by percent of breaches within Malware and percent of records

Backdoor

(allows remote access/control)

Keylogger / Spyware

{capture data from user activity}

Send data to external site/entity

Download/Install additional malware

Initiate client-side attack
(i.e, XSS, MitB)

Capture data resident on system

(l.e., cache, disk}

RAM scraper

(captures data from volatile memory)

Command & Control

(listens for and executes commands)
Destroy or corrupt data resident on system

Capture data from an
application/system process

System/network utilities
(PsTools, Netcat)

Redirect to another site/address

Packet sniffer

(capture data from network)
Brute force or dictionary attack

Infect other systems via
network propagation {nw worm)

Encrypt or seize data resident on system

Uknown

4% / <1%

4%/ <1%

2% / <1%

15% /<1%

15% / 2%

13% / 84%

13%/ <1%

11% /<1%

11% /<1%

9% / 2%

9% / 83%

8%/ <1%

6% / 80%

9% / 1%

36% / 85%

36% /1%

32% /81%
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Malware
Customization

Malware customization over time
by percent of breaches within Malware*

60%
50%

40%

30% 28%

20% 21%
10%

0%
2005 2006

24%

2007

59%

2008

54%

2009

Level of malware customization by
percent of breaches within Malware*

No customization

Repacked

Code modification

pEr Custom-created

* Verizon caseload only
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Hacking
Types

Types of hacking by percent of breaches within Hacking

and percent of records

Use of stolen login credentials

Exploitation of backdoor or
command/control channel

SQL Injection
Brute force and dictionary attacks

OS Commanding

Exploitation of default or
guessable credentials

Footprinting and Fingerprinting
Cross-site Scripting

Exploitation of insufficient authentication
(L.e, no legin required)

Exploitation of insufficient authorization
(weak or misconfigured access control)

Remote File Inclusion

DosS at the application layer
(consumes system resources)

Man-in-the-Middle Attack
Encryption Brute Forcing

Unknown

38% / 86%

29% /5%

25% / 89%

14% / <1%

14% /5%

11%/<1%

11% / <!%

9% / 2%

7% / 2%

7%/ <1%

2%/ <1%

2%/ <1%

2% /<1%

2%/ <1%

5% /<1%
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Hacking
Paths

Attack pathways by percent of breaches within Hacking and percent of records

Web application 54% / 92%

Remote access and control services/software 34% / 2%

Backdoor or control channel 23% /5%

Network file/resource sharing services

Physical access or connection 2%/ <1%

Wireless network 2%/ <1%

Unknown 7%/ <1%

\—
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Social
Types

Types of social tactics by percent of breaches within Social

Solicitation / Bribery

Phishing

{or any type of *ishing}

Pretexting

(invented scenario to deceive target)

Spoofing / Forgery

(fake website, docs, etc)

Extortion

{blackmail, threat of violence, etc)
Hoax / Scam

Elicitation

(subtle extraction of info through conversation

Spam

(unsolicited messaging)

Unknown

18%

10%

8%

8%

3%

3%

15%

23%

31%
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Misuse
Types

Types of misuse by percent of breaches within Misuse

Embezzlement, skimming, and related fraud
Abuse of system access/privileges

Use of unapproved hardware/devices

Handling of data on unapproved
media/devices

Violation of web/Internet use policy
Handling of data in an unapproved format
Violation of email/IM use policy

Abuse of private knowledge

Handling of data in an unapproved area
Storage/transfer of unapproved content
Use of unapproved software/services
Unapproved changes and workarounds
Violation of asset/data disposal policy

Unknown

verizon



23

Assets & Data

Number of records compromised per year in
breaches investigated by Verizon and the United States
Secret Service

360,834,871

171,077,984

143,643,022
124,235,000
104,321,000

11,488,000

2004 2005 2006 2007 2008 2009

Categories of compromised assets by percent of breaches
and percent of records

Servers & Applications 50% / 98%

End-User Devices 36% / 2%

Offline Data 25% / <1%

.4%/<1%

1%/ <1%

People

Networks & nw Devices

Compromised data types by percent of breaches and
percent of records

Payment card data/numbers 54% / 83%

Personal information

38% /4%

Bank account data/numbers 32%/13%

Authentication credentials 23% /<1%

Monetary assets/funds 13%

Sensitive organizational data - 9% / <1%

- 7%/ <1%

1%/<1%

Intellectual property

National security data

T —
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Attack Difficulty &
Targeting

Attack targeting by percent
of breaches and records*

PYEN(89%) 38%

Directed
Opportunistic

Fully Targeted

36%

Random
Opportunistic

*Verizon caseload only

Attack difficulty by percent
of breaches and records*

High—Advanced methods
and/or extensive resources
and/or elite skills, etc (rare)

Moderate—Skilled methods
44% and/or some customization
and/or significant resources

Low—Basic methods,
28% no customization, low
resources required

None—The average user
could have pulled it off

*Verizon caseload only

\—

verizon



25

Time Span of Events

Timespan of events by percent of breaches

Minutes Hours Days Weeks

Point of Entry to Compromise

31% 8%

Compromise to Discovery

5% 6% 22% 24%

Discovery to Containment

4% 9%

24%

Months

20%
37%
29%

Years

2%

7%

3%
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Discovery Methods

Breach discovery methods by percent of breaches

3rd party fraud detection (i.e, CPP)

Notified by law enforcement

Witnessed and/or reported by employee
Reported by customer affected by the incident
Unusual system behavior or performance
Financial audit and reconcilliation process

Internal security audit or scan

Threat agent’s behavior aroused suspicion
Log analysis and/or review process

Brag or blackmail by perpetrator

Discovered during investigation of
another incident

Internal fraud detection mechanism
3rd party security audit or scan

Signature-based network IDS

Warned by external reports
of recent threat activity

Unknown

4%

4%

T
.2%
.2%
-2%
Il%
l1%
I~

0%

Availability of log evidence
for forensics by percent of breaches*

86%

Available

*Veerizon caseload only

35%

verizon
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Unknown Unknowns

Unknown Unknowns by percent
of breaches and percent of records

100%
80%
60%

40%

Unknown Assets

20%

M
<2008 2008 2009

0%

100%

80% \/

60%
40%

- 1.

0%
<2008 2008

Unknown Data

g
2

3
2

40%

20%

Unknown Connections

o
v

100%
80%
60%
40%
20%

Unknown Privileges

0%

80% -

<2008 2008 2009

<2008
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PCI DSS

PCI DSS compliance status
based on last assessment*

21%

Found
compliant

79%

Not
Compliant

*Verizon caseload only

Percent of relevant organizations in compliance with PCI DSS requirements based on post-breach reviews conducted by

Verizon IR team”
Build and Maintain a Secure Network

Requirement 1: Install and maintain a firewall configuration to protect data

Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters
Protect Cardholder Data

Requirement 3: Protect Stored Data

Requirement 4: Encrypt transmission of cardholder data and sensitive information across public networks
Maintain a Vulnerability Management Program

Requirement 5: Use and regularly update anti-virus software

Requirement 6: Develop and maintain secure systems and applications

Implement Strong Access Control Measures

Requirement 7: Restrict access to data by business need-to-know

Requirement 8: Assign a unique ID to each person with computer access

Requirement 9: Restrict physical access to cardholder data

Regularly Monitor and Test Networks

Requirement 10: Track and monitor all access to network resources and cardholder data

Requirement 11: Regularly test security systems and processes

Maintain an Information Security Policy

Requirement 12: Maintain a policy that addresses information security

2008

30%

49%

11%

68%

62%

5%

24%

19%

43%

5%

14%

14%

2009

35%

30%

30%

90%

53%

21%

30%

35%

58%

30%

25%

40%

*Verizon caseload only
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Conclusion & Recommendations

Overall

* USSS cases afforded more complete picture of breaches
— Further confirmation on what we already observed
— New insight from pieces of the picture we were missing

Agents

« External small majority of breaches, dominates overall data loss
— Largely due to organized crime

e Internal up because of USSS cases
e Partner down again in both datasets
Actions

e TwWo most-common scenarios
— Exploit error, gain access to network/systems, install malware (External)
— Exploit privilege, abuse access and/or embezzle funds/data (Internal)
— Still not highly difficult or targeted though slightly more than before

\/
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Conclusion & Recommendations

Assets

* Most data compromised from servers & apps

» Desktops/laptops increasing; related to stolen credentials

e Most criminals interested in cashable forms of data

Discovery & Response

 Discovery still takes a long time and is largely due to third parties

* Response and containment slow and prone to mishap

Mitigation

* The basics — if done consistently — are sufficient in most cases

» Keep outsiders out; they are increasingly difficult to control once in
« Restrict and monitor insiders; disable access when they leave

e Maintain adequate resources for detection; make better use of logs
e Plan, prepare, train, and test for a timely and effective response wverizon
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http://www.verizonbusiness.com/databreach
https://verisframework.wiki.zoho.com/
http://securityblog.verizonbusiness.com
dbir@verizonbusiness.com
thijs.bosschert@verizonbusiness.com
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