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QUESTION 1

When a Cisco Email Security Appliance joins a cluster, which four settings are inherited? (Choose four.)

A. IP address
B. DNS settings
C. SMTP routes
D. HAT

E. RAT

F. hostname

G. certificates

Correct Answer: BCDE

QUESTION 2

Drag and drop the steps on the left into the correct order of initial Cisco 10S IPS configuration on the right.

Select and Place:

Enpble Craco K0S 1IPS

Enable he Ctson 105 1PS crypho key.

Load the Cisin 106 mmmh“ﬁ;:

|, W

o

Dowrioad IFS files from CEoo com.

Correct Answer:
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Diosmioad IPS Mles fnom CrEon, com.

o
ﬁ-::mmmmmwmum.

&

Enctie e Cisco 103 1PS cryplo key.

Enntile Cisca 0S5 IPS

QUESTION 3
Which option describes a customer benefit of the Cisco Security IntelliShield Alert Manager?
A. It provides access to threat and vulnerability information for Cisco related products only.

B. It consolidates vulnerability information from an internal Cisco source, which allows security personnel to focus on
remediation and proactive protection versus research.

C. It provides effective and timely security intelligence via early warnings about new threats and technology
vulnerabilities.

D. It enhances the efficiency of security staff with accurate, noncustomizable threat intelligence, critical remediation
information, and easy-to-use workflow tools.

Correct Answer: C

QUESTION 4

Which Cisco ASA platform should be selected if the requirements are to support 35,000 connections per second,
600,000 maximum connections, and traffic shaping?

A. 5540
B. 5550
C. 5580-20
D. 5580-40

Correct Answer: C

QUESTION 5
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Which two methods are used to deploy transparent mode traffic redirection? (Choose two)
A. Microsoft GPO

B. policy-based routing

C. DHCP server

D. PAC files

E. Web Cache Communication Protocol

Correct Answer: BE

QUESTION 6

Which two pieces of information are required to implement transparent user identification using context Directory Agent?
(Choose two.)

A. the shared secret

B. the server name where Context Directory Agent is installed
C. the server name of the global catalog domaint controller

D. the syslog server IP address

Correct Answer:. AB

QUESTION 7

The Web Security Appliance has identities defined for faculty and staff, students, and default access. The faculty and
staff identity identifies users based on the source network and authenticated credentials. The identity for students
identifies users based on the source network along with successful authentication credentials. The global identity is for
guest users not authenticated against the domain. Recently, a change was made to the organization\\'s security policy
to allow faculty and staff access to a social network website, and the security group changed the access policy for
faculty and staff to allow the social networking category.

Which are the two most likely reasons that the category is still being blocked for a faculty and staff user? (Choose two.)
A. The user is being matched against the student policy because the user did not enter credentials.

B. The user is using an unsupported browser so the credentials are not working.

C. The social networking URL was entered into a custom URL category that is blocked in the access policy.

D. The user is connected to the wrong network and is being blocked by the student policy.

E. The social networking category is being allowed but the AVC policy is still blocking the website.

Correct Answer: CE
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QUESTION 8

Scenario
In this simulation, you have access to the mail flow policies and sender groups configured on a Cisco Email Security Appliance. You are also

provided the following list of fictional domains. SenderBase has records for one sender from each of these domains. The list provides the
domain name and the SenderBase Reputation Score for the domain’s sender.

\i120 red.public, -6
orange.public, -4
vellow . public, -2
green.public, 2
blue.public, &
violet.public, 8

“our task is to review the configuration on the Cisco Email Security Appliance, and then answer 5 multiple choice questions about the behavior
of the Cisco Email Security Appliance given the configuration and the domain SenderBase Reputation Scores.

Instructions

Access the configuration of the Cisco Email Security Appliance using the MailFlowPolicies tab. Within the GUI, you can navigate between the HAT Overview and Wail Flow Policies
tables. *Y'ou can alko navigate to the individual Mail Flow Policies and Sender Groups that are configured on the appliance.

Congider the configuration and the SenderBasze Reputation Scores of the follewing fictitious domaing when angwering the 5 multiple choice guestions.
+ red.public, 46
+ orange.public, -4
+  yellow public, -2
+ green.public, 2
+  blue.public, &
+  violet.public, 8
THIS TASK DOES NOT REQUIRE DEVICE CONFIGURATIOHN.
Click on the MailFlowPolicies tab to access the device configuration.

To access the muttiple-choice guestions, click on the numbered boxes on the left of the top panel
There are four multiple-choice guestions with this task. Be sure to answer all four guestions befi

; din as: admin on esa.secure-y.local
ol hill 1. Cisco C100V options = Help and Support: -
CIsSCO Email Security Virtual Appliance

Manitor Mail Policies

MNetwark Systermn Administration

Mail Flow Policies

B IncomingMai

| add Palicy...

Policy Name | Behavior | Delete
_nCCEPTED o Accept [ 2]
BLOCKED | Reject '_@_
RELAYED Relay ﬁ
THROTTLED | Acospt @
TRUSTED P.c:ce-|-3t __ ﬁ'
.Default Folicy Parameters : :

Copyright @ 2003-2013 Cisco Systems, Ino All rightz reserved, | Privacy Staternent
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Logged in as: admin on esa.secure-s.local

Ty F: Help and Support -

Email Security Manager

Incoming Mail Palicies
HAT Owverviey Incoming Content Filters

Outgaing Mail Policies

Find Senders Qutgoing Content Filters

Find Seri  Host Access Table (HAT)
HAT Overview

Mail Flow Policies

ender Groups { Exception Table

Security Services Network

System Adrministration

Import HAT

derBase™ Reputation Score (7)
iy 2 0z 4 ] g +10

Mail Flaw Policy Delste

| RELAVED

‘ BLOCKED

| THROTTLED
———— | accermeD

&) E} B} B} E

Add Sender Group,  Address Lists
Recipient Access Table (RAT)

Brdan Sender  pestination Controls

1 | RELAYLI  Bounce Verfication

2 WHITEL  pata Loss Prevention (DLP)

3 BLACKL DLP Policy Manager

4 SUSPEC  pLp Message Actions

3 UNKNOY  § smain Keys

AL yerification Profiles

Edit Orde Signing Profiles

|
| TRUSTED |
[
|
|
T
|

| ACCEPTED

Export HAT. .

Signing Keys

Text Resources

Dictinnaries

Copyright @ 2003-2013 Gisco Systems, Inc, All rights reserved. | Privacy Statement

i, Cisco C100V

CISCo Email Security Virtual Appliance

Monitar Mail Policies

Security Services Network

n esa.secure-x.local
Help anc

HAT Overview

Find Senders

[ i chongss

Find Senders that Contain this Text: | [

Find

Sender Groups (Listener: Qe UE IR TE R G TFL

L A3 Sender Group... |
@
Order | Sender Group & & +0 | Mail Flow Palicy Delete
1 | ReLavuisT | reLaven i Imj |
2 | wHITELIST | TRUSTED @
3 | BLACKLIST | BLOCKED i
4 | suspecTlIST | THROTTLED @
s | UNKNOWNLIST = | ACCEPTED I}
AL | ACCERTED

Copyright @ 2003-2013 Cisco Systerns, Inc All rights resery

afiali, Cisco C100V

Cisco Email Security Virtual Appliance

Email Security Manager

Incarning Mail Palicies
Mail Flow Pal Inceming Content Filters
Outgoing Mail Palicies
Outgoing Content Filters

Host Access Table (HAT)
HAT Overview

Policy Name

b Mail Flow Policies

ACCEPTED ;

Exception Table
SEOERED Address Lists
RELAYED

Recipisnt Access Table (RAT)
THROTTLED

Destination Controls

TRUSTED 5
- Bounce Verification

Default Palicy Param:
=——————————  Data Loss Prevention (DLP)

DLF Policy Manager
DLP Message Actions

Copuright ® 2003-20;  DOMAin Keys

- Werification Profiles
Signing Profiles
Signing Keys

Text Resources

Dictionaries

Security Services Network

ed. | Privacy Statement

Systemn Administration

| Behavior | Delsts
[ Accept T @ |
| Reject @
Relay | @
Accept oW
Accapt o m
\

=d, | Privacy Skatament
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admin on esa.secure-x.local

aluali Cisco G100V il L

cisco Email Security Virtual Appliance

A Manitar Mail Palicies Security Services MNetwaork Systern Administration

Mail Flow Policy: ACCEPTED - IncomingMail 172.16.16.25:25

Edit Policy Settings

Mame: | [accerTED |

Connection Behavior:
Connections: Max. Messages Per Connectian: | & 1. pefault (1o y [—i
Max, Recipients Per Message: | & o Default (503 [ ':l
Max. Message Size! | & 50 Default (1om) 4 I:I

(add & tralling K for kilobytes; M for megabytes)

Max. Concurrent Connections From a Single IP: e B 1 o~ I:

SMTP: Custorn SMTP Banner Code: &

Use Default (220) © [E0

Custorn SMTP Banner Text:

9

Use Default )

Override SMTP Banner Hostnames:

»

Use Default (Use Hostname fram Interface)

Use Hostname from Interface

ol

Mail Flow Limits

Rate Limit for Hosts: Max, Recipients Per Hour:

0

Use Default {Unlimited}) ‘

Unlimited @

Use Default (;

Yy 2y

Max. Recipients Per Hour Code: &

Max. Recipients Per Hour Text:

. si admin on esa.secure-x.local
sl Cisco C100V . st

Clsco Emall Security Virtual Appliance

Network

[irygcr.a as: Pendin

Incoming Mail Policies
Mail Flow Pol Incoming Content Fi

Caonnection Beh

sl FlowPol

ges Per Caonnection: | & Use Default (10} o |
pients Per Message: | & loe Defauit (s0) © [ ]
Recipient Access Table (RAT)

Max. Message Size: | & I I:
Destination Cantrals Use Default (10m)

(530 & trating K for Lilobytes; M for megabytes)

zeeption

Bounce Verification

Data Loss Prevention (DLp) "= Froma Single IP: | & Use Default (10) O |

DLP Policy Manager

: SMTP Banner Code:
DLP Message Actions # Use Default (zz0) © [Z20

Domain Keys SMTP Banner Text:

o~
Verification Profiles LezDeflltd)

Signing Profiles

Signing Keys i

ontikesauices 3 Banner Hostname:

Dictionaries ® Use Default {Use Hostname from Interface)

" Use Hostname from Interface

=4l |

Mail Flow Li

ts

Rate Limit for Hosts: Max. Recipients Per Hour: | Use Default (Unlimited)
se Defau nlirnite

" unlimited
C
& Use Default (452)

@ Use Default (Too many recipients received this hour)

Max. Recipients Per Hour Code:

Max. Recipients Per Hour Text:
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Logged in-as: admin on esa.secure-x.local

ol I lulll + Cisco C100V worite Options - Help and Support -

Cisco Email Security Virtual Appliance

[, ] Maonitar Mail Palicies Security Services Metwark System Adrninistration

Sender Group: BLACKLIST - IncomingMail 172.16.16.25:25

Sender Group Settings

Narme: | BLACKLIST

Order: | 3

Comment: | Spammers are rejected
Folicy: | BLOCKED
SBRS (Optional): | -10,0 to -3.0
DN Lists (Optional): | Mone

Connecting Host DNS Verification: | Mone Included

| << Back to HAT Overview Edit SetErngs...

Find Senders

Find Senders that Contain this Text: | I | < L \\ N

Sender List: Display All Items in List

add Sender..

There are no sendsrs,

Copyright © 2003-2013 Gisco Systerns, Inc, All rights reserved, | Privacy Statems

alualne Cisco C100V

CISCO Email Security Virtual Appliance

Monitor

5ender Grou Incoming Content Filke

Sender Group Setti Outgaing Conte

b HAT Qwver
Mail Flow@cies
-'léé??jy?ble
Address Lists e
Recipient Access Table (RAT) n
conngr  DEstination Controls Juded

e Bounce Verification - - :
<= Back to HAT Qv Edit Settings...

Data Loss Prevention (DLP)
DLP Policy Manager
DLP Message Actions

Find Senders

Find Sen

|

Domain Keys

Sender List: Displa Werification Profiles

Signing Profiles
add Sender,.. .
= Signing Keys

There are no sendsrs

Text Resources

Dictionaries

Copyright € 2003-2013 Cisco Systerns, Inc All rights reserved. | Privacy Statement
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alia]ie Cisco C100V

CISCO Email Security Virtual Appliance

f Monitor Mail Policies Security Services Network Systsm Administration

Mail Flow Pelicy: BLOCKED - IncomingMail 172.16.16.25:25

gs

Wame:  [BLOCKED |

Connection Behavior: IE_EJ;EEE
Connections: Max. Messages Per Connection: ‘ & lse Default (10} (g |
Max. Recipients Per Messags: | & ijq pefeult sny © [
Max. Message Size: | & sg pefault (10M) ¢ l—\

(add a #railing & for kitobytes; M for megabytes)

Max, Concurrent Connections From a Single IP: & Use Default (10) - I:‘

SMTP: Custorn SMTP Banner Code: ‘2
Use Default {554) |a

Use Default )

o)

Custorn SMTP Banner Text: “

‘faur acoess to this mail systern has been =
rejected due ta the sending MTA's poor
@ reputation. If you believe that this failure ~

Override SMTP Banner Hostname:

b

Use Default {Use Hostname from Interface)

2}

Use Hostname from Interface

&

Mail Flow Limits

Rate Limit for Hosts: Max. Recipients Per Hour: | o

Use Default (Unlirmited)

Unlimited

Max, Recipients Per Hour Code:

Max. Recipients Per Hour Text:

alal Cisco C100V ; : s

CISCO Email Security Virtual Appliance

Email Security Managef

Incoming Mail Policies

Mail Flows Po| meaming contant i ail 172.16.16.25:25

Qutgoing Mail Palicies

Connection Be

Conne y ges Per Connection! | & o pefault (10) 0 |
pients Per Message: | & |js Default (50) ]

Recipient Access Tahls (RAT)
Max. Message Size: | @& & :

Destination Controls Use:Dafault (10M),

(2dd & trailing & for kilobytes; M for megabytes)

Bounce Werification

Data Loss Prevention (DLP) = roma Single IP: | & Use Default (10)
DLP Policy Manager

 DLP Message Actions SMTP Banner Code:

& Use Default (5541 © [F0 ]

Domain Keys SMTP Banner Text:

o
Verification Profiles Use Default (}

Signing Profiles ‘Your access to this mail system has been =
rejected due to the sending MTA's poor

Signing Keys S reputation. If you believe that this failure —

Text Resources 5
Banner Hostname:
Dictionaries ® Use Default (Use Hostname from Interface)

" Use Hastname from Interface

& | |

Mail Flo

its

Rate Limit far Hosts: Max. Recipients Per Hour: G es i (Unlirmited)
se Default (Unlimite

© Unlimited
O [ —
# Use Default (4523

ri

& se Default {Too many recipients received this hour)

Max. Recipients Per Hour Code:

Max. Recipients Per Hour Text:
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esa.secure-n.local

sleals Cisco C100V b ; o

CISCO Email Security Virtual Appliance

A Manitor Mail Policies Security Services Metwork Systemn Administration

Mail Flow Policy: RELAYED - IncomingMail 172.16.16.25:25

[rELAYED ]

Connection Behavior: | | relay =

Connections! Max. Messages Per Connection: | & Use Default (10) r |
Max. Recipients Per Message! | & |jzo pefault (50} o

Max. Message Size | & |se efault (tom) C [ ]

(2dd & trailing & for kilobytes; Mfor megabytes)

Max. Concurrent Connections From a Single IP:
B # se Default (107 O |
SMTP: Custom SMTP Banner Code; c
Use Default (220)

Use Default ()

2

Custorn SMTP Banner Text:

3

Owerride SMTP Banner Hostname:

2

Use Default (Use Hostname from Interface)

" Use Hastname from Interface

l A

v
Use Default {Unlimited)

Unlimited

d=—=00 @

Max. Recipients Per Hour Code: e

Mail Flow Limits

Rate Limit far Hosts: Max. Recipients Per Hour:

]

Use Default (4 ‘_2_'

Max. Recipients Per Hour Text:

st Cisco C100V

CISCo Email Security Virtual Appliance

Incoming Mail Policies

) ‘ : v.
Mail Flow Pol Incoming Contert Fil ail 172.16.16.25:25

Edit Policy Setting

Connection Be

ges Per Connection: | & |jce Default (10) %
pients Per Message: | & Use Default (50) L |
Recipient Access Table (RAT)

Max, Message Size: | & 'l
Destination Caontrals WsesDitatlt (10M) -
(2dd & trailing & for kilobyies; M for megabytes)

Bounce Werification

Data Loss Prevention (DLP) 'S Troma single IP: | Use Default (103 © ]
DLP Palicy Manager

¢ )
e SMTF Banner Codsi | | e o0y € | —

Domain Keys SMTP Banner Text:
Verification Profiles

# se Default {0

Signing Profiles
Signing Keys T

TR * Banner Hostname:

Bickharanas @ Use Default {Use Hostname from Interface)

" Use Hostname from Interface

il I

Mail Flow Limits

Rate Limit for Hosts: Max. Recipients Per Hour: | o R
se Default (Unlimite

 Unlimited

O [

® Use Default (452}

C [—

# Use Default (Too many recipients received this hour)

Max, Recipients Per Hour Code!

Max. Recipients Per Hour Text:
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CERTBuUS

s: admin on esa.secure-s.local

ol l"'l I Cisco C‘! OOV ]y tes ; options = Help and Support -

CIsco Email Security Virtual Appliance

A Monitor Mail Policies Secutity Services Metwork Systemn Administration

Sender Group: RELAYLIST - IncomingMail 172.16.16.25:25

Sender Group Settings

MName: | RELAYLIST

Order: | 1

Comment: | Only select hosts can relay from this box
Policy: | RELATED
SBRS (Optional}: | Mot in use

DNS Lists {Optional): | None

Connecting Host DNS Verification: | None Included

| == Back to HAT Overview

Find Senders

Find Senders that Contain this Text: . I |

Sender List: Display All Items in List

i sdd Sende

all

-
Sender Comment Delete
hg-rnail.maroon.public | Mone

| == Back to HAT Overview

) din as: admin on esa.secure-x.local
'l h"‘ I CISCO C‘i OOV 5 Options = Help and Support -
CISCO Email Security Virtual Appliance

] Maonitar Metwark Systermn Administration

5ender Grou Incoming Content Fi

Qutgoing Mail
Sender Group Setti

Recipient Access Table (RAT)
Destination Controls ."Iu_ded

Bounce Verification ; - 1
Edit Settings...

Data Loss Prevention {DLP)
DLP Policy Manager

Caonnet

| << Back to HAT Ov

Find Senders

. DLP Message Actions
Find Sen: i
Domain Keys
Verification Profiles T T T m—
Signing Profiles
Signing Keys
all
Text Resources [
Sender Dictionaries Comment | Delete
hg-rnail.marcon.public | Mone | B

| <= Back to HAT Ouerview

Copl,lrjight @ 2003-2013 Cisco Systerns, Inc All rights reserved, | Privacy ‘Staternent
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n esa.secure-x.local

' Ilhl I 1. Cisco C1 \ ; Opti - Help and Support -

cisco Email Security Virtual Appliance

A Monitor Mail Policies Security Services Metwork System Adrninistration

Sender Group: SUSPECTLIST - IncomingMail 172.16.16.25:25

Name: | SUSPECTLIST

order: | 4

Comment; | Suspicious senders are throttled
Policy: | THROTTLED
SBRS [Optional}: | -3.0 to 3.0

DMNS Lists (Optional): | Mone

Connecting Host DNS Verification: | None Included

| <= Baclk to HAT QOwerview | Ei:m:_gt‘t'ings...

Find Senders

Find Senders that Contain this Text:

] "o BJ

Sender List: Display All Items in List

add Sender...

There are no senders,

Copyright @ Z003-2013 CiSCD-_S','StEI‘nS; Inc AII"rights reserved, | Privacy Staten‘ren‘t

altafe Cisco C100V

Cisco Email Security \Virtual Appliance

Monitor

Email Security Manager

Incoming Mail Policies

Sender Grou

Sender Group Setti

us senders are throttled

_ED

.0
Recipient Access Table (RAT)
Destination Controls Juded

Conne

Bounce Verification

| << Back to HAT Qv

Data Loss Prevention {DLP)
Find Senders DLP Policy Manager

Find Sent OLP Message Actions i
Domain Keys

verification Profiles

Sender List: Displa

Signing Profiles

| Add Sender.., -
'-—ET"-—I' . Signing Keys

There are no sender:
Text Resources

Dictionaries

Copyright @ 2003-2013 Cisco Systams, Inc. All rights receried, | Privacy Statamant
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n esa.secure-x.local

wlrale Cisco C100V . - Help.ane

CISCO Email Security Virtual Appliance
ity pp!

A Manitar Mail Policies Security Services Network System Administration

Mail Flow Policy: THROTTLED - IncomingMail 172.16.16.25:25

Edit Policy Settings

Wame: | [THROTTLED |
Connections: Max. Messages Per Connection: | Use Default {10} i 1 ‘
Max, Recipients Per Message: | Use Default (50) & [z5

Mas, Message Size: | oo Default (10My  ©*  [tDaB5780
(add = trailing K for kilobytes; M for megsbytes)

Max, Concurrent Connections From a Single IP: s 0 @ I:

SMTP: Custorn SMTP Banner Code:
® Use Default 220y © [0

Custamn SMTP Banner Text:

Cannection Behavior:

b

b

Use Default ()

Override SMTP Banner Hostname:

»

Use Default {Use Hostnarme from Interface)

" Use Hostname from Interface

=

Use Default {Unlimited) ‘
" Unlimited
S ECR O

Max. Recipients Per Hour Code: | o

Mail Flow Limits

Rate Limit for Hosts: Max. Recipients Per Hour: c

Use Default {4 ;2,_
0 | —
@nany recipients received this hour)

Max. Recipients Per Hour Text:

. 45! admin on esa.secure-x.local
afualne Cisco C100V : St

cisco Emall Security Virtual Appliance

- Halp and Support -

Metwork Systemn Administration

fotis oo rivia)

&

I

Incoming Mail Policies

Mail Flow Pol Incoming Content Fil
Outgoing Mail Palicies

Edit Policy Settingsietl] C;:

>
ingMail 172.16.16.25:25

AT

ges Per Connection: | Use Default {10) I3 1
pients Per Message: | Use Default (50) I3 25 |

Max. Message Size! | |5 pefault (10M)  ©*  [10as5780 |

Recipient Access Table (RAT)
Destination Controls

BeUneE SerfiEation (add & traifing & for kilobytes; M for megabyies)

Data Lass Prevention {DLP) '* Firor:a Single:10: | 4 Use Default (10 & |1 |
DLP Palicy Manager

SMTP Banner Code:
DLF Message Actions # Use Default (220y ©  [Zz0

Domain Keys SMTP Banner Text:

I
Verffication Profiles LseiRefelitn

Signing Profiles
Signing Keys [ i

LesbResodices ? Banner Hostnarne:

Dictianaries & Use Default (Use Hostname from Interface)

" Use Hostname fram Interface

@ | |

Mail Flow Limits

Rate Limit for Hosts: Max. Recipients Per Haur: |~ Use Default (Unlimited)
se Default (Unlimite

© Unlimited

@ [

* Use Default (452)

O [—

* Use Default (Too many recipients received this hour)

Max. Recipients Per Hour Code:

Max. Recipients Per Hour Text:
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«fralie Cisco C100V

CISCO Email Security Virtual Appliance

A Manitor Mail Palicies Security Services Netwark Systern Administration

Mail Flow Policy: TRUSTED - IncomingMail 172.16.16.25:25

Edit Policy Settings

Wame: | [TRUSTED |

Connestion Bshavior: | |accept |

Connections: Max, Messages Per Connection: | ¢ Use Default (10) & [sooo 1

Max. Recipients Per Message! | ;5 pefault {50y “ SQDD—_\

WMax, Message Size: | e Default (10M) * [10ags7600 |

(zdd & trating & for kilobptes; W for megabytes)

Max. Concurrent Connections From a Single IP: A Use Default (10) I e ‘

EMTP: Custorn SMTP Banner Code: & Use Default (220} i I:‘ZZFI

Custamn SMTP Banner Text:

=

Use Default ()

Override SMTP Banner Hostname:

)

Use Default {Use Hostname from Interface)

" Use Hostname fram Interface
=] - N
-~
Use Default {Unlimited) ‘
& :
Unlimited O 5

Mail Flow Limits

Rate Limit for Hosts: Max. Recipients Per Hour: e

Max. Recipients Per Hour Code:

Max. Recipients Per Hour Text:

. i in on esa.secure-n.local
sl Cisco C100V q Help anc

CIsCo Email Security Virtual Appliance

Email Security Manage

Netwark Systern Administration

Incoming Mail Palicies

Mail Flow Po| Incoming Content Fi

Qutgaing Mail
Edit Policy Setting

Connection Beh

1

ges Per Connection: | (™ Use Default (10} & [sooo 1

pients Fer Message: |~ |yeq pefault (50) ©  [5000 ]

500 |

(add a tralling K for kilobytes; M for megabytes)

Recipient Access Table (RAT)

Destination Controls

Max, Message Size: | Use Default (10M) I 1

Bounce Yerification

Data Loss Prevention (DLP) ' FromaSingle IP: | @~ L 10y * [aoo ]
DLP Palicy Manager

‘ SMTFR B Code:
DLP Message Actions AUNECSESE | @ Uee Default tzzoy € [

Domain Keys SMTP Banner Text:
Verification Profiles

® Use Default 3]

Signing Profiles
Signing Keys ()

Jexsfesauices 2 Banner Hostname:

Dictionaries * Use Default {Use Hostname from Interface)

7 Use Hostname from Interface

2 ]

Mail Flo

Rate Limnit for Hosts: Max. Recipients Per Hour: AT (Unliritad)
se Default (Unlimite

& Unlimited

-
& Use Default {452)
¢

@ Use Default (Too many recipients received this hour)

Max. Recipients Per Hour Code:

Max. Recipients Per Hour Text:
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P Manitar Mail Palicies

Security Services Network System administration

sender Group Sef

N

Sender Group: UNKNOWNLIST - IncomingMail 172.16.16.25:25

Hame:  UNKNMOWNLIST
Orderi 5

Comment: | Reviewed but undecided, continue normal acceptance
Policy: | ACCEPTED

SBRS (Optional)

| 3.0t0 10.0 and SBRS Scores of "None”

DHNS Lists (Optional)

: Mene

: | None Included

Connecting Host DNS Verification

Find Senders that Contain this Text:

Sender List: Display All Items in List

Add Sender

There are no senders,

Copyright @ 2003-2013 Cisea Systerms, Tric, All 1

«lraln Cisco C100V

Cisco Email Security Virtual Appliance

ights resemed, | Privacy Statement

Email Security Mana

Incarning Mail Policies

Sender Grou Incoming Content Filters

Outgoing Mail Policies
PRRPISPSEMPN  Cutgoing Content Filter:

b HAT Overview
Mail Flow Policies
Exception Table
Address Lists

Recipient Access Table

Destination Controls

Connec

Bounce Verification

<< Back to HAT Qv

Host Access Table (HAT) JHLIST

Security Services Netwark System Administration

ger

1comingMail 172.16.16.25:25

s

(RAT) &~ _ 3

Find senders

Find Sem

T
o |
é Edit Settin
b

Data Loss Prevention (DLP)
DL Falicy Manager
DLP Message Actions

Domain Keys

Sender List: Displa Yerification Profiles

Add sender,

There are no sender:

Signing Profiles
Signing Keys

Text Resour

Copyright @ 2003-20

alnaln Cisco C100V

CISCO  Emal Security Virtual Appliance

Py Manitor Mail Palicies

Security Services Network System Administration

esa.secure-n.local
sy and Support

Sender Group: WHITELIST - IncomingMail 172.16.16.25:25

Sender Group Settings

| Ho-ChangesPe

Mame: | WHITELIST
Orders | 2
Comment: | My trusted senders have no anti-spam scanning or rate limiting
Policy: | TRUSTED
SBRS (Optional): | Notin use
DNs Lists (Optional): \ None

Connecting Host DHS Verification

| Wone Included

<< Back to HAT Querview |

Edit. Settin |

Find Senders

Find Senders that Contain this Text:

Display All Item

Add Sender. .

Items per page

all
Sender Comment Delete
.orange.public Nane C

<= Back to HAT Qverview

Copyright @ 2003-2013 Cisco Systems, Inc All i

ights reserved, | Privacy Statement
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d in as: admin on esa.secure-x.local

vlralie Cisco C100V

CISCO Email Security Virtual Appliance

s = Options - Help and Support -

Maonitor Security Services MNetwark Systern Adrministration

Email Security Manager Io Changes Pending

Incoming Mail Policies

Sender Grou Incoming Content Filters ’i:‘\-\
Outgoing Mail Policies 8 N \\\\

Host Access Table (HAT) ST _.\\\ h

L=

-

HAT Owerview . U l.;

Mail Flow Policies =d senders have no anti-spam scanllm/n_.g"m{rg&-l.im%g
! L

Exception Table
Address Lists

o , @

Recipient Access Table (RAT)

Destination Controls

Connet
Bounce Verification
<< Back to HAT Ov
. DataLoss Prevention {DLP}
DLP Policy Manager
DLP Message Actions

Edit Settings...

Find Senders

Find Sen

|

Domain Keys

sender List: Displa Verification Profiles

Signing Profiles

Items per page m,
Add Sender...

all

r
Sender | Comment Delete
.orange.public ‘ Mone ‘ ||

| << Back to HAT Owverview |

Copyright @ 2003-2013 Cisco Systems, Inc All rights reserved. | Privacy Statement

What is the maximum message size that the Cisco Email Security Appliance will accept from the violet.public domain?
A.1KB

B. 100 KB

C.1MB

D. 10 MB

E. 100 MB

F. Unlimited

Correct Answer: D

From the instructions we know that the reputation score for the violet.public domain has been set to 8. From the HAT
table shown below we know that a score of 8 belongs to the UNKNOWNLIST group, which is assigned the ACCEPTED

policy.
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Logged in as: admin n esa.secu

"}"' I" Cisco C100V oy e Options - Helpand ¢ |

CIsSCce Email Sceurity Virtuel Appliance

P Monitor Mail Palicies Secdritr Services Network Systermn Administration

L o Chena:

HAT Owverview

Find Sendars that Coatain this Taxt: | I

|_ Add Szndzr Group... | ! IWT 5
}' chJtCItIDI'I Score '?\
Qrder Sender Croup a}fg d n & +in | Mail Tlow Palicy Delee
1 RELATLIST € \\’) RELAYED ]
? WHTTFI TST "T:‘\ ; TRIISTFR jm§
3 BLACKLIET A (- BLOCKED W
4 SUSPECTLIST I: ( L il —_— THROTTLED: o}
5 LN MO WHLIST b 47 | | PG i
| ALL ACCIFTID

Eeay ZrelaulL
|

Capture

By clicking on the ACCEPTED policy we see that max message size has been set to the default value of 10M:
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Accepted

magma g e e W e N W L0 o= R 0 T~ TR S TV LY S S o [ I =1 [ =YW} B
¥

Cl SCO Email Security Virtual Appliance

& Maonitor Mail Palicies Security Services Hetwark Syster Administration

Mail Flow Policy: ACCEPTED - IncomingMail 172.16.16.25:45, ")

b

Edit Policy Settings

Marne: I.Clt“t"FPTFI')

Connecticn Dehaviar: ,qccept EI

Connectons: | Max Messajes Per CmnE:tLEi —\I’ Q\ Llse Default (10) i |
_|r‘ Use Default (S0} o I
o B "',_
A8 MesSaBeSIZE: | & (i, pefadit (10M)  © [ '

Max, Recipients Per M‘E;\?‘ag

N i j ] (add a traifing & for bilobptes; M for megabyies)
- * itrd |
% P N — T
Max, Zoncurrent (/:mn‘e;tmns F’pﬁ' a Single IP: | o Ust Defaull (10 -~ Ij
SYTP: <7 .Custm SMTP Banner Zode: | Gy resiiisany O R
B V. v za Dofaul jeyed 220
Iy . Zugom SMTP Banter Text:
' Use Default ()
o
i s
ide = F !
DRre SRS Hastuang % Use Default (Usc dosmname from Interfacs)
" Use Hestnamne from Interface ﬂ
Capture
QUESTION 9

Which Cisco Advanced Malware protection for Endpoints deployment architecture is designed to keep data within a
network perimeter?

A. cloud web services
B. network AMP

C. private cloud

D. public cloud

Correct Answer: C

QUESTION 10

An engineer wants to configure a method to verify the authenticity of emails on cisco ESA and noticed the sender policy
framework. How can the SPF help in that task?

A. SPF allows the sender to sign the email using preshared key
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B. SPF allows the sender to sign the email using public key

C. SPF allows the owner of an internet domain to use DNS TXT records to specify which machines are authorized to
transmit email for that domain.

D. The list of authorized sending hosts for a domain is published in the Domain Name System (DNS) records for that
domain in the form of a specially formatted TXT record

Correct Answer: B

QUESTION 11

When a user receives an encrypted email from a Cisco ESA, which technology is used to retrieve the key to open the
email?

A. trusted certificate authority

B. private certificate authority

C. Cisco Registered Envelope Service
D. Simple Certificate Enrollment Protocol

Correct Answer: C

QUESTION 12

An engineer is configuring AMP for the first time and can\\'t afford any interruption to which traffic.
Which policy type does not disrupt?

A. Triage

B. Audit

C. Server

D. Protect

Correct Answer: B
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