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=aTerm WG 5 ldentity Management & Privacy Technologies
f3. R History

4 4
d‘ / ISO/IEC JTC 1/SC 27/WG 5 Identity Ma

October 2003

JTC 1 Plenary established
= JTC 1 Study Group on Privacy Technologies (SGPT)

= for one year period of time (until October 2004) to
identify standardization needs

October 2004

JTC 1 Plenary resolved to
= disband SGPT

= assign to SC 27 further activities in the Privacy
Technologies area such as
= afurther inventory
= areport back to the November 2006 JTC 1 Plenary



=arerm WG 5 Identity Management & Privacy Technologies
f3. Q@ History

4 4
d‘ / ISO/IEC JTC 1/SC 27/WG 5 Identity Man

SC 27 activities (in response to JTC 1°s request
from October 2004)

= October 2004
= Study Period on Identity Management established
= May 2005

= Study Period on Privacy established

= New Work Item Proposal: A framework for identity
management (ISO/IEC 24760)

= May 2006

= New Working Group 5 on Identity Management and
Privacy Technologies established
= Two new Work Item Proposals
= A privacy framework (ISO/IEC 29100)
= A privacy reference architecture (ISO/IEC 29101)



zare® WG 5 Identity Management & Privacy Technologies

= Development and maintenance of
standards and guidelines addressing
security aspects of

= |dentity management
= Biometrics and
" Privacy



=grer@ WG 5 Identity Management & Privacy Technologies

4 Programme of Work

ISO/IEC JTC 1/SC 27/WG 5 Identity Man

Frameworks & Architectures

A Framework for Identity Management (ISO/IEC 24760, IS, WD, WD)

Privacy Framework (ISO/IEC 29100, IS)

Privacy Architecture Framework (ISO/IEC 29101, CD)

Entity Authentication Assurance Framework (ISO/IEC 29115 / ITU-T X.1254 (formerly X.eaa), DIS)
A Framework for Access Management (ISO/IEC 29146, WD)

Telebiometric authentication framework using biometric hardware security module (ITU-T X.bhsm |
ISO/IEC 17922, WD)

Protection Concepts

Biometric information protection (ISO/IEC 24745, 1S)
Requirements for partially anonymous, partially unlinkable authentication (ISO/IEC 29191, CD)

Guidance on Context and Assessment

Authentication Context for Biometrics (ISO/IEC 24761, 1S)
Privacy Capability Assessment Model (ISO/IEC 29190, WD)

Code of practice for data protection controls for public cloud computing services (ISO/IEC 27018,
WD)

Identity Proofing (NWIP)
Privacy impact assessment — methodology (NWIP)



aremm WG 5 Identity Management & Privacy Technologies
3. H Programme of Work

it
3 J
X 7 ISO/IEC JTC 1/SC 27/WG 5 Identity

Frameworks & Architectures

*A Framework for Identity Management
(ISO/IEC 24760)
= Part 1: Terminology and concepts (1S)
= Part 2. Reference framework and requirements (WD)
= Part 3: Practice (WD)

*Privacy Framework
(ISO/IEC 29100, IS)

=Privacy Architecture Framework
(ISO/IEC 29101, CD)
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/3. @ Programme of Work

{ / ISO/IEC JTC 1/SC 27/WG 5 Ident

Frameworks & Architectures

*Entity Authentication Assurance Framework
(ISO/IEC 29115/ ITU-T X.1254 (formerly X.eaa),
FDIS)

*A Framework for Access Management
(ISO/IEC 29146, WD)

=Telebiometric authentication framework using
biometric hardware security module (ITU-T
X.bhsm | ISO/IEC 17922, WD)
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/3. @ Programme of Work

{ / ISO/IEC JTC 1/SC 27/WG 5 Identi

= A Framework for ldentity Management
(ISO/IEC 24760)

=Part 1: Terminology and concepts (1S:2011)

=Part 2: Reference framework and requirements
(WD)
=Part 3: Practice (WD)



SaTeum ldentity Management (IdM)
8 An early approach

ISO/IEC JTC 1/SC 27/WG 5 |dentity Manage

= ,Fear not, for | have redeemed you;
| have called you by name: you are mine.”
[Isaiah 43:1]

= Mn @oBou- dioTI eyw O€ EAUTPWOQ,
O€ EKAAECA E TO OVONA OOU” €POU gloal”
[Hoaiav 43:1]

= _No temas, porgque yo te he redimido,
te he llamado por tu nombre; mio eres tu.”
[Isaias 43*]

= Furchte dich nicht, denn ich habe dich erlost;
ich habe dich bei deinem Namen gerufen; du bist mein!*
[Jesaja 43,1]
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Identity Management (IdM)

E 2 sides of a medal with enormous economic potential

= People live their life

Organisations aim to sort out

= User Accounts in different IT
systems

= Authentication
= Rights management
= Access control

Unified identities
help to
= ease administration
= manage customer relations

Identity management
systems
= ease single-sign-on by unify
accounts

= solve the problems of multiple
passwords

= in different roles (professional,
private, volunteer)

= using different identities
(pseudonyms): email accounts,
SIM cards, eBay trade names,
chat names, 2ndLife names, ...)

Differentiated identities
help to

= protect
= privacy, especially anonymity
= personal security/safety

= enable reputation building at the
same time

= |dentity management systems

= support users using role based
identities

= help to present the “right” identity
in the right context
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SuTCIm ldentity Management (IdM)

~ E 2 sides of a medal with enormous economic potential

= People live their life = QOrganisations aim to sort out
= in different roles (professional, = User Accounts in different IT
private, volunteer) systems
= using different identities = Authentication
(pseudonyms): email = Rights management

accounts, SIM cards, eBay
trade names, chat names,
2ndLife names, ...)

= Access control

= Differentiated identities = Unified identities
help to help to
= protect = ease administration
= privacy, especially anonymity = manage customer relations

= personal security/safety

= enable reputation building at
the same time

= |dentity management = |dentity management
systems systems
= support users using role based = ease single-sign-on by unify
identities accounts
= help to present the “right” = solve the problems of multiple

identity in the right context passwords



mobile N\ ldentity Concepts
business Working Definitions

= |dentity:
The characteristics (attributes) representing an acting entity

= Partial identity:
A subset of the characteristics of an identity

= |SO/IEC 24760:1 “A framework for identity
management - Part 1 Terminology and concepts”:

= |dentity (partial identity): Set of attributes related to an
entity

Why are partial identities important ?
= Different partial identities are assigned to and abstracted from
an entity.

= The identity of an entity consists of partial identities distributed
over different partners of the entity.

[BaMe05] 43 F
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business Partial Identities

Health Care

P
A @'\ ——————————
\
0000 Jo0=000 0000
i i

Blood
Group

Tax .\ \ Insurance \

A
Status \ \‘ 'Health ‘ ,’__/GO(‘

Income . A \, Status — .

Birthda+ *

Payment

_____ Diners Club
e ‘;lul
b " Travel
Identity Tel \
elecom-\, - , _
of Alice )| municationn, ~  TTTm0mTTTC 7 Seee ! Boyfriend
t ‘ - Bob

-
Seee——777
/' EN

/ Part|al AN "

‘of Alice

<o -

Leisure

Based on [ClauB, Kéhntopp 2001] &




mobile N\
business

= International standard ISO/IEC 24760-1:2011 defines the stages in the

Stages in the Identity lifecycle

lifecycle of an identity in a particular domain
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o ™
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Figure 1 —Identity lifecycle.
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Nr.  Topic

Scope

Normative references

Terms and definitions

Symbols and abbreviated terms
Identity

Attributes

Managing Identity Information
Identification

Authentication
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Maintenance

—
o

Implementation Aspects

—
=

Privacy
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business Part 2: Table of Content

Nr. Topic Page
1 Scope 1

2 Normative references

3  Terms and definitions

4  Symbols and abbreviated terms

5 Reference architecture

6 Requirements

/  Annex A Legal and regulatory aspects

(Informative) 14

Information technology — Security techniques — A framework for identity management — Part 2: Reference architecture and requirements 17
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Nr.

5

5.1
5.2
5.3
5.4

6

6.1
6.2
6.3
6.3.1
6.3.2
6.4
6.5

Topic

Reference architecture
Overview

Actors

Processes

Components

Requirements

Access to identity information
Identity information lifecycle management
Quality of identity information
General

Information adjustment

Time reference

IT security

Page
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10
10
11
12
12
12
12
13

Clauses b & 6

Reference architecture & Requirements

Information technology — Security techniques — A framework for identity management — Part 2: Reference architecture and requirements 18
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business

process

5.1 Overview - Possible flows of
identity information (1/3)

actors

source

action

recipient
action

Presents credentials Determines information to be retrieved
Principal ; ;
Allows capture of identity information from register and its level of assurance
Identification Identity-information |Provides level of assurance for Vi A Performs verification
authority identity information
. . Provide additional identity
Identity register . .
information
Identity-information |Provides verified information for
Registration provider storage Identity register Stores information indexed by
Reference-identifier |[If first registration, provides new yres reference identifier.
generator unique identifier
Specifies required levels of assurance Associates specified levels of assurance
Relving part for particular identity information and |ldentity-information |and mechanisms with relying party.
.. ying party the mechanism(s) to validate authority
Authentication )
assertions
Identity-information |Provides assertion on the level of . Validates assertion
; . L . Relying party
authority assurance of identity information
Identity-information |Requests reference identifier Reference-identifier |Generates reference identifier
provider generato
CEEkin Provides identity information to be Validates suitability of provided identy
2 o used as reference identifier Reference-identifier |information as reference identifier
reference Principal £ :
: . generator
identifier Generates reference identifier.
Reference-identifier |Provides generated reference Identity-information [Associates reference identifier with
generator identifier. provider other identity information

Information technology — Security techniques — A framework for identity management — Part 2: Reference architecture and requirements
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process

5.1 Overview — Possible flows of
identity information (2/3)

actors

source
action

recipient
action

Identity management |Decides on identity revocation . . Stores information to effect status
: Identity register
Revocation authority change
Identity-information |Initiates provisioning of the revocation . Applies updated information to its
. Relying party .
provider service process
A Identity-management |Activates new identity . : Stores information to effect status
Activation : Identity register
authority change
Identity management|Grants or denies provision service,
Relying part Requests provisioning services AUthoty SRS CONCH IO
ying party q P g Identity-information [Records relying party as receiver of
provider provisioning service
Provisioning Identity-information |Transmits identity information Relving part Applies updated information to its
provider ying party service process
- : : - : : Relvi Confirms the assertions meet its
Identity-information |Augments identity information with elying party requirements for level of assurance
authority assertion on the level of assurance
Identity management |Checks for identity information _— Informs on information updates
: Principal
authority updates
Principal Notifies the availability of new or Identity management|If new information is relevant, initiates
P changed identity information authority identity adjustment,
Idgntlty Identlty management |Authorizes information update Identity register Identity management authority
adjustment authority
Defines updated identity information . : Stores updated information indexed by
. . Identity register : .
Identity-information reference identifier
provider Provisions updated information. . Applies updated information to its
Relying party .
service process.
Identity-information |Retains results
!dentlty . Identity-information |Apply information processing pIGYIHEH : z
information : . Stores result of processing, possibly
. provider operations . . S
processing Register updating information in one or more
identities.

Information technology — Security techniques — A framework for identity management — Part 2: Reference architecture and requirements
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process

Identity management

5.1 Overview — Possible flows of
identity information (3/3)

actors

source
action
Informs on identity information
processing.

recipient
action
Grants or denies information processing
operations

provider

requests and information provisioning
activities

Identity-information
authority

Maintains log of assurance assertions
provided

Reports on incidents

Information- hori - o : Principal
processing authority Solicits authorization for processing
authorization operations : _ : : : :
Principal Requests information on identity Identity management |Provides requested information
P processing. authority
Identity management [Defines actions to be logged, incidents Incorporate definitions in process
; All actors . :
authority to be reported. implementation
Principal Registers complaint Investigates complaint
Identity management |[Maintains log of management actions
authority
Identity register Mamta?ns log of data access
operations
Auditing Identity-information Maintains log of identity information |auditor

Reviews logs and incidents

Auditor

Reports on findings.

Recommends changes.

Identity management
authority

Adjust policies and procedures to
implement any recommended changes.

Information technology — Security techniques — A framework for identity management — Part 2: Reference architecture and requirements
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Figure 1 presents the components is an identity management system.

The figure also shows where an identity management system interfaces with

actors and principals.

5.4 Identity Management system

components

(::__Actur; _:>

A

{user interface)

Identity information
presentation & control

-

-

| Domain of applicability

Identity Register

.+

(:F_’; ncipa Ié:}

|dentity Information
Capture

Reference-identifier
generator

Figure 1 — Identity Management system components.
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ldentity Management:
Types of IdM (Systems)

Account Management:
assigned identity
(= Tier 2)

Profiling:
derived identity
abstracted identity
(= Tier 3)

Management of
own identities:

chosen identity
(= Tier 1)

< There are hybrid systems
that combine characteristics

4 )

by organisation

by organisation

by user himself
supported by
service providers

\ /

[BaMeO05]
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= International standard ISO/IEC 24760-1:2011 defines the stages in the

lifecycle of an identity in a particular domain as reproduced in Figure 2.

6.2 ldentity information lifecycle

management

|suapended

Identity adiusfameant

unknown

Pyl all
ﬂnmﬁmc-nrf resfora

emabllshed archived

ciivabioe
rehive

active
.\/‘.-'

maintenancs

idenhncation’
reachvation

oo

dalafo

Information technology — Security techniques — A framework for identity management — Part 2: Reference architecture and requirements

Figure 2 — Stages in the Identity lifecycle.
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5.1.1
5.1.2
5.1.3
5.2

5.2.1
5.2.2
5.2.3

Topic

Scope

Normative references
Terms and definitions
Symbols and abbreviated terms
Reference architecture
Overview

Actors

Information flow

Functions

Actors

Identity management authority
Identity-information authority

Identity-information provider

Part 2: Table of Content

F
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(1/3)
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Nr.  Topic Page
53 Processes 7
5.3.1 General 7
5.3.2  Auditing 7
5.3.3  Generating reference identifier 7
534 Provisioning 7
5.3.5 Identity adjustment 7
5.3.6 Revocation 8
5.3.7 Identity information processing 8
5.3.8 Identity Information-processing authorization 8
5.4 Components 8
5.4.1 General 8
54.2 Identity register 9
54.3 Identity information capture 9
544 Reference-identifier generator 9
5.4.5 Identity information presentation and control 9
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Topic

Requirements

Access to identity information
Identity information lifecycle management
General

Identity information lifecycle policies
Labelling

Archived information

Deleted information
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General

Information adjustment

Time reference

IT security
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11
11
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12
12
12
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business Summary & Outlook

= |S 24760-1
» completed in 2011 after several years
= established important fundamental

concepts, such as identity (partial identity)
and attributes

= |S 24760-2 and IS 24760-3 will need a few
more years (maybe till 2014).

= Next meeting of German mirror group of SC
27/WG 5 on August 22 with public workshop
on privacy topics on August 21 in Berlin

.
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. ABC4Trust: www.abc4trust.net
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