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Abstract
The Franco-Prussian war (1870–1871) was the first major European conflict during
which extensive telegraph use enabled fast communication across large distances.
Field officers would therefore have to learn how to use secret codes. But training
officers also raises the probability that defectors would reveal these codes to the
enemy. Practically all known secret codes at the time could be broken if the enemy
knew how they worked.

Under Kerckhoffs’ impulsion, the French military thus developed new codes,
meant to resist even if the adversary knew the encoding and decoding algorithms,
but simple enough to be explained and taught to military personnel.

Many of these codes were lost to history. One of the designs however, due to Major
H. D. Josse, has been recovered and this article describes the features, history, and
role of this particular construction. Josse’s code was considered for field deployment
and underwent some experimental tests in the late 1800s, the result of which were
condensed in a short handwritten report. During World War II, German forces
got hold of documents describing Josse’s work, and brought them to Berlin to be
analyzed. A few years later these documents moved to Russia, where they have
resided since.
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1. Introduction

Since Kerckhoffs’ works [Ker83], it has become almost common sense to design, evaluate
and implement cryptography in a transparent way, not merely for scientific but for
very pragmatic reasons. But before this celebrated principle made its way into the
mainstream, security by obscurity was the norm. As a result, early relics of cryptographic
work are hard to unearth: They often lay in the shadows of military archive bunkers,
despite the fact that most of the techniques described there were never implemented,
let alone used in the field, and are in any case obsolete by today’s standards.

It is thus very lucky, in a sense, that Major Josse’s system attracted enough attention
for the German army to take notice of it, and bring descriptions to Berlin for cryptanal-
ysis. In hindsight this is itself a mystery: at the time the Germans seized documents,
these were already more than 30 years old; and we have no evidence that this particular
code was ever used at all. It is unclear then what exactly was their motivation; it may
have been part of a systematic effort to search for and analyze every technique they
could lay their hands on. Whether they picked this code in particular, or it was part of

first_name.family_name@ens.fr


a bundle, we do not know.
When East Germany fell to the Soviet army, documents relative to the Josse system

were sent to Moscow, probably to undergo analysis as well. They have resided there
until recently, when documents were brought back to France.

In this paper we analyse the corpus of documents that has been recovered, from a
historical and cryptographic standpoint. Amongst these, only a few can be attributed
with relative certainty to Major Josse’s efforts, and constitute a credible cryptographic
system which, although obsoleted by modern techniques, could very well have been of
use in the late 1800s.

2. The corpus

Because of its tortured history, being moved from one archiving place to the next across
countries, it comes at some surprise that all documents in the bundle are in an excellent
state, showing no more than stains due to aging paper and some degradation related to
manipulation. This may indicate that these documents were not handled very much —
or only with extreme care.

As we discuss below, the bundle itself consists in several pages, the origin of which
we investigate.

2.1. Description of the corpus

The corpus consists in 17 unnumbered manuscript pages, including title pages and
appendices. They were handwritten in French. The corpus, reproduced in appendix, is
composed of several documents:

(1) A main document, entitled “Projet de Cryptographie Militaire n◦3” (Military
Cryptography Project Nr. 3 ). This document describes a cryptosystem’s design
goals, encryption and decryption procedures, and makes additional remarks on
how to teach it. We will henceforth refer to this cryptosystem as Josse’s system.
This document appears twice (1a and 1b).

(2) A second document, probably meant to follow the first one, entitled “Système
cryptographique n◦3” (Cryptographic system Nr. 3 ). This document contains the
result of training exercises with several officers on Josse’s code, where accuracy
and speed were recorded.

(3) A newspaper article draft, which praises a “New cryptographic system” (without
explicitly mentioning Josse’s system).

(4) An appendix to the main document (two copies, corresponding to the two versions),
containing subtraction tables (4a and 4b).

(5) A letter, signed by “S. Mounier” (or possibly Munier?) and dated June 29, 1889,
addressed to Major Josse, mentioning the successfully copied version of the
original draft. Indeed the first and second documents each appear in two versions:
a draft version, with visible crossing-outs and additions; and a clean version. In
all probability the clean version is the one mentioned by M(o)unier.

(6) A leaflet, entitled “Méthode stéganographique Josse” (Josse steganographic
method) followed by a poem.
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We will refer to these documents by the numbers 1a, 1b, 2, 3, 4a, 4b, 5, and 6 in the
following discussion. Note that all pages except the poem are of standard format (A3
double pages, or A4 single pages). The poem paper is lighter and of lesser quality,
possibly removed from a notebook.

2.2. Handwriting analysis

It is possible to use forensic handwriting analysis techniques on the documents to gather
information about their authorship [ENF15]. In this context, there is no suspicion of
simulation and we may assume that clear differences in writing correspond to different
authors.

This analysis relies on identifying characteristic features of handwriting, such as
letter shapes, word spacing, presence and nature of ligatures, connecting strokes, and
line form (which indicates pressure). We are helped in this endeavor by the documents’
length, and the relatively regular handwriting under scrutiny.

Analysis, summarized in Table 1, reveals that eight authors contributed to the corpus.
In particular, the absence of stroke-through text and mistakes in Document 1b seems
to indicate that it was copied after 1a (and similarly, 4b was probably copied from 4a).
We mention in this table the key features that enable to distinguish one author from
all the others.

Amongst these features we mention the writing style, when recognizable, used by
the author. Indeed, official French documents were expected to be written in either of
three authorised styles: ronde, coulée, and italienne-bâtarde [Gre15, Mor09]. A middle
ground is the copperplate style, considered more readable and therefore appropriate for
formal exchanges in restricted circles.1 The use of other styles (or failure to adhere to a
well-known calligraphic style) is then indication that the document was not meant for
official communication.2

Some documents (1b, 2, and 4b) are written in different calligraphic styles. This
alone does not guarantee that they were written by different persons. However we take
the conservative approach to give these authors different names. Document 6 is written
in a style reminiscent of 1a, but exhibits key differences and is probably the work of an
unrelated author.

3. Content analysis

3.1. Overview of inter-document relationships

Handwriting analysis (Section 2.2) already gives some information about how the
different documents are related. We completed this analysis by an in-depth examination
of the corpus’ contents and consistency. An overview of the relationships between
documents is illustrated in Figure 1 and detailed hereafter.

In particular, documents 3 and 6 do not seem to be related to the cryptographic
system described in documents 1, 2, 4, 5. Document 6 bears a mention of Josse, and
is thus not completely unrelated. However document 3 does not, and seems to be
completely independent from the other documents.

1A variant of the copperplate style was the official style in the British Empire at that time [Grö07].
2The specificities of these styles, along with their history and some examples, can be found in [Grö07].
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Table 1. Handwriting analysis on the corpus.

Doc. Author(s) Style Distinguishing features Comments

1a A1+A2 - Connecting stroke in que, t,
st, capital S and P, digit 3

A1 wrote the title
page only.

1b A3 Danish ronde Capital M and G, ff liga-
ture, s and b, line form

Including the title
page.

2 A4 Copperplate Ligatures and final s -

3 A5 - Capital L, f, p, and ff, dis-
connected qu

Dated 188. . .

4a A2 - Digits -

4b A3 Danish ronde Digits -

5 A6 - Capital M, R, and S, line
form, character height-to-
width ratio, spacing

Signed S. Mounier.
Dated 29 Jun 1889.

6 A7+A8 - Trailing letters e, s,t, slant,
final ez digraph. Discon-
nected ph, capital J.

A8 wrote on the back
only. A7 bears some
similarity to A2.

5

2

1a 4a

1b 4b

3 6

Figure 1. Relationships between the documents. A thick arrow indicates that a document mentions another.
A dotted line indicates that a document was used as source for another.

3.2. The poem (document 6)

Let’s start with a description and analysis of the ancillary documents, because their
relationship to the cryptographic system is unclear and they can be treated indepen-
dently.

While the leaflet bears the inscription “Méthode stéganographique Josse”, the poem
written on this page and reproduced in Appendix A was widely known at the time.
Indeed, the poem was quoted more or less in its entirety in several books published
before Josse’s death. We found an early mention in “Amusements philologiques ou
variétés en tous genres” by Gabriel Peignot3 in 1808 [Pei08, p. 40], although there might
be even earlier sources. According to Peignot,

3Étienne-Gabriel Peignot 1767–1849.
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“These letters first present a meaning, when read as usual; but if we read the first line,
the third, the fifth, etc. that is, every other line, we shall find a meaning opposite to the
one a first reading suggested.4”

In other terms, while the entire poem makes sense as it is, reading the even-numbered
lines only (and skipping over the odd-numbered lines) reveals a message that completely
contradicts it.

Peignot mentions several other examples of vers brisés (broken verses) in French
literature, including the poem’s continuation.

As such, the text itself seems to be an exercise in literary entertainment rather than
a military steganographic method, and there is no mention of it in any of the other
documents. The leaflet is not signed nor dated, and the different paper grade and format
seem to indicate that it was not part of the original bundle.

Since the document is handwritten, the possibility remains that there is hidden
information in the way words are written, in the placement of words on the paper, or
non-word symbols (e.g. dots), or invisible ink.

Comparison to Peignot’s version rules out steganography based on altering words. It
is unlikely that inter-word spacing was engineered, and a quick statistical hypothesis
test on a digital copy is consistent with a Gaussian distribution.

A German-style dot-based steganography is possible: the placement of dots and
punctuation sign is rather free, and there are enough such marks (around 75) to encode
a short message if using for instance a grid.

Inspection of the document under visible and near-UV light did not reveal nor
indicate the use of special ink.

3.3. The newspaper article (document 3)

The newspaper draft, written on Revue de Cavalerie Militaire letterhead and unsigned,
praises the benefits of a “new cryptographic system” not otherwise made precise. The
exact date of writing, or possible publication, is not written. We couldn’t find a mention
of a published version of this article in the École Militaire’s Milindex document archive,
which seems to start around 1892. Since the Revue was created in 1885 and the
letterhead indicates 188... we can suspect that the draft was written during this period:
1885–1889, and most likely not before 1880. Since the draft refers to a previous issue5
we may assume that the author already wrote for the Revue before, in March of the
same year.

A thorough read raises doubts on the idea that the cryptographic system mentioned
in this draft is really Josse’s. Indeed, it insists on the usage of two cryptographic keys
(Josse’s system, as we will see, only has one), and on the immunity of ciphertexts to
alterations6 that seem to break ciphertexts generated by Josse’s method. The encryption
procedure seems different from Josse’s7, but is not described in enough details to be
decisive.

Finally, the author admits that the system’s security relies not on the key, or the

4“Ces lettres présentent d’abord un sens, étant lues à la manière accoutumée; mais si ensuite on ne lit que la
première, la troisième, la cinquième ligne, etc. c’est-à-dire, toutes les lignes impaires, ou (sic!) y trouvera un
sens opposé à celui qu’a présenté la première lecture.”
5“(...) mise en évidence par l’essai publié dans la Revue de Cavalerie (livraison de mars)”.
6“Un autre avantage particulier du système, c’est qu’il n’est pas troublé par la transposition ou la suppression

de quelques lettres (...)”.
7“(...) on efface chaque ligne au fur et à mesure qu’elle est transcrite (...)”.
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encryption grid, but on the cryptosystem’s principle8 – a blatant violation of Kerckhoffs’
design recommendations. As we shall see, this is at odds with Josse’s system, which
does not assume security by obscurity. In fact, as noted by Kahn [Kah67], Josse was a
fond admirer of Kerckhoffs:

“Josse quoted Kerckhoffs so often that he felt it necessary to insert an apologetic ‘M.
Kerckhoffs, whose name recurs so often in cryptography’ after an especially heavy flurry
of references.”

Altogether, these elements seem to rule document 3 out, as a possibly contemporary
account otherwise unrelated to Josse’s system.

3.4. Core documents

The remainder of the documents forms a densely connected and consistent set. Document
1a describes a cryptographic scheme, and is supplemented by Document 4a. Document
5 mentions that a copy was performed, which seems to refer to documents 1b and 4b.
Finally, Document 2 relates field experiments (timing measurements) based on the
cryptosystem.

If we are to believe Document 5, the cryptosystem under consideration was engineered
by Josse, and Documents 1a and 4a would bear his very own writing.

4. Josse’s cryptographic system

4.1. Major Josse

Publicly available information about Josse is only fragmentary.
Hippolyte Désiré Josse was born on July 14, 1852 in Montmartre (Seine) near Paris.9

His parents Jean Louis Désiré Josse (born 1820) and Cécile Amélie Denisia Dufeu (born
1832) had another child, Marie Emilie Eugénie (born 1860). Hippolyte Josse graduated
from École polytechnique in 1872, and married Alix Amélie Hyvernat (born 1855) in
1881 in Paris.

Fighting in the 1870 war against Prussia, Josse was made Major and later knighted
within the Ordre de la Légion d’Honneur (Matricule 61,140) on August 14, 1900.

Originally an artillery officer, Josse is the author of a single book, dedicated to
military cryptography and published in 1885 [Jos85a] (from which Kahn’s citation is
excerpted [Jos85a, p. 695]). The book actually gathers articles published that same
year by Josse himself, essentially in the Revue Maritime et Coloniale [Jos85b, Jos85c].

He seems to have taken a prime role in the early organisation of French military
cryptography10 along with fellow army officers Philippe, Munier, Delanne, Berthaut,
Brun, Picquart, Legrand, and Straforello, issuing in particular field manuals related to
telegraphic communications [Lau09]. One of these documents, known as the “Dictionnaire
1890”, described a dual system relying on one cipher in wartime and another when in
peace. It was amongst the codes that Bazeries broke while still an amateur.

This would be contemporary to the system described here, which seems to have been
designed around 1889.

8“(...) pour presque toutes les méthodes, le principe est connu (...) pour la méthode nouvelle (...) il faut garder
pour soi le principe”.
9Archives nationales, reference LH/1375/17.

10Service historique de la défense – Archives de la Guerre (henceforth SHD-AG), 1 K 842, p. 5.
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In 1900 Josse (at that time a colonel) participated in the French Ministry of War
official commission on cryptography, along with Jean-Jules Brun, Henry-Marie-Auguste
Berthaut, and François Cartier.

According to the records, Josse died on February 10, 1929, at the age of 76.

4.2. Description of the cryptosystem

Josse’s system works on a restricted subset of the Latin alphabet, without punctuation,
numbers or spaces, and does not distinguish between upper and lower case. Interestingly,
the letter W is also removed from this alphabet. As was very common at the time, letters
are put in correspondence with their index in the alphabet:

A B C D E F G H I J K L M N O P Q R S T U V X Y Z
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

Both the plaintext, password, and ciphertext are written using this alphabet, and
understood as a sequence of numbers between 1 and 25. The choice to drop W is not
explained, but a possible motivation is that operations modulo 25 are somewhat simpler
to perform with pen and paper than modulo 26, and W is a very rare letter in French so
that its loss has minimal impact.

• Setup: Both the sender and the recipient agree beforehand on a “seed” P , which
will be used to generate the substitution table used to both encode and decode
messages. P is a short password, written in the alphabet discussed above.

• Key generation: To generate the key, duplicate letters are removed from P ,
which gives P ′ of length N . Then P ′ is spelled and put in the first row of a table
with N columns. The rest of the letters follow, in alphabetical order. There are
thus d25/Ne rows in the table. The table is then read column-wise to yield a
shuffled alphabet, which is the secret key. We write S(a) to denote the position
of the letter a in that new alphabet (with the convention that the first element is
in position 1).

• Encryption: Let m = m1 · · ·mM be a message. If necessary, the message is
padded with random letters11 so that M is a multiple of 5. First compute

ri = S(mi) + ri−1 mod 25

with the exception of the first, r1 = 1− S(m1) mod 25. The ciphertext is given
by ci = S−1(ri).

• Decryption: Given a ciphertext c = c1 · · · cM we first construct

di = S(ci)− S(ci−1) mod 25

with the exception of the first, d1 = 1 − S(c1) mod 25. The message is finally
recovered as mi = S−1(di).

Amongst other seemingly arbitrary tweaks, the different treatment regarding c1 is
justified by a desire that “the first letter of the ciphertext be different from the first
letter of the message”.

11The document is not explicit as to how these letters should be chosen.
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Example (key generation). Let us use the secret password P = KANGAROO. Then
P ′ = KANGRO with N = 6. We get a table

K A N G R O
B C D E F H
I J L M P Q
S T U V X Y
Z

which yields the shared secret key: KBISZ ACJTN DLUGE MVRFP XOHQY.

4.3. Correctness

First note that d1 = −S(c1) = −S(S−1(1 − S(m1))) = 1 − S(m1) so that S−1(d1) =
S−1(S(m1)) = m1. Then for every i > 1,

di = S(ci)− S(ci−1)

= S
(
S−1(ri)

)
− S

(
S−1(ri−1)

)
= ri + 1− ri−1 − 1 = ri − ri−1

= S(mi)

so that S−1(di) = mi.

5. Implementation remarks

Josse makes several remarks about the use of his cipher in the field, with details
about how computing first S(mi) and using modular subtraction lookup tables make
encryption faster and less error-prone.

Although it is not commented upon, a mistake during encryption causes the rest of
the process to fail (which may be a serious concern when the operation is performed
manually and on the battlefield).

6. Cryptanalysis

Josse’s system can essentially be seen as several protection layers added on top of a
simple substitution cipher. The protections are threefold12:

• The first letter is encoded in a different way;
• Some form of “error propagation” mechanism is used, anticipating on the modern

CBC mode of operation;
• The alphabet is scrambled in a key-dependent way.

A few observations can be made about this design:

• Encryption is linear: assume that we know a rotation of the key, i.e. the letters
are in the correct sequence but shifted by an unknown amount s. Then during
decryption all the di are correct except d1, which is the correct value plus s.

12The padding does not really add any security, it is used to fit in a standard format.
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Another consequence of linearity is that it is possible to perform the usual
frequency analysis techniques on ci − ci−1.
• Encryption is deterministic: a chosen plaintext attack easily recovers the key.
• By design the key size is limited to 25 (after removing duplicate letters), which

offers a choice of at most 25! ≈ 283 keys. Using short passwords P , the number of
possible keys drops substantially: for instance there are only 53310 keys generated
from 5-letter passwords, and multiple passwords generate the same key (e.g. CATCH
THE CAT and CATHE). If we consider that there are about 130000 words in French,
there are realistically fewer than 217 usable keys. This is well within reach of
exhaustive search.13

• The key derivation mechanism works by transposing an alphabet formed by
appending unused letters to the password. If the password is to be short, then in
fact most letters are in place. Let’s assume for simplicity an empty password —
i.e. the key is obtained by transposing the plain alphabet using a grid of unknown
size N , 1 ≤ N ≤ 25. Each possibility gives a scrambled alphabet. The closest
candidate alphabet is only wrong by an offset between actual key letters, which
enables recovery of the password length and (by subtracting the offsets) the
password itself.

7. Conclusion and remaining questions

This paper provides a concrete glimpse into the French military cryptographic universe
during the late 1880s and in the early 1890s. As we could see, the proposed method
was meant to be simple, as it was essential for officiers to understand it quickly, and
to use it efficiently. The design itself builds from simples ideas, some of which have
been independently introduced in other cryptographic constructions (such as chaining).
Very little else is known about Josse’s work in cryptography; this is supposedly his
third attempt at a cryptographic design (if we are to believe the documents), but we
do not know anything about any previous, or subsequent attempts. The inspirations
and influences of this encryption method are also difficult to pinpoint, as Josse does
not justify why this particular system was designed the way it was. It may well happen
that more of his creations are waiting to be found in unexplored archives.
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Appendix A. The poem (document 6) in extenso

We reproduce here the poem, with even lines coloured red, and odd lines coloured blue.
The poem can be read in two ways: Either “normally”, reading every line; or skipping
the odd (red, slanted) lines. The two readings yield opposite meanings.

Mademoiselle,

Je m’empresse de vous écrire pour vous déclarer
que vous vous trompez beaucoup si vous croyez
que vous êtes celle pour qui je soupire
Il est bien vrai que pour vous éprouver
je vous ai fait mille aveux. Après quoi
vous êtes devenue l’objet de ma raillerie. Ainsi
ne doutez plus de ce qui vous dit ici celui
qui n’a eu que de l’aversion pour vous et
qui aimerait mieux mourir que de
se voir obligé de vous épouser, et de
changer le dessein qu’il a formé de vous
haïr toute sa vie, bien loin de vous
aimer, comme il vous l’a déclaré. Soyez donc
désabusée, croyez-moi, et si vous êtes encore
constante et persuadée que vous êtes aimée
vous serez encore plus exposée à la rizée
de tout le monde et particulièrement de
celui qui n’a jamais été et ne sera jamais

Votre serviteur

Appendix B. Scan of the corpus
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