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Abstract

Due to increasing regulations and tight oversight from governments and financial markets, tied
with the immediate need to effectively manage the increasing business and operational risks in-
herent to competing in a complex global market, integrated Governance, Risk and Compliance
(GRC) is becoming one of the most important business requirement in organizations. Conse-
quently, vendors are incongruously struggling to satisfy organizations’ needs, that in addition to
the absence of scientific references regarding GRC, is becoming a problem in this domain. The
lack of guidance in this domain, namely scientific research, results in unaided attempts to improve
efficiency and effectiveness in organizations. Without references and correct domain limits, poor

implementations of GRC solutions can severely jeopardize organizations.

In this dissertation we propose a reference architecture covering the Governance, Risk Manage-
ment and Compliance domain. Using Design Science Research, we propose two layers for the
reference architecture - Business and Information Systems - that will be designed using TOGAF
and ArchiMate. As a preliminary phase of our proposal, the conceptualization of the domain was
accomplished. We then proposed as evaluation method, interviews with practitioners, scientific
community feedback and the development of a GRC solution. The main objective was to pro-
vide a reference for a better understanding of the domain, their processes and relations, and the

necessary data and applications to support them.

Keywords: governance , risk , compliance , integrated , GRC , information systems , design

research












Resumo

Devido a crescente e apertada regulamentagao e fiscalizagcdo por parte dos governos e dos
mercados financeiros, aliado a necessidade de gerir efetivamente os riscos operacionais e de
negdcio inerentes a um mercado global complexo, a integrac6o de Governance, Risk and Com-
pliance (GRC) esté a tornar-se num dos requisitos de negdcio mais importantes e exigentes para
as organizagdes. Consequentemente, os fornecedoers de software debatem-se incongruente-
mente para satisfazer as necessidades das organizagoes, 0 que juntamente com a auséncia
de referéncias cientificas sobre GRC, origina um problema neste dominio. A falta de orientacao
neste dominio, nomeadamente investigacao cientifica, tem resultado em tentativas falhadas para
melhorar a eficiéncia e eficacia nas organizacoes. Sem referéncias e limites de dominio bem
definidos, implementacdes pobres de solugoes de GRC podem comprometer gravemente as

organizagoes.

Nesta dissertacao, propomos uma arquitetura de referéncia que abranja o dominio de Gov-
ernance, Risk and Compliance. Através de Design Science Research, propomos duas ca-
madas para a arquitectura de referéncia - Negocio e Sistemas de Informacgao - sendo que esta
sera realizada usando o TOGAF e o ArchiMate. Como fase preliminar da nossa proposta, a
conceptualizagdo do dominio foi realizada. Propomos como método de avaliagao, entrevistas
com profissionais e especialistas em GRC, feedback da comunidade cientifica e a participagao
no desenvolvimento de uma solugdo de GRC. O principal objectivo desta tese é propor uma
referéncia para uma melhor compreensao do dominio, ao nivel dos seus processos e relagoes,

e a informacao e aplicagdes necessarias para os suportar.

Keywords: governance, risk , compliance , integrado , GRC , sistemas de informacao , design

research
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Chapter 1

Introduction

The business environment has been experiencing an unprecedented series of issues, sur-
prises, and negative events that have increased the focus on the adequacy of organiza-

tions’ Governance, Risk and Compliance (GRC) activities (Frigo & Anderson, 2009).

Over the last few decades, many corporate disasters adversely impacted business and rudely
awakened governments to act (e.g., LTCM, Enron, Sub-prime, Societe General, WorldCom,
etc.) (Tarantino, 2008). Widespread damage caused by these disasters eroded the trust gov-
ernment and people had in corporations, and resulted in enactment of multiple regulations such
as Basel ll, Sarbanes-Oxley Act (SOX), Anti-Money Laundering (AML), etc. (Gill & Purushottam,
2008; Tarantino, 2008).

Not only the government’s oversight increased, but also corporations had to suffer financial
losses, jail terms for executives, law suits, degradation of credit rankings and stock price drops (Gill
& Purushottam, 2008). These factors impelled boards to review their governance, risk manage-
ment and compliance activities to be on the right side of the law. It is arguable if more regulations
means more compliance control, since non-compliance with rules and regulations has not been
cited as a main reason for the financial crisis of 2007-2009. However, it has been pointed out that

weaknesses in regulations were a contributing factor to the crisis (Godellawatta, 2009).

The motivation is not only legal. Integrating GRC activities also improves both effectiveness and
efficiency of many internal functions of organizations, such as risk and control functions (Frigo
& Anderson, 2009). In other words, a holistic and systematic approach to governance, risk and
compliance leads to deeper management understanding of what is going on in a business. Such
approach improves strategy setting, decision making, tracking and monitoring risks, enhance

performance, improve processes and internal controls, etc. (Llanaj, 2010).
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Just like Enterprise Resource Planning (ERP), GRC is becoming one of the most important busi-
ness requirement of an organization (Gill & Purushottam, 2008), mainly due to the rapid global-
ization, increasing regulations and increasing demands of transparency for companies (Frigo &
Anderson, 2009; Tarantino, 2008; Wagner & Dittmar, 2006).

A main trigger to improve GRC activities in organizations was SOX (Tarantino, 2008). The ex-
haustive requirements of SOX forced organizations to implement or adapt mechanisms, mainly
risk, control and compliance mechanisms, to be compliant with the Act. In addition, the banking

sector was addressing operational risk with its new capital adequacy accords known as Basel Il.

In 2004, the first year in which SOX became mandatory, companies started throwing whatever
resources they had, being people, auditors and spreadsheets, to handle the “problem”. This
was far from efficient. However, companies are now understanding how to transform their GRC

activities from a burden into advantages (Wagner & Dittmar, 2006).

At the same time, many organizations were expanding globally and thus needed to increase their
compliance budgets to address all the legal, financial and operational requirements. However,
the investments used to fulfil the requirements were usually driven by specific issues (Frigo &
Anderson, 2009; Tarantino, 2008), thus there was a tendency to overcome these issues from
business units perspective, leading to duplication of information, activities and efforts, caused by

siloed perspectives.

The acceleration of globalization exposed organizations to new risks and challenges. Global-
ization can be viewed as activities that increase cross-border activities such as trade, commu-
nication, treaties, travel, and compliance protocols (Tarantino, 2008), thus organizations need
improved governance, risk and compliance levels to enhance their chances in the global market-

place.

More recently, the financial crisis demonstrated all the value of having an enterprise view of risks
and regulations needed to address. Organizations, regulators and politicians should be more
united in the objective for all companies to have an integrated and holistic system in place that

crosses silos in business units.

We now present a brief description of Governance, Risk Management and Compliance defini-

tions.

Governance

Corporate governance addresses the processes, systems, and controls by which organizations

operate (Tarantino, 2008). A more concrete definition states that “governance is the culture,



values, mission, structure, layers of policies, processes and measures by which organizations
are directed and controlled” (OCEG, 2009). ISO/IEC 38500 subdivides IT Governance in three
main tasks: Evaluate, Direct and Monitor the implementation of plans and policies in order to
meet business objectives (ISO/IEC38500, 2008).

According to the three definitions above we can affirm that one of the most important respon-
sibilities of governance is the definition, evaluation and monitorization of guidelines, translated
into policies and controls objectives that are composed by culture, values, mission, objectives

supported by the processes, systems and controls.

Risk Management

Definitions of risk typically refer to the possibility of a loss or an injury created by an activity or
by a person (Tarantino, 2008). Risk management seeks to identify, assess, and measure risk
and then develop countermeasures to handle it, while communicating risk and risk decisions to
stakeholders. This typically does not mean eliminating risk but rather seeking to mitigate and

minimize the impacts.

From a GRC perspective, the most adequate notion is Enterprise Risk Management (ERM):
“Enterprise risk management is a process, effected by an entity’s board of directors, management
and other personnel, applied in strategy setting and across the enterprise, designed to identify
potential events that may affect the entity, and manage risk to be within its risk appetite, to provide

reasonable assurance regarding the achievement of entity objectives” (COSO, 2004).

A well-structured risk management must be aligned and linked with both governance and compli-
ance activities in order to attain advantages, such as better decision making and increased level

of trust among stakeholders and regulatory compliance.

Compliance

Compliance means accordance not only with established laws, regulations and standards, but
also with contractual obligations and internal policies (OCEG, 2009; Tarantino, 2008). Compli-
ance must assure that the organization is following all its obligations, and thus is operating within

the defined mandated and voluntary boundaries.

The myriad of activities, processes and behaviours that lay on compliance can be overwhelming.
But if organizations can manage all these activities and prove it, they will operate more efficiently,

compete more effectively, and build their brands and good names in the marketplace.
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Governance, Risk and Compliance as separate concepts are nothing new (PricewaterhouseC-
oopers, 2004), but the activities of each area share a common set of information, knowledge,
methodology, processes and technology. Traditional siloed GRC systems reinforced decreasing
transparency, and hence governance agility, impacting effectiveness of decision making (Gill &
Purushottam, 2008).

The ultimate goal is to identify, integrate and optimize processes and activities that are com-
mon across the GRC domain. For example, managing compliance initiatives separate from risk

initiatives results in increased staffing requirements, complexity and costs (Banham, 2007).

To better address GRC requirements such as internal policies, external regulations and risks, a
holistic view of the organizations is needed to enhance efficiency and effectiveness. This view can
be accomplished by integrating certain processes and activities that are common across the GRC
functions, such as risk assessments, or functions that work better together, such as agreeing on
the most significant risks or compiling one consensus list of the most critical open issues across
the GRC units. Also, by better sharing knowledge, data and technology, a collaborative culture in

organizations is enhanced.

Investors are more interested in companies that are well governed and present a lower-risk in-
vestment. Major rating agencies (Fitch Ratings Ltd., Moody’s Investors Service, and Standard
& Poor’s) are more focused on good governance, risk, and compliance management in their

company assessments (Tarantino, 2008).

1.1 Problem

We already argued for the paramount importance of GRC activities within an organization and
we also alerted for the significance of taking an integrated and holistic view of these activities,

not only in an internal perspective, but also from an outward perspective.

Vendors and organizations all agree on the benefits delivered through integrated GRC. How-
ever, asking organizations to define or describe governance, risk and compliance, is getting very
distinct definitions (Hagerty & Kraus, 2009; Rasmussen, 2011). There are probably as many
definitions of GRC as there are companies that provide technology or professional services to
address GRC challenges (Mccuaig, 2010).

The absence of references for integrated GRC is alarming. A study performed by Racz et al.
showed that vendors’ perceptions of GRC functionalities are diverse and present a low degree

of congruence (Racz et al., 2011). This study also showed that the scope of the existing market
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research GRC frameworks (AMR, Forrester and Gartner) varies enormously. Additionally, tech-
nology architectures differ in their degree of integration. Nonetheless, vendors and organizations

strongly agree on the benefits delivered through integrated GRC suites.

Disagreements and inconsistencies between vendors and organizations are not positive, but it is
not an abnormal circumstance. The more alarming issue is the absence of scientific research on
GRC as an integrated concept, in a market that is controlled by vendors, analysts and consul-
tancies (Racz et al., 2010c). Thus, the incongruence in this domain increased considerably and

organizations may not be taking full advantage of integrated GRC systems.

Much of the problem about GRC is a lack of standardized guidance (Rasmussen, 2011). A
complete reference for the GRC domain is missing; mainly, the need for a reference, non-market-

driven, is paramount to make progress in this domain.

The main problem that we propose to solve can be summarized in the following sentence:

+ Organizations and vendors don’t share a common understanding of the GRC do-

main, mainly due to the lack of scientific research references.

In order to overcome this problem, the main objective of this thesis is to develop a reference
architecture for integrated GRC, with a main focus on the context of Information Systems and

aligned with processes.

A reference architecture is no more than a reference model. “A reference model is a generic ab-
stract representation for understanding the entities and their significant relationships” in a defined
domain; it defines “a common basis for understanding and explaining (at least at a high level of

abstraction) the different manifestations of the paradigm” (Shen et al., 2006).

In this specific case, a business reference architecture can help organizations develop and op-
timise their information management systems that may be more suitable than standard GRC
solutions (Dameri, 2009). Also, the effort to implement and design an in-house complete enter-
prise architecture that supports GRC processes is, nowadays, the most suitable and supported

approach to integrated GRC (Racz et al., 2010a).

Architecture is positioned between business and IT (Schelp & Winter, 2009), and in the GRC
domain the gap between business and IT is a major concern since vendors are very focused
on standard technological solutions and business knowledge is fragmented and inconsistent
(Hagerty & Kraus, 2009; Rasmussen, 2011). Having said this, a complete architecture defini-

tion is paramount to align and serve both business and IT.
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1.2 Research Methodology

The research methodology that was used in this thesis is Design Science Research. This
methodology is conducted in two complementary phases, build and evaluate. In contrast with
behaviour research, design-oriented research builds a “to-be” conception and posteriorly seeks
to build the system according to the defined model taking into account the restrictions and limi-
tations (Osterle et al., 2011). Design science addresses research through the building and eval-
uation of artefacts designed to meet the identified business needs (Hevner et al., 2004), instead
of analysing existing information systems in order to identify causal relations (behavioural sci-
ence) (Osterle et al., 2011).

Based on the four design artefacts produced by design science research in information sys-
tems - constructs, models, methods and instantiations - we will focus on constructs and models.
Constructs are necessary to describe certain aspects of a problem domain and allow the de-
velopment of the research project’s terminology (Schermann et al., 2009). In other words, they
provide the language in which problems and solutions are defined and communicated (Schon,
1983). Models use constructs to represent a real world situation, the design problem and the

solution space (Simon, 1996).

Knowledge Process Outputs
Flows Steps

’ Awareness of
E Problem

Construct a

Suggestion Conceptual
Framework

Circumscription ﬂ

Develop a
I(— Development System

ﬂ Architecture

— Evaluation Evaluate the

Architecture
* Operation and
Goal Knowledge

Conclusion Results

Figure 1.1: Reasoning in the Design Cycle - adapted from (Takeda et al., 1990)
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The research methodology cycle proposed is presented in Fig. 1.1.

In this thesis we began with literature review and benchmarking of some GRC solutions, since the
“first priority for a reference model is to consolidate the most general concepts that are common
to all types” (Shen et al., 2006). The Awareness of Problem phase was already described in
Sect. 1.1. Consequently we propose as hypothesis to the solution a reference architecture for
integrated GRC. We began the Development phase with the conceptualization of the domain that
we present in Sect. 3.1. Some understanding can only be gained in the act of construction or
evaluation (see circumscriptum in Fig. 1.1), hence the Awareness of Problem and Suggestion

can be improved during the process.

The development phase proceeded with the architecture construction, following a top-down ap-
proach using the Architecture Development Method (ADM) from The Open Group Architecture
Framework (TOGAF) (The Open Group, 2009).

The utility, quality and efficacy of a design artefact must be rigorously demonstrated via well exe-
cuted evaluation methods (Hevner et al., 2004). For example, IT artefacts can be evaluated with
metrics in terms of functionality, completeness, consistency, accuracy, performance, reliability,

usability, and other relevant quality attributes (Hevner et al., 2004).

A design artefact is complete and effective when satisfies the requirements and constraints of
the problem that was meant to solve. In this thesis we evaluated the architecture using interviews
and internet discussion groups with GRC professionals. The architecture was presented to prac-
titioners to determine whether or not it is suitable for organizations. They evaluated functionality,
completeness and consistency of the reference architecture. We also used, as an evaluation
criteria the appraisal of the scientific community, through the submission of scientific publications

to respected international conferences.

Additionally, we participated in a project aiming at the development of an integrated GRC ap-
plication, that was supported by Methodus Inovagao. This project assisted in the development
and implementation of the proposed architecture, and can be seen as an instantiation of the

architecture.

To complement the above mentioned criteria, we used a data model quality evaluation framework
based on quality factors (Moody & Shanks, 2003) that will be described in more detail in the

evaluation methodology in Chapter 4.

Osterle et al. also point four principles that design oriented IS research must comply with, and
that we followed (Osterle et al., 2011):

» Abstraction. This thesis proposes a reference architecture, hence it must be abstract in
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order to be able to generalize the GRC domain. For example, the architecture should be
applicable to both IT-GRC and Financial GRC.

+ Originality. The artefact proposed is not present in the body of knowledge of the domain.

+ Justification. The various methods proposed to evaluate the artefact should justify the

artefact.

» Benefit. An architecture comprising the alignment of processes, application and data can
assist organizations in a better understanding of the domain of GRC, and also stimulate the

scientific community to research this topic.

Additionally, we followed the guidelines for design science research proposed by Hevner (Hevner
et al., 2004). These guidelines are: Design as an artefact; Problem relevance; Design evalua-
tion; Research Contributions; Research rigour; Design as a search process; Communication of

research.

1.3 Scientific Publications

During the execution of this thesis, two scientific papers were published in international confer-

ences. The details of each paper and conference name and rating’ follows:

» A Conceptual Model for Integrated Governance, Risk and Compliance (Vicente & Mira da
Silva, 2011b) was published at the 23rd edition of CAISE - rank A conference.

» A Business Viewpoint for Integrated IT Governance, Risk and Compliance (Vicente &
Mira da Silva, 2011a) was published in a workshop at the 7th edition of IEEE Services

2011 - rank B conference.

Both papers describe parts from the proposal of this thesis and the full papers are present in

Appendix A.

source: http:/www.arc.gov.au/xls/ERA2010_conference_list.xls



1.4. THESIS STRUCTURE 9

1.4 Thesis Structure

This document is divided in five main chapters:

1. Introduction: This chapter focuses on the general context in which the theory fits, the
methodology used in the research, and the problems and objectives proposed for this the-

sis.

2. Related Work: The second chapter identifies and discusses artefacts (frameworks, models,
methods, etc.) that address GRC as an integrated concept. Related work is divided in
market and scientific research. The problem described in Sect.1.1 is supported by the
related work presented. The theoretical background used in this research is presented as

the guidelines and modelling tools used to develop the artefacts.

3. Proposal: Describes the conceptual model and the reference architecture using several

viewpoints, representing the build phase of design science research.

4. Evaluation: Provides an analysis and discussion of the artefacts developed, including the

evaluation phase of design science research.

5. Conclusion: Presents a summary of the main scientific contributions of the thesis and some

proposals for future work.






Chapter 2

Related Work

Some research is starting to finally arise in the study of governance, risk and compliance as an in-
tegrated concept. Since PricewaterhouseCoopers introduced the term GRC in 2004 (Pricewater-
houseCoopers, 2004), a bewildering amount of definitions and frameworks have been presented,

differentiating in terms of scope and levels of integration.

The objective of this Section is to describe and analyse frameworks and models that envisage

GRC as an integrated domain.

2.1 Market Research

Many surveys, white papers, data sheets and reports, elaborated by vendors and market re-
search companies, are available on-line, and provide at least some hints, instructions and guide-
lines for the implementation of GRC solutions. However, this type of information must be carefully
and critically analysed and compared, because they provide disparate components and conclu-
sions. For example, in Table 2.1 the differences of the functionalities from the three market

research GRC frameworks are obvious.

Forrester and Gartner focuses their evaluation criteria on GRC management capabilities and
AMR focuses more on GRC execution. AMR classification apparently covers more categories

but we can only guess if Gartner and Forrester cover the same aspects or not.

These inconsistencies between the functional classifications may mislead vendors and organiza-

tions about the real functions and processes supported by GRC solutions.

Michael Rasmussen, an expert in GRC, proposed an Enterprise GRC Reference Architecture

11
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Table 2.1: Comparison of market research GRC frameworks - adapted from (Racz et al., 2011)

Forrester AMR Gartner
Policy and proce- | Risk and control | Policy manage-
GRC dure management | framework ment Compliance
Management management
Risk management | Risk and control | Risk management
software management
GRC management | Dashboards and
and analytics reporting
Event and loss
management
Parts of the Access controls
GRC “tech_nical_ ) Identify  manage-
Execution functionality men_t
category, but no Business pro-
focus of the cesses controls
framework Audit testing Audit management
Data security
GRC Application for spe-
Application cific areas

(Fig.2.2). The architecture presents an information architecture containing information needed

for GRC activities, linking the applications that manage information.

GRC Information Architecture Enterprise GRC Application(s)

Enterprise Asset Library Risk Library
Requirements Library

Control Library

Incident & Event Library

Policy & Procedure Library

Responsibility Library

Figure 2.2: Enterprise GRC Reference Architecture (Rasmussen, 2010c)

In first place, in scientific terms, we can affirm that the architecture presented in Fig 2.2, cannot
be considered as an architecture, because neither does provide scientific rigour nor a research
methodology to support it. Secondly, the relations between information are somehow random,
and the content of each information library listed is also unknown. Thirdly, a direct relation be-

tween the information libraries and the applications is not represented.

Nonetheless, the architecture represents the insight of an expert with plenty of experience and
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that can be very useful in our research.

2.2 OCEG Framework

The most recognized framework for integrated GRC, is the “GRC Capability Model” (OCEG,
2009) from the Open Compliance & Ethics Group (OCEG).

8 INTEGRATED COMPONENTS

ORGANIZE &
OVERSEE
MONITOR &
MEASURE e
[

INTEGRATE
RESPOND & PREVENT &
RESOLVE PROMOTE
DETECT &
DISCERN

Figure 2.3: GRC Capability Model (OCEG, 2009)

OCEG is a non-profit organization that uniquely helps organizations enhance corporate culture

and integrate governance, risk management, and compliance processes.

The Capability Model (see Fig. 2.3), is an exhaustive model consisting in eight components (cat-

egories) and 29 sub-elements, for each of which, core sub-practices are listed (OCEG, 2009).

The OCEG model is a very interesting reference for addressing GRC as an integrated concept.
However there is not distinction between operative and management processes (Racz et al.,
2010b). Also, it does not explicitly denotes where the integration of governance, risk and compli-

ance takes place. Furthermore, no mapping was done with existing standards.

A very interesting article from Mitchel (Mitchell, 2007), proposes a framework to address GRC.
A meta-process is defined to comprise the GRC domain: Objective setting; Boundary identi-

fication; Risk assessment; Proactive actions; Detection and checking; Response; Evaluation;
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Improvement; Communication.

While identifying these common meta-processes shared by different functional areas but with the
basic operational model, the details and relations between the processes are not detailed (Racz
et al., 2010b).

2.3 Scientific Research

Existing publications about integrated GRC are mostly driven by software vendors, consulting and
auditing companies, and market analysts. In this Section, we present some important scientific

research references in the domain of GRC.

2.3.1 Frame of Reference for Research of Integrated GRC

The first scientific definition for GRC was proposed by Racz et al. (Racz et al., 2010c) and states
that: “GRC is an integrated, holistic approach to organization-wide governance, risk and compli-
ance ensuring that an organization acts ethically correct and in accordance with its risk appetite,
internal policies and external regulations, through the alignment of strategy, processes, technol-

ogy and people, thereby improving efficiency and effectiveness.”

Governance

internal policies

Y

Operations

managed

¢> |

supported

through mtegrated
o;gamsanon wide

rislcl [ Technology ] exterrlnal

appetite regulations

ethically correct behaviour
improved efficiency
improved effectiveness

Strategy

Risk
Management

Compliance

Figure 2.4: Frame of Reference for Research of Integrated GRC (Racz et al., 2010c)

Racz et al. also defined a frame of reference for research of integrated GRC (see Fig. 2.4),

that contains four components in the context of the Information Systems discipline to address
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GRC: strategy, processes, technology and people. The rules of GRC are the organization’s risk

appetite, internal policies and external regulations.

The components and their rules have been merged in an integrated, holistic and organization-

wide manner, aligned with the business operations managed and supported through GRC.

Although this frame of reference is an important initial step in scientific research, it is only a frame
for research, that represents graphically the proposed definition, and not a solution. Nonetheless,
approaching GRC research in accordance with strategy, processes, technology and people, is
the right path to address integrated GRC.

2.3.2 Situational Method for GRC

Gericke et al. proposed a Situational Method Engineering for GRC Information Systems (Ger-
icke et al., 2009), identifying method fragments for GRC conceptual, strategic, organizational,

technical and cultural aspects (see Table 2.2).

Table 2.2: Method Fragments Activities for the Implementation of a GRC Solution - Adapted from (Gericke
et al., 2009)

Method Fragments
-Establish a governance management process
-Establish risk management based on an enterprise architec-
Conceptual ture
-Establish a compliance management process
-Establish a corporate wide GRC repository
-Introduce risk and regulatory intelligence
-Assure support of top management
-Develop a GRC strategy
-Integrate the GRC solution into the planning processes
-Integrate the GRC solution into the budgeting processes
-Integrate the GRC solution into the reporting processes
-Integrate the GRC solution into the investor relations pro-
cesses
-Adapt the business processes from which the GRC key fig-
ures are identified
-Create and integrate new organizational units and roles
-Prepare the steps necessary to set the GRC software system
Technical into operation
-Integrate the GRC software system into the IS landscape
-Do a final inspection and handover the GRC software system
-Adapt incentive systems of executives/employees
-Conduct road shows
Cultural -Develop a communication strategy
-Provide training and education
-Establish an expert team

Strategic

Organizational

Although the method fragments describe important activities and techniques to implement an
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integrated GRC system, they are very abstract and do not specify the steps needed to maintain
the GRC system. Additionally, the relations between method fragments are not explicit and the
steps presented are somehow abstract. Comparatively, the OCEG Capability Model provides in

much more detail, the processes and activities needed to address GRC.

Nonetheless, the aspects chosen are very important in the scope of integrated GRC and they are
aligned with the components of the framework proposed by Racz et al. in Section 3.1 - strategy,

processes, technology and people.

2.3.3 Process Model for IT-GRC

For information systems research, a subcategory of GRC is of special interest: GRC processes
that support the information technology operations of an organization, commonly referred to as
IT-GRC. Although this thesis focuses on the overall GRC processes and activities, there is an

obvious alignment with IT-GRC.

The process model presented in Fig. 2.5 is the first model explicitly developed for IT-GRC (Racz
et al., 2010b). IT-GRC is best understood as a subset of GRC that supports IT operations in
the same way as GRC, as a whole, supports business operations. There is a direct alignment

between the IT operations and the organisation’s overall strategy (Hevner et al., 2004).

IT Governance (IT) Risk Management IT Compliance

— Internal Environment

i Dbjective Setting Requirements Analysis

Evaluate — ~ A
Event |dentification J,

Risk Assessment 4+— Deviation Analysis
Risk Response l
Direct — } Deficiency Management
Control Activities
Information & Communication 4— Reporting/ Documentation

Monitoring 4— Deviation Analysis

Figure 2.5: Process Model for Integrated IT GRC management (Racz et al., 2010b)
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Enterprise GRC is bigger than IT-GRC. Technology supports and enables enterprise GRC pro-
cesses to deliver sustainability, consistency, efficiency, and transparency. Technology is important
in all the domains of GRC. The GRC concerns that fall on the shoulders of the IT department -

security, disaster recovery, IT governance, IT risk, IT compliance, are IT-GRC concerns.

Some of these concerns are very specific of IT, but IT-GRC processes are very similar and mutual

to the overall GRC processes. The processes are presented in Fig. 2.5.

For example, the IT Risk Management components in Fig. 2.5, were based on the ERM frame-
work from the Committee of Sponsoring Organizations (COSO). According to the COSO ERM

definition, ERM fits in the entire organization, including IT.
The Compliance components presented in Fig. 2.5 are also non-IT specific (Racz et al., 2010b).

Regarding IT Governance, the components are more specific of IT, and the components are
referenced from the ISO/IEC 38500:2008 (ISO/IEC38500, 2008). IT governance enables the
enterprise to take full advantage of its information, and can be seen as a driver for corporate
governance. Therefore, IT governance and corporate governance are not distinct disciplines and

IT governance needs to be integrated into the overall governance structure.

In short, the process model in Fig. 2.5, is a very important artefact to define and identify the
relations between the GRC processes. However, the selection of frameworks and standards
could be different, that would lead to changes in the process model presented. Also there is
a lack of structure in the process, and the model has not been demonstrated in terms of its
applicability (Racz et al., 2010b).

2.3.4 Conclusion

Through this research stage, we have come to support observations made by Racz et al. (Racz
et al.,, 2010c), in which it is stated that “there is basically no scientific research on GRC as an
integrated concept”, “software vendors, analysts and consultancies are the main GRC publishers”
and “software technology is the prevailing primary topic”. Therefore, gathering solid and valid

information was a hard task due to the lack of scientific research.

This Section proves the two sentences of the problem that this thesis addresses. First, organi-
zations and vendors don’t share a common understanding of the GRC domain. Second, there is

indeed a lack of scientific research references in GRC.
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2.4 Theoretical Background

In this Section we present theory, concepts and tools used to conduct this research, namely
Enterprise Architecture, TOGAF and ArchiMate.

2.4.1 Enterprise Architectures and Reference Architectures

Enterprise Architecture (EA) is a holistic approach to systems architecture (Zachman, 1987) with
the purposes of modelling the role of information systems and technology on the organization,
aligning business processes and information with information systems, among others. Hence, it

covers several layers of the organization.

The concept of architecture is defined as “the fundamental organization of a system embodied
in its components, their relationships to each other, and to the environment, and the principles
guiding its design and evolution” (IEEE, 2000). According with the same source, a reference ar-
chitecture is a way of recording a specific body of knowledge to address a problem, thus making
it available for further practical reuse. Their purpose is to form a starting point for architectural
development. Reference architectures describe one or more architecture building blocks for ar-

chitectures in a particular domain.

A more specific definition states that a “reference architecture is a generic model that can be
used as basis for building a more specialized architectural model. Reference architecture is
represented in the same way as the resulting individual architecture” (Halttunen, 2004). In the
context of enterprise modelling, reference architecture describes the features that are common

to a set of concepts of the same domain.

Based on these descriptions, it is our belief that a reference model representing an architecture,

suits well the objectives of this research.

2.4.2 TOGAF

TOGAF is a high-profile EA - with a detailed method and a set of supporting tools - for developing
an enterprise architecture. The core of TOGAF is the ADM (see Fig. 2.6). The highlighted steps

are the ones that were accomplished in this thesis.

There are four architecture domains that are commonly accepted as subsets of an overall EA, all

of which TOGAF is designed to support, plus two introductory phases:

+ Preliminary Phase in which the context, relevant guidelines and standards and the goals
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Figure 2.6: Selected Phases of the TOGAF Architecture Development Method (ADM) (The Open Group,
2009)

of the architecture process are identified.

Architecture Vision - Phase A in which the main process begins with the elaboration of
an architecture vision and the principles that should guide the architecture. This provides
the basis for developing the business architecture, information systems architecture, and

technology architecture.

Business Architecture - Phase B defines the business strategy, governance, organiza-

tion, and key business processes.

Data Architecture - Phase C describes the structure of an organization’s logical and phys-

ical data assets and data management resources.

Application Architecture - Phase C provides a blueprint for the individual application sys-
tems to be deployed, their interactions, and their relationships to the core business pro-

cesses of the organization.

Technology Architecture - Phase D describes the logical software and hardware capabili-
ties that are required to support the deployment of business, data, and application services.
This includes IT infrastructure, middleware, networks, communications, processing, stan-

dards, etc.
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This method provides enough guidance and concepts to achieve the ultimate goal of this re-
search. We chose not to include Phase D in the scope of this thesis due to the minor significance

it provides to a reference architecture in this domain.

2.4.3 ArchiMate

In addition, a high-level modelling language is needed to describe the architecture. Comple-
menting TOGAF with ArchiMate is a valid choice, since it represents a standard language and

vendor-independent concepts (Lankhorst & van Drunen, 2007).

The three main layers of ArchiMate are:

» Business layer about business processes, services, functions and events of business
units.

» Application layer supports the business layer with application services which are realised
by (software) application components.

» Technology layer offers infrastructural services needed to run applications, realised by

computer and communication devices and system software.

The selected concepts from ArchiMate are present in Fig. 2.7. Additionally, some viewpoints (not
all) proposed to accomplished in this research were added. A brief description of the elements

follows (lacob et al., 2009).

. N
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Figure 2.7: Selected concepts and viewpoint examples from ArchiMate (lacob et al., 2009)
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Business Role: A business role is defined as a named specific behaviour of a business actor

participating in a particular context.

Business Actor: A business actor is defined as an organizational entity capable of (actively) per-
forming behaviour. A business actor performs the behaviour assigned to (one or more) business

roles.

Business Process: A business process describes the internal behaviour performed by a busi-

ness role that is required to achieve certain objectives.

Business Object: A business object is defined as a unit of information that has relevance from
a business perspective. A business object may be accessed (e.g., created, read, written) by

behavioural element.

Data Objects: A data object is defined as a coherent, self-contained piece of information suitable
for automated processing. It should be a useful, self-contained piece of information with a clear

meaning to the business, not just to the application level.

Application Services: An application service is defined as an externally visible unit of functional-
ity, provided by one or more components, meaningful to the environment. An application service
is realized by one or more application functions that are performed by the component. It may

require, use, and produce data objects.

Application Components: An application component is defined as a modular, deployable, and

replaceable part of a system. It performs one or more application functions.

Application Functions: An application function is defined as a representation of a coherent
group of internal behaviour of an application component. An application function abstracts from
the way it is implemented. Only the necessary behaviour is specified. It may realize application

services and use application services realized by other application functions.

We will use viewpoints to represent the concepts in isolation, and for relating two or more con-
cepts. Viewpoints define abstractions on the set of models representing the enterprise architec-

ture, each aimed at particular set of concerns (lacob et al., 2009).

2.4.4 Conclusion

Using the structure of the ArchiMate language has its advantages, because the structure of Archi-
Mate neatly corresponds with the three main architectural domains of TOGAF (lacob et al., 2009).

Due to the broader scope of TOGAF, some viewpoints are not matched. TOGAF addresses more
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high-level strategic issues and the lower-level engineering aspects of system development. Archi-
Mate is limited to the enterprise architecture level of abstraction (lacob et al., 2009; Lankhorst &
van Drunen, 2007).

Although there is no one-to-one mapping between ArchiMate and TOGAF, there is a fair amount
of correspondence, and the both methods address approximately the same issues (Lankhorst
& van Drunen, 2007), because ArchiMate primarily covers the building blocks associated with
Phases B, C and D (see Fig. 2.6) of the TOGAF ADM (Jonkers et al., 2009).

As may be noticeable in Fig. 2.6, the technology architecture (Phase D) was not accomplished in

this research, since it does not add value for the objectives of this thesis.

Additionally, we concluded that the concepts of enterprise architecture and reference models

supply an adequate theoretical foundation for the main contributions that this research proposes.









Chapter 3

Proposal

In order to address the problem described in Sect. 1.1, the proposal of this thesis is a reference
architecture that describes the integration of GRC processes and the necessary data and

applications to support them.

As stated in Sect. 1.2 this research is based on design science research, and the artefacts
produced are focused on constructs and models. This chapter corresponds to the development

or build phase of the methodology proposed.

Following the TOGAF ADM, we will first point out the main objectives and scope of the archi-
tecture, followed by the proposed architectural layers - Business and Information Systems. In
each section we present the constructed artefacts in the form of viewpoints selected from the

ArchiMate structure.

3.1 Preliminary and Architecture Vision

The Preliminary phase of the ADM consists of the preparation and initiation of the architectural
activities and includes the analysis of key references in order to create a general understanding

of the domain, by reconciling and harmonizing concepts and terminology from different sources.

From the architecture vision phase, the definition of the GRC scope was designed. The next
section describes the output from this phase: a conceptual model that represents a solution
concept diagram which provides “a high-level orientation of the solution that is envisaged in order
to meet the objectives of the architecture engagement” (The Open Group, 2009). ArchiMate was

not used in this phase.

25
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3.1.1 Conceptual Model

After a careful and rigorous study of integrated GRC, we designed a conceptual model to trans-
late the analysis of the domain and thus define the borders of GRC (Vicente & Mira da Silva,
2011b). A conceptual model is a representation, typically graphical, hence can provide limited
vocabulary (Schermann et al., 2009), constructed by IS professionals of someone’s or some

group’s perception of a real-world domain (Shanks et al., 2003).

In this section we describe only the proposed conceptualization, but a complete description can

be found in the Appendix Section.

In order to favour the boundary definition of the domain, we used a design science research
pattern proposed by Vaishanavi and Kuechler (Vaishnavi & Kuechler, 2008), building blocks,
which consists in dividing “the given complex research problem into smaller problems that can
form the building blocks for solving the original problem”. In this case particularly, we subdivided
the domain in G, R and C areas, with the purpose of simplifying the domain and the concepts

involved.

Components of the model

The model presents three types of concepts, represented by different colour and different shape

concepts. Concepts with orange colour stand for GRC main functions which are:

+ Audit Management
* Policy Management
* Issue Management

* Risk Management

We have chosen these four main functions for three reasons. First, a study performed by Racz et
al. (Racz et al., 2011) concluded that Risk Management, Policy Management and Audit Manage-
ment were mentioned seven times by GRC vendors as a GRC functionality. Issue Management
was mentioned six times. The second reason to support this decision is a Gartner report that
describes three of these four key functions for Enterprise GRC, used to evaluate market products
(Audit, Policy and Risk Management). Finally, we opted to present these four core functionalities
to maintain the conceptual model simple without withdraw GRC capabilities. The importance and

role of each one will be described in the next sections.
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The round concepts coloured with blue represent information that is managed by these function-
alities or are presented as a responsibility of the G, R or C areas. G, R and C areas overlap
themselves (Mitchell, 2007; OCEG, 2009), and some information is managed by different areas
simultaneously. One way to observe the points of integration of GRC is through the information

that is used collaboratively between governance, risk and compliance.

Reporting, Dashboards and Monitoring represent imperative functionalities to access and deliver
important information in real-time through an automated manner. They are essential functionali-
ties for GRC to behave in an adequate, efficient and effective basis. We have distinguished them
from the key functionalities, because they represent horizontal functionalities, available through
the three areas. However, we opted not to include these functionalities to remove complexity from

the model (see Fig. 3.8).

3.1.1.1 Integrated GRC Conceptual Model

In this section we present the integration result of Governance, Risk Management and Compli-

ance (Fig. 3.8), along with a brief description of the constructed model.

Governance

Policy Management, a key functionality, can be said to be one important activity with direct re-
sponsibility of governance. Policy management is responsible to “develop, record, organize, mod-
ify, maintain, communicate, and administer organizational policies and procedures in response
to new or changing requirements or principles, and correlate them to one another” (Rasmussen,
2010b).

Policies play an essential role at GRC because they represent the point of view of the board and
top management of how the organization should be driven. It can be said that governance defines
an interface, and the rest of the organization implements the interface to operate according with
what it is established. Once established, policies must be transmitted across the organization.
It is also important that they must be reviewed and preserved. It’s all part of the policy life cycle

that must be established.

Governance is also responsible for risk and compliance oversight, as well as evaluating perfor-
mance against enterprise objectives (Mitchell, 2007). “The board acts as an active monitor for
shareholders’ and stakeholders’ benefit, with the goal of Board oversight to make management
accountable, and thus more effective” (OCEG, 2009). Accordingly, governance should be able to

understand and foresee the organization vulnerabilities and thus take decisions to reduce them.
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Figure 3.8: Integrated GRC Conceptual Model (Vicente & Mira da Silva, 2011b)

Also, governance should distribute power to provide insight and intelligence to the right people in
management, at the right time, to make risk-aware decisions in accordance with key business ob-
jectives. Risk-awareness is possible through the close proximity that governance should achieve
with risk management, that can provide very useful information in strategy setting and decision

making.

Risk Management

Risk management cannot take full advantage of its features without structured compliance man-
agement and governance in order to better align business objectives with risks and assist audit
management in improving controls, which in turn will help detect and prevent risks. This way the

entire organization can benefit from all risk management capabilities.

More specifically, in order to make risk management more effective in detecting and mitigating

risks that can compromise the achievement of business objectives, risk identification should be
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based on a holistic top-down approach by aligning risk management with key corporate objec-
tives defined by governance (see Fig. 3.8). This approach enables risk management to become
infused into the corporate culture, quickly identifying gaps, while maintaining a proactive ap-
proach (Chatterjee & Milam, 2008). Accordingly, risk appetite must be seen as a component of

both culture and strategy of organizations.

Through the identification of information that is mutual or has influence between governance and

risk management, we can identify several specific points of integration:

» The defined corporate objectives should be taken into consideration in the identification of
risks, adopting a top-down approach while avoiding an expensive and ineffective bottom-up

approach;

» Reporting and dashboards are also very appreciated by management, allowing consolida-
tion in real-time of important information. It allows stakeholders to get an increased level of
trust on the organization since they possess valuable and trusted information concerning

the level of exposure to risks of the organization;

» The level of risk appetite must be collaboratively defined, in order to make governance and

business performance more risk-aware in decision making (OCEG, 2009).

Another important aspect that can be very helpful in risk identification is the information concern-
ing complaints, incidents, suggestions, etc. that are reported when something happened, that
we present as issues. An issue is a nonroutine stimulus that requires a response (Brache, 2001).
It may be positive or negative, internal or external to the organization. Issues can be risks that

occur or risks that weren’t identified in the first place.

As risk management acts on the prediction of events, issue management identifies threats that
occurred and need to be categorized and addressed. Additionally, it is from the interest of the
organization not only to correct what is wrong, but also to have in place a mechanism that could
help improve the organization itself, for example, through suggestions from clients. By integrating
this functionality in the GRC system, the information from issues management can be helpful in

identifying new sources of risks and improve the activities of the organization.

Compliance

Since governance defines how the organization should behave, describing through policies what
is acceptable and unacceptable, compliance is the area responsible for inspecting and proving

that they are implemented, adequate and being followed.
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Compliant organizations need an effective approach to verify that they are in compliance with
external (standards, regulations) and internal rules (internal policies). This approach is assisted
by risk management, which role is to identify and prioritize risks that are already aligned with

corporate objectives defined by governance (Fig. 3.8).

This way, audit management, one of the key components of GRC, is responsible for auditing the
processes or departments of the organization in which were identified risks that menace and
compromise the achievement of objectives. By having risks aligned with objectives, audit teams

can address the most important risks that place organizations’ compliance under menace.

Audit management is responsible for internal controls testing and policies review (Tarantino,
2008) in order to report findings and produce recommendations that will posteriorly improve con-
trols and policies (Fig. 3.8). Findings and issues are very similar. Organizations need to pay
close attention to findings and issues to know what needs to be fixed, who is responsible and

what is the progress in accomplishing it (Tarantino, 2008).

Although audit management is very important and a crucial piece of the puzzle, it must be pre-
sented as an independent and neutral component (Mitchell, 2007), in order to preserve reliable
conclusions and results that can be translated in important improvements for the organization.
Consequently, compliance is responsible for defining the tactical approach that the organization
should follow in order to be compliant with standards and regulations and translate it to policies
and procedures. Giving an example of tactical approach, we mean implementing communica-
tions so that everyone knows about the compliance problems (Mitchell, 2007), through training,

surveys and self-assessments.

This is much related with policy management, as compliance must determine if the organization
is being compliant with its defined policies. If it is not compliant, it must take the necessary

measures to upgrade the current policies and thus take influence in the policy life-cycle.

Now we can identify more relations between compliance, governance and risk areas:

* Risk categorization is used to schedule and prioritize audits. Subsequently, investigations

and recommendations, have an impact on risks due to the improvement of controls;

+ Policies are reviewed and improved by compliance, mirroring the impact of external regu-
lations, standards and audits, and thus has an influence on policy management and the

inherent life-cycle of policies.
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3.1.1.2 The Core of GRC

According to COSO, controls are indispensable to achieve key business objectives through the
mitigation of risks that menace the same objectives, and thus have a tremendous impact in
effective risk management. Compliance manages controls through audit management, that is re-
sponsible for testing and improving controls based on findings and respective recommendations,

travail of auditors work.

Processes

Governance

Figure 3.9: GRC Information Core

By having adequate, effective and efficient controls, organizations not only are better prepared

and safeguarded from external audits, but also guarantee organizations’ healthiness.

Internal controls are paramount in this model, since they are crucial for governance, risk and
compliance activities (OCEG, 2009). Controls are clearly a common thread among the GRC
components (Fig. 3.8), and an organization should develop adequate controls that mirror objec-

tives from policies and procedures.

Monitoring plays a crucial role on the efficiency of risk management, since it provides the capa-
bility to effectively and efficiently identify potential risks and issues, thus giving the organization

the key for identifying opportunities and mitigating “risks in the context of corporate strategy and
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performance” (Chatterjee & Milam, 2008). Internal Controls can be seen as a monitoring tool,

since their role in risk management is to help prevent, detect, correct and also track risks.

Real-time monitoring also provides the possibility to eliminate or greatly reduce sample-based
audits. This way, through continuously monitoring, auditors can rely in the existence of automated

controls as evidence of compliance (Rasmussen, 2010a).

Risks and processes are also presented with a central role in integrated GRC (Fig. 3.9), because
they are linked to everything. In all activities, there are processes and subsequently, risks. In
order to manage effectively and efficiently all GRC activities, processes must be associated with
risks, and risks must be linked with controls. This way, all information is organized, thus making

it highly manageable and traceable.

Finally, we opted to include policies into this crucial group (see Fig. 3.9), not only because they are
linked to controls that help ensure the fulfilment of policies, but also because policies articulate
culture and accountability at the level of governance, risk and compliance, and thus have an

impact across the entire organization.

The integrated conceptual model in Fig. 3.8 shows the information with central roles in integrated
GRC, thus it should be centralized and properly associated to improve the efficiency and effec-

tiveness of governance, risk management and compliance activities.

Establishing a common, integrated discipline around policies, risks, controls, and processes,
organizations can replicate improvements in one GRC area across other GRC areas with the
overall goal of uncovering business advantage and driving shareholder value. The result should

be fewer avoidable loss events and failures and a lower overall cost of control (Mccuaig, 2010).

3.2 Business Architecture

The business architecture was not developed entirely from scratch. We used the process model
for ITGRC (Racz et al., 2010b) that was presented in Sect. 2.3.3. A deep analysis was made
in order to figure out if the process model could be adapted to the scope of this research. The
authors concluded affirmatively. Recent research showed that both the process model and the
conceptual model (see Sect. 3.1.1) are aligned and complement each other (Vicente & Mira da
Silva, 2011a). Additionally, the reuse of design research artefacts has been supported in scientific
research (Aier & Gleichauf, 2010; Brocke & Buddendick, 2006).

Nonetheless, the process model was analysed. For example, the Risk Management macro-

processes include the components from the COSO ERM (COSO, 2004). However, there are
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more frameworks and standards that could have been used, namely ISO 31000:2009 (ISO31000,
2009), CMMI (Software Engineering Institute,, 2010), PMI:PMBOK (PMI, 2004), Risk IT (Informa-
tion Systems Audit and Control Association, , 2009), etc. An analysis to these frameworks was
made, and we concluded that all of them were quite similar and aligned, hence we opted not to

modify the risk management processes.

Concerning the compliance processes other literature was analysed (El Kharbili et al., 2008;
Namiri & Stojanovic, 2007; Schumm et al., 2010) besides the one proposed on the process
model (Rath & Sponholz, 2009). We concluded that the compliance processes presented in the
process model were generic and did fit with the remaining frameworks analysed. Another point

in favour lies in the fact that the processes are non IT-specific.

We also chose to maintain the governance processes (ISO/IEC38500, 2008) for three reasons.
According to the authors know-how, we argue that although those processes are directed to IT,
they are applicable in this domain. Like virtually all ISO standards, the ISO/IEC 38500 follows the
Deming cycle, which also applies in the role of governance in integrated GRC. Finally, since we
decided to maintain Risk Management and Compliance intact, we opted not to distort the already

integrated process model.

We now present the viewpoints selected from ArchiMate to model the business architecture.

» Organisation Viewpoint (Sect. 3.2.1);
* Business Process Viewpoints (Sect. 3.2.2);
* Business Process Cooperation Viewpoint (Sect. 3.2.3);

+ Information Structure Viewpoint (Sect. 3.2.4);

3.2.1 Organization Viewpoint

The organisation viewpoint is typically used to identify authority, competencies, and responsibili-

ties within an organisation, using actors and their respective roles.
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Figure 3.10: Organisation Viewpoint

The viewpoint represented in Fig. 3.10 is not specific for the GRC domain. It simple illustrates
an example organizational structure for an organization and it was adapted from (Moerdler et al.,
2009). It is also worthwhile saying that at this level of abstraction, it is difficult to elaborate a list
of roles and actors to assign to processes, and the most likely outcome should be too much roles
assigned to several processes (and vice versa). Nevertheless, the correct definition of roles in

organizations is very important, because actors are the main enablers of processes.

In this example, an organization has a Chief Executive Officer (CEO) that oversees all of organi-
zation’s activities and business departments. The C-suite is usually formed by a Chief Financial
Officer (CFQ), that oversees the organization from a a financial perspective, a Chief Compliance
Officer (CCO) who oversees the organization from a compliance perspective, a Chief Risk Offi-
cer (CRO) who oversees all organization’s activities from a risk management perspective and a

Chief Information Officer (ClO) that oversees the organization from a information management
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perspective (Moerdler et al., 2009). The Business Unit Officer oversees the organization from a
business perspective. The actors mentioned may have several roles, but they share a common
one, the board of directors role. The board of directors role is to oversee, direct and evaluate the

entire organization from different perspectives.

With a direct connection to the Business Unit Officer, Business Compliance Officer and Business
Risk Officer are responsible to address requirements and risks from a business unit perspective.
Risk owners are usually designated for managing particular risks that affect the business unit

objectives.

The internal audit department is responsible for auditing the internal activities of an organization.
Their role is to determine if the organization is being compliant with their internal requirements

(controls and policies) and external requirements (regulations, laws and standards).

Some roles are mandatory in order to increase the effectiveness of certain activities. These roles
are: business unit owners, process owners, risk owners, control owners and key-users. Each
one of these roles may be assigned to anyone within an organization, therefore process, control
and key-users are not assigned to any specific actor in the viewpoint. The risk manager role is

responsible for coordinating the overall risk management activity.

The Program Owner role manages the compliance activities for specific regulatory requirements.
There should be at least one person dedicated to a specific regulatory program from the compli-

ance office.

3.2.2 Information Structure Viewpoint

The information structure viewpoint is identical to the traditional information models created in
the development of almost any information system. It shows the structure of the information used

in the enterprise or in a specific business process or application (lacob et al., 2009).

The objects presented in Fig. 3.11 represent business objects that can be seen as information
entities or concepts that are necessary to support the business. The majority of objects are
original from the information concepts defined in the conceptual model and its rationale has

already been described (Sect. 3.1.1). A brief description follows.
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Figure 3.11: Information Structure Viewpoint

Policies may encompass a wide range of aspects of an organization. Internal policies reflect
key objectives, strategy, risk appetite, culture, etc. of an organization. External policies are
linked with external requirements - regulations, laws or standards. While policies define the what,
procedures define the how and who will implement the policy. Policies and procedures are, in a
certain extent, controls established to ensure the fulfilment of requirements and achievement of
strategic objectives (Moerdler et al., 2009). To each control, control objectives are defined and
embedded in business processes. Usually controls are established to mitigate risks that menace
the achievement of objectives or affect the normal function of business processes (Moerdler et al.,
2009). To business processes and risks, key performance and key risk indicators are developed
to measure the performance of processes and the risk levels of certain activities. Risk reports

are produced regularly and presented to the board.

Maturity criteria may be defined to measure the maturity level of controls. Normally auditors
classify controls using this pre-defined criteria (e.g. COBIT maturity model, pass/fail criteria,
etc.). Additionally, control tests may be specified to increase efficiency in controls assessments.
During the execution of audits, audit findings are produced (a specific type of issues), along with

evidences that prove it. Surveys and checklists are also associated with audits. For each audit,
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audit reports are produced, and include all the identified inconsistencies and the associated

recommendation.

3.2.3 Business Process Viewpoints

The business process viewpoint is used to show the high-level structure and composition of one
or more processes. This viewpoint contains the assignment of business processes to roles and

actors, and the information used by the business process (lacob ef al., 2009).

We now present viewpoints for each process individually. Since one of the claims of this thesis
relates to the interconnection between the various areas, a description of each of the processes
makes more sense from an integrated perspective, i.e. through the business process cooperation
viewpoint (Sect 3.2.2). In the following sections we will describe the relations between processes

and roles.
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Figure 3.12: Governance - Business Process Viewpoint (adapted from (ISO/IEC38500, 2008; Racz et al.,
2010b)
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Business unit owners are responsible to oversee their business units. The processes Evaluate,
Direct, Monitor and Report mirror all types of oversight. In other words, the board of directors

governs the organization thought these macro-processes.
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Figure 3.13: Risk Management - Business Process Viewpoint (COSO, 2004; Racz et al., 2010b)

The interaction between processes and roles can be categorized in four types of actions - pre-

ventive, detective, corrective and tracking (Vicente & Mira da Silva, 2011b).

The board in conjunction with risk managers are responsible for defining objectives and analyse
the internal risk environment. As stated in the previous section, the board and high management
are always associated with the monitor and report (Information & Communication) processes and

are more focused on tracking risks.

Key-users and process owners act in detecting new sources of risks. On the other hand, risk
owners assess and plan a response to those risks (correction). Auditors and control owners

implement or improve controls in order to mitigate risks (correction and prevention).
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Figure 3.14: Compliance - Business Process Viewpoint (Racz et al., 2010b; Rath & Sponholz, 2009)

Program owners, who are responsible for diverse requirements, establish a requirement analysis.

Deviation analysis is based on audits, and the roles involved are auditors, key-users, process

owners and control owners. Auditors perform audits and count with the help of these roles to

conduct their examinations. When the audit is finished an audit report is created. Compliance

reports are also produced based on the compliance levels determined.

As usual, the board of directors is associated with the reporting process, and in this case with the

requirements analysis, in which are defined the requirements needed to follow.
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3.2.4 Business Process Cooperation Viewpoint

The business process cooperation viewpoint is used to show the relations of one or more busi-
ness processes with each other and/or their surroundings. In this case it is used to create a
high-level design of business processes within their context and to describe the use of shared
information (lacob et al., 2009).

We will now describe the logic of the constructed artefact (see Fig. 3.15).
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Figure 3.15: Integrated GRC - Business Process Cooperation Viewpoint (Vicente & Mira da Silva, 2011a)

Starting with the Evaluate process of IT Governance, the conceptual model establishes as the
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responsibility of governance, the definition of strategy, culture, risk appetite, key objectives and

policies. This clearly indicates how the organization is controlled and evaluated.

Based on these concepts, the first processes of risk management have all the information needed
to establish the internal environment and objectives (Internal Environment and Objective Set-
ting). The COSO ERM (COSO, 2004) describes internal environment as the establishment of
the entity’s risk culture, ethics and risk appetite. Additionally, key objectives, risk appetite and
the strategy established are requirements to properly identify events that should be aligned with
the organization’s concerns. These events, that have already occurred (issues) or may occur
(risks), can be identified using self-assessment techniques through surveys. Compliance man-
agement must gather and convert all the external (regulations, laws, standards) and internal
(internal policies and procedures) obligations into policies, in order to complete the requirement

analysis process.

Once the requirement analysis is complete, the deviation analysis can be performed through au-
dits or self-assessments. Also, the already identified issues and risks (events) should be marked
for review. This is where the risk assessment process is important: to prioritize risks in terms of

its impact, probability and velocity.

From the risk assessment and deviation analysis, a response to the risks and findings produced
by the audit teams must be conducted (Deficiency management). Action plans and risk response
strategies are produced, resulting in the improvement of internal controls that play an essential
role to prevent, detect, correct and track risks, and that, as a result, fulfil the control goals that

need to be established (control activities).

The processes described represent activities and measures taken to minimize the impact of risks
and issues, as well as, to enhance internal controls and, thus, processes, while increasing the

level of compliance and decreasing the risk exposure of the organization.

Additionally, and along the previously mentioned processes, governance manages the outputs
from risk and compliance processes, namely indicators - Key Risk Indicators (KRI) and Key Per-
formance Indicators (KPI) - among others - and risk and compliance reports that transmit the
current organization-wide status of residual risks, controls, policies and compliance levels. The
analysis and exchange of information across the levels of the organization is supported by report-
ing and monitoring processes that provide reliable and real-time information through dashboards

and reports.

In the business process collaboration viewpoint presented in Fig. 3.15, we extended the moni-
toring and reporting process to governance, risk and compliance, since they are important in the

three sub-domains and can be easily unveiled through the analysis of each.
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After this description, it can be stated that both models used to develop this viewpoint (the con-
ceptual model and the process model) complete each other, leading to a business process coop-
eration viewpoint comprising the processes and the business objects used between them. On the
one hand, this demystifies the relations of the process model and, on the other hand, it organizes

and provides more structure to both models.

3.3 Information Systems Architecture

Information systems architecture focuses on identifying and defining the applications and data
considerations that support the Business Architecture, by defining views that relate to information,
knowledge, application services, etc. (The Open Group, 2009). Although TOGAF divides the
information systems architecture in application and data architectures, ArchiMate presents only

one layer - application architecture - to describe the information systems layer.

The viewpoints selected from ArchiMate to model the application architecture are:

+ Application Usage Viewpoint (Sect. 3.3.1);
+ Application Structure Viewpoint (Sect. 3.3.2);
+ Application Behaviour Viewpoints (Sect. 3.3.3);

* Application Cooperation Viewpoint (Sect. 3.3.4);

We will start describing the information systems architecture by defining the application services
that are exposed from the application layer to support the processes from the business layer
(application usage viewpoint). To do so, we will also need to define the application components.
In order to define consistently the necessary applications to support the processes, we present
a CRUD (Create Read Update Delete) matrix (see Fig. 3.16) that relates processes (or actions)

with informational entities defined in the business architecture from the previous Section.

We opted not to include all information entities in order to simplify the matrix. For example,
the Report entity represents all type of reports - audit, risk and compliance. Additionally, the
Requirement entity aggregates the Law, Standard and Regulation entities. The same applies to

the Policy entity.

This matrix was built in order to identify clusters that represent application solutions. The re-
lation between processes and information entities provides a more structured approach to the

identification of application components and services needed to support the processes.
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Through the analysis of the obtained clusters (see Fig. 3.17) some optimization could be sug-
gested by integrating some systems. For example, issue and risk management are very similar,

but they manage information entities that are, by definition, distinct, so we opted to maintain both.
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Figure 3.16: CRUD Matrix
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Figure 3.17: Application Components

The matrix also came to support the expansion of both reporting and monitoring processes
across Governance, Risk and Compliance proposed in Fig. 3.15, because the processes manage

the same information.
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The integration between applications was also represented in the form of arrows. These integra-

tions will be better justified in the description of the application behaviour viewpoints.

In Fig. 3.17 the proposed application components are listed. Some applications are the same
from the conceptual model. Workflow, controls and compliance management were added. The

application components will be described in the next sections.

3.3.1 Application Usage Viewpoint

The application usage viewpoint describes how applications are used to support one or more
business processes. It can be used in designing an application by identifying the services needed

by business processes (lacob et al., 2009).

In this viewpoint (Fig. 3.18) we chose to maintain the original processes, i.e. not expanding the
monitor and report processes through the governance, risk and compliance processes, in order

to simplify the viewpoint.

According to the ISO/IEC38500 (ISO/IEC38500, 2008), the Direct process is based on the as-
signment of responsibilities, direct preparation and implementations of policies. In order to sup-
port this process, a Policy Life Cycle Service should be defined to support all actions needed to

manage policies across the organization.

On the other hand, the Evaluate process is based on the current and future organizational ob-
jectives, thus the service provided by the risk management application - Risk appetite calculation
service - is an important method to evaluate the readiness of the organization to apply new

strategies and proposals.

An automated monitoring service should also be present to support the monitoring process of

governance and risk management.

During this research, we defined an event as a risk or an issue. Following the same line of
thought, the Event Identification process, uses two separate application services from two differ-
ent application components, but with the same behaviour: risk and issue creation. Similarly, to
support the assessment of these events, assessments or analysis should be supported by appli-
cation components, using once again, two separate application services to risks and issues. Risk
Response and Control Activities processes are closely related to the treatment of the identified
and assessed events, in order to address and resolve the event. Consequently, both processes
use the risk and issue treatment service. Controls may also need to be created, thus a control

creation service is needed.

The Control Activities process also has a direct relation with audits, since their function is to
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improve internal controls. For that reason, the audit execution and follow-up services are used by

this process. These two services, may assist the Deviation Analysis and Deficiency Management

processes, in order to support the execution and follow-up of audits.

The Requirement Analysis process, should be simplified through an application service, in order

to ease the management of requirements and its relations across other information components

in the organization.

As stated before, reporting is truly a common and important factor in integrated GRC, mainly due

to the extensive relation among information structures. A reporting service may aid the docu-

mentation and communication of important information across the organization, and facilitate the

implementation of a dashboarding service, that is much valued in organizations.
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Through the identification of the necessary application services needed to support the identified

processes, we will now describe how the application layer provides the mentioned services.

3.3.2 Application Structure Viewpoint

The application structure viewpoint shows the structure of one or more application components.
This viewpoint is useful in designing or understanding the main structure of applications and the
associated information (lacob et al., 2009).
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Figure 3.19: Application Structure Viewpoint

This viewpoint (Fig. 3.19) describes the structure of the applications through the sharing of in-
formation. This view re-enforces the problem that integrated GRC addresses. Traditionally, the
application components present in this viewpoint, represent departments, that usually do not
communicate effectively and efficiently because they are isolated. The usage of mutual informa-
tion between at least seven out of nine application components is impressive, and an integrated

and holistic approach to all GRC activities makes indeed much more sense.
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In the next section we will describe in further detail how each application manages these infor-

mation.

3.3.3 Application Behaviour Viewpoints

The Application Behaviour viewpoint describes the internal behaviour of an application compo-
nent, e.g. as it realises one or more application services. This viewpoint is useful in designing
the main behaviour of applications, or in identifying functional overlap between different applica-
tions (lacob et al., 2009).

Workflow Management Module

The workflow module (Fig. 3.20) is pretty simple, but very important, since it promotes collabo-
ration through the assignment of tasks and creation of dynamic processes. This model realizes
internal services, i.e., services that will be used by other application components. The services
provided by this component include the elaboration of processes to create action plans, or simple

to assign tasks in cases of approvals or important notifications.
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Figure 3.20: Workflow Module - Application Behaviour Viewpoint
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Controls Management Module

This module is responsible for internal controls (Fig. 3.21). It includes the administration of con-
trols - creation of controls, control objectives and definition of maturity criteria - and supports the
controls assessment and definition of controls tests. Just like the workflow management mod-
ule, this component provides internal services (Control Test Creation Service and Test Control

Service) and one external service (Control Creation Service).
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Figure 3.21: Controls Management Module - Application Behaviour Viewpoint

Reporting and Dashboarding Module

It is paramount for the GRC strategy, that applications are able to report and feed information in
order to maintain a “360-degree view of GRC” (Rasmussen, 2010c). The reporting and dash-
boarding module (Fig. 3.22) is important to gather, relate, customize and report information that
will be used to generate reports and dashboards (Bastos et al., 2010), thus providing the so-

called holistic-view of GRC.
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Figure 3.22: Reporting and Dashboarding Module - Application Behaviour Viewpoint

Monitoring Module

Monitoring is based on value protection thought the insurance that violations are identified within
a certain time limit that minimizes losses and errors (Rasmussen, 2010a). To improve monitoring
efficiency, processes and controls should be synchronized with objectives, policies and risks. The
monitoring application component (Fig. 3.23) focuses on monitoring controls, policies, risk and

indicators (KPI and KRI). Further application details are very specific to each implementation.
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Figure 3.23: Monitoring Module - Application Behaviour Viewpoint
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Policy Management Module

The policy management module (Fig. 3.24) is closely related to support the policy life-cycle man-
agement. According to (Rasmussen, 2010b; Sumner Blount Director,, 2009) the policy life-cycle
is based on: environment changes, policy development, policy communication, policy monitoring

and policy maintenance.
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Figure 3.24: Policy Management Module - Application Behaviour Viewpoint

To support this life-cycle, this application module must be able to create policies and procedures,
and map them to controls and requirements. The approval function uses a service from the
workflow module, based on the assignment of tasks in order to gather opinions, followed by the

publication of policies. Policies exceptions are also handled by this application.

Compliance Management Module

The compliance module (Fig. 3.25) is responsible for the requirements that affect the organization

(both externally - mandatory boundary - and internally - voluntary boundary) (Bastos et al., 2010).
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Figure 3.25: Compliance Management Module - Application Behaviour Viewpoint

The requirements are imported by the application and categorized. They can also be linked with
policies, using the policy life-cycle management service, described in the previous section. This
component realizes one external service - requirement identification service. This module also

allows the creation of compliance reports using the generate reporting service.

This relation follows the rationale from the conceptual model that identifies a touch point between

compliance and governance through policy management.

Issue Management Module

The issue module (Fig. 3.26) functions mainly as a repository. As stated in Sect. 3.1.1, an issue
is a positive/negative, internal/external nonroutine stimulus that requires a response (Brache,
2001). In the scope of this research issues are more likely to be classified as risk events or audit

findings.
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Figure 3.26: Issues Management Module - Application Behaviour Viewpoint

To support the management of issues, the following phases are proposed: creation, analysis and
treatment. Analysis is based on the categorization of issues followed by the elaboration of an
action plan that should be carried out in order to address the issue. Action plans consists in tasks
assigned to people who should implement the necessary mechanisms to treat the issues. After

the treatment the issue can be stored. Once again these relations are depicted in the conceptual
model.

Risk Management Module

This module (Fig. 3.27) is more complex than the others. Everything is connected to risks and
these connections must be properly managed. The risk management module component realizes

four services that support the risk management processes.
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The risk appetite calculation allows the calculation of residual and inherent risk and thus the over-

all risk appetite. Risks can be created, categorized and mapped into processes and controls. Risk

assessments allow the prioritization of risks and risk treatment is analogous to issue treatment.

Risk report generation is also possible through the usage of the generate report service from the

reporting and dashboarding module.

Audit Management Module

In order to meet the compliance process needs, two external services are realized by the audit

management module. This selection divides the execution and follow-up of audits. Audit execu-

tion is focused on the scheduling and prioritization of audits according to risks, issues, etc. The

selection of functionalities was made taking into account the ISO 19011 (ISO19011, 2002) that

describes the functions necessary to support the audit execution.
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Figure 3.28: Audit Management Module - Application Behaviour Viewpoint

d

Test controls are created in order to assess controls and report audit findings (issues). At the end
of each audit, a report must be created, in this case using the report generation service. Findings
that are categorized as unacceptable to the organization must be corrected. The audit follow-up

service gives support to the revision of these cases.

To support some of these functions, this application module uses services provided by controls

management module, issues management module and reporting and dashboarding module.

3.3.4 Application Cooperation Viewpoint

The application cooperation viewpoint shows the relations between application components. It
describes the dependencies in terms of the information flows between them, or the services
they offer and use (lacob et al., 2009). We opted to include only service dependencies in this
viewpoint. Sharing of information is described in the application structure viewpoint (see Fig. 3.19
in Sect. 3.3.2).
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As stated in the description of each module in the previous section, there are some dependencies

between application components. In this viewpoint (Fig. 3.29) those dependencies are more

simple to ascertain.

3.4 Summary

Throughout this Section we described the proposed models accomplished in this research: a

conceptual model and a reference architecture. The conceptual model was modelled using ad-

hoc syntax and the architecture was modelled using several viewpoints based on the TOGAF

ADM and the ArchiMate modelling language. The architectural layers accomplished were the

business and information system layers. The selected viewpoints portray the authors view and

know-how of the domain. A portion of the selected models were scientifically published.






Chapter 4

Evaluation

valuating reference models is known to be a major challenge. In this research, the models
Edesigned are a conceptual model and an architecture. Reference and conceptual mod-
els share common evaluation issues concerning their (re-)usability, testing and analysis (Frank,
1999, 2006). Another issue that difficult the evaluation of these models holds with the factor that
reference or conceptual models often describe future domains, hence they cannot be evaluated

against a user’s perception of reality only (Frank, 2006).

Nonetheless, various frameworks arose to evaluate the quality of reference models. Along this
chapter we describe a model quality evaluation framework and the evaluation method, and dis-

cuss the obtained results.

4.1 Evaluation Methodology

The evaluation methodology proposed is illustrated in Fig. 4.30.

The evaluation of this research has four main components that feed each other. Interviews with
practitioners, scientific publications and participation in the development of GRC software. These
three components provide the necessary input to use the data model quality framework (Moody
& Shanks, 2003) to evaluate some factors of the constructed artefacts. The factors proposed in

the framework are:

+ Completeness refers to whether the model contains all user requirements;

+ Integrity definition of business rules or constraints from the user requirements.
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Figure 4.30: Evaluation Methodology

Flexibility is defined as the ease with which the model can reflect changes in requirements

without changing the model itself.

Understandability is defined as the ease with which the concepts and structures in the

model can be understood;

Correctness is defined as whether the model conform to the rules of the modelling tech-
nique (i.e. whether it is a valid model). This includes diagramming conventions, naming

rules, definition rules, rules of composition and normalisation;

Simplicity means that the model contains the minimum possible entities and relationships;

Integration is defined as the consistency of the model with the rest of the organisation;

Implementability is defined as the ease with which the model can be implemented within

the time, budget and technology constraints of the project;

In the next Section we will discuss the obtained results based on the evaluation methodology

described.
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4.2 Evaluation

Interviews with practitioners can be divided in three phases. First they supported the identification
and validation of the problem and domain. Secondly, they evaluated the scope of the domain
through the analysis of the conceptual model. Finally, they evaluated the reference architecture.
We used face to face interviews, e-mail exchanges and group discussions in the professional
network Linkedin'. The majority of comments was made concerning each area individually. The

integration between the three areas was well accepted by the discussion participants.

The interviewees and participants occupied diverse job positions. The main areas were: risk,
control, audit and security professionals, along with researchers and business directors. Ex-
amples of represented companies were: SAP, PT, PwC, Glintt, Instituto de Informatica MTSS,
Solvay, EDP, APCER, EIC, MAPFRE and Caixa Seguros.

Feedback from these phases allowed to gain more structured knowledge about the domain, and
provided the foundations for writing scientific papers. As stated in Sect. 1.2 one of the main
objectives of this research was to attain feedback and validation from the scientific community.
Lack of scientific guidance was in fact one of the origins of the problem that this research ad-
dresses. The scientific publications brought valuable input for further research, feedback and
approval (Offermann et al., 2009). It also allowed to obtain more feedback from practitioners.
As stated previously, two scientific papers were published: A Conceptual Model for integrated
GRC (Vicente & Mira da Silva, 2011b) and A Business Viewpoint for Integrated ITGRC (Vicente
& Mira da Silva, 2011a).

Another important component was the participation in the development of a GRC suite with the
role of requirement analysts. It allowed to create an instantiation of the reference architecture
at the application level. It also brought more connections (i.e. practitioners) from the business

environment.

The conjunction of all these aspects, improved the experience and know-how of the authors in
this domain, enabling the development of the models that this research proposes. It also provided

important feedback to evaluate the same models.

We will now discuss the quality factors from the model quality evaluation framework:

+ Completeness: Concerning completeness, each case should be treated as a separate
case. For some organizations some processes may be missing. However, and since this

research focus on the integration of the three disciplines, and not so much in deepening

Thttp://www.linkedin.com/groupltem?view=8&gid=121456&type=member&item=40224356&qid=61{2b628-0a1d-40f1-
b385-b92b93baaaeb - Most active discussion
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each discipline, it is our belief that the reference architecture describes the key integration
points between governance, risk and compliance. On the other hand, the model was de-
veloped based on well-known validated research. Additionally, the conceptual model used
to define the scope of GRC was evaluated in terms of completeness (see Appendix A) and

the authors concluded that it was complete.

Integrity: The abstraction of the constructed model does not specifies constraints. Nonethe-
less, it respects accepted rules in risk management and audits for example. The triggering
effect between the processes and application functions follows accepted practices from

each discipline.

Flexibility: This factor has paramount importance in reference models. A good reference
model must be extensible and evolvable. Given the abstraction of the reference archi-
tecture, processes and applications can be easily deepened and adaptable to diversified

environments.

Understandability: A key claim from ArchiMate is based on the understandable structure
and concepts that it encompasses. For that matter, the use of ArchiMate presents an
advantage for modelling architectures. Also, the use of multiple viewpoints clarifies the

rationale of the architecture.

Correctness: In the Theoretical Background section (Sect. 2.4.3) we described the ele-
ments that have been used in the development of the architecture. We have followed best
practices from the ArchiMate specifications to design and relate elements using the view-
points that better portray the structure and behaviour of the reference architecture. Based

on this arguments, we can affirm that the model is valid.

Simplicity: Based on the practitioners opinion none of the entities or relations used on the
model were pointed out as unnecessary. Additionally, all the concepts and relations used

in the conceptual model were described in the OCEG Capability Model.

Integration: The model presents several viewpoints from different parts of the organiza-
tion, and successfully relates them at the business and application level. Additionally, the

application components were developed taking into account their modularity.

Implementability: One of the claims of this research is to provide a reference concern-
ing processes, applications and information. However, the reference architecture has only
been implemented at the application level. The implementability of the processes and their
relation with applications was not tested. Nonetheless, the use of reference processes, like

COSO ERM and ISO 38500, ensures a certain level of applicability in specific situations.
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Another framework could have been used to evaluate the architecture (for example, the concep-
tual model quality framework (Moody et al., 2003) used in the evaluation of the conceptual model
(see Sect. Appendix A) using syntactic, semantic and pragmatic quality factors). However, we

chose to use a different framework that encompassed more distinctive factors.

4.3 Discussion

The models developed in this research present a defined level of abstraction. Abstraction, how-
ever, does not simply mean to arbitrarily fade out parts of the domain. Instead, abstraction should
include hints of how to turn it into a concrete description that applies to a particular case (Frank,
2006). In this research we tried to follow this objective by proposing models and describing

rationales that could lead to concrete implementations.

Moreover, the use of some of the few scientific research in this domain showed that scientific

research is aligned. Some choices along this research were made taking into account this factor.

Although some of the used sources for this research are directed at the IT GRC scope, we have
also been able to verify that IT activities can be supported through a generic reference directed
for the GRC scope.

The proposed business process collaboration viewpoint (Fig. 3.15) is good evidence that there
is a clear alignment between IT GRC and the overall or enterprise GRC, i.e., the described
high level processes can be used enterprise-wide as a reference for GRC activities. Moreover,
organizations should employ efforts to generate synergies and alignment between IT GRC, IT
strategic goals and business strategy (Damianides, 2005; Jonkers et al., 2004), since the role of
IT in GRC is twofold; on the one hand as the main catalyst and, on the other hand, as a part of

the organization that can benefit from integrated GRC activities.

Additionally, some criticism can be raised in what concerns the models in terms of their appli-
cability. The application layer was instantiated in a project supported by Methodus Inovagao.
However, the business layer and its relation with the application layer were not tested in any

specific situation.

Another issue that can be pointed out is why to start with a business approach (top-down ap-
proach), instead of a technological approach (bottom-up approach, for instance, using a GRC
solution available in the market). We can highlight several valid reasons. One reason is based
on having more knowledge from the business perspective. Also, by taking a top-down approach,
the construction of a complete enterprise architecture is more dynamic and flexible. Further-

more, what is more important in GRC is to determine how to integrate the processes of the three
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subjects in order to boost the transparency, organization’s health and competitive advantage.

As the design of the architecture moved forward, the importance of the conceptual model in this
research raised, since the architecture, yet more concrete, manifested a clear alignment with the

concepts and relations of the conceptual model.

The use of the TOGAF ADM also proved to be a good choice, since it provided a good method
to design the architecture. The use of ArchiMate combined with the ADM covered a good part of

the content metamodel from TOGAF.

Finally, it is noteworthy to recognize that the some models used in this research are part of the
information systems knowledge base, thus reinforcing that design research artefacts can and

should be employed in order to build new ones (Aier & Gleichauf, 2010).









Chapter 5

Conclusion

More regulations are on the way, along with demanding transparency, accurate informa-
tion about company operations, robust and comprehensive risk management, regulatory

compliance and efficient governance.

Consequently, organizations are seeking to improve their GRC activities, by implementing inte-
grated GRC solutions that provide a holistic view of the organization and help in the automation
of activities. Last year (2010), spendings with governance, risk and compliance frameworks rose
to $32 billion (Hagerty & Kraus, 2009). After analysing and researching the emerging domain of
integrated GRC, the lack of scientific research is alarming and it is holding back improvements in
integrated GRC.

In this research we proposed and evaluated two reference models: a conceptual model and a
reference architecture. We addressed the problem of this dissertation in two ways. On the one
hand, by contributing scientifically to the information systems knowledge base of this domain.
On the other hand, using the same knowledge to get and induce know-how into professionals
of this domain, thus narrowing the distance between theory and practice (Fitzgerald, 2003). To
accomplish this proposal, we used concepts that are familiar to both practitioners and academics
- the TOGAF ADM and ArchiMate - in order to break down language barriers that often induce

obstacles to progress in some areas (Lang, 2003).

5.1 Future Work

Plenty of research can be performed using this research as basis. Several ideas came from

professionals of this domain. For example, assessments in organizations could be performed

65



66 CHAPTER 5. CONCLUSION

using the models proposed by this research. Specifically speaking, the maturity of organizations

could be assessed using the reference architecture and the conceptual model.

A fact verified was that many organizations have individual applications and processes to ad-
dress particular areas (for example, risk management or audit management). The definition of
normalized interfaces for the diverse application modules using the normalized systems theory
is a path worth to explore. This way organizations could acquire software that followed the right
specifications to facilitate integration. The expensive price of all-in-one GRC suites could have

some leverage around this topic.

Finally, exploring the detail level of the architecture - mainly at the business level - is a right path

to make important improvements in this domain.
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Abstract. As integrated Governance, Risk and Compliance (GRC) be-
comes one of the most important business requirements in organizations,
the market is incongruously struggling to satisfy organizations’ needs.
The absence of scientific references regarding GRC is leading to a dis-
persion of concepts involving this topic. Without boundaries and correct
domain definition, poor implementation of GRC solutions can lead to low
performances and high vulnerabilities for organizations. This paper pro-
poses a set of high level concepts covering the GRC domain. Through
literature review and framework research we propose key functions of
governance, risk and compliance and their associations, resulting in a
reference conceptual model for integrated GRC. The model was evalu-
ated by comparing the GRC capability model from OCEG with a quality
model evaluation framework. We concluded that the proposed model is
valid and complete.

Keywords: governance, risk, compliance, conceptual model, integrated.

1 Introduction

Some research is starting to finally arise in the study of governance, risk and com-
pliance as an integrated concept. Since PricewaterhouseCoopers introduced the
term GRC in 2004 [1], a bewildering amount of definitions have been presented,
distinguishing in terms of scope and levels of integration.

The first scientific definition for integrated Governance, Risk and Compliance
(GRC) was proposed by Racz et al. [2] and states that: “GRC is an integrated,
holistic approach to organization-wide governance, risk and compliance ensuring
that an organization acts ethically correct and in accordance with its risk appetite,
internal policies and external requlations, through the alignment of strategy, pro-
cesses, technology and people, thereby improving efficiency and effectiveness.”

However, if you ask 10 organizations to describe governance, risk and com-
pliance, probably you will get at least 20 definitions [3]. Therefore, there is
not a common understanding of what GRC is. Instead, there are very different
perspectives [4].

Just like Enterprise Resource Planning (ERP), GRC is becoming one of the
most important business requirements of an organization [5], mainly due to the
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© Springer-Verlag Berlin Heidelberg 2011
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rapid globalization, increasing regulations like BASEL II, the Sarbanes-Oxley
Act (SOX), Anti-Money Laundering (AML), etc., and growing demands of trans-
parency for companies [5].

Traditionally, governance, risk and compliance activities were scattered in
silos all over the organization, which has a negative impact on transparency
and decision making. GRC activities are important in organizations, not only to
boost their performance, but above all, to protect organizations from the inside
and the outside. To accomplish this objective, organizations need to shift these
activities from niche groups to business units [5] in order to improve these same
activities.

Although many organizations agree on the benefits that arise from integrating
GRC processes, there is no congruence between software vendors, organizations
and market research [4].

In this paper we use conceptual modelling to define the domain of integrated
GRC. It is widely accepted that conceptual models are a prerequisite for suc-
cessfully planning and designing complex systems, particularly information sys-
tems [6,7,8,9]. Over the last decades, conceptual modelling has been employed to
facilitate, systematize, and aid the process of information system engineering [8].

Based on the four design artefacts produced by design science research in
information systems - constructs, models, methods and instantiations - we will
focus on constructs and models. Constructs are necessary to describe certain as-
pects of a problem domain and allow the development of the research project’s
terminology [10]. In other words, they provide the language in which problems
and solutions are defined and communicated [11]. Models use constructs to rep-
resent a real world situation, the design problem and the solution space [12].

A conceptual reference model, a specific type of conceptual models, is a “claim
that the model comprises knowledge that is useful in the design of specific solu-
tions for a particular domain” [10]. A conceptual model is a typically graphical
representation, hence can provide limited vocabulary [10], constructed by IS pro-
fessionals of someone’s or some group’s perception of a real-world domain [13].

Conceptual modelling may be used to ease the implementation of an infor-
mation system or to provide a common understating between the organization’s
needs and an enterprise application [13]. It is also suitable to systematize knowl-
edge, provide guiding research and map a portion of reality [14].

In this paper, we use conceptual modelling to supply a reference model to
the scientific community that can lead to a common understanding of what
constitutes the universe of integrated GRC. Currently, the most complete and
recognized framework for integrated GRC was developed by the “Open Compli-
ance & Ethics Group” (OCEG). OCEG is a non-profit organization that uniquely
helps other organizations to enhance corporate culture and integrate governance,
risk management, and compliance processes. The GRC Capability Model [15] is
the central piece of the OCEG framework and describes practices to implement
and manage GRC activities.

Our approach is to design a conceptual model that contains domain level con-
cepts, representing a high level of integration between the following sub-domains:
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governance, risk management and compliance. The higher the semantic content
of those concepts, the better the integration [7]. Although it may seem impossi-
ble to find general and meaningful concepts for the entire domain of integrated
GRC, it is better to adopt the so-called “constructive” research strategy [7].

2 Methodology

The methodology applied is divided according to the two processes of design
science research in information system, build and evaluate [16]. The build process
is composed by two stages whereas and the evaluation process is composed by
only one stage (Fig. 1).

Build Evaluate
Construct Definition Conceptual Model Construction Evaluation
- Conceptual definition - Analysis of relations between .
- Domain definition concepts B OCEG Capability Model
- Categorization of concepts - Integration of the three domains - Quality Assessment

Fig. 1. Research Methodology

The first stage, construct definition, has two main milestones: conceptual do-
main establishment and conceptual definition within the set up boundaries estab-
lished. In this stage we have proceeded with literature study and benchmarking
of integrated GRC solutions in the market. Throughout it, we have come to
support the observations made by Racz et al. [2]: “there is basically no scientific
research on GRC as an integrated concept”, “software vendors, analysts and
consultancies are the main GRC publishers” and “software technology is the
prevailing primary topic”. Hence, gathering solid information was a hard task
due to the lack of scientific research. Also, at this stage, we began to categorize
the concepts that we will present in Sect. 3.

According to Hevner et al. [17], the results from this stage can be called con-
structs. “Constructs provide the vocabulary and symbols used to define problems
and solutions” within an outlined domain. To favour the boundary definition of
the domain, we used the design science research pattern proposed by Vaishnavi
and Kuechler [18], building blocks, which consists in dividing “the given complex
research problem into smaller problems that can form the building blocks for
solving the original problem”. Especially in this case, we divided the domain in
G, R and C areas so as to simplify it and the concepts involved.

In the second stage the concepts were separated according to their most ev-
ident domain. For example, risks are more likely to belong to the risk domain
(R in GRC). However, this does not imply that they could not be represented
in governance and compliance domains for they might maintain relations with
other concepts. One of the goals of this phase was to identify the concepts du-
plicated among domains. This way we could determine the integration points
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between the three areas. Also, by having concepts divided into smaller domains,
it became simpler to define the relations between them.

Still at this stage, three conceptual models were built, one for each area, G, R
and C (Sects. 3.1, 3.2 and 3.3). In Sect. 3.4 we present the domain of integrated
GRC with concepts and relations adjusted to the integrated context.

Even though little is known about how to validate conceptual models effec-
tively and efficiently [13], in the final stage, we proceeded with the evaluation
of the final conceptual model, by mapping the relations between concepts with
the eight components of the GRC Capability Model presented by OCEG [15].
We used this mapping to evaluate the quality of the conceptual model accord-
ing to its syntactic and semantic quality, using the Conceptual Model Quality
Framework proposed by Moody et al. [19].

3 Conceptual Model

Information integration is one of the core problems in cooperative information
systems [20]. Also, GRC functionalities have shown to overlap themselves [15,21]
making integration difficult. Governance, risk and compliance as separate con-
cepts are nothing new [1] and many researchers have addressed each area. The
proposed model describes GRC functionalities and information that are consid-
ered to be within the scope of each of the three areas (G, R and C).

The components of the model. Before we begin describing each of the three
scopes, a proper explanation concerning the model is required. The model has
three types of concepts, represented by different colours and different shapes.
The rectangular concepts, coloured orange, stand for what we propose to be the
GRC main functionalities:

1. Audit Management
2. Policy Management
3. Issues Management
4. Risk Management

We have chosen the four functionalities for three reasons. First, a study per-
formed by Racz et al. [4] concluded that Risk Management, Policy Management
and Audit Management were mentioned seven times by GRC vendors as GRC
functionalities. Issues Management was mentioned six times. Second, we decided
to propose these four core functionalities to maintain the conceptual model sim-
ple without withdrawing GRC capabilities. Finally, although there are diverse
opinions, the benchmarking performed supports these functionalities. The im-
portance and role of each one will be described in the next sections.
Additionally, rectangular concepts, coloured grey (Reporting, Dashboards and
Monitoring), also represent imperative functionalities to access and deliver im-
portant information in real-time through an automated manner. It is arguable
that the four main functionalities presented implicitly cover reporting, dash-
boards and monitoring but we opted to include them since they represent essen-
tial functions for GRC to perform in an adequate, efficient and effective basis [22].
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For this reason, they are explicitly represented. We have distinguished these four
from the key functions, because they represent horizontal functionalities avail-
able through the three areas.

The concepts, in a blue round shape, represent information that is managed
by these functionalities or are presented as a responsibility of the G, R or C
areas. As stated before, G, R and C areas overlap [15,21], and some information
is managed by different areas simultaneously. One way to observe the points
of integration of GRC is through the information that is used collaboratively
between governance, risk management and compliance.

Next, we address governance, risk and compliance separately and in more
detail.

3.1 Governance

OCEG states that “governance is the culture, values, mission, structure, layers
of policies, processes and measures by which organizations are directed and con-
trolled” [15]. According to this definition, one of the most important responsibil-
ities of governance is to determine guidelines, which are translated into policies
composed by culture, values, mission, objectives and supported by procedures
(see Fig. 2).

Policy Management, a key functionality, can be said to be an important ac-
tivity with direct governance responsibility. Policy management must “develop,
record, organize, modify, maintain, communicate, and administer organizational
policies and procedures in response to new or changing requirements or princi-
ples, and correlate them to one another” [23].

Policies play an essential role at GRC, because they represent the board and
top management’s point of view on how the organization should be driven. It
can be said that governance defines an interface, and the rest of the organization
implements it to operate according with what is established. Once agreed upon,
policies have to be transmitted across the organization. It is also important that
they be reviewed and preserved. It is all part of the policy life cycle that must
be set up (Fig. 2).

Since governance defines how the organization should perform, describing
through policies what is acceptable and unacceptable, compliance is the area
responsible for inspecting and proving that they are: adequate, being implement
and followed. In Sect. 3.3 we will address the influence of compliance in policy
management in more detail.

Governance is also responsible for risk and compliance oversight, as well as
evaluating performance against enterprise objectives [21]. “The board acts as
an active monitor for shareholders’ and stakeholders’ benefit, with the goal of
Board oversight to make management accountable, and thus more effective” [15].
Accordingly, governance should be able to understand and foresee the organiza-
tion’s vulnerabilities and, hence make decisions to reduce them.

Also, governance should distribute power to provide insight and intelligence,
at the right time, so that the right people in the management can make risk-aware
decisions in accordance with key business objectives. Risk-awareness is possible
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through the close proximity that governance should have with risk management,
which may provide very useful information in strategy setting and decision mak-
ing. We will address the relation with risk management in Sect. 3.2.

Controlling the organization over intelligent, reliable and real-time informa-
tion that is available through dashboards, appropriate reporting and monitoring
mechanisms, provides C-level executives a paramount tool for an effective and
efficient supervision of the performance of all GRC activities.

3.2 Risk Management

Risk management is more than to just identify and respond to risks. Risk man-
agement enables us to predict and avoid risk taking consequently decreasing the
possibility of unexpected events to occur. A well-structured risk management
must be aligned and linked with both governance and compliance information
in order to attain advantages (Fig. 3).

According to OCEG [15], risk management is “the systematic application of
processes and structure that enable an organization to identify, evaluate, analyse,
optimize, monitor, improve, or transfer risk while communicating risk and risk
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decisions to stakeholders”. A strong risk management structure can provide for
a better decision making and strategy setting.

Nowadays, risk management itself cannot take full advantage of its features.
It needs structured governance and compliance management in order to better
align business aims with risks and assist audit management in improving controls
which in turn will help detect and prevent risks. This way the organization as a
whole can benefit from all risk management capabilities.

So, in order to make risk management more effective in detecting and miti-
gating risks that can compromise the achievement of business goals, risk iden-
tification should be based on a holistic top-down approach by aligning risk
management with key corporate objectives defined by governance (see Fig. 3).
This approach enables risk management to be infused into the corporate culture,
quickly identifying gaps, while maintaining a proactive approach [24]. Accord-
ingly, risk appetite must be seen as a component of both the culture and strategy
of organizations.

By identifying information that is mutual or has influence between governance
and risk management, we can identify several specific points of integration:

1. The defined corporate objectives should be taken into consideration in the
identification of risks, adopting a top-down approach while avoiding an ex-
pensive and ineffective bottom-up approach;
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2. Reporting and dashboards are also very appreciated by management, allow-
ing for the consolidation of important information, in real-time. It also lets
stakeholders reach an increased level of trust on the organization since they
possess valuable and trusted information concerning the level of exposure to
risks;

3. The level of risk appetite must be collaboratively defined in order to make
governance and business performance more risk-aware in decision making [15].

Another important aspect that can be very helpful in risk identification is the
information concerning complaints, incidents, suggestions, etc., that are reported
when something happens. This we present as issues. An issue is a nonroutine
stimulus that requires a response [25]. It may be positive or negative, internal
or external to the organization. Issues can be risks that occur or risks that were
not identified in the first place.

As risk management acts on the prediction of events, issue management iden-
tifies threats that occurred and need to be categorized and addressed. Addition-
ally, it is in the organization’s interest not only to correct what is wrong, but also
to have a mechanism in place that could help improve the organization itself,
for example, through suggestions from clients. By integrating this functionality
in the GRC system, the information from issues management can be helpful in
identifying new sources of risk and improve the activities of the organization.

Monitoring plays a crucial role on the efficiency of risk management, since it
provides the capability to effectively and efficiently identify potential risks and
issues. Therefore, it gives the organization the key to identify opportunities and
mitigate “risks in the context of corporate strategy and performance” [24]. Inter-
nal Controls can be seen as a monitoring tool, since their role in risk management
is to help prevent, detect, correct and also track risks.

Monitoring, reporting and dashboards are essential in risk and issue man-
agement because they allow organizations to answer very important questions:
What are our top 10 risks? What is the percentage of issues that were identified
as risks? What are the impacts of those risks and what is their status? Which
risks can our organization endure? What objectives are compromised?

3.3 Compliance

Compliance must assure that the organization is following all its obligations, and
thus is operating within the defined boundaries. According to OCEG, “compli-
ance is the act of adhering to, and the ability to demonstrate adherence to,
mandated requirements defined by laws and regulations, as well as voluntary
requirements resulting from contractual obligations and internal policies” [15].
Through this definition, the relation between governance and compliance be-
comes clearer.

Compliant organizations need an effective approach to verify that they are in
conformity with external (standards, regulations) and internal (internal policies)
rules. This approach is assisted by risk management, which must identify and
prioritize risks that are already aligned with corporate objectives defined by
governance (Fig. 4).
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This way, audit management, one of the key components of GRC, is responsi-
ble for auditing the processes or departments of the organization in which risks
that menaced and compromised the achievement of goals were identified. By hav-
ing risks aligned with objectives, audit teams can address the most important
threats that place organizations’ compliance under risk. Audit management is
responsible for internal controls testing and policies review [22] in order to report
findings and produce recommendations that will subsequently improve controls
and policies (Fig. 4). Findings and issues are very similar. Organizations, there-
fore, need to pay close attention to them to know what needs to be fixed, who
is responsible and what is the progress in accomplishing it [22].

Although audit management is very important and a crucial piece of the
puzzle, it must be presented as an independent and neutral component [21], so as
to preserve reliable conclusions and results that can be translated into important
improvements. Consequently, compliance is responsible for defining the tactical
approach that the organization should follow in order to be compliant with
standards and regulations and translate it to policies and procedures. By tactical
approach, we mean implementing communications so that everyone knows about
the compliance problems [21], through training, surveys and self-assessments.

This is very much related to policy management, as compliance must de-
termine if the organization is conforming to its defined policies. If it is not, the
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organization must take the necessary measures to upgrade the current policies
and, thus influence the policy life-cycle.

Summarizing, we can identify more relations between compliance, governance
and risk areas:

1. Risk categorization is used to schedule and prioritize audits. Consequently,
investigations and recommendations have an impact on risks due to the
improvement of controls;

2. Policies are reviewed and improved by compliance, mirroring the impact of
external regulations, standards and audits, and thus has an influence on
policy management and the inherent life-cycle of policies.

Real-time monitoring also provides the opportunity to eliminate or greatly reduce
sample-based audits [26]. This way, through continuous monitoring, auditors can
rely in the existence of automated controls as evidence of compliance [26].

3.4 Integrated GRC Conceptual Model

In this section we present an integrated view of the three scopes presented(Fig. 5).
The points of integration that we specified in each section are now combined in
an integrated model. We opted not to include monitoring, dashboards and re-
porting to remove further complexity from the model.

As previously stated, internal controls are paramount in this model since
they are crucial for governance, risk and compliance activities [15]. Controls are
clearly a common thread among the GRC components (Fig. 5). An organization
should, then, develop and implement adequate controls that mirror policies and
procedures’ objectives.

According to the Committee of Sponsoring Organizations of the Treadway
Commission (COSO), controls are also indispensable to achieve key business ob-
jectives through the mitigation of risks that menace the same objectives, and
thus have a tremendous impact on effective risk management. Compliance man-
ages controls through audit management, which is responsible for testing and
improving controls based on findings and respective recommendations, a travail
of auditors’ work. By having adequate, effective and efficient controls, organi-
zations are not only better prepared and safeguarded from external audits, but
also guarantee organizations’ health.

Risks and processes are also presented with a central role in integrated GRC,
because they are linked to everything. In all activities, there are processes and
subsequently, risks. In order to successfully and proficiently manage all GRC ac-
tivities, processes must be associated with risks, and risks have to be linked with
controls. This way, all information is organized, making it highly manageable
and traceable.

Finally, we opted to include policies into this crucial group that represents the
integration of the three areas. On the one hand, because they are linked to con-
trols that help ensure the fulfilment of policies, and on the other hand, because
policies articulate culture and accountability at the level of governance, risk and
compliance, consequently having an impact across the entire organization.
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Fig. 5. Integrated GRC Conceptual Model

The integrated conceptual model in Fig. 5 shows the information with central
roles in integrated GRC, thus it should be centralized and properly associated.

4 Evaluation

4.1 OCEG Capability Model

We opted to map the relations between the concepts of the model with OCEG
Capability Model components (Fig. 6), a recognized framework that provides
eight components that gather detailed practices (Fig. 7).

The components contain 32 associated elements with 132 practices. The re-
lations that cover elements and practices of the component have been coloured
with the according shade attributed to the component(Fig. 7).

4.2 Conceptual Model Quality

The quality framework used to assess the conceptual model (Fig. 8) presents four
components (Interpretation, Domain, Language and Model) and three quality
categories (Syntactic, Semantic and Pragmatic quality) [19].
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A model has syntactic correctness if there are no statements included in the
model that are not a part of the language [19]. Syntactic quality is the relation-
ship between the model and the language while semantic quality is the relation-
ship between the model and the domain, and it is divided into two goals: Validity
and Completeness. A model is valid if there are no statements in the model that
are not correct and relevant about the domain [19]. A model is complete if there
are no statements that are correct and relevant about the domain, but are not
included in the model [19].

The model presented in Fig. 6, shows that every relation is signalled with a
colour, proving the validity of the model. Concerning the model’s completeness,
this attribute is not entirely fulfilled, because some elements of the components
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Fig. 8. Conceptual Model Quality Framework - adapted from [19]

were not shown in the conceptual model. Since the language used to create the
model was ad-hoc, we will not consider syntactic quality.

The completeness of the model can be measured by calculating the relation
between the number of elements and practices covered by the conceptual model
and the total number of elements and practices of the OCEG Capability Model.
After an analysis of the elements presented in the capability model, we have
identified 100 practices and the corresponding 24 elements that our model fulfils,
with a result of approximately 76% of coverage (75,75%).

Pragmatic quality is the relationship between the model and the audience’s
interpretation and has not been accomplished in this research.

5 Conclusion

In this paper, we developed and evaluated a high-level conceptual model for
integrated GRC and thus providing new research concerning the topic. The
conceptual model was built from the integration of the three domains - gover-
nance, risk Management and compliance - but always maintaining an integrated
context.

Through the identification of the concepts of each domain, the conceptual
models were merged through common concepts and relations between G, R and
C, resulting in a conceptual model for integrated GRC. The evaluation was
performed by combining two frameworks: the OCEG capability model [15] and
a conceptual model quality framework [19].

However, the evaluation is not yet complete. The pragmatic quality of the
conceptual model needs to be assessed. As a future research, we will conduct
surveys to obtain critical enhancements from GRC professionals in order to
improve the model, and thus feed the build and evaluate loop of design science
research.
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Abstract—Due to increasing requirements, standards and catalyst and, on the other hand, as a part of the organization
tight oversight from governments, along with the immediate  that can benefit from integrated GRC activities.
need to effectively manage the increasing business and opera- Nowadays, best practices, frameworks and standards such
tional risks inherent to competing in a complex global market, ' ! S
integrated Governance, Risk and Compliance (GRC) is becom- as ITHT’ COBIT and ISO/IEC 2_709:]_" represent a distinctive
ing one of the most important business requirements for orga- factor in the market. Although is difficult to demonstratatth
nizations. In particular, IT requirements, standards and best  they leverage competitive advantage [5], ultimately idea
practices play a crucial role in IT organizations/departments.  to value creation [6]. For example, COBIT implementation
The lack of guidance in this domain, namely scientific research, - can help in the implementation of SOX used in conjunction
results in unaided attempts to improve efficiency and effective- . . . .
ness in organizations. with COSO-ERM [€], [7]. This ad\_/antage c9n3|sts in frame-

In this paper we propose a business architecture that de- works and methodologies that point out optimum approaches
scribes the integration of the main processes for IT Governance, to address business and IT needs. As in the overall GRC,
IT Risk Management and IT Compliance (IT GRC). Basedona  having IT processes, risks and controls interconnecteld wit
process model for IT GRC and a conceptual model for GRC, T activities results in enhanced performance, improved

we use ArchiMate to model the behavioural, structural and . . . .
informational structure of the business viewpoint - business processes and internal controls, decision making, trgckin

processes, roles and business objects respectively. To end with and monitoring risks,. etc. [8]. In other words, it is irre&kml
we discuss the final result and draw some conclusions about Whether we are talking about IT GRC or enterprise GRC.

the constructed artifact. What organizations need is a holistic, enterprise-wide and

Keywords-governance; risk; compliance; business viewpoint; ~SyStématic approach to governance, risk and compliance

integrated; IT GRC resulting in a deeper understanding of what is going on in
a business.

|. INTRODUCTION How can this be achieved? The ideal perspective is

to identify, integrate and optimize processes and actwiti

The business environment has been experiencing an ufkat are common and related across the GRC domain. To
precedented series of issues, surprises, and negatives eveaccomplish this, breaking silos and “interface” definitame
that have increased the focus on the adequacy of organheeded within the organization. What are the processes of
zations Governance, Risk and Compliance (GRC) activiGRC, and what business information is exchanged?
ties [1]. Does Information Systems research play a role in this

Over the last few decades, many corporate disasters inmatter? In the authors’ opinion, yes. Scientific research
pacted business unfavourably and rudely forced goverrsnentechniques and methodologies can help define and describe
to act (e.g., LTCM, Enron, Sub-prime, Societe Generalartifacts in a specific and independent manner. However, and
WorldCom, etc.) [2]. Widespread damage caused by thesaccording to Fitzgerald [9], the gap between researchers
disasters eroded the trust government and people had &nd professionals may be an obstacle to progress in this
corporations, and resulted in the enactment of multiplearea. Breaking down language barriers is paramount to
regulations like Basel I, Sarbanes-Oxley Act (SOX), Anti- obtain results that are both useful to researchers and pro-
Money Laundering (AML), etc. [2], [3]. Additionally, with fessionals [10]. To try to overcome this barrier, in this
the financial crisis fresh on the regulators mind, boardgaper we will use a modelling language - ArchiMate -
are impelled not only to review their GRC activities, in since it presents itself as an independent, complete and
accordance to the law, but also to better understand howomprehensible modelling language used to better describe
to transform their GRC activities from a burden to anarchitectures to the organization's stakeholders.
advantage [4]. In this specific case, a business reference architecture

If performed right, integrating GRC activities will un- can help organizations develop and optimise their informa-
doubtedly improve both the effectiveness and efficiencytion management systems, that may be more suitable than
of many internal functions of organizations. To assist thisstandard GRC solutions [11]. Also, the effort to implement
mission, IT is comprehensive: On the one hand as the maiand design an in-house complete enterprise architectate th



supports GRC processes, is, nowadays, the most suitable aBd Process Model for IT GRC

supported approach to integrated GRC [12]. The first process model for IT GRC [18] (see Fig. 1)
The concept of architecture is defined as: "The fundamenwas proposed through the analysis and combination of
tal organization of a system embodied in its componentsthree references that address GRC as a separate topic: a

their relationships to each other, and to the environmentgrocess model from the ISO/IEC 38500:2008 for IT gov-
and the principles guiding its design and evolution® [13]. ernance [19]; the COSO ERM framework for risk manage-
Architecture is positioned between business and IT [14]ment [20]; and a generic model for IT compliance.

and in the GRC domain, the gap between business and

IT is a major concern, since vendors are very focused on IT Governance (IT) Risk Management IT Compliance

standard technological solutions and business knowlesige i Inksinal Earofiant

fragmented and inconsistent [15], [16]. Having this said, @ | e } e
complete architecture definition is paramount to align and e

Deficiency Management

Risk Assessment

serve both business and IT.

In this research paper the authors propose a part of a
business architecture: a business viewpoint. The main goal
is to describe a business viewpoint that clearly shows the
integration points between governance, risk and compianc
thus providing more hints, or references, concerning the ar
ticulation of the three subjects. Another, and more secgnda
goal, is to verify the alignment between IT GRC and the
overall GRC by using research from both areas’ knowledge
base.

RiskResponse
Direct

Control Activities

Figure 1. Process model for IT GRC [18]

Although the process model is directed at IT, the authors
claim that the selection of the three references was made by
taking into account the relation between IT GRC and the

Il. THEORETICAL BACKGROUND

In this section we gather and present all the scientifi©verall GRC.. _ _
resources used throughout this research, starting with a !N Our opinion this process model brings added value to
reference for conducting GRC research, followed by theGRC research, since it untangles some high-level relations

models and modelling language used to construct the findl€tween governance, risk and compliance. However, it is
artifact. not clear about the meaning of the relations between the

components of the model. The authors also state that the
process model is untested in terms of its applicability and
A. Frame of Reference for GRC Research that the selection of different references would be pldasib

As the concept of integrated GRC started reaching th&. Conceptual Model for GRC
scientific community, a very important step was made by \wjith the objective of clearing out the real scope of
Racz et al. [17], when they proposed the first scientific GrRc, Vicente and Silva [21] proposed a conceptualization
GRC definition in 2010. The definition states th&#RC  5f the domain (see Fig. 2). Following the approach of
is an integrated, holistic approach to organization-wide the process model of the previous section, the conceptual
governance, risk and compliance ensuring that an organiynode| was built by analysing each discipline individually
zation acts ethically correct and in accordance with itkris gnd then merging the three scopes of governance, risk and
appetite, internal policies and external regulations,aihgh compliance. This approach, also calledgilding blocks[22]
the alignment of strategy, processes, technology and peopl. 5 design research pattern - consists in dividing a “complex
thereby improving efficiency and effectiveness. research problem into smaller problems that can form the

This definition was translated into a frame of reference fOfbui|ding blocks for solving the original problem”.
GRC research comprising three core subjects (governance, The conceptual model in Fig. 2 represents a high-level
risk and compliance), four components (strategy, prosessemodel, describing points of integration between goveraanc
technology and people) and rules (risk appetite, internatisk and compliance, through the identification of common
policies and external regulations). Given the young age otoncepts. Unlike the process model in the previous section,
scientific research around this topic, the definition and thehe relations between concepts are explicit and provideesom
frame of reference is indeed very helpful to better addressints as to the overall GRC behaviour. Additionally, the
research in GRC in an organized and coherent manner. conceptual model is not specific for IT GRC.

As we will unveil in the next sections, this paper specifi- However, the conceptual model was not fully evaluated,
cally addresses processes and people components. namely in terms of pragmatic quality. Moreover, it was
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Business RoleAn organizational entity that is capable of
performing behaviour.

ArchiMate is a good alternative to UML, because it
is more understandable, less complex and does support
integration and alignment between the three layers through
various viewpoints. The notion of viewpoint is not new. A
viewpoint establishes the conventions by which a view is
evaluated using only one reference - the GRC capabilcréated, depicted and analysed, and determines the laggguag
ity model from the Open Compliance & Ethics Group t0 be used to describe it [26]. In this research, we focus

(OCEG) [23]. Although the GRC capability model, also On the business process viewpoint, since it comprises and
known asredbook is the most complete reference in the relates the majority of elements of the artifacts chosen for

GRC domain, additional evaluation using other reference§is research - processes and objects.
could have been performed.

Figure 2. Conceptual model for GRC [21]

IIl. RESEARCHMETHODOLOGY

D. Archimate The methodology applied in this research paper is divided

ArchiMate is an open and independent enterprise arnto three stages (see Fig. 4).
chitecture modelling language. It was developed in the

Netherlands, in 2004, by a consortium led by fheem- T S—— S p— -
atica Instituutwhich allows the modelling of organizational Médels salaction
architectures and recently became part of the Open Group. Scope definition
ArchiMate presents a set of clear concepts and relations J
in architecture and offers a simple and uniform structure Analysis of GRC research
for describing the content of these domains [24]_ Enteepris Analysis and establishment of relations between the models
architecture is an important instrument in designing an Categorizationof elements acsrding b Archinate

!

enterpr_ise-wide integration. _Archil\_/lr_:lte sgpports a laglere T TS———
mO(_jeIImg appr_oaqh essentially divided |nto_ three layers: ottt mode“ngwithmmfate
business, application and technology architecture. Every biscussion of the final artifact
entity in each level is categorized according to three a@spec
structure, information and behaviour [25]. In this resharc
paper we will focus on the business layer. Figure 4. Research Methodology

According to ArchiMate’s business layer meta-
model [25], we have selected (see Fig. 3) active and In the first stage we selected and analysed recent research
passive structures (roles/actors and business objectsy GRC. Using only artifacts from the information systems
respectively) and behaviour elements(business progesseknowledge base [27], we chose the most suitable and appli-
Processes and business objects will be used to modehkble ones for this research; a process model for IT GRC
the business viewpoint, whereas roles and actors will b@and a conceptual model for GRC. In order to avoid biased

describe separately, as we will explain in Sect.QV results, this selection had into account that each model was
A brief description of the proposed elements follows. developed independently.
Business Proces#\ unit of internal behaviour or collec- The reuse of models is a featured topic in design science
tion of causally related units of internal behaviour intedd research. The design “by reuse” process is based on existing
to produce a defined set of products and services. models from the knowledge base. In more detail, reuse is

Business ObjectA unit of information of relevance from conducted by taking parts of one or more original models,
a business perspective. adapting and extending them in the resulting artifact [28].



After this selection a deeper analysis was required. In the |I T {  (IT) Risk (1))
Management ;| |Compliance

o :
........................ ! O e L L LT T TN,

their elements was made. Also at this stage, and according: P o :
to ArchiMate business layer meta-model, the elements were ‘ Internal % O _
categorized into business objects, processes and roles. 5 | i\Environment Ji "°3,”:__

Finally, the part of the business architecture was designed ; i( ' oot | AnalysisJ

using the viewpoints that best portray the relations betwee
elements.

IV. BUSINESSVIEWPOINT

——

Business architecture provides a multifaceted view of the | \ i
organization’s key components. It bridges the gap between P
an organizations’s strategic business intent and readwor ;

capabilities comprising processes, behaviour and infoerma o P ‘
tion dimensions [29]. : i k--| Ri i___L_| Deficiency

As stated in Sect. ID, the business viewpoint will be | & .| {7 (Management
developed using the ArchiMate modelling language. i Difect e —{etow - P |

Control

In order to start the construction of the viewpoint, we will | ~———— | -
. : : : Activities
convert the models that support this research to the choser: P o
modelling language, ArchiMate. 5 P P

: Report
A. Using ArchiMate to model the process model for IT GRC | ~———

The model presents one type of concept and three typesé Monitora _,, ______________ X
of relations (see Fig. 5). The dashed rectangular boxes - IT P P i

Governance, (IT) Risk Management and (IT) Compliance -~ 7 " /r S T """"""
show a group relation. The grouping relationship indicates
that objects belong together based on some common charac-
teristic [25]. The elements inside the grouping relatigpsh Figure 5. Process model for IT GRC [18] modeled with Archimate
represent high-level processes and are the same as the
process model for IT GRC (see Fig 1).

The filled arrows between processes indicate a triggetnternal environment as the establishment of the entity’s
event, i.e., the flows between processes. The dashed nslatiofisk culture, ethics and risk appetite. Additionally, key
with a tag flow represent the exchange of information Objectives, risk appetite and the strategy established are

amongst processes. requirements to properly identify events that should be
_ aligned with the organization’s concerns. These event, th
B. Merging the Conceptual Model for GRC have already occurred (issues) or may occur (risks), can be

Through the analysis of the conceptual model (Fig. 2)identified using self-assessment techniques through wsirve
and the process model (Fig. 1) a business process viewpoiftompliance management must gather and convert all the
was built, composed by processes and objects - representeyternal (regulations, laws, standards) and internagira
between the grouping relationships. policies and procedures) obligations into policies, ineord

The flow relations presented in Fig. 5 were replaced withto complete the requirement analysis process.
business objects retrieved from the conceptual model (see Once the requirement analysis is complete, the devi-
Fig. 6). ation analysis can be performed through audits or self-

We will now describe the logic of the constructed artifact. assessments. Also, the already identified issues and risks

Business process viewpoint analysiStarting with the (events) should be marked for review. This is where the risk
Evaluate process of IT Governance, the conceptual modélssessment process is important: to prioritize risks imger
establishes as the responsibility of governance, the tlefini  of its impact, probability and velocity.

of strategy, culture, risk appetite, key objectives andicies. From the risk assessment and deviation analysis, a re-
This clearly indicates how the organization is controlled a sponse to the risks and findings produced by the audit teams
evaluated. must be conducted (Deficiency management). Action plans

Based on these concepts, the first processes of risk maand risk response strategies are produced, resulting in the
agement have all the information needed to establish themprovement of internal controls that play an essentia rol
internal environment and objectives (Internal Environmento prevent, detect, correct and track risks, and that, as a
and Objective Setting). The COSO ERM [20] describesresult, fulfil the control goals that need to be established



(IT) - comprising the processes and the business objects used be-

: : C li : . e .
Governance - Tompanes tween them. On the one hand, this demystifies the relations
i of the process model and, on the other hand, it organizes
/- and provides more structure to both models.

...-{Requirement
Analysis

5 o
Internal
-1 Environment
& i
/| Objective
i/ | Setting K

C. Actors and Roles

Breaking down silos means new structure in organiza-

tions. This leads to new roles, enhanced processes, common

vocabulary and approach [30]. Actors and its roles are
1 e | paramount to correctly perform GRC activities, but eveson
needs to know what to do, and when. This can be facilitated
using workflow systems with static and dynamic processes
and tasks to help collaborators perform their duties [21].
Once again, IT plays a crucial role not only in the efficiency
and effectiveness of GRC activities, but also in informatio
quality and reduced errors.

s ArchiMate defines active elements as the organisation
: structure, and a business actor is defined as an organiahtion
entity capable of (actively) performing behaviour . Most
notably, the actor role is also used to denote who performs,
or is assigned, to (one or more) business roles. Examples of
business actors are humans, departments, and business unit
i To describe roles and actors for this business layer, the
-‘< Docyrrontation authors chose not to represent them with ArchiMate and

i ' include them into a viewpoint. The main reason for this
choice lies in the fact that the elements that constitute the
, . . . architectural layer are too abstract to define precise anids
| : ' T """"""" : B T link them to processes. As a matter in fact, the processes and

objects presented in Fig. 1 are so high-level that the most
likely outcome would be too much roles assigned to several
processes (and vice versa). Also, insight concerning sctor
and roles is not presented in the models used to conduct
(control activities). this research. Nevertheless, the correct definition ofsrole

The processes described represent activities and measuf@ganizations is very important, because actors are the mai

taken to minimize the impact of risks and issues, as Welpnablgrs of .procgsses.
as, to enhance internal controls and, thus, processese whil Having this said there are some examples of actors, roles

increasing the level of compliance and decreasing the risRNd categories that can be pointed out, based on some
exposure of the organization. literature review [2], [30]:

Additionally, and along the previously mentioned pro- e Leadership and champions
cesses, governance manages the outputs from risk and com-» Oversight personnel
pliance processes, namely indicators - Key Risk Indicators — Board of Directors
(KRI) a_nd Key Performance Indicators (KPI) - among others Strategic personnel
) and_rlsk_ and_comphance rep(_)rts thf’ﬂ transmit th_e .current — C-suite - Chief Information Officer, Chief Compli-
organization-wide status of residual risks, controls jqes ance Officer. Chief Audit Executive. Chief Finan-
and compliance levels. The analysis and exchange of infor- cial Officer bhief Risk Officer Chiéf Operations
mation across the levels of the organization is supported by Officer ! '
reporting and monitoring processes that provide reliahtk a B Inform;altion Systems and System owners
real-time information through dashboards and reports. — Process owners

In the business process viewpoint presented in Fig. 6, i
we extended the monitoring process to governance, risk and * ©OPerational personnel
compliance, since it is present in all three sub-domains. — Key-users

After this description, it can be stated that both models — Governance, risk, audit, controls, legal and com-
complete each other, leading to a business process vietvpoin pliance managers.
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Figure 6. Business Process Viewpoint



This categorization was made according to Mitchel [30] VI. FUTURE RESEARCH

Although this division is not very enlightening, it must be 5 pusiness architecture using more elements that might
noted that this division does indeed make sense, since Qg missing, given the high-level nature of the artifacts
the one hand, the operational personnel is more linked t9sed. Additionally, the remaining architectural layersl wi
processes and objects shared between risk management i designed for a complete enterprise architecture, namely
compliance and, on the other hand, strategic and oversighformation systems and technology architecture. Alse, th

personnel are more related with governance. use of ArchiMate viewpoints can help in the designing
process, since it comprises viewpoints that help in the
V. DiscussION alignment of all architecture layers [25].
Given the nature of both models used in this research, VII. CONCLUSION

the business viewpoint_ still represents a high level aggroa | this research paper we developed and discussed a

to GRC. Moreover, this research does not go any furthepysiness viewpoint for IT GRC by joining two high-level

on pointing out how the constructed artifact can be accommggels for integrated GRC - a process model for IT GRC

plished in a specific situation. Neverthgless, the junctioryng a conceptual model for GRC. The models complete each

of the process and conceptual model bring added value tgiher very well, resulting in a better, more complete and

research in GRC, since it gathers more clues concerning thgore structured artifact.

integration of GRC. _ o The research at hand does not only increments the in-
Although the title of this research is directed at IT GRC formation systems research knowledge base, but also uses

scope, we have used a non-IT specific conceptual modgkcent references from the knowledge base itself.
and a process that was built to the IT GRC scope but that

has an obvious relation to the overall GRC. The proposed
business viewpoint is good evidence that there is a clear We would like to acknowledge the support provided by
alignment between IT GRC and the overall or enterpriseMethodus to our research work in the scope of an innovation
GRC, i.e., the described high level processes can be usguioject partly financed by QREN.
enterprise-wide as a reference for GRC activities. Morgove
organizations should employ efforts to generate synergies
and alignment between IT GRC, IT strategic goals and [1] M. L. Frigo and_ R. J. Anderson, “A Strate_gic_Framework for
business strategy [31], [32]. Governance, Risk, and Complianc8frategic Finance2009.
Additionally, some criticism can be raised in what con- [2] A. Tarantino, Governance, Risk and Compliance
cerns the models in terms of their individual applicabilég Handbook : Technology, Finance, Environmental and
a favourable point, the junction of the two models provides {/f\‘/t”eg nagogf;'ns G:i)db%nk%en Snjd 2%8? [ggﬁﬁgfeiviﬁggle.
a more structured approa(':h to the proqess and conceptual http:y/www.Ioc.éov/catdir/énhflin"cemenfs/fyO?45/éOO?0381dO-
model. Moreover, the positive combination of the models t html
confirms the quality and validity of both and shows that
GRC research is also aligned. [3] S. Gill and U. Purushottam, “Integrated GRC - Is your
; ; ; ; rganization R to Move?” ifsovernan Risk an
Anqther issue that can be pointed out is vyhy to start with go?ﬁlpna?woe SE—?ﬁngOBrigﬁr?gs, ;%88? p: gg,—46-s e
a business approach (top-down approach), instead of a tech-
nological approach (bottom-up approach, for instanceigusi [4] S. Wagner and L. Dittmar, “The Unexpected Benefits of
a GRC solution available in the market). We can highlight Sarbanes-Oxley,Harvard Business RevievApril 2006.
several valid reasons. One reason is based on having morF o ) o
5] P. C. B. de Oliveira, N. F. da Silva, and M. M. da Silva, “A

knowledge from the business perspective. Also, by taking a process for estimating the value of itil implementations,” in

top-Qown app_roach, the Const!’uction ofa f:omplete ensEpri Conference on Enterprise Information Systems (CENTERIS
architecture is more dynamic and flexible. Furthermore, 2009) Springer-Verlag, October 2009.

what is more important in GRC is to determine how to
integrate the processes of the three subjects in order td®l with it and respond to legal, regulatory and compliance
boost the transparency, organization's health and cotiveeti challenges,’Information Securiiy Technical Reppnol. 11,
advantage. no. 1, pp. 55 — 61, 2006.

Finally, it is noteworthy to recognize that both models and
the frame of reference used are part of the information sys-[7] C. Magnusson, “Corporate governance, internal control and
tems knowledge base, thus reinforcing that design research compliance,” September 2007.

artifacts can and should be employed in order to build new [g] G. Llanaj, “Meeting the Challenges of Governance, Risk and
ones [33]. Compliance,” http://www.sas.com/reg/wp/corp/9137, 2010.
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