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Foreword  106 

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies 107 
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO 108 
technical committees. Each member body interested in a subject for which a technical committee has been 109 
established has the right to be represented on that committee. International organizations, governmental and 110 
non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely with the 111 
International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization. 112 

The procedures used to develop this document and those intended for its further maintenance are described 113 
in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the different types of 114 
ISO documents should be noted. This document was drafted in accordance with the editorial rules of the 115 
ISO/IEC Directives, Part 2 (see www.iso.org/directives). 116 

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent 117 
rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of any patent 118 
rights identified during the development of the document will be in the Introduction and/or on the ISO list of 119 
patent declarations received (see www.iso.org/patents). 120 

Any trade name used in this document is information given for the convenience of users and does not 121 
constitute an endorsement. 122 

For an explanation on the meaning of ISO specific terms and expressions related to conformity assessment, 123 
as well as information about ISO's adherence to the WTO principles in the Technical Barriers to Trade (TBT) 124 
see the following URL: Foreword - Supplementary information. The committee responsible for this document 125 
is Technical Committee ISO/TC 207, Environmental management, Subcommittee SC 1, Environmental 126 
management systems. 127 

ISO 37001 was prepared by Technical Committee ISO/TC 278, Anti-bribery management systems. 128 

  129 

NOTE TO THIS TEXT (which will not be included in the published International Standard): 130 

This text has been prepared using the a high level structure, identical core text, and common terms with core 131 
definitions, designed to benefit users implementing multiple ISO management system standards, as set out in 132 
Annex SL, Appendix 2 of the ISO/IEC Directives, Part 1, Consolidated ISO Supplement, 2015. 133 
The text of Annex SL is shown in the main body of the text (Clauses 1 to 10) by the use of blue font. All other 134 
text is shown in black font. This is only to facilitate analysis and will not be incorporated in the final version of 135 
ISO 37001.  136 
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Introduction 137 

Bribery is a widespread phenomenon. It raises serious moral, economic and political concerns, undermines 138 
good governance, hinders development and distorts competition. It erodes justice, undermines human rights 139 
and is an obstacle to the relief of poverty. It also increases the cost of doing business, introduces uncertainties 140 
into commercial transactions, increases the cost of goods and services, diminishes the quality of products and 141 
services, which may lead to loss of life and property, destroys trust in institutions and interferes with the fair 142 
and efficient operation of markets. 143 

Governments have made progress in addressing bribery through international agreements such as the 144 
Organization for Economic Co-operation and Development’s Convention on Combating Bribery of Foreign 145 
Public Officials in International Business Transactions and the United Nations Convention against Corruption 146 
and through their national laws. In most jurisdictions, it is an offence for individuals to engage in bribery and 147 
there is a growing trend to make organizations as well as individuals liable for bribery. 148 

Nevertheless, the law alone is not sufficient to solve this problem.  149 

Organizations therefore have a responsibility to proactively contribute to combating bribery. This can be 150 
achieved through leadership commitment to establishing a culture of integrity, transparency, openness and 151 
compliance. The nature of an organization's culture is critical to the success or failure of an anti-bribery 152 
management system.  153 

This International Standard is intended to support the establishment of such a culture by providing an anti-154 
bribery management system framework. 155 

A well-managed organization should have a compliance policy supported by appropriate management 156 
systems to assist it in complying with its legal obligations and commitment to integrity. An anti-bribery policy is 157 
a component of an overall compliance policy. The anti-bribery policy and supporting management system 158 
helps an organization to avoid or mitigate the costs, risks and damage of involvement in bribery, to promote 159 
trust and confidence in business dealings and to enhance its reputation.  160 

This International Standard reflects international good practice and is applicable across all jurisdictions. It is 161 
applicable to small, medium and large organizations in all sectors, including public, private and not-for-profit 162 
sectors. The bribery risks facing an organization vary according to factors such as the size of the organization, 163 
the locations and sectors in which the organization operates and the nature, scale and complexity of the 164 
organization's activities. Therefore, this International Standard specifies the implementation by the 165 
organization of policies, procedures and controls which are reasonable and proportionate according to the 166 
bribery risks the organization faces. Annex A provides guidance on implementing the requirements of this 167 
International Standard. 168 

Conformity with this International Standard cannot provide assurance that no bribery has occurred or will take 169 
place in relation to the organization as it is not possible to completely eliminate the risk of bribery. However, 170 
this International Standard can help the organization implement reasonable and proportionate measures 171 
designed to prevent, detect and address bribery. 172 

This International Standard can be used in conjunction with ISO 19600 and other management system 173 
standards such as ISO 9001, ISO 14001, ISO 22000, as well as ISO 26000 and ISO 31000. 174 
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Anti-bribery management systems —  175 

1 Scope 176 

This International Standard specifies requirements and provides guidance for establishing, implementing, 177 
maintaining, reviewing and improving an anti-bribery management system. The system can be standalone or 178 
can be integrated into an overall management system. This standard addresses the following in relation to the 179 
organization's activities: 180 

a) bribery in the public, private and not-for-profit sectors; 181 

b) bribery by the organization; 182 

c) bribery by the organization's personnel acting on the organization's behalf or for its benefit; 183 

d) bribery by the organization's business associates acting on the organization's behalf or for its benefit; 184 

e) bribery of the organization; 185 

f) bribery of the organization's personnel in relation to the organization’s activities; 186 

g) bribery of the organization's business associates in relation to the organization’s activities;  187 

h) direct and indirect bribery (e.g. a bribe offered or accepted through or by a third party). 188 

This International Standard is applicable only to bribery. It sets out requirements and provides guidance for a 189 
management system designed to help an organization to prevent, detect and address bribery and comply with 190 
anti-bribery laws and voluntary commitments applicable to its activities. 191 

In this International Standard, the term "bribery" is used to refer to the offering, promising, giving, accepting or 192 
soliciting of an undue advantage of any value (which could be financial or non-financial), directly or indirectly, 193 
and irrespective of location(s), in violation of applicable law, as an inducement or reward for a person acting or 194 
refraining from acting in relation to the performance of that person's duties.  195 
  196 
Moreover, this general use of the term “bribery” will be further informed by the anti-bribery laws applicable to 197 
the organization and an anti-bribery management system designed to help the organization. 198 
 199 
This International Standard does not specifically address fraud, cartels and other anti-trust/competition 200 
offences, money-laundering or other activities related to corrupt practices (although an organization may 201 
choose to extend the scope of the management system to include such activities). 202 

The requirements of this International Standard are generic and are intended to be applicable to all 203 
organizations (or parts of an organization), regardless of type, size and nature of activity, and whether in the 204 
public, private or not-for-profit sectors. The extent of application of these requirements depends on the factors 205 
specified in 4.1, 4.2 and 4.5. 206 

If the whole or part of any requirement in this International Standard is in conflict with, or prohibited by, any 207 
applicable law, then the organization will not be obliged to conform with the relevant whole or part of that 208 
requirement.  209 

NOTE 1 See A.2 for guidance. 210 

NOTE 2 The measures necessary to prevent, detect and address the risk of bribery by the organization may be 211 
different from the measures used to prevent, detect and address bribery of the organization (or its personnel or business 212 
associates acting on the organization's behalf). See A.8.4 for guidance. 213 
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2 Normative references 214 

There are no normative references. 215 

3 Terms and definitions 216 

For the purposes of this document, the following terms and definitions apply. 217 

3.01 218 
organization 219 
person or group of people that has its own functions with responsibilities, authorities and relationships to 220 
achieve its objectives (3.10) 221 

Note 1 to entry: The concept of organization includes, but is not limited to sole-trader, company, corporation, firm, 222 
enterprise, authority, partnership, charity or institution, or part or combination thereof, whether incorporated or not, public 223 
or private.  224 

Note 2 to entry: For organizations with more than one operating unit, a single operating unit may be defined as an 225 
organization. 226 

3.02 227 
stakeholder 228 
person or organization (3.01) that can affect, be affected by, or perceive itself to be affected by a decision or 229 
activity 230 

Note 1 to entry: A stakeholder can be internal or external to the organization. 231 

3.03 232 
requirement 233 
need that is stated and obligatory 234 

3.04 235 
management system 236 
set of interrelated or interacting elements of an organization (3.01) to establish policies (3.09) and objectives 237 
(3.10) and processes (3.14) to achieve those objectives 238 

Note 1 to entry: A management system can address a single discipline or several disciplines. 239 

Note 2 to entry: The system elements include the organization’s structure, roles and responsibilities, planning and 240 
operation. 241 

Note 3 to entry: The scope of a management system may include the whole of the organization, specific and identified 242 
functions of the organization, specific and identified sections of the organization, or one or more functions across a group 243 
of organizations. 244 

3.05 245 
top management 246 
person or group of people who directs and controls an organization (3.01) at the highest level 247 

Note 1 to entry: Top management has the power to delegate authority and provide resources within the organization. 248 

Note 2 to entry: If the scope of the management system (3.04) covers only part of an organization, then top 249 
management refers to those who direct and control that part of the organization. 250 

Note 3 to entry: Organizations can be organized depending on which legal framework they are obliged to operate 251 
under and also according to their size, sector etc. Some organizations may have both a governing body (3.06) and top 252 
management (3.05), while some organizations may not have responsibilities divided into several bodies. These variations, 253 
both in respect of organization and responsibilities, can be considered when applying the requirements in clause 5. 254 

3.06 255 
governing body  256 

group or body that has the ultimate responsibility and authority for an organization's (3.01) activities, 257 
governance and policies and to which top management (3.05) reports and is held accountable. 258 
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EXAMPLE Board of directors, supervisory board, trustees or overseers. 259 

Note 1 to entry: Not all organizations, particularly small organizations, will have a governing body separate from top 260 
management (see 3.05 Note 3 to entry).  261 

3.07 262 
anti-bribery compliance function 263 
person(s) with responsibility and authority for the operation of the anti-bribery management system (3.04) 264 

3.08 265 
effectiveness 266 
extent to which planned activities are realized and planned results achieved 267 

3.09 268 
policy 269 
intentions and direction of an organization (3.01), as formally expressed by its top management (3.05) or its 270 
governing body (3.06) 271 

3.10 272 
objective 273 
result to be achieved 274 

Note 1 to entry: An objective can be strategic, tactical or operational. 275 

Note 2 to entry: Objectives can relate to different disciplines (such as financial, sales and marketing, procurement, 276 
health and safety, and environmental goals) and can apply at different levels (such as strategic, organization-wide, project, 277 
product and process (3.14)). 278 

Note 3 to entry: An objective can be expressed in other ways, e.g. as an intended outcome, a purpose, an operational 279 
criterion, as an anti-bribery objective, or by the use of other words with similar meaning (e.g. aim, goal, or target). 280 

Note 4 to entry: In the context of anti-bribery management systems, anti-bribery objectives are set by the organization, 281 
consistent with the anti-bribery policy, to achieve specific results. 282 

3.11 283 
risk 284 
effect of uncertainty on objectives (3.10) 285 

Note 1 to entry: An effect is a deviation from the expected — positive or negative. 286 

Note 2 to entry: Uncertainty is the state, even partial, of deficiency of information related to, understanding or 287 
knowledge of, an event, its consequence or likelihood. 288 

Note 3 to entry: Risk is often characterized by reference to potential "events" (as defined in ISO Guide 73:2009, 289 
3.5.1.3) and "consequences" (as defined in ISO Guide 73:2009, 3.6.1.3), or a combination of these. 290 

Note 4 to entry: Risk is often expressed in terms of a combination of the consequences of an event (including changes 291 
in circumstances) and the associated "likelihood" (as defined in ISO Guide 73:2009, 3.6.1.1) of occurrence. 292 

3.12 293 
competence 294 
ability to apply knowledge and skills to achieve intended results 295 

3.13 296 
documented information 297 
information required to be controlled and maintained by an organization (3.01) and the medium on which it is 298 
contained 299 

Note 1 to entry: Documented information can be in any format and media, and from any source. 300 

Note 2 to entry: Documented information can refer to: 301 

— the management system (3.04), including related processes (3.14); 302 
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— information created in order for the organization to operate (documentation); 303 

— evidence of results achieved (records). 304 

3.14 305 
process 306 
set of interrelated or interacting activities which transforms inputs into outputs 307 

3.15 308 
performance 309 
measurable result 310 

Note 1 to entry: Performance can relate either to quantitative or qualitative findings. 311 

Note 2 to entry: Performance can relate to the management of activities, processes (3.14), products (including 312 
services), systems or organizations (3.01). 313 

3.17 314 
monitoring 315 
determining the status of a system, a process (3.14) or an activity  316 

Note 1 to entry: To determine the status, there may be a need to check, supervise or critically observe. 317 

3.18 318 
measurement 319 
process (3.14) to determine a value 320 

3.19 321 
audit 322 
systematic, independent and documented process (3.14) for obtaining audit evidence and evaluating it 323 
objectively to determine the extent to which the audit criteria are fulfilled 324 

Note 1 to entry: An audit can be an internal audit (first party) or an external audit (second party or third party), and it 325 
can be a combined audit (combining two or more disciplines). 326 

Note 2 to entry: An internal audit is conducted by the organization itself, or by an external party on its behalf. 327 

Note 3 to entry: “Audit evidence” and “audit criteria” are defined in ISO 19011. 328 

3.20 329 
conformity 330 
fulfilment of a requirement (3.03) 331 

3.21 332 
nonconformity 333 
non-fulfilment of a requirement (3.03) 334 

3.22 335 
corrective action 336 
action to eliminate the cause of a nonconformity (3.21) and to prevent recurrence 337 

3.23 338 
continual improvement 339 
recurring activity to enhance performance (3.15) 340 

Note 1 to entry: See 10.2. 341 

3.24 342 
personnel 343 
organization's (3.01) directors, officers, employees, temporary staff or workers, and volunteers 344 

Note 1 to entry: See A.8.5 for guidance on temporary staff or workers. 345 
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Note 2 to entry: Different types of personnel pose different types and degrees of bribery risk (3.11) and therefore may 346 
be treated differently by the organization's bribery risk assessment and bribery risk management procedures. 347 

3.25  348 
business associate 349 
external party with whom the organization (3.01) has, or plans to establish, some form of business relationship  350 

Note 1 to entry: Business associate includes but is not limited to clients, customers, joint ventures, joint venture 351 
partners, consortium partners, outsourcing providers, contractors, consultants, sub-contractors, suppliers, vendors, 352 
advisors, agents, distributors, representatives, intermediaries and investors. This definition is deliberately broad and 353 
should be interpreted in line with the bribery risk profile of the organization to apply to business associates which may 354 
reasonably expose the organization to bribery risks. 355 

Note 2 to entry: Different types of business associate pose different types and degrees of bribery risk (3.11), and an 356 
organization (3.01) will have differing degrees of ability to influence different types of business associate. Different types of 357 
business associate may therefore be treated differently by the organization's bribery risk assessment and bribery risk 358 
management procedures.  359 

Note 3 to entry: Reference to “business” in this International Standard can be interpreted broadly to mean those 360 
activities that are relevant to the purposes of the organization’s existence. 361 

3.26 362 
public official 363 
any person holding a legislative, administrative or judicial office, whether appointed or elected, or any person 364 
exercising a public function, including for a public agency or public enterprise, or any official or agent of a 365 
public domestic or international organization  366 

Note 1 to entry: For examples of individuals who can be considered to be public officials, see A.20. 367 

3.27 368 
third party 369 
person or body that is independent of the organization 370 

3.28 371 
conflict of interest 372 
situation where business, financial, family, political or personal interests could interfere with the judgment of 373 
personnel (3.24) in carrying out their duties for the organization 374 

3.30  375 
due diligence 376 
process (3.14) to further assess the nature and extent of the bribery risk (3.11) and help organizations make 377 
decisions in relation to specific transactions, projects, activities, business associates and personnel  378 

3.31  379 
ensure 380 
take reasonable and proportionate steps with the intent of achieving the stated objective 381 

4 Context of the organization 382 

4.1 Understanding the organization and its context 383 

The organization shall determine external and internal factors that are relevant to its purpose and that affect 384 
its ability to achieve the objectives of its anti-bribery management system. These factors will include, without 385 
limitation, the following: 386 

a) size and structure of the organization;  387 

b) locations and sectors in which the organization operates or anticipates operating; 388 

c) nature, scale and complexity of the organization's activities and operations; 389 

d) entities over which the organization has control;  390 
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e) organization's business associates; 391 

f) the nature and extent of interactions with public officials; and 392 

g) applicable statutory, regulatory, contractual and professional obligations and duties.  393 

NOTE An organization has control over another organization if it directly or indirectly controls the management of the 394 
organization.  395 

4.2 Understanding the needs and expectations of stakeholders 396 

The organization shall determine: 397 

a) the stakeholders that are relevant to the anti-bribery management system; 398 

b) the relevant requirements of these stakeholders. 399 

NOTE In identifying the requirements of stakeholders, an organization can distinguish between mandatory 400 
requirements and the non-mandatory expectations of, and voluntary commitments to, stakeholders.  401 

4.3 Determining the scope of the anti-bribery management system 402 

The organization shall determine the boundaries and applicability of the anti-bribery management system to 403 
establish its scope. 404 

When determining this scope, the organization shall consider: 405 

a) the external and internal factors referred to in 4.1; 406 

b) the requirements referred to in 4.2; 407 

c) the results of the bribery risk assessment referred to in 4.5. 408 

The scope shall be available as documented information. 409 

4.4 Anti-bribery management system 410 

The organization shall establish, document, implement, maintain and continually review and, where 411 
necessary, improve an anti-bribery management system, including the processes needed and their 412 
interactions, in accordance with the requirements of this International Standard.  413 

The anti-bribery management system shall contain measures designed to identify and evaluate the risk of, and 414 
to prevent, detect and address, bribery. 415 

NOTE 1 It is not possible to completely eliminate the risk of bribery, and no anti-bribery management system will be 416 
capable of preventing and detecting all bribery. 417 

The anti-bribery management system shall be reasonable and proportionate, taking into account the factors 418 
referred to in 4.3.  419 

NOTE 2 See A.3 for guidance. 420 

4.5 Bribery risk assessment 421 

4.5.1 The organization shall undertake bribery risk assessment(s) which shall: 422 

a) identify the bribery risks the organization might reasonably anticipate given the factors listed in 4.1; 423 

b) assess and prioritize the identified bribery risks; 424 

c) evaluate the suitability and effectiveness of the organization's existing controls to mitigate the assessed 425 
bribery risks. 426 
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4.5.2 The organization shall establish criteria for evaluating its level of bribery risk, which shall take into 427 
account the organization's policies and objectives. 428 

4.5.3 The bribery risk assessment shall be reviewed: 429 

a) on a regular basis so that changes and new information can be properly assessed based on timing and 430 
frequency defined by the organization;  431 

b) in the event of a significant change to the structure or activities of the organization. 432 

4.5.4 The organization shall maintain documented information that demonstrates that the bribery risk 433 
assessment has been conducted, and used to design the anti-bribery management system. 434 

NOTE See A.4 for guidance. 435 

5 Leadership 436 

5.1 Leadership and commitment 437 

5.1.1 Governing body 438 

When the organization has a governing body, that body shall demonstrate leadership and commitment with 439 
respect to the anti-bribery management system by: 440 

a) approving the organization’s anti-bribery policy; 441 

b) at planned intervals receiving and reviewing information about the content and operation of the 442 
organization’s anti-bribery management system; 443 

c) ensuring that adequate and appropriate resources needed for effective operation of the anti-bribery 444 
management system are allocated and assigned;  445 

d) exercising reasonable oversight over the implementation of the organization’s anti-bribery management 446 
system by top management and its effectiveness. 447 

NOTE These activities shall be carried out by top management if the organization does not have a governing body. 448 

5.1.2 Top management 449 

Top management shall demonstrate leadership and commitment with respect to the anti-bribery management 450 
system by: 451 

a) ensuring that the anti-bribery management system, including policy and objectives, is established, 452 
implemented, maintained and reviewed to adequately address the organization's bribery risks; 453 

b) ensuring the integration of the anti-bribery management system requirements into the organization’s 454 
processes; 455 

c) deploying adequate and appropriate resources for the effective operation of the anti-bribery management 456 
system; 457 

d) communicating internally and externally regarding the anti-bribery policy; 458 

e) communicating internally the importance of effective anti-bribery management and of conforming to the 459 
anti-bribery management system requirements; 460 

f) ensuring that the anti-bribery management system is appropriately designed to achieve its objectives; 461 

g) directing and supporting personnel to contribute to the effectiveness of the anti-bribery management 462 
system; 463 
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h) promoting an appropriate anti-bribery culture within the organization; 464 

i) promoting continual improvement; 465 

j) supporting other relevant management roles to demonstrate their leadership in preventing and detecting 466 
bribery as it applies to their areas of responsibility; 467 

k) encouraging the use of reporting procedures for suspected and actual bribery (see also 8.9); 468 

l) ensuring that no personnel will suffer retaliation or discriminatory or disciplinary action for reports made in 469 
good faith or on the basis of a reasonable belief of violations or suspected violations of the organization’s 470 
anti-bribery policy, or for refusing to engage in bribery, even if such refusal may result in the organization 471 
losing business (except where the individual participated in the breach); 472 

m) at planned intervals, reporting to the governing body (if one exists) on the content and operation of the 473 
anti-bribery management system and of allegations of serious and/or systematic bribery. 474 

NOTE See A.5 for guidance.  475 

5.2 Anti-bribery policy 476 

Top management shall establish, review and maintain an anti-bribery policy that: 477 

a) prohibits bribery; 478 

b) requires compliance with anti-bribery laws that are applicable to the organization; 479 

c) is appropriate to the purpose of the organization; 480 

d) provides a framework for setting, reviewing and achieving anti-bribery objectives; 481 

e) includes a commitment to satisfy anti-bribery management system requirements; 482 

f) encourages raising concerns in confidence without fear of reprisal; 483 

g) includes a commitment to continual improvement of the anti-bribery management system;  484 

h) explains the authority and independence of the anti-bribery compliance function; and 485 

i) explains the consequences of not complying with the anti-bribery policy. 486 

The anti-bribery policy shall:  487 

a) be available as documented information; 488 

b) be communicated in appropriate languages within the organization and to business associates who pose 489 
more than a low risk of bribery; 490 

c) be available to relevant stakeholders, as appropriate.  491 

5.3 Organizational roles, responsibilities and authorities 492 

5.3.1 Roles and responsibilities  493 

Top management shall have overall responsibility for the implementation of and compliance with the anti-494 
bribery management system as described in 5.1.2.  495 

Top management shall ensure that the responsibilities and authorities for relevant roles are assigned and 496 
communicated within and throughout every level of the organization. 497 

Managers at every level shall be responsible for ensuring that the anti-bribery management system 498 
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requirements are applied and complied with in their department or function.  499 

The governing body (if any), top management and all other personnel shall be responsible for understanding, 500 
complying with and applying the anti-bribery management system requirements as they relate to their role in 501 
the organization. 502 

5.3.2 Anti-bribery compliance function 503 

Top management shall assign to an anti-bribery compliance function the responsibility and authority for: 504 

a) overseeing the design and implementation by the organization of the anti-bribery management system; 505 

b) providing advice and guidance to personnel on the anti-bribery management system and issues relating 506 
to bribery; 507 

c) ensuring that the anti-bribery management system conforms to the requirements of this International 508 
Standard; 509 

d) reporting on the performance of the anti-bribery management system to the governing body (if any) and 510 
top management and other compliance functions, as appropriate. 511 

The anti-bribery compliance function shall be adequately resourced and assigned to person(s) who have the 512 
appropriate competence, status, and independence.  513 

The anti-bribery compliance function shall have direct and prompt access to the governing body (if any) 514 
and top management in the event that any issue or concern needs to be raised in relation to bribery or the 515 
anti-bribery management system. 516 

Top management may assign some or all of the anti-bribery compliance function to persons external to the 517 
organization. If it does, top management shall ensure that specific personnel have responsibility for and 518 
authority over those assigned parts of the function. 519 

NOTE See A.6 for guidance. 520 

5.3.3 Delegated decision-making 521 

Where top management delegates to personnel the responsibility or authority for the making of decisions 522 
in relation to which there is more than a low risk of bribery, the organization shall establish and maintain a 523 
decision-making process or set of controls that requires that the decision process and the level of authority of 524 
the decision-maker(s) are appropriate and free of actual or potential conflicts of interest. Top management 525 
shall ensure that these processes are reviewed periodically as part of its roles and responsibilities for 526 
implementation of and compliance with the anti-bribery management system outlined in section 5.3.1. 527 

NOTE 1 In delegating responsibility and authority, top management should identify and take steps to manage actual or 528 
potential conflicts of interest. 529 

NOTE 2 Delegation of decision-making will not exempt top management or the governing body of their duties and 530 
responsibilities as described in sections 5.1.1, 5.1.2 and 5.3.1. Nor will it necessarily transfer to the delegated personnel 531 
potential legal responsibilities.  532 

6 Planning 533 

6.1 Actions to address bribery risks and opportunities 534 

When planning for the anti-bribery management system, the organization shall consider the factors referred to 535 
in 4.1, the requirements referred to in 4.2, the risks identified in 4.5, and opportunities that need to be 536 
addressed to: 537 

a) give reasonable assurance that the anti-bribery management system can achieve its objectives; 538 

b) prevent, or reduce, undesired effects relevant to the anti-bribery policy and objectives; 539 
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c) monitor the effectiveness of the anti-bribery management system; 540 

d) achieve continual improvement. 541 

The organization shall plan: 542 

a) actions to address these bribery risks and opportunities;  543 

b) how to: 544 

1) integrate and implement these actions into its anti-bribery management system processes; 545 

2) evaluate the effectiveness of these actions. 546 

6.2 Anti-bribery objectives and planning to achieve them 547 

The organization shall establish anti-bribery objectives at relevant functions and levels. 548 

The anti-bribery objectives shall: 549 

a) be consistent with the anti-bribery policy; 550 

b) be measurable (if practicable); 551 

c) take into account applicable factors referred to in 4.1, the requirements referred to in 4.2 and the bribery 552 
risks identified in 4.5; 553 

d) be achievable; 554 

e) be monitored; 555 

f) be communicated; 556 

g) be updated as appropriate. 557 

The organization shall retain documented information on the anti-bribery objectives. 558 

When planning how to achieve its anti-bribery objectives, the organization shall determine: 559 

 what will be done; 560 

 what resources will be required; 561 

 who will be responsible; 562 

 when the objectives will be achieved; 563 

 how the results will be evaluated and reported. 564 

7 Support 565 

7.1 Resources 566 

The organization shall determine and provide the resources needed for the establishment, implementation, 567 
maintenance and continual improvement of the anti-bribery management system. 568 

NOTE See A.7 for guidance. 569 
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7.2 Competence 570 

7.2.1 General 571 

The organization shall: 572 

a) determine the necessary competence of person(s) doing work under its control that affects its anti-bribery 573 
performance; 574 

b) ensure that these persons are competent on the basis of appropriate education, training, or experience;  575 

c) where applicable, take actions to acquire and maintain the necessary competence, and evaluate the 576 
effectiveness of the actions taken;  577 

d) retain appropriate documented information as evidence of competence. 578 

NOTE Applicable actions can include, for example, the provision of training to, the coaching of, or the re-assignment of 579 
personnel or business associates; or the hiring or contracting of competent persons or business associates. 580 

7.2.2 Employment procedures  581 

7.2.2.1 In relation to all of its personnel, the organization shall implement procedures such that:  582 

a) conditions of employment require personnel to comply with the anti-bribery policy and anti-bribery 583 
management system, and give the organization the right to discipline personnel in the event of non-584 
compliance;  585 

b) within a reasonable period of their employment commencing, personnel receive a copy of, or are provided 586 
with access to, the anti-bribery policy and training in relation to that policy;  587 

c) the organization has procedures which enable it to take appropriate disciplinary action against personnel 588 
who breach the anti-bribery policy and anti-bribery management system; and 589 

d) personnel are not penalized (e.g. by demotion, preventing advancement, disciplinary action, transfer, 590 
dismissal, bullying or victimization): 591 

1) for refusing to participate in, or for turning down, any activity in respect of which they have 592 
reasonably judged there to be a more than low risk of bribery which has not been mitigated by the 593 
organization; or  594 

2) for concerns raised or reports made in good faith or on the basis of a reasonable belief, of attempted, 595 
actual or suspected bribery or breaches of the anti-bribery policy or the anti-bribery management 596 
system (except where the individual participated in the breach). 597 

7.2.2.2  In relation to all personnel in positions which are exposed to more than a low bribery risk as 598 
determined in the bribery risk assessment (4.5), and to all personnel employed in the anti-bribery compliance 599 
function the organization shall implement procedures which provide that:  600 

a) due diligence (see 8.2) is conducted on persons before they are employed, and on personnel before they 601 
are transferred or promoted by the organization, to ascertain as far as is reasonable that it is appropriate 602 
to employ or redeploy them and that it is reasonable to believe that they will comply with the anti-603 
bribery policy and anti-bribery management system requirements; 604 

b) performance bonuses, performance targets and other incentivizing elements of remuneration are 605 
reviewed periodically to verify that there are reasonable safeguards in place to prevent them from 606 
encouraging bribery; 607 

c) such personnel, top management, as well as and the governing body (if any), file a declaration at 608 
reasonable intervals proportionate with the identified bribery risk, confirming their compliance with the anti-609 
bribery policy. 610 
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NOTE 1 The anti-bribery compliance declaration can stand alone or be a component of a broader compliance 611 
declaration process.  612 

NOTE 2 See A.8 for guidance. 613 

7.3 Awareness and training 614 

The organization shall provide adequate and appropriate anti-bribery awareness and training to personnel. 615 
Such training shall address the following issues as appropriate, taking into account the results of the bribery 616 
risk assessment (see 4.5): 617 

a) the organization’s anti-bribery policy and procedures and anti-bribery management system and their duty 618 
to comply; 619 

b) the bribery risk and the damage to them and the organization which can result from bribery; 620 

c) the circumstances in which bribery can occur in relation to their duties, and how to recognize these 621 
circumstances; 622 

d) how they can help prevent and avoid bribery and recognize key bribery risk indicators; 623 

e) their contribution to the effectiveness of the anti-bribery management system, including the benefits of 624 
improved anti-bribery performance and of reporting suspected bribery; 625 

f) the implications and potential consequences of not conforming with the anti-bribery management system 626 
requirements; 627 

g) how and to whom they should report any concerns (see 8.9); 628 

h) information on available training and resources. 629 

Personnel shall be provided with anti-bribery awareness and training on a regular basis (at planned intervals 630 
determined by the organization) as appropriate to their roles, the risks of bribery to which they are exposed, 631 
and any changing circumstances. The awareness and training programmes shall be periodically updated as 632 
necessary to reflect relevant new information.  633 

Taking into account the bribery risks identified (see 4.5), the organization shall also implement procedures 634 
addressing anti-bribery awareness and training for business associates acting on its behalf or for its benefit 635 
and which could pose more than a low bribery risk to the organization. These procedures shall identify the 636 
business associates for which such awareness and training is necessary, its content, and the means by which 637 
the training shall be provided. 638 

The organization shall retain documented information on the training procedures, the content of the training, 639 
and to whom it was provided.   640 

NOTE 1 The awareness and training requirements for business associates can be communicated through contractual 641 
or similar requirements, and be implemented by the organization, the business associate or by other parties retained for 642 
that purpose.  643 

NOTE 2 See A.9 for guidance. 644 

7.4 Communication 645 

7.4.1 The organization shall determine the internal and external communications relevant to the anti-bribery 646 
management system including: 647 

a) on what it will communicate; 648 

b) when to communicate; 649 

c) with whom to communicate; 650 
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d) how to communicate; 651 

e) who will communicate; 652 

f) the languages in which to communicate. 653 

7.4.2 The anti-bribery policy shall be made available to all the organization’s personnel and business 654 
associates, be communicated directly to both personnel and business associates who pose more than a low 655 
risk of bribery, and shall be published through the organization’s internal and external communication 656 
channels as appropriate.  657 

7.5 Documented information  658 

7.5.1 General 659 

The organization’s anti-bribery management system shall include: 660 

a) documented information required by this International Standard;  661 

b) documented information determined by the organization as being necessary for the effectiveness of the 662 
anti-bribery management system.  663 

NOTE 1 The extent of documented information for an anti-bribery management system can differ from one 664 
organization to another due to: 665 

— the size of organization and its type of activities, processes, products and services; 666 

— the complexity of processes and their interactions; 667 

— the competence of personnel. 668 

NOTE 2 Documented information can be retained separately as part of the anti-bribery management system, or can be 669 
maintained as part of other management systems (e.g. compliance, financial, commercial, audit etc.), and subject to the 670 
document retention policy of the organization. 671 

NOTE 3 See A.17 for guidance. 672 

7.5.2 Creating and updating 673 

When creating and updating documented information the organization shall ensure appropriate: 674 

a) identification and description (e.g. a title, date, author, or reference number); 675 

b) format (e.g. language, software version, graphics) and media (e.g. paper, electronic); 676 

c) review and approval for suitability and adequacy. 677 

7.5.3 Control of documented information 678 

Documented information required by the anti-bribery management system and by this International Standard 679 
shall be controlled to ensure: 680 

a) it is available and suitable for use, where and when it is needed; 681 

b) it is adequately protected (e.g. from loss of confidentiality, improper use, or loss of integrity). 682 

For the control of documented information, the organization shall address the following activities, as 683 
applicable: 684 

 distribution, access, retrieval and use; 685 

 storage and preservation, including preservation of legibility; 686 
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 control of changes (e.g. version control); 687 

 retention and disposition. 688 

Documented information of external origin determined by the organization to be necessary for the planning 689 
and operation of the anti-bribery management system shall be identified as appropriate, and controlled. 690 

NOTE Access can imply a decision regarding the permission to view the documented information only, or the 691 
permission and authority to view and change the documented information. 692 

8 Operation 693 

8.1 Operational planning and control  694 

The organization shall plan, implement, monitor and control the processes needed to meet requirements of 695 
the anti-bribery management system, and to implement the actions determined in 6.1, by: 696 

a) establishing criteria for the processes; 697 

b) implementing control of the processes in accordance with the criteria; 698 

c) keeping documented information to the extent necessary to have confidence that the processes have 699 
been carried out as planned. 700 

These processes shall include the specific controls referred to in 8.2 to 8.10. 701 

The organization shall control planned changes and review the consequences of unintended changes, taking 702 
action to mitigate any adverse effects, as necessary. 703 

8.2 Due diligence 704 

Where the organization's bribery risk assessment conducted in 4.5 has assessed a more than low bribery risk 705 
in relation to: 706 

a) specific categories of transactions, projects or activities; 707 

b) planned or on-going relationships with specific categories of business associates; or 708 

c) specific categories of personnel in certain positions (see 7.2.2.2), 709 

the organization shall assess the nature and extent of the bribery risk in relation to specific transactions, 710 
projects, activities, business associates and personnel falling within those categories. This assessment 711 
shall include any due diligence necessary to obtain sufficient information to assess the bribery risk. The 712 
due diligence shall be updated at a defined frequency so that changes and new information can be 713 
properly taken into account. 714 

NOTE 1 The organization may conclude that it is unnecessary, unreasonable or disproportionate to undertake due 715 
diligence on certain categories of personnel and business associate.  716 

NOTE 2 The factors listed in a), b) and c) above are not exhaustive.  717 

NOTE 3 See A.10 for guidance. 718 

8.3 Financial controls 719 

The organization shall implement financial controls that manage bribery risk. 720 

NOTE See A.11 for guidance. 721 
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8.4 Non-financial controls 722 

The organization shall implement procurement, operational, sales, commercial and other non-financial 723 
controls that manage bribery risk. 724 

NOTE 1 Any one transaction, activity or relationship can be subject to financial as well as non-financial controls. 725 

NOTE 2 See A.12 for guidance. 726 

8.5 Implementation of anti-bribery controls by controlled organizations and by business 727 
associates 728 

8.5.1  The organization shall implement procedures which require that all other organizations over which it 729 
has control either: 730 

a) implement the organization’s anti-bribery management system; or 731 

b) implement their own anti-bribery controls, 732 

in each case only to the extent that is reasonable and proportionate having regard to the bribery risks which 733 
the controlled organizations face, taking into account the bribery risk assessment conducted pursuant to 734 
4.5.  735 

NOTE An organization has control over another organization if it directly or indirectly controls the management of the 736 
organization. 737 

8.5.2 In relation to business associates not controlled by the organization for which the bribery risk 738 
assessment (see 4.5) or due diligence (see 8.2) has identified a more than low bribery risk, and where anti-739 
bribery controls implemented by the business associates would help mitigate the relevant bribery risk, the 740 
organization shall implement procedures as follows:  741 

a) the organization shall determine whether the business associate has in place anti-bribery controls which 742 
manage the relevant bribery risk. 743 

b) where a business associate does not have in place anti-bribery controls, or it is not possible to verify 744 
whether it has them in place: 745 

1) the organization shall where practicable require the business associate to implement anti-bribery 746 
controls in relation to the relevant transaction, project or activity, or 747 

2) where it is not practicable to require the business associate to implement anti-bribery controls, the 748 
organization shall take this factor into account when assessing the bribery risks that the business 749 
associates pose, and the way in which the organization manages such risks. 750 

NOTE See A.13 for guidance 751 

8.6 Anti-bribery commitments 752 

For business associates which pose more than a low bribery risk, the organization shall implement 753 
procedures which require that, as far as is practicable: 754 

a) business associates commit to prevent bribery by or on behalf of or for the benefit of the business 755 
associate in connection with the relevant transaction, project, activity, or relationship; 756 

b) the organization is able to terminate the relationship with the business associate in the event of bribery by 757 
or on behalf of or for the benefit of the business associate in connection with the relevant transaction, 758 
project, activity, or relationship. 759 

Where it is not practicable to meet the requirements of a) or b) above, then this shall be a factor taken 760 
into account in evaluating the bribery risk of the relationship with this business associate (see 4.5 and 8.2).  761 

NOTE See A.14 for guidance  762 
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8.7 Gifts, hospitality, donations and similar benefits 763 

The organization shall implement procedures which are designed to prevent the offer, provision or 764 
acceptance of gifts, hospitality, donations and similar benefits where the offer, provision or acceptance is 765 
or could reasonably be perceived as bribery.  766 

NOTE See A.15 for guidance 767 

8.8 Managing inadequacy of anti-bribery controls 768 

Where the due diligence (see 8.2) conducted on a specific transaction, project, activity or relationship with a 769 
business associate establishes that the bribery risks cannot be managed by existing anti-bribery controls, and 770 
the organization cannot or does not wish to implement additional or enhanced anti-bribery controls or take 771 
other appropriate steps to enable the organization to manage the relevant bribery risks, the organization shall: 772 

a) in the case of an existing transaction, project, activity or relationship, take steps appropriate to the bribery 773 
risks and the nature of the transaction, project, activity or relationship to terminate, discontinue, suspend 774 
or withdraw from it as soon as is practicable;  775 

b) in the case of a proposed new transaction, project, activity or relationship, postpone or decline to continue 776 
with it. 777 

8.9 Raising concerns 778 

The organization shall implement procedures which: 779 

a) enable persons to report attempted, suspected and actual bribery, or any breach of or weakness in the 780 
anti-bribery management system, to the anti-bribery compliance function or to appropriate personnel 781 
(either directly or through an appropriate third party); 782 

b) except to the extent required to progress an investigation or by law, require that the organization treats 783 
reports confidentially so as to protect the identity of the reporter and of others involved or referenced in 784 
the report 785 

c) allow anonymous reporting; 786 

d) prohibit retaliation, and protect personnel from retaliation, after such personnel have in good faith or on 787 
the basis of a reasonable belief raised or reported a concern about attempted, actual or suspected 788 
bribery or breaches of the anti-bribery policy or the anti-bribery management system; 789 

e) enable personnel to receive advice from an appropriate person on what to do if faced with a concern or 790 
situation which could involve bribery; 791 

f) encourage the use by personnel of the reporting procedures.   792 

The organization shall ensure that all personnel are aware of the reporting procedures, and are able to use 793 
them, and are aware of their rights and protections under the procedures. 794 

NOTE 1 These procedures can be the same as, or form part of, those used for the reporting of other issues of concern 795 
(e.g. safety, malpractice, wrongdoing or other serious risk). 796 

NOTE 2 The organization can use another organization to manage the reporting system on its behalf. 797 

8.10 Investigating and dealing with bribery 798 

The organization shall implement procedures which: 799 

a) require assessment and, where appropriate, investigation of bribery, or breach of the anti-bribery policy or 800 
the anti-bribery management system , which is reported, detected or reasonably suspected;  801 

b) require appropriate action in the event that the investigation reveals bribery, or breach of the anti-bribery 802 
policy or the anti-bribery management system; 803 
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c) empower and enable investigators and require co-operation in the investigation by relevant personnel; 804 
and 805 

d) require that the status and results of the investigation are reported to the anti-bribery compliance function 806 
and other compliance functions, as appropriate. 807 

The investigation should be carried out by and reported to personnel who are not part of the role or function 808 
being investigated. The organization may appoint another organization to conduct the investigation and report 809 
the results to personnel who are not part of the role or function being investigated.  810 

NOTE 1 See A.18 for guidance 811 

9 Performance evaluation 812 

9.1 Monitoring, measurement, analysis and evaluation 813 

The organization shall determine: 814 

a) what needs to be monitored and measured; 815 

b) the methods for monitoring, measurement, analysis and evaluation, as applicable, to ensure valid results; 816 

c) when the monitoring and measuring shall be performed; 817 

d) when the results from monitoring and measurement shall be analysed and evaluated; 818 

e) to whom such information shall be provided. 819 

The organization shall retain appropriate documented information as evidence of the methods and results. 820 

The organization shall evaluate the anti-bribery performance and the effectiveness of the anti-bribery 821 
management system. 822 

NOTE See A.19 for guidance. 823 

9.2 Review by anti-bribery compliance function 824 

The anti-bribery compliance function shall assess on a continual basis whether the anti-bribery management 825 
system is: 826 

a) adequate to manage effectively the bribery risks faced by the organization; and 827 

b) being effectively implemented. 828 

The anti-bribery compliance function shall report at planned intervals and on an ad-hoc basis, if required, to 829 
the governing body (if any) and top management, or to a suitable committee of the governing body or 830 
top management, on the adequacy and implementation of the anti-bribery management system, including 831 
the results of investigations and audits. 832 

NOTE 1 The frequency of the report will depend on the organization's requirements, but is recommended to be at 833 
least annually. 834 

NOTE 2 The organization can use another organization to assist in the review, as long as the other organization’s 835 
observations are appropriately communicated to the anti-bribery compliance function. 836 

9.3 Internal audit 837 

9.3.1 The organization shall conduct internal audits at planned intervals to provide information on whether 838 
the anti-bribery management system: 839 

a) conforms to: 840 
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1) the organization’s own requirements for its anti-bribery management system; 841 

2) the requirements of this International Standard; 842 

b) is effectively implemented and maintained. 843 

NOTE 1 Guidance on auditing management systems can be obtained from ISO 19011. 844 

NOTE 2 The scope and scale of the organization’s internal audit activities can vary depending on a variety of factors 845 
including organization size, structure, maturity, and locations. 846 

9.3.2 The organization shall: 847 

a) plan, establish, implement and maintain an audit programme(s), including the frequency, methods, 848 
responsibilities, planning requirements and reporting, which shall take into consideration the importance 849 
of the processes concerned and the results of previous audits; 850 

b) define the audit criteria and scope for each audit; 851 

c) select competent auditors and conduct audits to ensure objectivity and the impartiality of the audit 852 
process; 853 

d) ensure that the results of the audits are reported to relevant management, top management and the anti-854 
bribery compliance function; 855 

e) retain documented information as evidence of the implementation of the audit programme and the audit 856 
results. 857 

9.3.3 These audits shall be reasonable, proportionate, and risk based. Such audits shall consist of internal 858 
audit processes or other procedures which review procedures, controls and systems for:  859 

a) bribery or suspected bribery; 860 

b) non-compliance with the anti-bribery policy or anti-bribery management system requirements; 861 

c) failure of business associates to conform to the applicable requirements of the organization; and 862 

d) weaknesses in or opportunities for improvement to the anti-bribery management system. 863 

9.3.4 To ensure the objectivity and impartiality of these audit programmes, the organization shall ensure 864 
that these audits are undertaken by: 865 

a) an independent function or personnel established or appointed for this process; or 866 

b) the anti-bribery compliance function (unless the scope of the audit includes an evaluation of the anti-867 
bribery management system itself, or similar work for which the anti-bribery compliance function is 868 
responsible); or 869 

c) an appropriate person from a department or function other than the one being audited; or 870 

d) an appropriate third party; or 871 

e) a group comprising any of a) to d). 872 

The organization shall ensure that no auditor is auditing his or her own area of work. 873 

NOTE See A.16 for guidance. 874 

9.4 Top management review 875 

Top management shall review the organization's anti-bribery management system, at planned intervals, to 876 
ensure its continuing suitability, adequacy and effectiveness. 877 
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The top management review shall include consideration of: 878 

a) the status of actions from previous management reviews; 879 

b) changes in external and internal factors that are relevant to the anti-bribery management system; 880 

c) information on the performance of the anti-bribery system, including trends in: 881 

1) nonconformities and corrective actions; 882 

2) monitoring and measurement results; 883 

3) audit results; 884 

4) reports of bribery; 885 

5) investigations; 886 

6) the nature and extent of the bribery risks faced by the organization; 887 

i) effectiveness of actions taken to address bribery risks; 888 

j) opportunities for continual improvement of the anti-bribery management system, as referred to in 10.2. 889 

The outputs of the top management review shall include decisions related to continual improvement 890 
opportunities and any need for changes to the anti-bribery management system. 891 

A summary of the results of the top management review shall be reported to the governing body. 892 

The organization shall retain documented information as evidence of the results of top management reviews. 893 

9.5 Governing body review 894 

The governing body (if any) shall undertake periodic reviews of the anti-bribery management system based 895 
upon information provided by top management and the anti-bribery compliance function and any other 896 
information that the governing body may request or obtain. 897 

The organization shall retain summary documented information as evidence of the results of governing body 898 
reviews. 899 

10  Improvement 900 

10.1 Nonconformity and corrective action 901 

When a nonconformity occurs, the organization shall: 902 

a) react promptly to the nonconformity, and as applicable: 903 

1) take action to control and correct it; 904 

2) deal with the consequences; 905 

b) evaluate the need for action to eliminate the causes of the nonconformity, in order that it does not recur or 906 
occur elsewhere, by: 907 

1) reviewing the nonconformity; 908 

2) determining the causes of the nonconformity; 909 

3) determining if similar nonconformities exist, or could potentially occur; 910 
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c) implement any action needed; 911 

d) review the effectiveness of any corrective action taken; 912 

e) make changes to the anti-bribery management system, if necessary. 913 

Corrective actions shall be appropriate to the effects of the nonconformities encountered. 914 

The organization shall retain documented information as evidence of: 915 

 the nature of the nonconformities and any subsequent actions taken; 916 

 the results of any corrective action. 917 

10.2 Continual improvement 918 

The organization shall continually improve the suitability, adequacy and effectiveness of the anti-bribery 919 
management system. 920 
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Annex A  922 

(informative)  923 

 924 

Guidance on the use of this International Standard 925 

A.1 General  926 

The guidance in this Annex is illustrative only. Its purpose is to indicate in some specific areas the type of 927 
actions which an organization may take in implementing its anti-bribery management system. It is not intended 928 
to be comprehensive or prescriptive. Nor is an organization required to implement the following steps in order 929 
to have an anti-bribery management system that meets the requirements of this International Standard. The 930 
actual steps which the organization takes should be reasonable and proportionate having regard to the nature 931 
and extent of bribery risks which the organization faces (see 4.5, and the factors in 4.1 and 4.2). 932 

Some internationally recognised publications which comment on best practice are referred to in the 933 
Bibliography. 934 

A.2  Scope of the anti-bribery management system 935 

A.2.1 Standalone or integrated anti-bribery management system 936 

The organization may choose to implement this anti-bribery management system as a separate system, or as 937 
an integrated part of an overall compliance management system (in which case the organization can refer for 938 
guidance to ISO 19600). The organization may also choose to implement this anti-bribery management 939 
system alongside or as part of its other management systems, such as quality, environmental and safety (in 940 
which case the organization can refer to ISO 9001, ISO 14001, ISO 26000 and ISO 31000). 941 

A.2.2 Facilitation and extortion payments  942 

A.2.2.1 Facilitation payment is the term sometimes given to an illegal or unofficial payment made in return 943 
for services which the payer is legally entitled to receive without making such payment. It is normally a 944 
relatively minor payment made to a public official or person with a certifying function in order to secure or 945 
expedite the performance of a routine or necessary action, such as the issuing of a visa, work permit, customs 946 
clearance or installation of a telephone. Although facilitation payments are often regarded as different in 947 
nature to, for example, a bribe paid to win business, they are illegal in most locations, and are treated as 948 
bribes for the purpose of this International Standard, and therefore should be prohibited by the organization’s 949 
anti-bribery management system. 950 

A.2.2.2 An extortion payment is when money is forcibly extracted from personnel by real or perceived 951 
threats to health, safety or liberty and is outside of the scope of this standard. The safety and liberty of a 952 
person is paramount and many legal systems do not criminalize the making of a payment by someone who 953 
reasonably fears for their or someone else’s health, safety or liberty. Therefore, the organization can have a 954 
policy to permit a payment by personnel in circumstances where they have a fear of imminent danger to their 955 
or another’s health, safety or liberty.  956 

A.2.2.3 The organization should provide specific guidance to any personnel who may be faced with 957 
requests or demands for such payments on how to avoid them and deal with them. Such guidance could 958 
include, for example: 959 

a) specifying action to be taken by any personnel faced with a demand for payment, such as: 960 

1) in the case of a facilitation payment, asking for proof that the payment is legitimate, and an official 961 
receipt for payment and, if no satisfactory proof is available, refusing to make the payment;  962 

2) in the case of an extortion payment, making the payment if their health, safety or liberty, or that of 963 
another, is threatened; 964 

b) specifying action to be taken by personnel who have made a facilitation or extortion payment: 965 
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1) making a record of the event; 966 

2) reporting the event to an appropriate manager or the anti-bribery compliance function; 967 

k) specifying action to be taken by the organization when personnel have made a facilitation or extortion 968 
payment: 969 

1) appointing an appropriate manager to investigate the event (preferably the anti-bribery compliance 970 
function or a manager who is independent from the personnel’s department or function); 971 

2) correctly recording the payment in the organization’s accounts; 972 

3) if appropriate, or if required by law, reporting the payment to the relevant authorities. 973 

A.3 Reasonable and proportionate 974 

A.3.1 Bribery is normally concealed. It can be difficult to prevent, detect and address. Recognising these 975 
difficulties, the overall intent of this International Standard is that the governing body (if any) and top 976 
management of an organization need to have a genuine commitment to prevent, detect and address bribery in 977 
relation to the organization’s business or activities and need to, with genuine intent, implement measures in 978 
the organization which are designed to prevent, detect and address bribery. The measures cannot be so 979 
expensive, burdensome and bureaucratic that they are unaffordable or bring the business to a halt. Nor can 980 
they be so simple and ineffective that bribery can easily take place. The measures need to be appropriate to 981 
the bribery risk, and should have a reasonable chance of being successful in their aim of preventing, detecting 982 
and addressing bribery. 983 

A.3.2 While the types of anti-bribery measures that need to be implemented are reasonably well recognised 984 
by international good practice, and some of which are reflected as requirements in this International Standard, 985 
the actual detail of the measures to be implemented differ widely according to the relevant circumstances. 986 
Therefore, it is impossible to prescribe exactly in any detail what an organization should do in any particular 987 
circumstance. The reasonable and proportionate qualification has been introduced into this International 988 
Standard, so that every circumstance can be judged on its own merit.  989 

A.3.3 The following examples provide some guidance on how the reasonable and proportionate qualification 990 
may apply in relation to differing circumstances: 991 

a) A very large multi-national organization may need to deal with multiple layers of management, and 992 
thousands of personnel. Its anti-bribery management system will therefore typically need to be far more 993 
detailed than that of a small organization with only a few personnel. 994 

b) An organization which has activities in a higher bribery risk location will normally need more 995 
comprehensive bribery risk assessment and due diligence procedures and a higher level of anti-bribery 996 
control over its business transactions in that location than an organization which only has activities in a 997 
lower bribery risk location, where bribery is relatively rare. 998 

c) Although bribery risk exists in relation to all transactions or activities, the bribery risk assessment, due 999 
diligence procedures and anti-bribery controls implemented by an organization involved in a large, high 1000 
value transaction or activities involving a wide range of business associates are likely to be more 1001 
comprehensive than those implemented by an organization in relation to a business which involves 1002 
selling small value items to multiple customers or multiple smaller transactions with a single party.  1003 

d) An organization with a very broad range of business associates may conclude, as part of its bribery risk 1004 
assessment, that certain categories of business associates, such as retail customers, may not pose more 1005 
than a low bribery risk, and take that into account in the design and implementation of its anti-bribery 1006 
management system. For example, due diligence is unlikely to be necessary, or to be a proportionate and 1007 
reasonable control, in relation to retail customers who are purchasing items such as consumer goods 1008 
from the organization. 1009 

A.3.4 Although bribery risk exists in relation to all transactions, an organization should implement a more 1010 
comprehensive level of anti-bribery control over a high bribery risk transaction than over a low bribery risk 1011 
transaction. In this context, it is important to understand that identifying and accepting a low risk of bribery 1012 
does not mean that the organization may accept the fact of bribery occurring. That is, the risk of bribery 1013 
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occurring (i.e., whether a bribe might occur) is not the same as the occurrence of a bribe (the fact of the 1014 
bribery itself). Therefore, an organization may have a “zero tolerance” for the occurrence of bribery while still 1015 
engaging in business in situations where there may be a low bribery risk, or more than a low bribery risk (as 1016 
long as adequate mitigation measures are applied), of bribery occurring. Further guidance on specific controls 1017 
is provided below. 1018 

A.4 Bribery Risk Assessment 1019 

A.4.1  The intention of the bribery risk assessment required by 4.5 is to enable the organization to form a 1020 
solid foundation for its anti-bribery management system. This assessment identifies the bribery risks that the 1021 
system will focus on; that is, the bribery risks deemed by the organization to be a priority for bribery risk 1022 
mitigation, control implementation, and allocation of compliance personnel, resources, and activities. How the 1023 
organization undertakes the bribery risk assessment, what methodology it employs, how the bribery risks are 1024 
weighted and prioritized, and the level of bribery risk that is accepted (i.e., “risk appetite”) or tolerated, are all 1025 
at the discretion of the organization. In particular, it is the organization that establishes its criteria for 1026 
evaluating bribery risk (e.g. whether a risk is “low”, “medium” or “high”), though in so doing the organization 1027 
should take into account its anti-bribery policy and objectives. The following provides an example of how an 1028 
organization may choose to undertake this assessment:   1029 

a) Select bribery risk evaluation criteria. For example, the organization may select a 3 tier criteria such as 1030 
“low”, “medium”, “high”, a more detailed 5 or 7 level criteria, or a more detailed approach. The criteria will 1031 
often take into account several factors, including the nature of the bribery risk, the likelihood of bribery 1032 
occurring, and the magnitude of the consequences should it occur. 1033 

b) Assess the bribery risks posed by the size and structure of the organization. A small organization based in 1034 
one location with centralized management controls in the hands of a few people may be able to control its 1035 
bribery risk more easily than a very large organization with a decentralized structure operating in many 1036 
locations. 1037 

c) Examine the locations and sectors in which the organization operates or anticipates operating, and 1038 
assess the level of bribery risk these locations and sectors may pose. An appropriate bribery index can 1039 
be used to assist in this assessment. Locations or sectors with a higher risk of bribery may be deemed by 1040 
the organization e.g. as “medium” or “high” risk, which may result in the organization imposing a higher 1041 
level of controls applicable to activities by the organization in those locations or sectors.  1042 

d) Examine the nature, scale and complexity of the organization's types of activities and operations.  1043 

1) It may for example be easier to control bribery risk where an organization undertakes a small 1044 
manufacturing operation in one location than where an organization is involved in numerous large 1045 
construction projects in several locations. 1046 

2) Some activities may carry specific bribery risks. For example, offset arrangements by which the 1047 
government of a country purchasing products or services requires the supplier to reinvest some 1048 
proportion of the value of the contract in the purchasing country. The organization should take 1049 
appropriate steps to ensure that the offset arrangements do not constitute bribery. 1050 

e) Examine the organization's existing and potential types of business associates by category, and assess 1051 
the bribery risk in principle which they pose. For example: 1052 

1) The organization may have large numbers of customers who purchase very low value products from 1053 
the organization, and who in practice pose a minimal bribery risk to the organization. In this case the 1054 
organization may deem these customers low bribery risk, and may determine that these customers 1055 
will not need to have any specific anti-bribery controls related to them. Alternatively, the organization 1056 
may deal with customers who buy very large value products from the organization, and may pose a 1057 
significant bribery risk (e.g. the risk of demanding bribes from the organization in return for payments, 1058 
approvals etc). These types of customers may be deemed e.g. as “medium” or “high” bribery risk, 1059 
and therefore require a higher level of anti-bribery controls by the organization.  1060 

2) Different categories of suppliers can pose different levels of bribery risk. For example, suppliers with 1061 
a very large scope of work, or who may be in contact with the organization’s clients, customers or 1062 
relevant public officials, may pose a “medium” or “high” bribery risk. Some categories of suppliers 1063 
may be “low” risk, e.g. suppliers based in low bribery risk locations which have no interface with 1064 
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public officials relevant to the transaction or the organization’s clients or customers. Some categories 1065 
of suppliers may pose a “very low” bribery risk e.g. suppliers of low quantities of low value items, on-1066 
line purchasing services for air travel or hotels, etc. The organization might conclude that specific 1067 
anti-bribery controls do not need to be implemented in relation to these low or very low bribery risk 1068 
suppliers. 1069 

3) Agents or intermediaries who interact with the organization’s clients or public officials on behalf of the 1070 
organization are likely to pose a “medium” or “high” bribery risk, particularly if they are paid on a 1071 
commission or success fee basis.  1072 

l) Examine the nature and frequency of interactions with domestic or foreign public officials who can pose a 1073 
bribery risk. For example, interactions with public officials responsible for issuing permits and approvals 1074 
can pose a bribery risk. 1075 

m) Examine applicable statutory, regulatory, contractual and professional obligations and duties, such as for 1076 
example the prohibition or limitation of entertainment of public officials or of the use of agents. 1077 

h) Consider the extent to which the organization is able to influence or control the assessed risks. 1078 

The above bribery risk factors inter-relate. For example, suppliers in the same category may pose a differing 1079 
bribery risk depending on the location in which they operate. 1080 

A.4.2 Having assessed the relevant bribery risks, the organization can then determine the type and level of 1081 
anti-bribery controls being applied to each risk category, and can assess whether existing controls are 1082 
adequate. If not, the controls can be appropriately improved. For example, a higher level of control is likely to 1083 
be implemented with respect to higher bribery risk locations and higher bribery risk categories of business 1084 
associate. The organization may determine that it is acceptable to have a low level of control over low bribery 1085 
risk activities or business associates. Some of the requirements in this standard expressly exclude the need to 1086 
apply those requirements to low bribery risk activities or business associates (although the organization may 1087 
choose to apply them if it wishes). 1088 

A.4.3 The organization may change the nature of the transaction, project, activity or relationship such that the 1089 
nature and extent of the bribery risk is reduced to a level that can be adequately managed by existing, 1090 
enhanced or additional anti-bribery risk controls. 1091 

A.4.4 This bribery risk assessment exercise is not meant to be an extensive or overly complex exercise. Nor 1092 
are the results of the assessment necessarily going to be proven to be correct (e.g. a transaction assessed as 1093 
low bribery risk may turn out to have involved bribery). As far as reasonably practicable, the results of the 1094 
bribery risk assessment should reflect the actual bribery risks faced by the organization. The exercise should 1095 
be designed as a tool to help the organization assess and prioritize its bribery risk, and should be regularly 1096 
reviewed and revised based on changes in the organization, circumstances (e.g. new markets or products, 1097 
legal requirements, experiences gained, etc.). 1098 

NOTE Further guidance can be found in ISO 31000. 1099 

A.5 Roles and responsibilities of governing body and top management 1100 

A.5.1 Many organizations have some form of governing body, such as a board of directors or supervisory 1101 
board, that has general oversight responsibilities with respect to the organization. These responsibilities 1102 
include oversight regarding the organization’s anti-bribery management system. However, the governing body 1103 
generally does not exercise day-to-day direction over the activities of the organization: that is the role of 1104 
executive management (e.g. the chief executive officer, chief operating officer, etc.) who are referred to in this 1105 
International Standard as "top management". Therefore, with respect to the anti-bribery management system, 1106 
the governing body should be knowledgeable about the content and operation of the system, and should 1107 
exercise reasonable oversight with respect to the adequacy, effectiveness and implementation of the system. 1108 
It should regularly receive information regarding the performance of the system through the management 1109 
review process (this might be to the entire governing body, or to a committee of the authority, such as the 1110 
audit committee). In that regard, the anti-bribery compliance function should be able to report information 1111 
about the system directly to the governing body (or the appropriate committee thereof).  1112 

A.5.2 Some organizations, particularly smaller ones, may not have a separate governing body or the roles 1113 
of the governing body and executive management may be combined in one group or even one individual. In 1114 
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this case, the group or individual will have the responsibilities allocated in this International Standard to top 1115 
management and the governing body. 1116 

NOTE Leadership commitment is frequently referred to as “tone at the top” or "tone from the top". 1117 

A.6  Anti-bribery compliance function 1118 

A.6.1 The number of people working in the anti-bribery compliance function depends on factors such as the 1119 
size of the organization, the extent of bribery risk the organization faces, and the resultant work load of the 1120 
function. In a small organization, the anti-bribery compliance function is likely to be one person who is 1121 
assigned the responsibility on a part-time basis, and who can combine this responsibility with other 1122 
responsibilities. Where the extent of bribery risk and resultant work load justifies it, the anti-bribery compliance 1123 
function may be one person who is assigned the responsibility on a full-time basis. In large organizations, the 1124 
function is likely to be staffed by several people. Some organizations may assign responsibility to a committee 1125 
that embodies a range of relevant expertise. Some organizations may choose to use a third party to undertake 1126 
some or all of the anti-bribery compliance function, and this is acceptable provided that an appropriate 1127 
manager within the organization retains overall responsibility for and authority over the anti-bribery compliance 1128 
function and supervises the services provided by the third party. 1129 

A.6.2 The standard requires that the anti-bribery compliance function shall be staffed by person(s) who 1130 
have the appropriate competence, status, authority and independence. In this respect:  1131 

a) “Competence” means that the relevant person(s) assigned the anti-bribery compliance responsibility has 1132 
the personal ability to deal with the requirements of the role, and the capacity to learn about the role and 1133 
perform it appropriately. 1134 

b) “Status” means that other personnel are likely to listen to and respect the opinions of the person assigned 1135 
compliance responsibility. 1136 

c) “Authority” means that the relevant person(s) assigned the compliance responsibility is granted sufficient 1137 
powers by the governing body (if any) and top management so as to be able to undertake the compliance 1138 
responsibilities effectively. 1139 

d) “Independence” means that the relevant person(s) assigned the compliance responsibility is as far as 1140 
possible not personally involved in the activities of the organization which are exposed to bribery risk. 1141 
This can more easily be achieved where the organization has appointed a person to handle the role full 1142 
time, but is more difficult for a smaller organization which has appointed a person to combine the 1143 
compliance role with other functions. Where the anti-bribery compliance function is part time, the role 1144 
should not be performed by an individual who may be exposed to bribery while performing their primary 1145 
function. In the case of a very small organization where it may be more difficult to achieve independence, 1146 
the appropriate person should, to the best of their ability, separate their other responsibilities from their 1147 
compliance responsibilities so as to be impartial. 1148 

A.6.3 It is important that the anti-bribery compliance function has direct access to top management and, if 1149 
the organization has one, to the governing body, in order to communicate relevant information. The function 1150 
should not have to report solely to another manager in the chain who then reports to top management, as this 1151 
increases the risk that the message given by the anti-bribery compliance function is not fully or clearly 1152 
received by top management. The anti-bribery compliance function should also have a direct communications 1153 
relationship to the governing body (if one exists), without having to go through top management. This can 1154 
either be to the fully constituted governing body (e.g. a board of directors or a supervisory council) or can be 1155 
to a specially delegated committee of the governing body or top management (e.g. an audit or ethics 1156 
committee). 1157 

A.6.4 The primary responsibility of the anti-bribery compliance function is overseeing the design and 1158 
implementation of the anti-bribery management system. This should not be confused with direct responsibility 1159 
for the anti-bribery performance of the organization and compliance with applicable anti-bribery laws. 1160 
Everyone is responsible for conducting themselves in an ethical and compliant manner, including conforming 1161 
to the requirements of the organization’s anti-bribery management system and anti-bribery laws. It is 1162 
particularly important that management take the leadership role in achieving compliance in the parts of the 1163 
organization for which they have responsibility. 1164 

NOTE Further guidance can be found in ISO 19600. 1165 
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A.7  Resources 1166 

Resources needed depend on factors such as the size of the organization, the nature of its operations, and 1167 
the bribery risks it faces. Resources could include, for example: 1168 

a) Human resources: ensuring that sufficient personnel are able to apply sufficient time to their relevant 1169 
anti-bribery responsibilities so that the anti-bribery management system can function effectively. This 1170 
includes assigning sufficient person(s) (either internal or external) to the anti-bribery compliance function. 1171 

b) Physical resources: ensuring that the necessary physical resources are made available in the 1172 
organization, including to the anti-bribery compliance function, so that the anti-bribery management 1173 
system can function effectively. For example, office space, furniture, computer hardware and software, 1174 
training materials, telephones, stationery etc. 1175 

c) Financial resources: ensuring that a sufficient budget is made available, including to the anti-bribery 1176 
compliance function, so that the anti-bribery management system can function effectively.  1177 

A.8  Employment procedures  1178 

A.8.1 Due diligence on personnel 1179 

When undertaking due diligence on persons prior to appointing them as personnel, the organization, 1180 
depending on the persons’ proposed functions and corresponding bribery risk, may take actions such as: 1181 

a) discussing the organization’s anti-bribery policy with prospective personnel at interview, and forming a 1182 
view as to whether they appear to understand and accept the importance of compliance; 1183 

b) taking reasonable steps to verify that prospective personnel’s qualifications are accurate; 1184 

c) taking reasonable steps to obtain satisfactory references from prospective personnel’s previous 1185 
employers;  1186 

d) taking reasonable steps to determine whether prospective personnel have been involved in bribery; 1187 

e) taking reasonable steps to verify that the organization is not offering employment to prospective 1188 
personnel in return for their having, in previous employment, improperly favoured the organization;  1189 

f) ensuring that the purpose of offering employment to prospective personnel is not to secure improper 1190 
favourable treatment for the organization; 1191 

g) taking reasonable steps to identify the prospective personnel’s relationship to public officials. 1192 

A.8.2 Performance bonuses  1193 

Arrangements for compensation, including bonuses and incentives can encourage, even unintentionally, 1194 
personnel to participate in bribery. For example, if a manager receives a proportionate bonus based on the 1195 
award of a contract to the organization, the manager could be tempted to pay a bribe, or to turn a blind eye to 1196 
an agent or joint venture partner paying a bribe, so as to secure the award of the contract. The same outcome 1197 
could occur if too much pressure is put on a manager to perform (e.g. if the manager could be dismissed for 1198 
failing to achieve over-ambitious sales targets). Therefore, the organization needs to pay careful attention to 1199 
these aspects of compensation to ensure as far as reasonable that they do not act as bribery incentives. 1200 

Personnel evaluations, promotions, bonuses and other rewards could be used as incentives for personnel to 1201 
perform in accordance with the organization’s anti-bribery policy and anti-bribery management system. 1202 
However, the organization needs to be cautious in this case, as the threat of loss of bonus etc. can result in 1203 
personnel concealing failures in the anti-bribery management system.  1204 

Personnel should be made aware that breaching the anti-bribery management system so as to improve their 1205 
performance rating in other areas (e.g. achieving a sales target) is not acceptable and may result in 1206 
disciplinary action. 1207 
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A.8.3 Conflicts of interest 1208 

The organization should identify and evaluate the risk of internal and external conflicts of interest. The 1209 
organization should clearly inform all personnel of their duty to report any actual or potential conflict of interest 1210 
such as family, financial or other connection directly or indirectly related to their line of work. This helps an 1211 
organization to identify situations where personnel may facilitate or fail to prevent or report bribery; e.g.  1212 

a) when the organization’s sales manager is related to a customer’s procurement manager, or 1213 

b) when an organization’s line manager has a personal financial interest in a competitor’s business; 1214 

The organization should preferably keep a record of any circumstances of actual or potential conflicts of 1215 
interest. 1216 

A.8.4 Bribery of the organization’s personnel 1217 

A.8.4.1 The measures necessary to prevent, detect and address the risk of the organization’s personnel 1218 
bribing others on behalf of the organization (“outbound bribery”) may be different from the measures used to 1219 
prevent, detect and address the risk of bribery of the organization’s personnel (“inbound bribery”). For 1220 
example, the ability to identify and mitigate inbound bribery risk may be significantly restricted by the 1221 
availability of information that is not under the control of the organization (e.g. employee personal bank 1222 
account and credit card transaction data), applicable law (e.g. privacy law), or other factors. As a result, the 1223 
number and types of controls available to the organization to mitigate the risk of outbound bribery will 1224 
outweigh the number of controls it can implement to mitigate the risk of inbound bribery. 1225 

A.8.4.2 Bribery of the organization’s personnel is most likely to occur in relation to personnel who are able 1226 
to make or influence decisions on behalf of the organization (e.g. a procurement manager who can award 1227 
contracts, a supervisor who can approve work done, a manager who can appoint personnel or approve 1228 
salaries or bonuses, a clerk who prepares documents for granting of licenses, permits etc.). As the bribe is 1229 
likely to be accepted by personnel outside of the scope of the organization’s systems of controls, the ability of 1230 
the organization to prevent or detect these bribes can be limited. 1231 

A.8.4.3 In addition to the steps referred to in A.8.1 and A.8.3, the risk of inbound bribery could be 1232 
mitigated by the following requirements of this standard dealing with this risk: 1233 

a) the organization’s anti-bribery policy (5.2) should clearly prohibit solicitation and acceptance of bribes by 1234 
the organization’s personnel and anyone working on behalf of the organization. 1235 

b) guidance and training materials (7.3) should reinforce the prohibition on soliciting and accepting bribes, 1236 
and include: 1237 

1) guidance for reporting bribery concerns (8.9); 1238 

2) emphasis on the organization’s non-retaliation policy (8.9). 1239 

c) the organization’s gifts and hospitality policy (8.7) should limit the acceptance by personnel of gifts and 1240 
hospitality. 1241 

d) the publication of the organization’s anti-bribery policy and reporting information on the organization’s 1242 
website helps to set expectations with business associates, so as to decrease the likelihood that business 1243 
associates will offer, or the organization’s personnel will solicit or accept, a bribe. 1244 

e) controls (8.4) requiring e.g. the use of approved suppliers, competitive bidding, at least two signatures on 1245 
contract awards, work approvals etc. reduce the risk of corrupt awards or approvals. 1246 

A.8.4.4 The organization may also implement audit procedures to identify ways personnel may exploit 1247 
existing control weaknesses for personal gain. Example procedures could include: 1248 

a) reviewing payroll files for phantom and duplicate personnel records; 1249 

b) reviewing personnel expense reports to identify unusual spending;  1250 
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c) comparing personnel payroll file information (e.g. personal bank account numbers and addresses) with 1251 
the bank account and address information in the organization’s vendor master file to identify potential 1252 
conflict of interest scenarios. 1253 

A.8.5 Temporary staff or workers 1254 

In some cases, temporary staff or workers may be provided to the organization by a labour supplier or other 1255 
organization. In this case, the organization should determine whether the bribery risk posed by those 1256 
temporary staff or workers (if any) is adequately dealt with by treating the temporary staff or workers as its 1257 
own personnel for training and control purposes, or whether to impose appropriate controls through the 1258 
organization which provides the temporary staff or workers. 1259 

A.9 Awareness and training  1260 

A.9.1 The intention of the training is to ensure that relevant personnel understand, as appropriate to their 1261 
role in or with the organization: 1262 

a) the bribery risks they and their organization face; 1263 

b) the anti-bribery policy;  1264 

c) the aspects of the anti-bribery management system relevant to their role;  1265 

d) any necessary preventive, investigative and reporting actions they need to take in relation to any bribery 1266 
risk or suspected bribery. 1267 

A.9.2 The formality and extent of the training depends on the size of the organization and the bribery risks 1268 
faced. It could be conducted as an on-line module, or by face to face methods (e.g. classroom sessions, 1269 
workshops, roundtable discussions between relevant personnel, or by one-to-one sessions). Therefore, the 1270 
method of the training is less important than the outcome, which is that all relevant personnel should 1271 
understand the issues referred to in A.9.1.  1272 

A.9.3 In-person training is recommended for the governing body and top management, and any personnel 1273 
(irrespective of their positions or hierarchy within the organization) and business associates who are involved 1274 
in operations and processes with more than a low bribery risk.  1275 

A.9.4 If the relevant person(s) assigned the anti-bribery compliance function does not have sufficient related 1276 
experience, the organization should provide any training necessary for him or her to perform the compliance 1277 
function adequately.  1278 

A.9.5 The training could take place as stand-alone anti-bribery training, or can be part of the organization’s 1279 
overall compliance and ethics training or induction programme. 1280 

A.9.6 The content of the training can be adapted to the role of the personnel. Personnel who do not face 1281 
any significant bribery risk in their role could receive very simple training on the organization’s policy, so that 1282 
they understand the policy, and know what to do if they see a potential breach. Personnel whose role involves 1283 
a high bribery risk should receive more detailed training. 1284 

A.9.7 The training should be repeated as often as necessary so that personnel are up to date with the 1285 
organization’s policies and procedures, any developments in relation to their role, and any regulatory changes. 1286 

A.9.8 Applying the training and awareness requirements to business associates poses particular challenges 1287 
because the employees of such business associates generally do not work directly for the organization, and 1288 
the organization typically will not have direct access to such employees for purposes of training. Therefore, 1289 
the actual training of employees working for business associates will normally be conducted by the business 1290 
associates or by other parties retained for that purpose. It is important that employees who work for business 1291 
associates who could pose more than a low bribery risk to the organization are aware of the issue and receive 1292 
training reasonably intended to reduce this risk. Thus, this portion of the standard requires that the 1293 
organization, at a minimum, identify the business associates whose employees should be provided anti-1294 
bribery training, what the minimum content of such training should be, and that such training should be 1295 
conducted. The training itself may be provided by the business associate, by designated other parties or, if the 1296 
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organization so chooses, by the organization. The organization can communicate these obligations to its 1297 
business associates in a variety of ways, including as part of contractual arrangements. 1298 

A.9.9 The organization should have procedures describing how it accomplishes these tasks, taking into 1299 
account, among other things, the results of the bribery risk assessment. The level of detail of the procedures 1300 
and the output of these procedures (including records) will depend upon the specific circumstances of the 1301 
organization and its business associates. 1302 

A.10  Due diligence 1303 

A.10.1 The purpose of conducting due diligence on certain transactions, projects, activities, business 1304 
associates, or an organization’s personnel is to further evaluate the scope, scale, and nature of the more than 1305 
low bribery risks identified as part of the organization’s risk assessment (4.5). It also serves the purpose of 1306 
acting as an additional, targeted control in the prevention and detection of bribery risk, and informs the 1307 
organization’s decision on whether to postpone, discontinue, or revise those transactions, projects, or 1308 
relationships with business associates or personnel. 1309 

A.10.2 Factors which the organization may find useful to evaluate in relation to a business associate include: 1310 

a) whether the business associate is a legitimate business entity, as demonstrated by indicators such as 1311 
corporate registration documents, annual filed accounts, tax identification number, listing on a stock 1312 
exchange; 1313 

b) whether the business associate has the qualifications, experience and resources needed to conduct the 1314 
business for which it is being contracted; 1315 

c) whether and to what extent the business associate has an anti-bribery management system; 1316 

d) whether the business associate has a reputation for bribery, fraud, dishonesty or similar misconduct, or 1317 
has been investigated, convicted, sanctioned or debarred for bribery or similar criminal conduct;  1318 

e) the identity of the shareholders (including the ultimate beneficial owner(s)) and top management of the 1319 
business associate, and whether they: 1320 

1) have a reputation for bribery, fraud, dishonesty or similar misconduct;  1321 

2) have been investigated, convicted, sanctioned or debarred for bribery or similar criminal conduct;  1322 

3) have any direct or indirect links to the organization’s customer or client or to a relevant public official 1323 
which could lead to bribery (this would include persons who are not public officials themselves, but 1324 
who may be directly or indirectly related to public officials, candidates for public office, etc.); 1325 

f)  structure of the transaction and payment arrangements. 1326 

A.10.3 The nature, type and extent of due diligence undertaken will depend on factors such as the ability of 1327 
the organization to obtain sufficient information, the cost of obtaining information, and the extent of the 1328 
possible bribery risk posed by the relationship.  1329 

A.10.4 The due diligence procedures implemented by the organization on its business associates should be 1330 
consistent across similar bribery risk levels. High bribery risk business associates in locations or markets 1331 
where there is a high risk of bribery are likely to require a significantly higher level of due diligence than lower 1332 
bribery risk business associates in low bribery risk locations or markets. 1333 

A.10.6 Different types of business associates are likely to require different levels of due diligence. For 1334 
example: 1335 

a) from the perspective of the organization’s potential legal and financial liability, business associates pose a 1336 
higher bribery risk to the organization when they are acting on the organization's behalf or for its benefit 1337 
than when they are providing products or services to the organization. For example, an agent involved in 1338 
assisting an organization to obtain a contract award could pay a bribe to a manager of the organization’s 1339 
customer to help the organization win the contract, and so could result in the organization being 1340 
responsible for the agent’s corrupt conduct. As a result, the organization’s due diligence on the agent is 1341 
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likely to be as comprehensive as possible. On the other hand, a supplier selling equipment or material to 1342 
the organization and which has no involvement with the organization’s customers or public officials that 1343 
are relevant to the organization's activities is less likely to be able to pay a bribe on the organization’s 1344 
behalf, and so the level of due diligence on the supplier could be lower;  1345 

b) the level of influence which the organization has over its business associates also affects the extent of 1346 
due diligence which the organization can reasonably undertake. It may be relatively easy for an 1347 
organization to require its agents and joint venture partners to provide extensive information about 1348 
themselves as part of a due diligence exercise prior to the organization committing to work with them, as 1349 
the organization has a degree of choice over with whom it contracts in this situation. However, it may be 1350 
more difficult for an organization to require a customer or client to provide information about themselves 1351 
or to fill in due diligence questionnaires. This could be because the organization would not have sufficient 1352 
influence over the client or customer to be able to do so (for example where the organization is involved 1353 
in a competitive tender to provide services to the customer).  1354 

A.10.7 The due diligence undertaken by the organization on its business associates may include, for 1355 
example: 1356 

a) a questionnaire sent to the business associate in which it is asked to answer the questions referred to in 1357 
A.10.2; 1358 

b) a web-search on the business associate and its shareholders and top management to identify any 1359 
bribery-related information; 1360 

c) searching appropriate government, judicial, and international resources for relevant information; 1361 

d) checking publically available debarment lists of organizations who are restricted or prohibited from 1362 
contracting with public or government entities kept by national or local governments or multilateral 1363 
institutions, such as the World Bank; 1364 

e) making enquiries of appropriate other parties about the business associate’s ethical reputation; 1365 

f) appointing other persons or organizations with relevant expertise to assist in the due diligence process. 1366 

A.10.8 The business associate can be asked further questions based on the results of the initial due 1367 
diligence (for example, to explain any adverse information). 1368 

A.10.9 Due diligence is not a perfect tool. The absence of negative information does not necessarily mean 1369 
that the business associate does not pose a bribery risk. Negative information does not necessarily mean that 1370 
the business associate poses a bribery risk. However, the results need to be carefully assessed and a rational 1371 
judgement made by the organization based on the facts available to it. The overall intent is that the 1372 
organization makes reasonable and proportionate enquiries about the business associate, taking into account 1373 
the activities that the business associate would undertake and the bribery risk inherent in these activities, so 1374 
as to form a reasonable judgment on the level of bribery risk which the organization is exposed to if it works 1375 
with the business associate. 1376 

A.10.10  Due diligence on personnel is covered in A.8.1. 1377 

A.11  Financial controls 1378 

Financial controls are the management systems and processes implemented by the organization to manage 1379 
its financial transactions properly and to record these transactions accurately, completely and in a timely 1380 
manner. Depending on the size of the organization and transaction, the financial controls implemented by an 1381 
organization which can reduce the bribery risk could include, for example: 1382 

a) implementing a separation of duties, so that the same person cannot both initiate and approve a 1383 
payment; 1384 

b) implementing appropriate tiered levels of authority for payment approval (so that larger transactions 1385 
require more senior management approval); 1386 
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c) ensuring that the payee’s appointment and work or services carried out have been approved by the 1387 
organization’s relevant approval mechanisms; 1388 

d) requiring at least two signatures on payment approvals; 1389 

e) requiring the appropriate supporting documentation to be annexed to payment approvals; 1390 

f) restricting the use of cash and implementing effective cash control methods; 1391 

g) ensuring that payment categorizations and descriptions in the accounts are accurate and clear; 1392 

h) implementing periodic management review of significant financial transactions; 1393 

i) implementing periodic and independent financial audits and changing, on a regular basis, the person or 1394 
the organization who carries out the audit. 1395 

A.12  Non-financial controls 1396 

Non-financial controls are the management systems and processes implemented by the organization to help it 1397 
ensure that its procurement, operational, commercial and other non-financial aspects are being properly 1398 
managed. Depending on the size of the organization and transaction, the procurement, operational, 1399 
commercial and other non-financial controls implemented by an organization which can reduce bribery risk 1400 
could include, for example: 1401 

a) using approved sub-contractors, suppliers and consultants that have undergone a pre-qualification 1402 
process under which the likelihood of their participating in bribery is assessed; this process is likely to 1403 
include due diligence of the type specified in A.10; 1404 

b) assessing:  1405 

1) the necessity and legitimacy of the services to be provided by a business associate (excluding clients 1406 
or customers) to the organization,  1407 

2) whether the services were properly carried out; and  1408 

3) whether any payments to be made to the business associate are reasonable and proportionate to 1409 
those services; 1410 

This is particularly important in order to avoid the risk that the business associate uses part of the 1411 
payment made to it by the organization to pay a bribe on behalf of or for the benefit of the organization. 1412 
For example, if an agent has been appointed by the organization to assist with sales and is to be paid a 1413 
commission or a contingency fee on award of a contract to the organization, the organization needs to be 1414 
reasonably satisfied that the commission payment is reasonable and proportionate to the legitimate 1415 
services actually carried out by the agent, taking into account the risk assumed by the agent in case the 1416 
contract is not awarded. If a disproportionately large commission or contingency fee is paid, there is an 1417 
increased risk that part of it could be improperly used by the agent to induce a public official or an 1418 
employee of the organization’s client to award the contract to the organization. 1419 

c) awarding contracts, where possible and reasonable, only after a fair and, where appropriate, transparent 1420 
competitive tender process between at least three competitors has taken place; 1421 

d) requiring at least two persons to evaluate the tenders and approve the award of a contract; 1422 

e) implementing a separation of duties, so that personnel who approve the placement of a contract are 1423 
different from those requesting the placement of the contract and are from a different department or 1424 
function from those who manage the contract or approve work done under the contract; 1425 

f) requiring the signatures of at least two persons on contracts, and on documents which change the terms 1426 
of a contract or which approve work undertaken or supplies provided under the contract; 1427 

g) placing a higher level of management oversight on potentially high bribery risk transactions; 1428 
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h) protecting the integrity of tenders and other price-sensitive information by restricting access to appropriate 1429 
people; 1430 

i) providing appropriate tools and templates to assist personnel (e.g. practical guidance, do’s and don’ts, 1431 
approval ladders, checklists, forms, IT-workflows). 1432 

Further examples of controls and guidance can be found in ISO 19600. 1433 

A.13 Implementation of the anti-bribery management system by controlled 1434 
organizations and business associates 1435 

A.13.1 General  1436 

A.13.1.1 The reason for this requirement (8.5) is that both controlled organizations and business 1437 
associates can pose a bribery risk to the organization. The types of bribery risk which the organization is 1438 
aiming to avoid in these cases are, for example:  1439 

a) a subsidiary of the organization paying a bribe with the result that the organization can be liable; 1440 

b) a joint venture or joint venture partner paying a bribe to win work for a joint venture in which the 1441 
organization participates; 1442 

c) a procurement manager of a customer or client demanding a bribe from the organization in return for a 1443 
contract award; 1444 

d) a client of the organization requiring the organization to appoint a specific sub-contractor or supplier in 1445 
circumstances where a manager of the client or public official may benefit personally from the 1446 
appointment; 1447 

e) an agent of the organization paying a bribe to a manager of the organization’s customer on behalf of the 1448 
organization; 1449 

f) a supplier or sub-contractor to the organization paying a bribe to the organization’s procurement manager 1450 
in return for a contract award.  1451 

A.13.1.2 If the controlled organization or business associate has implemented anti-bribery controls in 1452 
relation to those risks, then the consequent bribery risk to the organization is normally reduced. 1453 

A.13.1.3 This requirement in 8.5 distinguishes between those organizations over which the organization 1454 
has control, and those over which it does not. For the purposes of this requirement, an organization has 1455 
control over another organization if it directly or indirectly controls the management of the organization. An 1456 
organization might have control, for example, over a subsidiary, joint venture or consortium through majority 1457 
votes on the board, or through a majority shareholding. The organization does not have control over another 1458 
organization for the purposes of this requirement merely because it places a large amount of work with that 1459 
other organization.  1460 

A.13.2 Controlled organizations 1461 

A.13.2.1  It is reasonable to expect the organization to ensure that any other organization which it controls 1462 
implements reasonable and proportionate anti-bribery controls. This could either be by the controlled 1463 
organization implementing the same anti-bribery management system as implemented by the organization, or 1464 
by the controlled organization implementing its own specific anti-bribery controls. These controls should be 1465 
reasonable and proportionate having regard to the bribery risks which the controlled organization faces, taking 1466 
into account the bribery risk assessment conducted pursuant to 4.5.  1467 

A.13.2.2   Where a business associate is controlled by the organization (e.g. a joint venture over which the 1468 
organization has management control) then that controlled business associate would fall under the 1469 
requirements in 8.5.1 1470 
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A.13.3 Business associates 1471 

A.13.3.1  In respect of business associates which are not controlled by the organization, if the bribery risk 1472 
assessment (4.5) or due diligence (8.2) concludes that a business associate poses no or only a low risk of 1473 
bribery, or that anti-bribery controls implemented by the business associates would not help mitigate the 1474 
relevant bribery risk, then the organization does not need to take the steps required by 8.5.2 to require 1475 
implementation by the business associate of anti-bribery controls.  This reflects the reasonableness and 1476 
proportionality of the standard.  It should be noted that there are two scenarios in this category: 1477 

 a) where the business associate poses no or a low risk of bribery; or 1478 

 b) where the business associate poses more than a low bribery risk, but controls that could be implemented 1479 
by the business associate would not help mitigate the relevant risk.  There would be no point in insisting 1480 
that the business associate implements controls which would not help.  However, in this case, the 1481 
organization would be expected to take account of this factor in its risk assessment in order to inform the 1482 
decision regarding how and whether to proceed with the relationship. 1483 

A.13.3.2 If the bribery risk assessment (4.5) or due diligence (8.2) concludes that the non-controlled 1484 
business associate poses more than a low risk of bribery, and that anti-bribery controls implemented by the 1485 
business associate would help mitigate this bribery risk, then the organization takes the following further steps 1486 
under 8.5:  1487 

a) The organization shall determine whether the business associate has in place appropriate anti-bribery 1488 
controls which manage the relevant bribery risk. The organization should make this determination after 1489 
undertaking appropriate due diligence. This due diligence could include, for example, requiring the 1490 
business associate to declare to the organization (in a meeting or in writing) whether or not it has 1491 
appropriate controls in place, describe what these controls are, and provide appropriate copy 1492 
documentation to verify that it does have these controls. The organization is trying to verify that these 1493 
controls manage the bribery risk relevant to the transaction between the organization and the business 1494 
associate. The organization does not need to verify that the business associate has controls over its 1495 
wider bribery risks. Note that both the steps that the organization needs to take to verify these controls, 1496 
and the extent of the controls should be reasonable and proportionate to the relevant bribery risk. If the 1497 
organization has determined as far as it reasonably can that the business associate does have in place 1498 
appropriate controls, then the requirement of 8.5 is addressed in relation to that business associate. See 1499 
A.13.8 for comments on appropriate types of controls. 1500 

b) If the organization identifies that the business associate does not have in place appropriate anti-bribery 1501 
controls which manage the relevant bribery risks, or if it is not possible to verify whether it has these 1502 
controls in place, then the organization undertakes the following further steps: 1503 

1) If it is practicable (see A.13.7) to do so, the organization shall require the business associate to 1504 
implement anti-bribery controls (see A.13.8) in relation to the relevant transaction, project or activity. 1505 

2) Where it is not practicable (see A.13.7) to require the business associate to implement anti-bribery 1506 
controls, the organization shall take this factor into account when assessing the bribery risks that the 1507 
business associates pose, and the way in which the organization manages such risks. This does not 1508 
mean that the organization cannot go ahead with the relationship or transaction. However, the 1509 
organization should consider, as part of the bribery risk assessment, the likelihood of the business 1510 
associate being involved in bribery, and the organization should take the absence of such controls 1511 
into account in assessing the overall bribery risk. If the organization believes that the bribery risks 1512 
posed by this business associate are unacceptably high, and the bribery risk cannot be reduced by 1513 
other means (e.g. re-structuring the transaction) then the provisions of 8.8 will apply. 1514 

A.13.3.3 Whether or not it is practicable for the organization to require a non-controlled business associate 1515 
to implement controls depends on the circumstances. For example: 1516 

a) It will normally be practicable when the organization has a significant degree of influence over the 1517 
business associate. For example, where the organization is appointing an agent to act on its behalf in a 1518 
transaction, or is appointing a sub-contractor with a large scope of work. In this case the organization will 1519 
normally be able to make implementation of anti-bribery controls a condition of appointment. 1520 
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b) It will normally not be practicable when the organization does not have a significant degree of influence 1521 
over the business associate.  For example: 1522 

1)  a client for a project; 1523 

2) a specific sub-contractor or supplier nominated by the client; 1524 

3) a major sub-contractor or supplier when the bargaining power of the supplier or sub-contractor is far 1525 
greater than that of the organization (for example, when the organization is buying components from 1526 
a major supplier on the supplier’s standard terms). 1527 

c) It will normally not be practicable when the business associate lacks the resources or expertise to be able 1528 
to implement controls. 1529 

A.13.3.4 The types of controls required by the organization depend on the circumstances. They should be 1530 
reasonable and proportionate to the bribery risk, and at a minimum should include the relevant bribery risk 1531 
within their scope. Depending on the nature of the business associate and the nature of the bribery risk it 1532 
poses, the organization may, for example, take the following steps: 1533 

a) In the case of a major high bribery risk business associate with a large and complex scope of work, the 1534 
organization might require the business associate to have implemented controls equivalent to those 1535 
required by this International Standard relevant to the bribery risks it poses to the organization. 1536 

b) In the case of a medium size and medium bribery risk business associate, the organization may require 1537 
the business associate to have implemented some minimum anti-bribery requirements in relation to the 1538 
transaction, such as an anti-bribery policy, training for its relevant employees, a manager with 1539 
responsibility for compliance in relation to the transaction, controls over key payments and a reporting 1540 
line. 1541 

c) In the case of small business associates who have a very specific scope of work (for example an agent or 1542 
a minor supplier), the organization may require training for relevant employees, and controls over key 1543 
payments and gifts and hospitality. 1544 

The controls only need to operate in relation to the transaction between the organization and business 1545 
associate (although in practice the business associate may have controls in place in relation to its whole 1546 
business). 1547 

The above are examples only. The important issue is for the organization to identify the key bribery risks in 1548 
relation to the transaction, and to require as far as practicable that the business associate has implemented 1549 
reasonable and proportionate controls over those key bribery risks. 1550 

A.13.3.5 The organization will normally impose these requirements over the non-controlled business 1551 
associate as a pre-condition to working with the business associate and/or as part of the contract document. 1552 

A.13.3.6 The organization is not required to verify full compliance by the non-controlled business associate 1553 
with these requirements. However, the organization should take reasonable steps to satisfy itself that the 1554 
business associate is complying (e.g. by requesting the business associate to provide copies of its relevant 1555 
policy documents). In high bribery risk cases (e.g. an agent), the organization may implement monitoring 1556 
procedures including e.g. reporting and audit rights. 1557 

A.13.3.7 As anti-bribery controls can take some time to implement, it is likely to be reasonable for an 1558 
organization to give its business associates time to implement such controls. The organization could continue 1559 
to work with that business associate in the interim, but the absence of such controls would be a factor in the 1560 
risk assessment and due diligence. 1561 

A.14 Anti-bribery commitments 1562 

A.14.1 This requirement to obtain anti-bribery commitments only applies in relation to business associates 1563 
which pose more than a low bribery risk.  1564 

A.14.2 The risk of bribery in relation to a transaction is likely to be low, for example: 1565 
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a) when the organization is purchasing a small number of very low value items; 1566 

b) when the organization is booking air tickets or hotel rooms on-line direct from the airlines or hotels; 1567 

c) when the organization is supplying low value goods or services direct to a customer (e.g. food, television 1568 
etc.). 1569 

In these cases, the organization would not be required to obtain anti-bribery commitments from these low 1570 
bribery risk suppliers or customers. 1571 

A.14.3 In the case of a business associate which poses a more than low bribery risk, then the organization 1572 
should where practicable obtain anti-bribery commitments from that business associate:  1573 

a) It will normally be practicable to require these commitments when the organization has influence over the 1574 
business associate, and therefore can insist on the business associate giving these commitments. The 1575 
organization is likely to be able to require these commitments, for example, where the organization is 1576 
appointing an agent to act on its behalf in a transaction, or is appointing a sub-contractor with a large 1577 
scope of work. 1578 

b) The organization may not have sufficient influence to be able to require these commitments in relation to, 1579 
for example, dealings with major customers or clients, or when the organization is buying components 1580 
from a major supplier on the supplier’s standard terms. In these cases, the absence of such provisions 1581 
does not mean that the project or relationship should not go ahead, but the absence of such commitment 1582 
should be regarded as a relevant factor in the bribery risk assessment and due diligence.  1583 

A.14.4 These commitments should as far as possible be obtained in writing. This could be as a separate 1584 
commitment document, or as part of a contract between the organization and the business associate. 1585 

A.15 Gifts, hospitality, donations and similar benefits 1586 

A.15.1 The benefits referred to in 8.7 could include, for example: 1587 

a) gifts, entertainment and hospitality; 1588 

b) political or charitable donations; 1589 

c) client or public official travel; 1590 

d) promotional expenses; 1591 

e) sponsorship; 1592 

f) community benefits; 1593 

g) training; 1594 

h) club memberships; 1595 

i) personal favours given in a business context. 1596 

A.15.2 In relation to gifts and hospitality, the procedures implemented by the organization could, for example, 1597 
be designed to: 1598 

a) control the extent and frequency of gifts and hospitality by: 1599 

1) a total prohibition on all gifts and hospitality; or 1600 

2) permitting gifts and hospitality, but limiting them by reference to such factors as: 1601 

i) a maximum expenditure (which may vary according to the location and the type of gift and 1602 
hospitality); 1603 
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ii) frequency (relatively small gifts and hospitality can accumulate to a large amount if repeated); 1604 

iii) timing (e.g. not during or immediately after tender negotiations); 1605 

iv) reasonableness (taking account of the location, sector and seniority of the giver or receiver);  1606 

v) identity of recipient (e.g. those in a position to award contracts or approve permits, certificates or 1607 
payments); 1608 

vi) reciprocity (no-one in the organization can receive a gift or hospitality greater than a value which 1609 
they are permitted to give); 1610 

vii) the legal and regulatory environment (some locations and organizations may have prohibitions 1611 
or controls in place);  1612 

b) require approval in advance of gifts and hospitality above a defined value or frequency by an appropriate 1613 
manager; 1614 

c) require gifts and hospitality above a defined value or frequency to be made openly, effectively 1615 
documented (e.g. in a register, or accounts ledger), and supervised. 1616 

A.15.3 In relation to political or charitable donations, sponsorship, promotional expenses and community 1617 
benefits the procedures implemented by the organization could, for example, be designed to:  1618 

a) prohibit payments which are intended to influence, or could reasonably be perceived to influence, a 1619 
tender or other decision in favour of the organization; 1620 

b) undertake due diligence on the political party, charity or other recipient to ensure that they are legitimate 1621 
and are not being used as a channel for bribery (this could include, for example, searches on the internet 1622 
or other appropriate enquiries to ascertain whether the managers of the political party of charity have a 1623 
reputation for bribery or similar criminal conduct, or are connected with the organization’s projects or 1624 
customers);  1625 

c) ensure that an appropriate manager approves the payment; 1626 

d) require public disclosure of the payment; 1627 

e) ensure that the payment is permitted by applicable law and regulations; 1628 

f) avoid making contributions during or immediately after contract negotiations. 1629 

A.15.4 In relation to client representative or public official travel, the procedures implemented by the 1630 
organization could, for example, be designed to:  1631 

a) ensure that the payment is permitted by the procedures of the client or public body, and by applicable law 1632 
and regulations;  1633 

b) ensure that the travel is necessary for the proper undertaking of the duties of the client representative or 1634 
public official (e.g. to inspect the organization’s quality procedures at its factory); 1635 

c) ensure that an appropriate manager of the organization approves the payment; 1636 

d) ensure if possible that the public official’s supervisor or employer or anti-bribery compliance function is 1637 
notified of the travel and hospitality to be provided; 1638 

e) restrict payments to the necessary travel, accommodation and meal expenses directly associated with a 1639 
reasonable travel itinerary; 1640 

f) limit associated entertainment to a reasonable level as per the organization’s gifts and hospitality policy; 1641 

g) prohibit paying the expenses of family members or friends; 1642 
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h) prohibit the paying of holiday or recreational expenses. 1643 

A.15.5 The organization needs to be aware that gifts, hospitality, donations and other benefits can be 1644 
perceived by a third party (e.g. a business competitor, the press, a prosecutor, or judge), to be for the purpose 1645 
of bribery even if neither the giver nor receiver intended it to be for this purpose. Therefore, a useful control 1646 
mechanism is to avoid as far as possible any gifts, hospitality, donations and other benefits which could 1647 
reasonably be perceived by a third party to be for the purpose of bribery 1648 

A.16 Internal audit  1649 

A.16.1 The requirement in 9.3 does not mean that an organization must have its own separate internal audit 1650 
function. It requires the organization to appoint a suitable competent and independent function or person with 1651 
responsibility to undertake this audit. An organization may use a third party to operate its entire internal audit 1652 
program, or may engage a third party to implement certain portions of an existing program. 1653 

A.16.2 The frequency of audit will depend on the organization’s requirements. It is likely that some sample 1654 
projects, contracts, procedures, controls and systems will be selected for audit each year.  1655 

A.16.3 The selection of the sample can be risk-based, so that, for example, a high bribery risk project would 1656 
be selected for audit in priority to a low bribery risk project.  1657 

A.16.4 The audits will normally need to be planned in advance so that the relevant parties have the 1658 
necessary documents and time available. However, in some cases, the organization may find it useful to 1659 
implement an audit which the parties being audited do not expect. 1660 

A.16.5 If an organization has a governing body, the governing body may also direct the organization’s 1661 
selection and frequency of audits as it deems necessary, in order to exercise independence and help ensure 1662 
audits are targeted at the organization’s primary bribery risk areas. The governing body may also require 1663 
access to all audit reports and results, and that any audits identifying certain types of higher bribery risk issues 1664 
or bribery risk-indicators be reported to the governing body upon completion of the audit. 1665 

A.16.6 The intention of the audit is to provide reasonable assurance to the governing body (if any) and top 1666 
management that the anti-bribery management system has been implemented and is operating effectively, to 1667 
help prevent and detect bribery, and to provide a deterrent to any potentially corrupt personnel (as they will be 1668 
aware that their project or department could be selected for audit).  1669 

A.17 Documented information 1670 

The documented information under 7.5.1 may include: 1671 

a) receipt of anti-bribery policy by personnel; 1672 

b) provision of anti-bribery policy to business associates who pose more than a low risk of bribery;  1673 

c) the policies, procedures and controls of the anti-bribery management system; 1674 

d) bribery risk assessment results (see 4.5);  1675 

e) anti-bribery training provided (see 7.3);  1676 

f) due diligence carried out (see 8.2); 1677 

g) the measures taken to implement the anti-bribery management system;  1678 

h) approvals and records of gifts, hospitality, donations and similar benefits given and received (see 8.7). 1679 

i) the actions and outcomes of concerns raised in relation to:  1680 

1) any weakness of the anti-bribery management system; 1681 

2) incidents of attempted, suspected or actual bribery; 1682 
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j) the results of monitoring, investigating or auditing carried out by the organization or third parties. 1683 

A.18 Investigating and dealing with bribery 1684 

A.18.1 The standard requires the organization to implement appropriate procedures on how to investigate 1685 
and deal with any issue of bribery, or breach of anti-bribery controls, which is reported, detected or reasonably 1686 
suspected. How an organization investigates and deals with a particular issue will depend on the 1687 
circumstances. Every situation is different, and the organization’s response should be reasonable and 1688 
proportionate to the circumstances. A report of a major issue of suspected bribery would require a far more 1689 
urgent, significant and detailed action than a minor breach of anti-bribery controls. The suggestions below are 1690 
for guidance only and should not be taken as prescriptive.  1691 

A.18.2 The compliance function should preferably be the recipient of any reports of suspected or actual 1692 
bribery or breach of anti-bribery controls. If the reports go in the first instance to another person, then the 1693 
organization’s procedures should ensure that the report is passed on to the compliance function as soon as 1694 
possible. In some cases, the compliance function will itself identify a suspicion or breach. 1695 

A.18.3 The procedure should determine who has responsibility for deciding how the issue is investigated and 1696 
dealt with. For example: 1697 

a) a small organization may implement a procedure under which all issues, of whatever magnitude, should 1698 
be reported straight away by the compliance function to top management for top management decision 1699 
on how to respond;   1700 

b) a larger organization may implement a procedure under which: 1701 

1) minor issues are dealt with by the compliance function, with a periodic summary report of all minor 1702 
issues being made to top management; 1703 

2) major issues are reported straight away by the compliance function to top management for top 1704 
management decision on how to respond.   1705 

A.18.4  Upon identification of any issue, top management or the compliance function (as appropriate) should 1706 
then assess the known facts and potential severity of the issue. If they do not already have sufficient facts on 1707 
which to make a decision, they should commence an investigation. 1708 

A.18.5 The investigation should be carried out by a person who was not involved in the issue. It could be the 1709 
compliance function, internal audit, another appropriate manager or an appropriate third party. The person 1710 
investigating should be given appropriate authority, resources and access by top management to enable the 1711 
investigation to be effectively carried out. The person investigating should preferably have had training or prior 1712 
experience in conducting an investigation. The investigation should promptly establish the facts and collect all 1713 
necessary evidence by, for example:  1714 

a) making enquiries to establish the facts; 1715 

b) collecting together all relevant documents and other evidence; 1716 

c) obtaining witness evidence; 1717 

d) where possible and reasonable, requesting reports on the issue to be made in writing and signed by the 1718 
individuals making them. 1719 

A.18.6 In undertaking the investigation and any follow up action, the organization needs to consider relevant 1720 
factors. For example: 1721 

a) applicable laws (legal advice may need to be taken); 1722 

b) the safety of personnel; 1723 

c) the risk of defamation when making statements; 1724 
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d) the protection of people making reports and of others involved or referenced in the report (see 8.9); 1725 

e) potential criminal and civil liability, financial loss and reputational damage for the organization and 1726 
individuals; 1727 

f) any legal obligation, or benefit to the organization, to report to the authorities; 1728 

g) keeping the issue and investigation confidential until the facts have been established; 1729 

h) the need for top management to require the full co-operation of personnel in the investigation.  1730 

A.18.7 The results of the investigation should be reported to top management or the compliance function as 1731 
appropriate.  If the results are reported to top management, they should also be communicated to the anti-1732 
bribery compliance function. 1733 

A.18.8 Once the organization has completed its investigation, and/or has sufficient information to be able to 1734 
make a decision, then organization should implement appropriate follow up actions. Depending on the 1735 
circumstances and the severity of the issue, these could include one or more of:   1736 

a) terminating, withdrawing from, or modifying the organization’s involvement in, a project, transaction or 1737 
contract; 1738 

b) repaying or reclaiming any improper benefit obtained; 1739 

c) disciplining responsible personnel (which, depending on the severity of the issue, could range from a 1740 
warning for a minor offence to dismissal for a serious offence); 1741 

d) reporting the matter to the authorities; 1742 

e) if bribery has occurred, taking action to avoid or deal with any possible consequent legal offences (e.g. 1743 
false accounting which may occur where a bribe is falsely described in the accounts, a tax offence where 1744 
a bribe is wrongly deducted from income, or money-laundering where the proceeds of a crime are dealt 1745 
with). 1746 

A.18.9 The organization should review its anti-bribery procedures to examine whether the issue arose 1747 
because of some inadequacy in its procedures and, if so, it should take immediate and appropriate steps to 1748 
improve its procedures. 1749 

A.19 Monitoring 1750 

Monitoring of the anti-bribery management system may include, for example, the following areas: 1751 
 1752 
a) effectiveness of training; 1753 

b) effectiveness of controls, for example by sample testing outputs; 1754 

c) effectiveness of allocation of responsibilities for meeting compliance obligations; 1755 

d) effectiveness in addressing compliance failures previously identified; and 1756 

e) instances where internal compliance audits are not performed as scheduled. 1757 

Monitoring of compliance performance may include, for example, the following areas: 1758 
 1759 

 noncompliance and ‘near misses’ (an incident without adverse effect); 1760 

 instances where compliance obligations are not met; 1761 

 instances where objectives are not achieved; and 1762 

 status of culture of compliance.  1763 
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A.20 Public officials 1764 

The term public official (3.26) is defined broadly in many anti-corruption laws  1765 

The following list is not exhaustive and not all examples may apply in all jurisdictions. In assessing its anti-1766 
bribery risks, an organization should take into account the categories of public officials with which it deals or 1767 
may deal, and seek legal advice in the case of any uncertainty. 1768 

The term public official can include the following: 1769 

a) public office holders at the national, state/provincial or municipal level, including members of legislative 1770 
bodies, executive office holders and the judiciary; 1771 

b) officials of political parties;  1772 

c) candidates for public office; 1773 

d) government employees, including employees of ministries, government agencies, administrative tribunals 1774 
and public boards; 1775 

e) officials of public international organizations, such as the World Bank, United Nations, International 1776 
Monetary Fund, etc.; 1777 

f) employees of state-owned enterprises, unless the enterprise operates on a normal commercial basis in 1778 
the relevant market, i.e. on a basis which is substantially equivalent to that of a private enterprise, without 1779 
preferential subsidies or other privileges1)   1780 

In many jurisdictions, relatives and close associates of public officials are also considered to be public officials 1781 
for the purpose of anti-corruption laws. 1782 

A.21 Anti-bribery initiatives 1783 

Although not a requirement of this International Standard, the organization may find it useful to participate in, 1784 
or take account of the recommendations of, any sectoral or other anti-bribery initiatives which promote or 1785 
publish good anti-bribery practice relevant to the organization’s activities. 1786 

1787 

                                                      
1) See Commentaries on the Convention on Combating Bribery of Foreign Public Officials In International Business 
Transactions, OECD, 21 November 1997. 
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