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Protocols of the application layer are common communication services

Protocols of the application layer are defined for special purposes and specify

• The types of the sent messages

• The syntax of the message types

• The semantics of the message types

• Rules for definition, when and how an application process sends a message 
resp. responses to it

Usually: Client/Server structure. Processes on the application layer are using 
TCP(UDP)/IP-Sockets

Application Protocols in the TCP/IP 
Reference Model
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Top level
Domain de

rwth-aachen

informatik

metatron.informatik.rwth-aachen.de

DNS - Domain Name System

IP addresses are difficult to remember for 
humans, but computers can deal with them 
perfectly.

Symbolic names are simpler for humans to 
handle, but computers can unfortunately 
not deal with them.

137.226.12.221
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Access to Remote Hosts

index.html

Web serverSocket

http://www-i4.informatik.rwth-aachen.de:8888/content/teaching/lectures/sub/datkom/

URL

Resource ID (IP address, port number, path)

137.226.12.8 content/teaching/lectures/sub/datkom/8888

DNS Lookup

(Ethernet) hardware address

2:60:8c:2:b0:5a

ARP Lookup
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1. DNS manages the mapping of logical computer names to IP addresses (and 
further services)

2. DNS is a distributed database, i.e. the individual segments are subject to local 
control

3. The structure of the used name space of the database shows the administrative 
organization of the Internet

4. Data of each local area are available by means of a Client/Server architecture in 
the entire network

5. Robustness and speed of the system are being achieved by replication and 
caching of the naming data

6. Main components:
– Name Server: Server which manages information about a part of the 

database

– Resolver: Client which requests naming information from the server

Name
Server

Name
ServerResolverResolver

Request

Response

DNS - Concept

Lehrstuhl für Informatik 4

Kommunikation und verteilte Systeme

Page 6Chapter 3.9: Domain Name System

User Request

Resolver
User
Response

Shared
Database

User
Program

References

Requests

Responses

Requests

Responses

Administrative
Requests

Administrative Responses

Remote
Name 
Server

Remote
Resolver

Remote 
Name 
Server

Name
Server

Master
Files

ReferencesUpdate

DNS - Architecture

Lehrstuhl für Informatik 4

Kommunikation und verteilte Systeme

Page 7Chapter 3.9: Domain Name System

• For structuring of all information: the database can be represented as a tree
• Each node of the tree is marked with a label, which identifies it relatively to the 

father node

• Each (internal) node is root of a sub-tree
• Each of those sub-trees represents a domain
• Each domain can be divided into sub-domains

““

com edu gov mil

Generic Countries

Oxford

cs

se de

rwth-aachen

informatik

Domain

Sub-domain

Structure of the Database
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• The name of a domain consists of the sequence of labels (separated by “.”) 
beginning with the root of the domain and going up to the root of the whole tree

• In the leaf nodes the IP addresses associated with the names given by the label 
sequence are being stored

“”

de

rwth-aachen

informatik

metatron
logical name:
metatron.informatik.rwth-aachen.de

Associated IP address:
137.226.12.221

Domain Names
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• Each domain can be managed by another organization
• The responsible organization can split a domain into sub-domains and delegate the 

responsibility for them to other organizations
• The father domain manages pointers to the roots of the sub-domains to be able to 

forward requests to them
• The name of a domain corresponds to the domain name of the root node

““

comedu gov mil

Berkeley

Managed by the Network 
Information Center

Managed by the UC Berkeley

(domain berkeley.edu)

Administration of a Domain
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• The names of the domains serve as index for the database
• Each computer in the network has a domain name which refers to further 

information concerning the computer

“”

ca
or

nv

ba la

oakland rinkon

IP address: 192.2.18.44

The data associated with a 
domain name are stored in so-
called Resource Records (RR)

Index of the Database
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• Computers can have one or more secondary names, so-called Domain Name 
Aliases

• Aliases are pointers of one domain name to another one (canonical domain 
name)

“”

ca
or

nv

ba la

oakland rinkon

IP address: 192.2.18.44

mailhub

No IP address is stored, but 
a logical name: 
rinkon.ba.ca.us.

us

Domain Name Aliases
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The reverse tree represents the Domain Name Space
• The depth of the tree is limited to 127 levels

• Domain names can have up to 63 characters
• A label of the length 0 is reserved for the root node (“”)

• The Fully Qualified Domain Name (FQDN) is the absolute domain name, 
which is declared with reference to the root of the tree

Example: informatik.rwth-aachen.de.

• Domain names which are declared not with reference to the root of the tree, but 
with reference to another domain, are called relative domain names

Name Space
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• Nodes with the same father node must have different labels

• The hierarchical name space prevents the occurrence of collisions

“”

ca
il

pa lg

hobbes hobbes

hobbes.pa.ca.us

us

mpk

hobbes

hobbes.pa.ca.us
forbidden

hobbes.lg.ca.us

Name Collisions
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• A domain consists of all computers whose domain name is within the domain

• Leafs of the tree represent individual computers and refer to network 
addresses, hardware information and mail routing information

• Internal nodes of the tree can describe both a computer and a domain

• Domains are denoted often relatively or regarding their level:
– Top-Level Domain: child of the root node

– First Level Domain: child of the root node (top-level domain)
– Second Level Domain: child of a first level of domain
– etc.

Domains

Lehrstuhl für Informatik 4

Kommunikation und verteilte Systeme

Page 15Chapter 3.9: Domain Name System

• Originally the name space was divided into seven top-level domains:

1. com: commercial organizations
2. edu: educational organizations
3. gov: government organizations

4. mil: military organizations
5. net: network organizations

6. org: non-commercial organizations
7. int: international organizations

• Additionally, each country got its own top-level domain

• The name space was extended in the meantime by further top-level domains

• Within the individual top-level domains, different conventions for name 
structuring are given:

– Australia: edu.au, com.au, etc.
– UK: co.uk (for commercial organizations), ac.uk (for academic 

organizations), etc.

– Germany: completely unstructured

Top Level Domains
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• lithium.cchem.berkeley.edu

Computer    College of Chemistry U.C. Berkeley educational organization

• winnie.corp.hp.com

Computer                corporate headquarters   Hewlett-Packard           commercial organization

• fernwood.mpk.ca.us

Computer Menlo Park California U.S.

• daphne.ch.apollo.hp.com

Computer Chelmsford Apollo Hewlett-Packard commercial organization

Examples of Domain Names
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• Information about the name space are stored in name servers 

• Name Servers manage the whole information for a certain part of the name 
space; this part is called zone

• The information about a zone is loaded either from a file or from another name 

server

• The name server has the authority for the zone 

• A name server can be responsible for several zones

Name Servers and Zones
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• Domain and zone are different concepts:

edu

com org

berkeley

nwu
purdue

Delegationedu domain

berkeley.edu zone

purdue.edu zone

edu zone

““

• Zones are (except within the lowest levels of the tree) smaller than domains, 
therefore servers have to manage less name information

Domains and Zones
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Zones

There are no guidelines how domains are divided into zones. Each domain can 
select a dividing for itself.

Some zones (e.g. edu) do not manage IP addresses. As information they only store 
references to other zones
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• A zone contains the domain names, which the domain with the same domain 
name contains, apart from domain names in delegated sub-domains

• Example:
– Top-level domain ca (Canada) has the sub-domains ab.ca (Alberta), on.ca 

(Ontario), qc.ca (Quebec)

– Responsibility for the sub-domains ab.ca, on.ca and qc.ca is delegated to 
the name servers in the provinces

– The domain ca covers all data in ca as well as all data in ab.ca, on.ca and 
qc.ca

– The zone ca contains only the data in .ca, which mainly are pointers to the
delegated sub-domains

• Name servers load zones instead of domains, since a domain contains more 
information than needed by the name server

• Example:

– The root name server, which loads the root domain and with it the entire 
name space instead of the root zone

Zones and Delegation
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• The Primary Master of a zone (also called Master) reads the data from a file 
configured by an administrator.

• A Secondary Master of a zone (also called Slave) receives the data from 
another name server, which is authoritative for the zone. In most cases this is 
the primary master. A secondary master can receive the data however also 
from another secondary master.

• When a secondary master is started, it contacts the master server and loads, if 
necessary, the zone data (zone transfer).

• Both, the primary master and the secondary masters are authoritative for the 
zone.

• The distinction between primary master and secondary master serves for a 
controlled replication of the data and thus increases both, the performance and 
the fault tolerance.

Types of Name Servers
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• The primary master reads the zone data from appropriate files (Zone Data Files)

• A secondary master can likewise read its zone data from these files
• A secondary master usually saves the data received from a primary master in 

appropriate files

• With a restart of a secondary master it first reads the saved data in the files to 
determine whether these are current

• The backup copies thus prevent unnecessary zone data transfer and do serve at 
the same time as additional source if the primary master is not available

• The files contain Resource Records which describe the zone’s name information

• The resource records describe all computers in the zone as well as information 
concerning the delegation of sub-domains

Data of a Zone
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• Generally mapping of names to addresses
• The term Name Resolution also designates the process, in which a name 

server searches the name space for data, for which he is not responsible

• For the searching, a name server needs the domain name and the addresses of 
the root name servers

• A name server can ask a root name server for each name in the name space

• Root name servers know the responsible servers for each top-level domain
• On request, a root name server can return names and addresses of name 

servers responsible for the top-level domain of the searched name

• The top level name server again manages references to name servers which 
are responsible for the second level domain

• If additional information is missing, each search begins with the root name 
servers

Name Resolution
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Iterative Name Resolution
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• Distinction between recursive and iterative requests resp. recursive and 
iterative name resolution

• In case of recursive resolution, a resolver sends a recursive inquiry to a name 
server

• The name server must answer either with the searched information or an error 
message, i.e. the name server may not refer to another name server

• If the addressed name server is not responsible for the searched information, it 
must contact other name servers

• The name server can start a recursive or iterative inquiry; usually it will use an 
iterative inquiry

• With the inquiry, the name server tries to shorten the resolution process by 
directing the inquiry to the most suitable name server regarding the searched 
information (i.e. if known, a server on a lower level is contacted instead of the 
root name server)

Recursive Resolution
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Root Name Server

• Requests to which a name 
server cannot answer, are 
handed upward in the tree

• Name server on the upper 
levels are heavily loaded

• Inquiries, which go into 
another zone, often run 
over the root name server

• Thus, the root name 
server must always be 
available

• Therefore: replication -
there are 13 instances 
of the root name server, 
more or less distributed 
over the whole world

Problem: very central 
placement of the servers!
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• Information in the database is indicated by names
• Mapping of a name to an address is simple
• Mapping of an address onto a name is more difficult to realize (complete search 

of name space)
• Solution:

– Place a special area in the name space, which uses addresses as label; 
the in-addr.arpa domain

– Nodes in this domain are marked in accordance with the usual notation for 
IP addresses (four octets separated by points)

– The in-addr.arpa domain has 256 sub-domains, each of which again 
having 256 sub-domains, …

– On the fourth level, the appropriate resource records are assigned with the 
octet, which refers to the domain name of the computer or the network with 
the indicated address

– The IP address appears backwards because it is read beginning with the 
leaf node (IP address: 15.16.192.152 

=> sub-domain: 152.192.16.15.in-addr.arpa) 

Mapping of Addresses to Names
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in-addr

arpa

15

“”

16

192

152

0 255

0 255

0 255

0 255

hostname winnie.corp.hp.com

Mapping of Addresses to Names
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• Caching is the process of buffering name information in a name server not 
responsible for those information. In further requests these information are 
present and the name resolution process can be speeded up

• Stored are not only information about the requested hosts, but additionally all 
information about other name servers used in the resolution process

• The Time to Live (TTL) indicates how long data are allowed to be buffered

• The TTL guarantees that no outdated information is used

– Small TTL gives a high consistency

– Large TTL gives a faster resolution of a name

Caching & Time to Live
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• Entries in the zone data files the name server are resource records
• General structure: (label, ttl, class, type, value)

Resource Record

Contains the IP address of a host; needed for name resolutionHostA

Indicates the authority for the zone dataZoneSOA

Refers to the mail server of the domainDomainMX

Refers to a server which offers a certain service in the domainDomainSRV

Refers to a responsible name server for the zoneZoneNS

Canonical name, i.e. reference to the actual nodeNodeCNAME

Other useful informationarbitraryTXT

Additional information to the host (CCU, operating system)HostHINFO

Used for the mapping of an address to a nameHostPTR

DescriptionUsed in…Type
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Label ttl class type value

ripe.net 7200   IN     SOA         ns.ripe.net.    olaf.ripe.net. (
2001061501     ; Serial 
43200  ; Refresh 12 hours
14400  ; Retry 4 hours
345600 ; Expire 4 days
7200 ; Clear cache 2 hours
)

ripe.net 7200   IN      NS           ns.ripe.net.
ripe.net 7200   IN      NS           ns.eu.net.

pinkje.ripe.net 3600   IN       A             193.0.1.162
host25.ripe.net 2600   IN       A             193.0.3.25

Example: Resource Records in a Zone File

IN = Internet addresses

Lehrstuhl für Informatik 4

Kommunikation und verteilte Systeme

Page 32Chapter 3.9: Domain Name System

Example: Resource Records in a Zone File
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SOA Record

Name of Master Server
E-Mail address of contact 
person. First “.” means “@”

Version number

Timing data for the zone

• SOA = Start of Authority
• It indicates that the name server is authorative for the zone
• There can be only one SOA record in an appropriate file

• Example:
movie.edu. 7200 IN SOA terminator.movie.edu al.robocop.movie.edu (

129846; Serial

10800; Refresh after 3 hours

3600; Retry after 1 hour

604800; Expire after 1 week

86400); Minimum TTL OF 1 day
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• Attributes of the SOA record:
– Serial: Serial number which serves the secondary master for the 

recognition of new versions of the zone data
– Refresh: Time interval, at whose expiration the secondary master 

examines the topicality of its data
– Retry: time interval; if the secondary master cannot contact the primary 

master at expiration of the refresh time, then it tries again after expiration 
of the retry time interval

– Expire: if the secondary master cannot contact the primary master after
the indicated length of time, it stops answering inquiries because it must 
assume its data is outdated

– TTL: Refers to all resource records. This value is returned as part of the 
answer on a request to instruct other servers about the maximal time for 
caching the data.

SOA Record
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• NS = Name Server
• For each name server of a zone a NS record is created

• Example:
movie.edu. IN NS terminator.movie.edu

movie.edu. IN NS wormhole.movie.edu

• There are two name servers, which are in the regarded example installed on the 
computers terminator and wormhole

NS Record
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• A = ADDRESS
• CNAME = Canonical Name
• At least one A record is needed for each host in the zone, CNAME records are 

optional
• Example:

; Host addresses

localhost.movie.edu. IN A 127.0.0.1

robocop.movie.edu. IN A 192.249.249.2

terminator.movie.edu. IN A 192.249.249.3

diehard.movie.edu. IN A 192.249.249.4

misery.movie.edu. IN A 192.253.253.2

shining.movie.edu. IN A 192.253.253.3

carrie.movie.edu. IN A 192.253.253.4

;

; Multihomed host

;

wormhole.movie.edu IN A 192.249.249.1

wormhole.movie.edu IN A 192.253.253.1

Address and Alias Records
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;

; Aliases

;

bigt.movie.edu. IN CNAME terminator.movie.edu.

dh.movie.edu. IN CNAME diehard.movie.edu.

wh.movie.edu. IN CNAME wormhole.movie.edu.

wh249.movie.edu. IN A 192.249.249.1

wh253.movie.edu. IN A 192.253.253.1

A = ADDRESS

CNAME = illustrates an alias on its canonical names

• For multihomed computers (connected with several networks), an own A record 
is needed for every secondary name if different aliases are to be stored for the 
addresses 

• For a secondary name, which applies to both addresses, a CNAME record is 
created

Address and Alias Records
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• PTR = Pointer
• Provides information for the mapping of addresses to names

• Example:
1.249.249.192.in-addr.arpa. IN PTR wormhole.movie.edu.

2.249.249.192.in-addr.arpa. IN PTR robocop.movie.edu.

3.249.249.192.in-addr.arpa. IN PTR terminator.movie.edu.

4.249.249.192.in-addr.arpa. IN PTR diehard.movie.edu.

• Addresses should refer only one name, the original or canonical name 

PTR Record
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• MX = Mail Exchanger
• MX record serves for the controlling of e-mail routing

• Specifies a mail server responsible for a domain name, which processes or 
passes on e-mail

• Additionally, a preference can be indicated if several mail servers are present

• Example:

peets.mpk.ca.us. IN MX 10 relay.hp.com.

indicates that relay.hp.com is the mail server for peets.mpk.ca.us with the 
preference 10

• Only the relative preference value is important; the mail server with the smallest 
value is addressed first 

MX Record
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• Program for placing DNS inquiries

• Offers both an interactive and a non-interactive mode
• Interactive mode:

[aoxomoxoa:thissen] 42> nslookup

Default Server: nets1.rz.RWTH-Aachen.DE

Address: 137.226.144.3

• Non-interactive mode:

[aoxomoxoa:thissen] 43> nslookup metatron

Server: nets1.rz.RWTH-Aachen.DE

Address: 137.226.144.3

Name: metatron.info-4.informatik.rwth-aachen.de

Address: 137.226.12.221

• the default name server for the zone is nets1.rz.RWTH-Aachen.DE, i.e. 
each inquiry is sent to this name server

nslookup
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DNS defines only one protocol format, which is used both for inquiries and for 
responses:

• Identification: 16 bits for the definite identification of an inquiry, to match requests 
and responses

• Flag: 4 Bit, marking of (1) request/response, (2) authorative/not authorative, (3) 
iterative/recursive, (4) recursion possible

• „Number of… “: Indication of the contained 
number of inquiries resp. data records

• Questions: Names to be resolved

• Answers: Resource records to
the previous inquiry

• Authority: Identification of passed
responsible name servers

• Additional information: further data
to the inquiry. If the name searched
is only an alias, the belonging resource
record for the correct name is placed
here

DNS Protocol

Number of Additional 
RR

Number of Authority 
RR

Number of Answers 
RR

Number of 
Questions

Questions (variable number of RR)

Additional information (variable number of 
RR)

Authority (variable number of RR)

Answers (variable number of RR)

FlagIdentification



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.000 842.000]
>> setpagedevice


