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(Advanced Persistent Threat : APT)
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Advanced Persistent Threats (APTS)
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2. Spear-Phishing
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Network Security Analysis Platform
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Logged in as: admin | [slesliky

‘Event Grid

el "T. |
: QafFl otyAC
File MNextGen Community Sandbox AY 'c'>l'_4x|.| Af%% | Anti- VII'USO'" A—|
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(‘"NetWitness Spectrum :: Event Detail - Windows Internet Explorer

CIS (B htip://10.231.109, 108 /e vent, 10569
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E NetWitness Spectrum :: Event Detail

@ Event Actions

Analysis for Spectrum Event 10589
Archived Sep 21, 2011 6:04:51 AM

Event Type NextGen
Number of Files 1

[ L»

Top 10 Event Influences

» View Event Detail

e
e
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Sandbox: Kernel Obfuscation Open Process
{action: Open_Process, targetpid: 1972, process: C:\Windows \Ex

Sandbox: Suspicious Activity - Configuring Internet Se:
Registry Activity (path: HKEY_CURRENT_USER\Software\Microsol
Create_Key), value:

Sandbox: Kernel Obfuscation SetWwindowsHook Ex{): WH
{module: $00000000, threadid: 3008, address: $6EE68F93, hook

Sandbox: Security Weakening - RASMAN Service
Service Activity (service: RASMAN, action: OPEN)

PE File Contains TLS Callback Functions
File Name: 174EE24B4E7 153A316C84D . exe, This file uses anti-d
engineering.

Sandbox: Suspicious Activity - Mare than 1 Unigue Out
218.38.12.97 (218-38-12-97 youiwe.co.kr):80(TCF), 211.196.1¢

PE Import Table Contains Suspicious Fingerprint(s)
Import Function Name: callnexthookex

Sandbox: Suspicious Activity - HTTP Protocol (outbour
{protocol: HTTP, transport: TCP) {local: nfa, remote 211.196.153

Sandbox: Suspicious Activity - Generic Test for ALL Ra
File Activity (path: {.\Nsi, action: Open_File)

Rlarer BXE 20l NIORERPIRCess)
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nt Grid

¥ Event Details

Logged in as: admin

€ Delete Event

@ Event Actions  —

‘) Add Comment

Ll  Open in NextGen

#5310 1 (Gl 1 Files

B o ol @00

- POF 2EI2 N &

Top 10 Event Influences
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Sandbox: Kernel Obfuscation Open Process

(action: Open_Process, targetpid: 1972, process: C:\Windows\Explorer.EXE, api: NtOpenProcess)

Sandbox: Suspicious Activity - Configuring Internet Settings

Registry Activity (path: HKEY_CURRENT_USER\Software \Microsoft\Windows \Currentiersion\Internet Settings \User AgentiPost Platformnull, action:

Create_Key), value:

Sandbox: Kernel Obfuscation SetwindowsHook Ex(): WH_KEYBOARD
(module: $00000000, threadid: 3008, address: $6EE68F93, hookid: WH_KEYBOARD)

Sandbox: Security Weakening - RASMAN Service
Service Activity (service: RASMAN, action: OPEN)

'— I— |iavascrim:even(ﬁepon,openHeportModal(‘IIJSBS‘,'pdf).‘

DTop ~|
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("'Net‘ﬂitness Spectrum :: Event Detail - Windows Internet Explorer

'y [ hitn://10.231.109, 108/ vent/ 10563

e BARI| |5 [B1EH MDIE - g Y 2 TP -

[Z] Wetwitness Spectrum :: Event Detail

@ Event Actions

B Static Analysis Results

File 1 /1

Static Analysis Highlights

174EE24B4E7 153A316C84D.exe  —

Score : m

wE

[T [ [ [ [7oEgs3s HMIE | 22 ZE: of

Fa~[®i0% -

#4841 Company SHAT
w nfa 2f23f67d63 1fbec1e684d3efb26544535b16481a v
| Language Subsystemn Type
Korean IMAGE _SUBSYSTEM_WINDOWS _GUI - Zip a EH E Ol’/d _l—_l_l'ol I xl_
== Product Name == Internal Name o - o =2 o
\ nia " nfa ) l T
.“ File Version &% ProductVersion e e [ X]
4y nfa é‘ nfa
o= o A5IAIA A 2
.. Digital Signature .‘ File Type O S SALE ABSIARSLID
%I TRUST _E_NOSIGNATURE PE32 012 ...m_event_10,589_1 74EE24B4E 7153A316CB4D, exe. zip
MD5S &= Original File Name 23 ALZip ZIP File, 510KB
d7bf7efffSc2b17ba%202915f73a41f4 W nhfa AlZ: 10.231.109.108
File Size PESize
u 1102848 - 1102848 S21(0) I HEE)
Influences P S -
22 Me AEAS] AZHY LGS & £ 2/SLICH D2 F50t
. Sl A ﬂEgdi""#S}\SED oS AL AZ5HA O
{;;- PE File Contains TLS Callback Functions SN2, 371%11} e AL SO e Rl
File Name: 1 74EE24B4E7 153A316C84D exe, This file uses anti-debugging techniques {TLS Callb
to prevent reverse-engineering.
" e | | @ Tor 5]
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(""NetWitness Spectrum :: Event Detail - Windows Internet Explorer

&9y [ hio://10.231,109,108/event/ 10583 =l 142 |[ x| [&% Live Search [2]-]

Jp BAR| |5 (B 5H MOIE - g ¥ F2 AP -

A

1 - g~ HIDIFE) > 2UHES) - EO) - @~

I

E MNetWitness Spectrum :: Event Detail

@ Event Actions

I NextGen Results Score: 10

Meta Highlights [Show All]

Source Target
114.108.157.201 — : 80 -~

Service
80 -~

\‘ Country

4 Kk

. NetWitness Investigator 9

or éigollection Edit Miew Bookmarks History (FETT
|2011-Sep-20 0:03:00PM to 2011-Sep-20 0:13:00PM E| Found inSpectrum (ip.src = 10.32.36.200) > i—]:!
| Dir|

O ———T e,
14 teg Welcome |@HsaC0ncentrator 3 || M T=1 0 (E=Y 0o o

Influences

< 2011-09-20 12:03

'y

@) Destination Country is Korea
s

ID 114102157201 O 1 204 Dove 20 Savvica S0 Aliac: ofila20)7 1f]

O« MY 2 HEE
InvestigatorOl A &HAl

4~ Risk: Informational (4 iterns)
http 1.1 without server header (8) - http contentdisposition with filename (3) - exe one dos header anormaly (1) - exe a

A} 4~ Risk: Suspicious (= items)
= packer morphine (1) - packer antireverse {1} - exe timestamp before 1999 {1} - escalation multiple informational {1} -

= M
(L |

A‘ 4~ Risk: Warning (1 iterm)
! escalation multiple suspicious (13
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Session A|M AFN| LS — 404 Not Found #A| 0|2 E Ot
CHREEE

E MebWitness Investigatar 9

P Collection  Edit Wiew  Bookmarks  History  Help

|AII Data |'| Additional Demo > Sessions for "abnormal exe” @ a l:l 7

arget 59.34.197.165 : 80 )
57 bytes

| uon=|ed [

HTTP %5i% 404 - XX fF =k H Z R3], -
Internet {5 8RB % (1IS)

FAEE (VA EREARIEMR)
. %:;Ei! Microsoft =@ RS HIEE GIF “HTTP™$1 “404"H)
TRk
o FTFF IS FEEN 7 (Al 1S EIBEE (inetmgn) HIA[ED , 5

MEITAN CTSEE T CRMEEES A AT R
HERHE 2.

GET /host txt

Lom
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ENetWitness Irvvestigator 9 - BX
! Collection  Edit Miew  Bookmarks  Hiskory  Help
|.¢\II Data | '| Additional Demo > Sessions for “abnormal exe” @"ﬁl :h’_l
@ .
gﬂ@@@@lll. IDEE.EDI
g__ -
- GET /host txt -
E
Q
u
E
5
T
[oo]

e0=http://www. 333202, com/down/1. exe
el=http://www. 333292. com/down/2. exe
e2=http://www. 333292. com/down/ 3. exe
e3=http://www. 333292. com/down/4. exe

ed=http://www. 333292. com/down/5. exe

e5=http://www. 333292. com/down/6. exe

(R UL




CIO Summity,,,

ko MetWitness Investigator 9 @&M

i Collection Edit Miew Bookmarks History Help

&Il Data |l Addition . > HTTP> 192.168. .. > exe > il >N
(5]

(]

=

2

[=]

= | pa‘p"ll:lﬁlj Size

ket Count 1,634

GET /downd1.eme HTTRA1.1 (=
llser-hgent : OownloadNetFile

Host: www, 333292, com

Pragma: no-cache

HTTRA1 .1 200 (K

Content-Length: 18404

Content-Tvpe: application/octet-stream
Lagt-Modified: Wed, 16 Jan 2008 16:05:18 GMT
hecept-Ranges: bytes

ETag: "0737a965950ch1 : 2ba”

Server: Microsof t-115/6.0

¥-Powered-By: ASP.NET

Date: Wed, 16 Jan 2008 19:06:14 GHT

MZKERKEL 32, OLLLoadL i braryaGet ProcaddressUpackByDw ing@PEL g @(°

|
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¢ Collection

all Data

Edit  Wiew

&
£
=
[
o
3

|l@.ﬂ\dditional Demo &3 |

Bookmarks  History

Help
a0

x

Additional Demo > Sessions for "abnormal exe”

unigaE| D

Page 1 of 1

i -

Apply Drill in New Tab
Apply [EQUALS Drill
Apply |[EQUALS Drill in New Tab

Apply as Root Drill in New Tab |

CentralOps Whaois for IPs and Hostnames

Coogle
Coogle Keyword Search

Coogle Malware Diagnostic for IPs and Hostnames
McAfee SiteAdvisor for Hostnames
MyMetWatchman IP Incidents

SANS IP History

SamSpade

NETSTAT

Edit Custom Actions...




i:fNetWitness Irrvestigakor 9 - X
! Collection  Edit  Wiew Bookmarks  History  Help
8l Data |=| Additional Demo > 192.168.221.129 S0 ™

= ek Wwelome |@F\dditiona| Ciema | |@Additinnal Demo | |@Additinnal Demo IE3 |

«[s[E[CEFZ]S

=~

(0

 ——————————————————————

< 2008-05-3013:54

2008-05-3015:49 >

| Lopajen

Bl b

Y
Risk: Informational (5 items)
commeon document formats (7) - high risk filetypes (3) - user-agent change mid-session (2) - unknown user-agent (2) - google search (2) - packer upx (1)

Risk: Suspicious (10 items)
watchlist tid (18) - known apt tid (3) - suspiciously named exe files (2) - packer upack (2) - known malware filenames (2) - escalation multiple informational (2) -
suspiciously named php files (1) - javascript edwards packer (1) - direct to ip http request (1) - abnormal exe (1}

Risk: Warning (2 items)

escalation multiple suspicious (8) - abnormal exe (3)

® &>

e

4 Service Type (= items)
OTHER (314) - HTTP (84) - S5L (30) - DNS (10} - NETBIOS (2)

p Action Event (] item)
get (B4)

4 Source IP Address (1 it=m)
192.168.221.129 (440)

L) Source 1Pvh Address fanen
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i Collection Edit View Bookmarks History Help
Today = NWAPPLIANCESOT1 > ip.srg = = Sessions for T =

&) s Welcome @ NWARPPLIANCERDT! & | @ NWAPPLIANCEGOTI & NWAPPLIANCESOT @ NWAFPPLIANCERDTI

S [ raperoras |ﬂ[ﬁu > | r-[[t] —|EE)=| = H q]&_ﬂﬁ'_

WAPPLIANCEGO?1 Content — Session 99768768
Time Service

View. 2012-Jan-19 07:00:23 1P/ UDP | OTHER 500 B
View 201 2=jan=19 071 709 1P UDP | OQTHER 1208
View 201 2-Jan-19 0701714 1P f UDP | OTHER 1208
vie(| 2012-Jan=19 07:21:55 IP [ UDP / OTHER oy e Packet 1
Vie 2012-jan-1907:21:59 IF f UDP | OTHER 1 BE 2012-Jan-18 22
00000000 -
Vie 201 2=jan=19 072255 P/ UDP | OTHER 120 E 00000010 -
Vie 2012-jan-19 07:24:10 IP [ UDP / OTHER 124 & ponnonan :
vied 2012-an-1907:24:14 P/ UDP / OTHER 12de Packet 2
——— — — . 2012-jan-18 22:11:36.287000 [6897677682]
Vie 0000003 =
- 0000004c -
Vie n 01-}\6] _T_'L]-(‘?_J‘ 31“-—}\] }\]—O] EE 7_1]&—7};] - 0000005e -
[, ]ﬁ : ‘:'I—}\ ] - B | ooooooge -
o 17_]]7 hrd Q.o Packet 3
= E
View = UDP N S “ & = 2012-Jan-18 22;
View. —ZOTI-AN=T¥F U7 Z9 55 " T OTF T THER 2 [ij Cooooo7s -
- oogoooss -
Wi 200 2-Jan-1907:30:10 1P UDP | OTHER 1208 s 00000038 -
00000028 -
View. 2012-jan-1907;30:55 IP / UDP | OTHER 1208 T Packet:
Wiews 201 2-jan=1907:31:45 1P UDP | OTHER 50 B
> 000000b4 -
View. 2012-jan-1907:32:00 1P UDP | OTHER 1208 S00000c4
00000044
000000e4
Packet 5
2012-jan-18 22:13
000000£0 -
00000100
00000110
00000120
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E NetWitness Spectrum :: Event Detail

Meta Highlights [Show A1)

B - B

- [ @ + Page v Safety~ Took - (@)

E Session D
209706854 | —
Alias Host

nfa

OSource
10.8.81.102 —

3761 -
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BP 2N 202-01-24 01:04

Tweet HLke 4

A vrold A Moz AT

GR FION C RIS |

GOUS]G 146.185.244 237 | QERCENE I BRI
“Win3z/Palevo, worm 52736, E°2F EZ0]
i =ofel @ ERY Win-
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