AT&T Secure Family™
Pairing Android Child Devices

6/22/2020

Effective with the 10.13.1 update for Android

These steps apply all Secure Family customer types
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New Simplified Location Only Pairing

With the release of Android update 10.13.1, we have removed the requirement to use a VPN if you wish PSR -
to use Secure Family only for Location monitoring and alerts. Installing the Secure Family Companion B |
on the child device and pairing with your phone is highly recommended for GPS Location accuracy. pinsh setup on [amels cevice
Follow the enclosed steps and stop at Step 18 for Location monitoring and alerts only. Refer to the '

screen shown on right hand side for Location Only (GPS tracking).

----- AT&T = 11:45 AM 100% -

Cancel

Finish setup on [Name]'s device
to enable features.

@ Companion app installed
@ Location permissions granted.

® VPN isinstalled which enabled
protection features.

Send new invite

@ Companion app installed

. ‘ @ Location permissions granted.
Required:

Secure Family — Parent — release 10.13.1 GPS Location only enabled istal VN o enable protection
Secure Family Companion — Child — release 10.13.1
. Send new invite
GPS Location plus Parental Controls enabled

If you wish to add protection features (Parental Controls) including; Content Filters, Pause Internet
and Internet Time Limits, then you must continue with pairing and install the Secure Family
Companion VPN. Continue with Steps 19 thru 29 to enable all features that require a VPN. Refer
to screen shown left hand side to enable Location plus Parental Controls (Protection).



Pair Companion App - Android Child Device

Before beginning the pairing process please ensure that your child’s device OS version is above Android 5.0, that it does not have another companion app or VPN profile
installed, and that it does not have short codes blocked. It is extremely important that the Android OS location permissions are set correctly to “Always Allow” on the
child’s device to receive accurate location information from your family member’s companion device.
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Time Limits
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Content Filters

Block content and apps
Child2's not ready for.

Step 1 — To initiate pairing for only

Parental Controls, tap ‘Time
Limits’ or ‘Content Filters’ or
‘Pause Internet’

Steps taken on parent device
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< Back

Protect kids from content
they're not ready for

To turn on the Location Alerts, Content
Filters, and Pause Internet features you'll need
to pair your child's phone.
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Step 2 — Tap Next
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Pairing
X Noah

STEP10F 3

Before you start

You will be asked to install the Secure
Family Companion app on [Name]. Having
the device nearby is recommended.

Start pairing .)

Pairing
X Noah

STEP 2 OF 3

Send pairing link to install
companion app

Tap Send link below to send the pairing link
to [Name]. This link must be opened on
[Name]'s device to launch the companion

©

AT&T Secure Family Companion
AT&T Services, Inc.

@ Link expires in 59 mins

Send link

Next step

Step 3 — Tap Start pairing

Step 4 — Tap Send link

AirDrop. Share instantly with people nearby,.

(@) If they turn on AirDrop from Control Center on
i0S or from Finder on the Mac, you'll see their
names here. Just tap to share.

Q000

Message Mail Twitter

Open in
Safari

Cancel

Step 5— Select how to send
pairing link to child device. In this
example you will see pairing
link sent via text message




Pair Companion App - Android Child Device (cont'd)

Before beginning the pairing process please ensure that your child’s device OS version is above Android 5.0, that it does not have another companion app or VPN
profile installed, and that it does not have short codes blocked.

Steps taken on
parent device

4:04 PM

all ATRT 7

New Message Cancel

You're invited to join [number]'s
family in AT&T Secure Family. Tap
the link to download app and pair

your phone. [link] 0
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Step 6 — Enter child contact info,
then tap arrow to send pairing text
to child device

Steps taken on child device

AT&T Secure Family: You're
invited to join [number|'s family.
Tap the link to continue. [link]

Step 7 — Take CHILD device and
open pairing SMS. Tap the link

AT&T Secure Family
© Companion™

AT&T Services, Inc.

Lifestyle

INSTALL ‘

What's new ®
Last updated May 9, 2019
Bug fixes and performance improvements

READ MORE

Rate this app
Tell others what you think

WRITE A REVIEW

Developer contact A

Step 8 — The Google Play Store
will open to the AT&T Secure
Family Companion App. Tap
Install

Steps taken on parent

@nm.. RX = 100% B 2:55 PM
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AT&T Secure Family
© Companion™

AT&T Services, Inc.

Lifestyle

What's new e
Last updated May 9, 2019
Bug fixes and performance improvements

READ MORE

Rate this app
Tell others what you think

WRITE A REVIEW

Developer contact A

device
.
X o
STEP 2 OF 3

Send pairing link to install
companion app

Tap Send link below to send the pairing link
to [Name]. This link must be opened on
[Name]'s device to launch the companion

@

AT&T Secure Family Companion
ATE&T Services, Inc.

".-),‘.‘;w- 59 mi

Send link

Step 9 — When the app is done
downloading, tap Open

Step 10 — Take PARENT device,
tap Next Step



Pair Companion App - Android Child Device (cont’'d)

Before beginning the pairing process please ensure that your child’s device OS version is above Android 5.0, that it does not have another companion app or VPN
profile installed, and that it does not have short codes blocked.

Steps taken on parent device

Pairing
X Noah

STEP 3 OF 3

Enter pairing code

When prompted, enter the pairing code on
[Name]'s device. If [Name] is not nearby, you
can also send the code to their device.

Pairing code

123456

@ Code expires in 59 mins

Step 11 — Tap Send code

AirDrop. Share instantly with people nearby,.
If they turn on AirDrop from Control Center on
i0S or from Finder on the Mac, you'll see their
names here. Just tap to share.
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Twitter

o

Message

Open in
Safari

Step 12 — Select how to send
pairing link to child device. In this
example you will see pairing
link sent via text message

4:04 PM

New Message Cancel

To:

AT&T Secure Family pairing code is
123456. *Do not enter this code
unless you trust the sender.
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Step 13 — Enter child contact info,
then tap arrow to send pairing text
to child device

Steps taken on
child device

¥ 4 =315

Pairing will share your location so if
you don't recognize this number,
call a parent.

Enter 6 digit pairing code
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Step 14 — Take CHILD device,
enter in code that parent sent via
text. Tap Enter.

Step shown on
parent device

eeeee ATAT T 11:45 AM 100% -
Secure Family Companion
< Back Noﬁh P

Finish setup on [Name]'s device
to enable features.

@ Companion app installed.

Grant location permissions to turn on
location features.

Install the VPN to enable protection
features.

Send new invite

Step 15 — Parent will be notified
that the Companion App is
installed.




Pair Companion App - Android Child Device (cont’'d)

Note: This feature is the same for all types of Secure Family wireless customers.

Steps taken on child device

vdlliz230

Set up location

Start sharing location!

To use location features, select Allow all the
time on the next screen.

Allow all the time

)

Skip

IMPORTANT

Step 16 — Tap ‘Activate location

features’

Youfll need to turn on
dewce a'dmmlstrator
permission

Device Admin Permissions are used to
ensure that the application can not be
removed from the device once set up.

(Application can be removed at any
time by parent.)

.,

Step 17 — Tap ‘Allow’

Step shown on
parent device

Steps taken on child device

esene ATAT = 11:45 AM 100% -

Cancel

Finish setup on [Name]'s device
to enable features.

@ Companion app installed

@ Location permissions granted.

Install the VPN to enable protection
features.

Send new invite

Step 18 — Parent will be notified
that Location permissions have

been granted. At this point GPS
Location accuracy is enabled.

V4l 1230

Enable protection features

To enable content filters, pausing of
internet, and activity monitoring, you'll need
to install a VPN on this device.

P

Enabln features

Skip

These steps enable parental controls

Step 19 — If you wish to enable
Parental Controls (Content
Filters, Pause internet, Time
limits) Tap ‘Enable protection
features’
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AT&T Secure Family setup

instructions.

You will need to connect to the AT&T Secure
Family VPN to use Content Filters, Pause
Internet, improve accuracy and alerts.

Find and turn on AT&T
Secure Family Companion

Secure Family Cun.nion

"l (@) <

Step 20 — Tap ‘Got it’ after
viewing animated demo.



Pair Companion App - Android Child Device (cont’'d)

Note: This feature is the same for all types of Secure Family wireless customers.
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< Accessibility Q

Screen reader
Get spoken audio guidance and special controls that
help you navigate without needing to see the screer

Visibility enhancements

Change size, contrast, and color to meet your needs

Hearing enhancements
Adjust the audio to help your hearing, or use
alternatives like text

Interaction and dexterity
Enhance or replace touch interactions and other
controls

Advanced settings

Manage Direct access and other advanced functions

Installed services
2 services

I @ <

Step 21 — Select ‘Installed
services’

333 @ U A - NFale

< Installed services

AT&T Secure Family Companion
off

Vysor
off

11 @) <

Step 22 — Select ‘AT&T
Secure Family Companion’

Steps taken on child device
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< AT&T Secure Family Companion
Off @D,

Turn ON the switch g

111 @] <

Step 23 — Toggle the switch
iONI

Use AT&T Secure Family Companion?

AT&T Secure Family Companion wants
permission to:

* Monitor your actions
Receive notifications when you're interactir g with
an app.

* Retrieve window content
Inspect the content of a window you're interacting

with.

Cancel OK

Step 24 — Tap ‘OK’
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Enable device administrator.

Prevent your kid from uninstalling the AT&T
Secure Family Companion app and removing
content filters.

1 O <

Step 25 — Tap ‘Enable’




Pair Companion App - Android Child Device (cont’'d)

Note: This feature is the same for all types of Secure Family wireless customers.

Steps taken on child device

334 @ % 4 - T 334 W @A - NO=aE
Activate device admin app @ @ @ Fe
?o AT&T Secure Family Companion
_ _ Last Step!
Block this phone from using specific apps and

websites

Activating this admin app will allow Companion
to perform the following actions

Cancel Uninstall Activate

i O <

Connect to the AT&T Secure Family VPN
to use content filters, pause internet, and
improve location accuracy and alerts.

1 O <

Step 26 — Tap ‘Activate’

Step 27 — Tap ‘Connect’

Connection request

AT&T Secure Family Companion wants gOI’]QI’S}tUHtIOgIS, this

to set up a VPN connection that allows it evice Is pairec:

to monitor network traffic. Only accept if You can now set up protective filters
you trust the source. from the AT&T Secure Family parent

app.

©Or appears at the top of your screen
when VPN is active.

Gl T
Cancel OK

—

Step 28 — Tap ‘OK’ Step 29 — Tap ‘OK’



Pair Companion App - Android Child Device (Cont'd)

Note: This feature is the same for all types of Secure Family wireless customers.

Final screen on child device Final screen on parent device

1
0000 AT&T = 11:45 AM 100% - : seses ATAT = 11:45 AM 100% -

Q Q e o Cancel

Finish setup on [Name]s device
to enable features.

@ Companion app installed

Note that installation
of the Secure Family

@ Location permissions granted.

Near 19th Street | ® VPN is installed which enabled Companion VPN is
San Francisco, CA | protection features. .
2 min ago - within 1000 yds i reqU|red for Parental

Controls including;
, ; Content Filters,
f,rﬁiecmn Feakupes ! Pause Internet and

' Internet Time Limits.

Send new invite

Step 30 — Parent will be notified
that the VPN has been installed,
enabling protection features.



Troubleshooting Pairing Issues



Troubleshoot Pairing Issues - Android Child Device

There are several Issues that would prevent the installation of the Android companion app including:
1. The child device must have Android OS 5.0 or higher installed
2. Child has another parental controls app or VPN installed (e.qg., Life 360, Circle Go, etc.)
3. Child has short codes blocked (this will block the pairing SMS)

Ensure your child’s device doesn’t have another VPN installed. From child’s device go to Android settings, then follow these steps:
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[ (B ) v
57 = < CONNECTIONS 2 < MORE CONNECTION SETTINGS < VPN ADD VPN
Connections . .
Nearby device scannin ? AT&T Secure Family C..
Bluetooth : Y 9 (3 y o
Sounds and vibration
k Printing
Data usage
Notifications VPN

Airplane mode

Display Wireless Emergency Alerts

Mobile Hotspot and Tethering

Wallpapers and themes Reset network settings
Mobile networks

Advanced features
Location

High ac«

Device maintenance
More connectior settings

Apps
LOOKING FOR SOMETHING ELSE?

SAMSUNG CLOUL

| nek erresn

Step 1 — From Child Device’s Settings Step 2 — Tap on More connection Step 3 —-Tap on VPN Step 4 — Ensure that no other VPN,
App, scroll down and tap on settings besides the AT&T Secure Family
Connections Companion, is active on the child

Device on this page



