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e to adopt an aggressive, yet measured, ap
3 suspicious or anomalous disease outbreaks o
icit use of disease agents and biotoxins

science, which should be expected to be accurate, reliable
efensible, would be an important contributor to informing
and policy decisions and follow on actions
porting global scientific enterprise should be available on de
rced and held accountable to:
eet high expectations for responsiveness to stakeholder requirements at
e applied to a dynamic range of operational and investigative situations
based on sound science and practice which provides significant value
standardized for quality, credibility, transparency and defensibility,
evolve matched to
the availability and leverage of new science, technology and innovation
dress prioritized gaps to substantially inform crucial investigative, leg

elop needed capabilities against known and future threats includ
ated science and technology
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ial Scenarios to Frame
Vlicrobial Forensics Discussio

pact Bio Attack (Small{==) Large), No Warning
Impact Attack (Small €= Large), Warning

ad or Surgical Strike, Military vs. Civilian Targets (Pe
rastructure, System)

picious or Anomalous Disease Outbreak
picious or Anomalous Event Claimed to be Accidenta
ligence, Investigation Suggesting Imminent Attack
ble Attack or Claim, Hoax
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nce: Analysis and interpretation of phy
e its relevance to events, people, places, to
processes, intentions, plans

ication and Characterization (What is it? Who is it? Doe
' to the investigation?)

ysion toward Attribution or Exclusion (Where did it come fro
s it relate to something, some place or someone of interest a

fic Attribution: Assignment of a sample of question

ource of known origin to a high degree of scientific c

same time excluding origination from other sources

ibution requires comparison of samples from “Q” (Questione
Known) sources

titative and qualitative expression based on what analysis
de and how it can be communicated

ingly and more intensely, the science underlying “att
utinized, expectations are increasing for accuracy,

ribution: “Who Did It and Who is
onable [or acceptable level of]

U Je
olying Forensic Scie

d provide useful (“probative”) information
hat aids investigation, prosecution or exonerat
eads; helps to inform and guide investigations a

ative questions, prosecutive or defense theories a
es

ith “rule in-rule out” during investigations or similar

or limit the number of sources that evidence could
ted from; ideally one source to definable/acceptable

r could not have done it?) decisions

pport, modify or discount prosecutive or defe
es before, during (and sometimes after)
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ormation Gathering
iggering Event or Information
ay Foundation for and Justify Investigation, (Intelligence Activities)
gation
sciplinary, Multi-Source and Time-Driven
and Rule Out Process, Buttress or Re-Direct
e Investigation
nce Identification, Collection, Preservation,
des Presumptive Testing
Analysis
des Deeper Characterization
parison of ples from “Questioned Sources”
nown Sources”
on, Conclusions In Context
n to Real-Time and End Users
Alternative Interpretations
g Decisions and Actions
Meeting “Burden of Proof”
ard Prosecution, Can Support Exoneration
Decision Making
i Other Stakehold
s, Conclusions, Explanations (includin

Reliability

Defined & Accept
Rate

Speed & Responsiv
Repeatability
Transferability
Validity Can Be

Who, What, When,
Where, Why, How?
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e With/Weigh

mportant in Forensi

Clash of Cultures: Research Science v.

has been laid down through >25 L .
oving new science and Applications Science v. Legal v. Courts:
*Challenge in an Adversarial Environment

into the U.S. Courts

justice system is well sensitized L .

developed “tests” via landmark sLawyers (not Scientists) in Charge
*“Rules of Engagement” are Different

d subsequent case law to examine
of new science and technology for
bility (“Daubert”, Federal Rules of sLawyers Influence and Judges
e Make Key Decisions
*Deciders of Fact are Non-Scientists

ek:
e that is testable
Demands for Increased Accuracy,

ce that evidence is
legitimate scientific foundations, Reliability, New & Better
peer-reviewed, is relevant, is . -
trained and qualified Science and Accountability:
properly equipped, run *Wrongful Conviction Cases Based on Bad Science
aboratory systems «Greater Understanding of Flaws or Lack of Science
ence and interpretation of By Legal and Judicial Communities
bounds of what science +US National Academy of Sciences Report in 2009
Identified Many Problems and Gaps and Provided
Recommendations that US Government and Others

Are Acting On




Comprehensive Quality Assurance & Control

eCapabilities Matched to Submitter & Stakeholder Needs and Requests
iate Deployable Assets & Facilities with Sufficient Resources for Operation &
eField, Transport & Laboratory Evidence Integrity & Security
*Properly Credentialed, Trained and Certified Personnel
ipment, Fully Validated Methods: Matched to Samples Received &
*Comprehensive Quality Assurance & Control Program
*Appropriate Repositories and Data Base

Research, Development,

(Pre-Event) Event Outset, During Event, Post-Event

Public Health Labs
Epidemiology
Biosurveillance

General Forensics-
Microbial Forensics

Deliberate?  Accidental?  Natural?
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to Microbic

cation of Forensic Science and Re
s to Problems Involving Biological
jents, Their By Products and Associatec
Physical Evidence

ansport, Triage, Analyze Inte

A Brief History

the U.S. as Capability to Support Bioterroris

2 Leads
ort Prosecutions, Exonerations
om Legacy Science, Many Fields
rated Forensic Science, Principles & Practices

ve to Legal Requirements

iate Outreach to Public Health
n Parallel Investigations, Similar Investigative Practices, Overlapping

ddress, Related Science and Technologies
inking: Also Apply to Biowarfare and Bioproliferation, Na
nent/Bioterrorism
iderations: Apply at Onset, During and After Suspicic

Activities and Events
e Robust Science to Informing Key Investigati
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ew From the Outse
ulti- and Cross-Disciplina

- Genomics
Epidemiology X\ wetagenomics

Microbial Forensics

Biomedical Sciences . Food Science
& Public Health \eterinary

Analytical Chemistry & Medicine 3

Biochemistry

t? Is it Probative/Rele
Can It Be Linked to A Source?
ow Robustly & Precisely Can It Be Linkec
at is the Meaning & Weight of the Conclusio

ldentity?

Sample from A $ Relevance to Even
Questioned

Source (Q) Power of Methods

Characterize - Disc

Confidence Limits?

Known So

Side by Side Comparison
Could Not Have Originated From

Consistent With Having
Originated From (Weak >
Strong)

Did Originate




or Any Forensic Analysis of a B
Exclusion, Association and “Attributic
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This is dependent on several key factors, with more value
and weight derived when the possible sources are limited to
as few as possible. Uncertainty and confidence must be stated.

Forensic Tools and Metho
ation to Determine “What”, “How,
Where”, Leading to “Who”

t organism was used?

at is the genetic sequence?

hat type of growth media was used?

hat special additives or equipment were used?
hat residual markers remain?

hat is the size and sophistication of the operation?
an we infer the processing methodology?

hat is the relationship of what was found in background (the
nvironment) to what was found in the samples of interest?

n we correlate samples to specific source materials or to oth
ples?

bioweapon was a toxin, what can be determined that c
form the appropriate questions listed above?
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orensics Analyses &

y Detection, Small Platforms, Rapid Results bt
and Limited Coverage

ation and Characterization

irmation, ldentification, Low Error Rate, Greater C
yer Lab-Based Platforms

Analysis Toward Source Attribution
ome-Based Analysis (Various Approaches), Highe

FranC|seIIa tularensis
orrhagic Fever, Filoviruses (e.g., Ebola, Marburg) and Arenaviruses (e.g., Lassa, M

sis , Brucella spp.
Toxin, C. perfringins
fety Threats (e.g., Salmonella spp., Escherichia coli 0157:H7 et al, Shigella spp.)
(Burkholderia mallei)
osis , B. pseudomallei)
is (Chlamydia psittaci)
(Seeds from Riccinus communis)
cus entertoxin B
er (Rickettsia prowazekii)
itis (e.g., Alphaviruses [VEE, EEE, WEE])
hreats (e.g., Vibrio cholerae and Cryptosporidium parvum)

Diseases (e.g., Nipah Virus and Hantavirus)

chmques needed in place tod

3/8/2016

11



3/8/2016

ous agent can be used as a biological weapon

000 agents known to infect humans*
17 virus species
538 bacterial species

66 parasitic protozoa

erous strain variations

rging and re-emerging pathogens

ntial bio-engineered organisms

ogens of economically important plants and animals not counte

al toxins have been and can be used as weapons

| threat agents have been and are of grea
et the development and use as v
est cannot be discoun

, Phylogenetics,
eatures/Properties of In

pXO1 missing
(1pX02 missing

Ala
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Be Learned fro
Processes and Variations?

BW agents are generally mixtures that derive
from a matrix of possible processing steps

Separation ~ Washing Drying  Grindin

¢ Heat shock ¢ Detergents e Air dry * Flow
enhancers
« Filter e Water/buffer  + Azeotropic
¢ Resins
¢ Centrifuge * Solvents ¢ Acetone
e.g.FCs * Stabilizers
 Precipitation e Spray dry
or flocculation e« Spray-dry « Encapsulants
° * Lyophilize
¢ Solvent ° o e Irritants
partitioning b °
°
¢ Gradients

ourse, the chosen method may be very crud
not involve any “processing” at all
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lysis of Associatec

omparing ldeal Case

Hit and Run Event Detected Covert Bio A

Paint Chip (Q) Collected from Victim’s
Body, Other Evidence Collected from
Victim

Chemical & Physical Analysis, Compare
to National Data Base, Make, Model,
Year, Color Determined

Vehicle Record Check, Licensed Vehicles
Same Characteristics, Locale and
Neighboring Areas

News Report, Witness Reports on
Neighbor in Vicinity of Event, Police
Investigate, Interview Owner and Others,
Collect Physical Evidence

Paint Chip (Q) Consistent with Vehicle (K);
od from Damage (Q) Matched with
ictim (K); Police Investigation Indicates
ner’s Son Involved; Arrest, Trial,

iction, Sentence

tive, Intelligence Foci

Microbial Evidence Collected from Event
Scene and Victims (Q)

Unknown International Terrorist
Group Claims Responsibility,
Fragmentary Intelligence, No Link to
Group Identified

Full Forensic Characterization Q
Samples; Investigation Initiated,
Phylogenetic Analysis Consistent
with K (Known) Lab Samples,
Interviews of Lab Personnel

Theft of Cultures Uncovered, Suspects
Identified, Full Investigation and
Intelligence Identifies Locations,
Associates, Aspects of Modus Operandi

Makeshift Lab Located, Q from Attack
Site Consistent with Q from Lab,
Phylogenetics Consistent Both Qs and
Lab; Other Forensics & Investigation
Suspects to Q & K, Lab, New Intellig
Consistent & Identifies Group, Po
Decision Made & Punitive Acti

“Attribution”
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Even Subtle Genetic Engineering
ng, Exploiting Natural Diversity

lion Systems
2 Denial and Deception

Clever
Informatics

Bioinformatics
for High
Throughput
Sequencing

Platforms

High Resolution/Fidelity
Genomics and Genome

Dynamics

Faster

Throughput
Sequencing

MICROBIAL
PROTEOMICS

Biosurveillance/
Endemism
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y exists within the US Government in various depa
perative network exists which includes National Laborato
ience has advanced considerably since inception

irawn from other, closely related disciplines but is applied to i
investigative, legal, operational, policy)
sting and analysis that is applied can provide various types and fic
some of this is technology or knowledge limiting with respect to t
s (much is unknown about microbes)
can provide varying levels of useful information depending on the sa
ust be caveated
man DNA analysis, with which the source of a sample can be deter:
ee of scientific certainty, or with fingerprint that it is accepted that
icrobial forensics cannot achieve such at present (and may never
nalysis is more limited to identification, with some exceptions/special conditio
bial forensics for most threat agents has not been developed ¢
ole on evidence “off the shelf”)
gaps in the science and application exist, some of the scie
hat exist in other basic and applied science disciplin
ensic disciplines, science alone will not “make th

rand Challenges

ant scientific problems or needs v
een recognized and persisted for a
derable period of time with little or n

ess

tific or science-informed gap for whic
ion would provide a considerable leap
ationally useful” capabilities and kno

icant opportunity, which if develope
and implemented would provide k
he investigation and prosecuti
lving biological threat age
perpetrators at incre
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ng the Limits of What Current and Near-Term
) Characterization Methods are for the Identifica
hreat Agents Below the Strain/Isolate Level

pid and Agile Development and Validation of New
tive Forensic Analytic Methods in Response to “Su

g and Forensic Characterization of Relevant Micro
ound On Demand on an Operational Time Scale

orensic Exploitation of Biotoxins
international microbial forensics quality stanc
al Microbial Forensics Data Sharing Forums

vositories or Distributed Access
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e
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gning an Effective Program for Law
Enforcement and National Security Purposes

Randall 5. Murch

tive Microbial
for Law Enforcement
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o
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Legal, Operational and Policy ool v

Keywords Microbial fornsacs and attribution
Program design primciples
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Forensic Science it Tty e v e e U3
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Perspective Article

Front. Bioeng. Biotechnol., 01 June 2015 | http://dx.doi.org/10.3389/fbioe.2015.00080

Bioattribution needs a coherent international
approach to improve global biosecurity

Randall Steven Murch*
*School of Public and International Affairs, Virginia Tech Research Center, Virginia Polytechnic Institute and State University, Arlington, VA, USA

and Background
g and Integrating Essential Elements for Effective Programs
perly Staffed Teams, Coordinated Investigation, Information Access, Ana
Sharing
nical Forensic Capabilities
Process and Decision Making
Process and Decision Making
ard: Building the Base toward Broad Implementation
endation 1: Increasing Awareness and Engagement
ndation 2: Country Assessments to Inform Investments
ation 3: Integrated Training and Cross-community Exe
n 4: Pilot (Demonstration) Efforts

Questions?
Discussion?
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apabilities Should Help to Answe
ive, Legal, Operational and Policy C
e Decision Making
ce Should Provide Useful Information to De
ers at All Levels
ion Makers Should Be Able Understand and
g Provided, Including Attributes and Limitz
is One of Several Key Components that
ary to Have in Place

Making Occurs at the Tactical, Ope
els and Is Dynamic, So Capab
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orensics Capabilities Should Coincide
Understanding, Uses and Expectations
Science as Well as Pertinent Science Disc

ical Forensic Science has been in Existence for M

ades, Microbial Forensics is a Young Discipline and

s in Knowledge and Capabilities Exist

robial Forensics Can Add Value to Ongoing Investiga
Decision Making But Has Limits to What it Can Pro
e o_f the Analytic Methods and Technologies are C

Fields & Uses But Are Used to Address Differer
ons and Purposes in Microbial Forensics

ner Forensic Disciplines, Microbial Forensic

nts for Forensic Validation to Maximiz
ers and Customers

Forensic Capabilities Should Incorg
s, Quality Measures, Pertinent Scienc
ology and Capabilities from Related Field

ets Requirements and Expectations of Sound S

ets Requirements and Expectations of Properly

eloped, Validated and Applied Forensic Scienc
vive Independent Review and Scrutiny

htly Connected to Investigative, Legal, Intell
olicy Questions and Needs

ommunicated and Understood By the
imitations (as with Forensic Scier
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Capabilities Should Be Dynamic
and Adaptive to New Science Whe

d Add Value
ease Speed and Reduce Time, “Discovery t
ision”, Aid in Reducing Risk and Increasing

vide Kind and Quality of Answers When Ne
ing Investigative/Operational and Legal/Pa

s
orate New Science and Technology \/
Confidence, Time-to-Answer,
and Useful Information in

Demonstration

ands on training for new technical capab
ded to nations that have or can quickly imp
apabilities.
orative research by multinational teams focuse
bial forensics grand challenges”
ational agreement on establishing and accepti
es and standards for the practice of microbia

g and testing attribution decision frame
m structured conversations among le
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