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Business products

Introducing the new features and technologies in the latest lineup
of avast! security solutions for business.
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Targeted server protection for business data
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New features and improvements
e Streaming updates
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* Remote Assistance
Features list
System requirements
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ol avast!

SOLUTIONS
NO COMPROMISE IN PROTECTION SPEAKS YOUR LANGUAGE
AVAST Software leads the security software industry - AVAST business partners distribute avast! solutions
protecting close to 200 million PCs, Macs, and Android and help provide tech support to avast! users in their native
devices around the globe - by distributing FREE antivirus languages. Our loyal user community - from forum support
software that makes no compromises in terms of protection. to volunteer translators - helps sustain our business model.
INCREDIBLE TECHNICAL ADVANTAGES AWARDED AND CERTIFIED
Millions of avast! users serve as anonymous sentries for avast! Anchored by the CommunitylQ network of sensors
Community IQ™ technology, catching samples of suspicious file and supported by multiple protective shields, avast!
activity and sending information on emerging online threats software has received many awards over the last 20 years,
to the avast! Virus Lab. CommunitylQ™ keeps us on guard, with performance certified by, among others, VB100, ICSA
as over 80% of new malware infections now spread Labs, and West Coast Labs.

via the internet.

westcoast labs
@ Checkmark A ADVANCED+
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Endpoint Protection

SOHO/SMB

Advantages:

Choice of 2 types of central administration
Antivirus and anti-spyware protection
Low-cost, manageable security solution

e Maximum protection for your Windows workstations

e avast! Small Office Administration tool for simple networks, or avast! Enterprise
Administration console for complex networks and advanced administrators

e Comprehensive, adjustable, easy-to-read reporting options

e “Streaming updates” deliver virus signatures in real-time via connection
to the AVAST Virus Lab cloud

e Remote Assistance, useful for technical support and general administrative purposes
e Prevents visits to infected websites

e Detects rogue’ computers on the company network

e |ets you surf websites virtually

e High-performance, with a small resource footprint

WITH
SERVER
PROTECTION

WITHOUT
SERVER
PROTECTION

ANTIVIRUS COMPLETE
PROTECTION PROTECTION
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Endpoint Protection N v | v
Plus PROTECTION  PROTECTION

SOHO/SMB

Advantages:

Choice of 2 types of central administration
Antivirus and anti-spyware protection
Anti-spam and phishing protection

Firewall included

e Maximum protection for your Windows workstations

e avast! Small Office Administration tool for simple networks, or avast! Enterprise
Administration console for complex networks and advanced administrators

e Comprehensive, adjustable, easy-to-read reporting options

e “Streaming updates” deliver virus signatures in real-time via connection
to the AVAST Virus Lab cloud

e Remote Assistance, useful for technical support and general administrative purposes
e Prevents visits to infected websites

e Detects rogue’ computers on the company network

e |ets you surf websites virtually

e High-performance, with a small resource footprint

e Blocks hackers and secures sensitive data
e Keeps your mailboxes free of spam and phishing attacks



Endpoint Protection
Suite

SMB/ENTERPRISE

Advantages:

Choice of 2 types of central administration
Antivirus and anti-spyware protection
avast! File Server Security included

SharePoint compatibility

e Maximum protection for your Windows workstations

e avast! Enterprise Administration console for complex networks and advanced administrators
or avast! Small Office Administration tool for simple networks

e Comprehensive, adjustable, easy-to-read reporting options

e “Streaming updates” deliver virus signatures in real-time via connection to the AVAST Virus Lab cloud
e Remote Assistance, useful for technical support and general administrative purposes

e Prevents visits to infected websites

e Detects rogue’ computers on the company network

e Lets you surf websites virtually

e High-performance, with a small resource footprint

e Powerful protection for keeping your servers infection-free

e Make compliance and data loss prevention simple

e Stop ‘zero-day’ threats and unknown virus

e avast! File Server Security

WITH
SERVER
PROTECTION

WITHOUT
SERVER
PROTECTION
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Endpoint Protection
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SMB/ENTERPRISE PROTECTION PROTECTION
Advantages:

Complex security solution

Choice of 2 types of central administration
Antivirus and anti-spyware protection
Anti-spam and phishing protection
Firewall included

File and Email Server Security

SharePoint and Exchange compatibility

e Maximum protection for your Windows workstations

avast! Enterprise Administration console for complex networks and advanced administrators
or avast! Small Office Administration tool for simple networks

Comprehensive, adjustable, easy-to-read reporting options

“Streaming updates” deliver virus signatures in real-time via connection to the AVAST Virus Lab cloud
Remote Assistance, useful for technical support and general administrative purposes
Prevents visits to infected websites

Detects ‘rogue’ computers on the company network

Lets you surf websites virtually

High-performance, with a small resource footprint

Powerful protection for keeping your servers infection-free

Make compliance and data loss prevention simple

Stop ‘zero-day’ threats and unknown viruses

avast! File Server Security

Blocks hackers and secures sensitive data

Keeps your mailboxes free of spam and phishing

Email server security




Business Data

e Stand-alone, high-performance server protection
e Prevents malware-causing data loss

e Scans all the traffic your servers can handle

e Simple to customize and deploy

e FEach virus signature sent to you in real-time via connection
to the AVAST Virus Lab cloud

e Microsoft SharePoint supported

Vital protection for your mailbox servers and data
High-performance scanning, with superior scalability
Clustering support, event in active/active mode
Handling capability for an unlimited number of mailboxes

Each virus signature sent to you in real-time via connection
to the AVAST Virus Lab cloud

Microsoft Exchange supported

avast! Email Server Security is licensed per server (not per mailbox).



Choice is yours...

Web-based administration console suitable for networks with up to 200 PCs

lticu/clsl! SMALL OFFICE ADMINISTRATION
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Desktop application for networks of any size
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Small Office Administration

Our improved web-based centralized console, avast! Small Office Administration,
provides you full control over your business computer networks - both endpoints and servers.
Designed for companies with limited IT staff, to manage networks of up to 200 PCs.

Advantages:

. avast! SMALL OFFICE ADMINISTRATION
Easy-to-install management tool

Web-based administration console ST ®
v' The Dashboard page provides a visu

ial summary of your network protection.

SYSTEM OVERVIEW STATISTICS
mputers that are connected and their status. This section displays the statistics for various avast! components. Please use the drop-down list

to select a compenent,

One-level devices grouping

The system overview pie chart shows you all co

@

( J_) NETWORK A
Show statistics for: | File System Shield ¥ | Time period: | Today

File System Shicld - Today

Easy-to-navigate graphical user interface (GUI)

m JoBs

Auto-discovery of new/unprotected (or rogue’) PCs
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¥ somm
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Enterprise Administration

Multiple avast! Enterprise Administration tools can be deployed for larger networks, with databases replicated regularly
and scanning results uploaded to a dedicated avast! Enterprise Administration Server (EAS), from which enterprise-wide
reporting can be enabled. PUSH or POP communications models can be chosen, with the latter suitable especially

for larger networks or those with roaming users. Each EAS can scale up to tens of thousands of endpoints,

provided they are all connected via LAN.

It consists of the following components:

avast! Enterprise Administration Server (EAS)
SQL Database

Administration Console

Advantages:

Effective management tool for networks of any size
Desktop application

Hierarchical devices structured according your needs
Remote deployment available

Fast and automatic updates

Complex alert management

Suitable solution for advanced IT administrators
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improved feature!

Streaming updates

Better protection against rapidly multiplying malware

With avast! Streaming Updates, you get each virus signature sent
to you in real-time via connection to the avast! Virus Lab cloud,
rather than needing to wait for traditional database updates

only a couple times per day.

Every day, the avast! Virus Lab reviews around 50,000 suspicious files
and adds signatures for over 30,000 new viruses. With continuous
updates and faster delivery of virus definitions,

your security increases.

I'

1



improved feature!

avast! FileRep

Finding the bad files by knowing the clean ones

Identifying infected files or malware during scanning is a complex process.

With the increasing virulence of new malware and the spread

of polymorphic viruses, knowing which files are safe is a great advantage.

This is what avast! FileRep does. It is a database with hundreds
of millions of executable files kept in a cloud, built with the help
of our community of close to 200 million protected PCs, Macs
and Android devices.

It enables us to evaluate each file based on its prevalence
and emergence, which helps us determine whether it is clean or not.

12



new feature!

For IT administrators’ quicker access of PCs

The Remote Assistance feature allows avast! users to connect
and share desktops with each other. This may be useful
for technical support as well as for general administrative purpose.

13



Feature list

FEATURES

COMPATIBILITY

improved! Antivirus

improved! Anti-spyware

improved! Streaming, real-time virus database updates _—_

improved! Sandbox

new! Remote Assistance
improved! File reputation warnings
improved! Central administration
SafeZone™

WebRep

improved! Anti-spam

Anti-phishing

improved! Firewall

Windows Workstations protection
File Server Security

Email Server Security

. Pricing

ONLY SERVER PROTECTION

/ avast! / avast! / avast! / avast! / avast!

avast!
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Protection AR TW Protection ML Wy Protection M g g Protection Ml W@ Server &7 Server
PLUS Suite Suite PLUS Security Security
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Endpoi J- Endpoif ,ll Endpom’ #W Endpoint

\\@ Protect gl Protectig o Protect|on

Workstation
Windows XP, Vista, 7, 8, 8.1 (32/64 bit), 256 MB RAM, 530 MB of free hard-disk space

Server
Windows 2012/2008/R2, 2003 Server, Windows SBS 2011, 256/512 MB RAM
530 MB of free hard-disk space

Small Office Administration
Internet Explorer 6 or higher, Silverlight-enabled browser, Internet connectivity

Enterprise Administration

AVAST! ENTERPRISE ADMINISTRATION SERVER
Windows XP, Vista, 7, 8, 8.1 (32/64bit), Windows 2003/2008/2011/2012 (32/64bit)
1 GB RAM, 900 MB of free hard disk space SQL 2008R2

ADMINISTRATION CONSOLE
Windows XP, Vista, 7, 8, 8.1 (32/64 bit), Windows 2003/2008/2011/2012 (32/64bit)
128 MB RAM, 250 MB of free hard-disk space, Internet Explorer 6 or higher

lcicu/nst! g lcicu/nst!

avast!
File

" Server
Security

avast! Email Server Security
Windows 2012/2008/R2, 2003 server
Windows SBS 2011

256/512MB RAM

360 MB of free hard disk space
Microsoft Exchange server
200372007/2010/2013

avast! File Server Security

Windows 2012/2008/R2, 2003 server
Windows SBS 2011

256/512MB RAM

360 MB of free hard disk space
Microsoft SharePoint server
2003/2007/2010/2013

15



Comparison with avast! Endpoint Protection Suite Plus

PRODUCT NAME /FEATURE

AVG Internet
Security Business
Edition

Symantec Protection
Suite Small Business
Edition

Kaspersky
Enterprise Space
Security

ESET Secure
Business

Avira Small Business
Security Suite

avast! Endpoint
Protection Suite Plus

McAfee Endpoint
Protection Suite

Client protection

Antivirus and anti-spyware engine
Real-time anti-rootkit protection

Silent Firewall

Antispam Filter

Antiphishing

Protection from accesssing infected sites
Warning on search results

Boot-time scanner

Streaming, real-time virus database updates*
File reputation detection

Server protection

Antispam filter

Integrated email protection

Integrated file server protection
Specific supported Plug-ins - Exchange
Specific supported Plug-ins - Sharepoint
Administration Console

Installs on server or desktop OS
Accessible from anywhere

Works with active directory

Works in workgroup

Works in domain

Note:

Web dashboard

1

* Instead of our clients having to ‘pull’ in the updates from the servers, as in the competitor’s pulse updates system, avast! ‘pushes’ updates directly to the client’s PCs.

6



It's easy!

Partner with the computer security provider with the largest user base,
two-thirds of which came from world via word of mouth.

Great margins, which can increase based on performance

Easy to install and use our software, leading to more-satisfied end users
Widest range of multilingual support

One of the simplest B2B portals available

Close to 200 million people already know and trust our products

If you are interested in being an AVAST business partner, please visit:

www.avast.com/resellers

16


http://www.avast.com/resellers

Thank you for your interest in avast!

Best regards,
The avast! team

avast!

BUSINESS
SOLUTIONS

avast! is registered trademark of AVAST Software s.r.o.

Czech Republic (HQ)
AVAST Software s.r.o.
Trianon Office Building
Budejovickd 1518/13a
140 00 Prague 4
Czech Republic

All other brands and products are trademarks of their respective holder(s).

USA

AVAST Software, Inc.

255 Shoreline Drive, Suite 515
Redwood City, CA 94065
USA

Copyright © 2014 AVAST Software s.r.o. All product information is subject to change without notice.

Germany

AVAST Software
Deutschland GmbH
Otto-Lilienthal-Str.4
88046 Friedrichshafen
Germany

Austria

AVAST Software
Osterreich GmbH
Rosenauerstr. 50
4040 Linz
Austria

TELEPHONE +420 274 005 666
Fax +420 274 005 889
WEB WwWw.avast.com
TWITTER twitter.com/avast_antivirus
Facesook facebook.com/avast
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