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Introduction
Unless you have been hiding in a cave for the last 5 years, you must have heard the word cloud . Today, it 

seems that cloud is a marketing term that is used for many things in the IT world . Unfortunately, because it is 

used everywhere, many people get confused about what it is and how it can benefit their organization .

The cloud has many definitions, and can be many different technologies . Depending on your exact needs, it 

can be something completely different for you compared to another IT professional that has other needs .

Personally, I like to work with the definition from the National Institute of Standards and Technology 

(NIST), which describes the characteristics, models and deployment models of a cloud . I call it the 5-3-4 

Model .  If you haven’t explored the different cloud models yet, this document is a must-read .

In this white paper, we will discuss a problem (and a solution) that you might experience when using 

the public or hybrid cloud and, more specifically, Microsoft Azure Infrastructure-as-a-Service (IaaS) and 

deploying virtual machines (VMs) .

Getting data in and out of a Microsoft Azure VM is not as easy as it might look . For years, we used to use 

Windows Explorer to copy files from machines to file servers or copy files between servers, without any 

issues . In the new era of cloud computing, it isn’t that simple . 

There are different methods to maneuver data in and out of a Microsoft Azure VM, but you will notice 

that most methods aren’t that easy to use, bring challenges or simply have some limitations .

The lack of decent solutions for solving such day-to-day tasks is a true blocker for cloud adoption 

because it makes using these solutions difficult and time consuming . A simple way of getting 

configuration scripts or files to your freshly deployed virtual machine shouldn’t cost you a lot of time or 

effort and neither should getting a copy or backup of the data your VM is collecting or generating back 

on site (for compliance, security or any other reason) . Even a simple scheduling mechanism to copy 

data from an Azure VM to an onsite location (or vice versa) could add a great deal of value . Suddenly, 

what we’ve done for years becomes a problem in the new era of cloud computing .

Veeam® FastSCP™ for Microsoft Azure (free download at http://go.veeam.com/azure) is a free 

solution that overcomes these difficulties, challenges and limitations .

http://csrc.nist.gov/publications/nistpubs/800-145/SP800-145.pdf
http://go.veeam.com/azure


Azure VMs: The File Copy Predicament

4© 2015 Veeam Software

Possibilities
To show you different ways of maneuvering data with Azure VMs, let’s take an in-depth look at the known 

methods . You will learn that while there are different approaches, most of them come with challenges or 

limitations, and you’ll probably lose a lot of time on what should be a simple and trivial task .

Direct method

Some companies will use Microsoft Azure VMs as an extension to their data center . This means that 

the Azure VMs are domain-joined and connected to their own data center with a VPN, maybe even in 

combination with ExpressRoute . 

In that case, you will be able to copy/move data to those VMs without any issues because it’s an 

extension of the data center . Since you will traversing the WAN, it won’t be as fast as doing this locally, 

but that is expected .

Unfortunately, this scenario isn’t always the case . Depending on the where you are using the services, 

it’s possible that you won’t be connected through VPN, or you might be in a situation where you 

cannot use that specific VPN . In that case, you can use other methods .

Through RDP

Another method is to copy the files through the RDP protocol . Simply go to your Microsoft Azure 

portal, select your VM and press the connect button to download an RDP file that you can use to 

connect to your VM .

Now, you have the ability to copy files from your local computer inside the VM over the RDP protocol .

While this method may seem simple, there are a few downsides . If you get disconnected from your RDP 

session or if there is a small interruption in the connection, you will need to restart . Additionally, if you 

need to copy data to multiple VMs, you will need to open different RDP sessions . 

http://azure.microsoft.com/en-us/services/expressroute/
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Finally, the RDP protocol has a limitation that does not allow you to copy files that are larger than 2 GB . 

On Windows Server 2012 and 2012 R2, you’ll get a notification . However, previous versions won’t notify 

you, and your copy job will suddenly stop .

For more information about this issue, check out this KB:  

https://support.microsoft.com/en-us/kb/2258090

There that allows you to get around the 2 GB limitation: You can modify the RDP file that you 

downloaded when you chose the Connect option .

Right-click on that RDP file and choose Edit.

https://support.microsoft.com/en-us/kb/2258090
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Go to the Local Resources tab and choose More… under the Local devices and resources section .

Select the device that you want to map to your remote session (in my case, I will select C: drive) .
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You will now be able to see that drive in Windows Explorer as a connected drive and start copying files . 

The advantage of this method is that it will get past this: 

Attach a VM disk

You can also try creating an empty VHD disk on site and copy data onto that specific disk . Either you 

already have an empty VHD, but you can also use an existing one .

Making a VHD is simple . Go to Administrative Tools → Computer Management →Disk 
Management . Then, right click on disk management and select Create VHD . You MUST select VHD 

because VHDX is not available for use at this time in Microsoft Azure .
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When you create a VHD, it will automatically attach to your computer, and you can initialize, format and 

assign a drive letter to it . Next time, you can use the Attach VHD command to make the VHD visible 

again . Now you can copy/move files and data to it .

Next, upload the VHD to your Azure account . You can find the details here: http://azure.microsoft.
com/en-us/documentation/articles/virtual-machines-create-upload-vhd-windows-server/

As you might have noticed, this method requires some heavy use of PowerShell .

Next, you need to attach the disk to your VM . After that, you will be able to see it in Windows Explorer 

and get the files from there .

Done? Not quite — the VHD consumes a great deal of storage . Just leaving it there will trigger additional costs . 

Make sure you detach the disk and delete it from your storage account if you no longer need it .

While it is a solution to upload and download files, it isn’t that easy-to-use and demands multiple handlings . 

Most of it can be automated though PowerShell, but it will still take a good amount time and effort .

FTP server

There is one more method, but it requires installation of a solution into your VM, which is probably 

something you don’t want to do frequently . You can install an FTP server in the VM, and then 

configure it to use passive mode and a single port range (multiple-port range is possible, but that 

creates additional overhead) . After that, you can add endpoints to the VM to open the firewall ports .  

Next, you can configure the FTP server and use any FTP client to connect to the FTP server in the Azure VM . 

http://azure.microsoft.com/en-us/documentation/articles/virtual-machines-create-upload-vhd-windows-s
http://azure.microsoft.com/en-us/documentation/articles/virtual-machines-create-upload-vhd-windows-s
http://azure.microsoft.com/en-in/documentation/articles/virtual-machines-set-up-endpoints/
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Download the files

You can also download files from the Internet (think installer software), but this method doesn’t always 

work . However, it might be the easiest to download it straight into the VM from Internet Explorer . Of 

course, this won’t work for all types of files, and your configuration scripts, data, databases and so on 

probably won’t be published on a web server for download .

Veeam FastSCP for Microsoft Azure
Is there a better solution? Yes, there is — Veeam FastSCP for Microsoft Azure .

Veeam FastSCP for Microsoft Azure is a standalone, free solution for copying data in or out of your Azure VMs .

With this solution, you can easily copy your files securely from on site to Azure VMs and from Azure VMs 

to on site . It also provides: 

•  Secure file copy with no independent encryption or VPN needed

• Manual file copy to/from Azure VMs without the need to keep the UI open until the file copy completes

•  Automatic scheduling of file copy jobs for nightly or weekly copies to/from Azure VMs

•  A wizard-driven UI to copy files in just a few clicks — with no scripting needed

The solution itself is a small, easy-to-install program . 

There is no need for any VPN or independent encryption . The data is transferred securely over HTTPS 

and uses remote PowerShell to connect to the VM .
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Connecting to a VM is very simple:

In the menu bar, click on the Add Machine button

A new window will appear where you can add your virtual machine

Add the hostname and specific port (Note: the default for the first VM in that cloud service is 5986 

and can be retrieved by looking at the endpoints of that VM) . Then, decide if you want to use SSL and 
certificate behavior . Next, fill in the username and password to connect to the VM .

After that, you can start using the tool for copying data and the solution offers two methods of doing so .
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Manual 

Veeam FastSCP for Microsoft Azure allows you to manually upload and download data . 

You can download and upload complete folders or specific files . As you see in the ribbon, you can also 

create, rename and delete folders and also rename and delete files in that Azure VM .

From the moment you select an option, a simple wizard will appear that allows you to select the folder 

and the destination (or vice versa) and the job will start .

You can follow the job in the Jobs tab, which we’ll discussed later on .

You can also close the UI after you start the job . The data transfer will continue in the back .

Scheduled

You can also create scheduled jobs . This allows you to upload or download folders/files on a fixed 

schedule and it’s fully automated . Jump to the Jobs tab to start creating scheduled jobs .

As you can see in the ribbon, there are multiple options . As an example, I’m going to create a download 

job that will download specific files on a regular basis .
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The first window of the wizard gives you the opportunity to type in the job name and a description . The 

second window will allows you to choose the objects (files) . You can add as many files as you want .

After that, you need to specify your destination folder on your onsite device and set the job schedule .

As you can see, you can use a daily schedule (or choose a specific date), choose specific days (first, 

second, third specific day and so on) or schedule it periodically .

Finally, you are able to add pre- and post-PowerShell commands to the scheduled job, which gives 

you additional options for getting data from running applications for example .
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Click Finish, and now your job is scheduled .

You can run the job now (by selecting the Start Job button job in the ribbon) or let it run on the schedule .

Jobs tab

In the Jobs tab, you can review the jobs that have been running or are scheduled using different filters 

like download, upload, running, completed and failed in the last 24 hours . 

You can get more information for each job such as the job name, type, status, details and next run time 

(if it is a scheduled job) .

From here, you can also restart a job when you need to, even if it is a manual job .

History tab

Finally, in the History tab, you can review your jobs and get specific information about them .
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Scenarios solved…
Veeam FastSCP for Microsoft Azure is a potential time-saver and can solve many scenarios in your 

environment . Let’s describe a few of them:

• Customizing VMs running in Microsoft Azure

When you deploy a VM from an image, it is a deployed as a base image . Your company might have specific 

deployment settings and scripts to adjust the VM to match your needs . Simply upload those scripts and 

configuration settings after the deployment, and you can adjust the base image to your own needs . And with 

the post-commands, you can even automate the start of the adjustments after the upload . This will make it 

much easier to ensure that your VMs are deployed according to your needs and standards .

Developers could also use this feature to easily customize the applications they’re developing by 

uploading customization scripts, configuration files and data to have better testing results .

•  Updating application data

Nightly uploads of data (like for example daily CMDB data dumps) allow the IT professional or 

developer to have current data on Azure VMs or back on site . For testing purposes, this means it will 

have real-world data . For production environments, it is an efficient way of keeping the data that you 

are working on up-to-date, with a backup on site .

•  Download usage data or log files

Whether it is a production environment or a dev/test/acceptance environment, having an easy 

way of downloading usage data and log files for further investigation or compliance reasons makes 

developers and IT professionals very happy .

•  Copy database data

Using Veeam FastSCP for Microsoft Azure, you can get database data and a copy of your running 

database on site .

•  Basic periodic file-level backup

You’ll also be able to get certain, specific files (data, config, etc .) on site on a regular basis .

More scenarios?

Veeam FastSCP for Microsoft Azure can address many more scenarios, but describing them all would be 

a lengthy task . 
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Conclusion
Veeam FastSCP for Microsoft Azure solves the problem of uploading data from on site to Azure VMs and 

vice versa . Through a natively secure file copy, with no VPN needed, you can upload or download your 

data fast and easy while built-in compression reduces bandwidth requirements in many cases . You 

can even schedule download and upload jobs with no scripting skills required — everything is done 

through a simple, wizard-driven UI .

The solution (currently in beta) is available at http://go.veeam.com/azure.html

http://go.veeam.com/azure.html
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