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1. Introduction

BackupAssist includes specialized features that are specifically designed to take the hassle out of portable media backups to ensure
that your business is well protected from the disaster of data loss:

1. Media rotation and preparation - rapidly setup a l=loix
range of media rotation strategies for different levels o it el oo B o b il ol 3 "
of data security, including pre-configured industry @ tome |@ Jobs| BB Monitor B repors B Evens BB Resore g Setings £ Backup
.
srandard schemes and e dened cstom oS
You can easily prepare backup media for use with a 3 cindin S T —
single click. (<2 Destiain D) Tt mitve Dt =
@ scheduing
2. Notifications - setup automatic reminders to inform D Calendiar Dovice narie :“yf'-vw'""'w'”‘*f'f'm-"*‘” =] [ Dot
. . . fes and folders Meda pock <Type your ertry> =
users which media should be inserted and report i = Pl N
B8 Bxchange Servers ¥ Enable Hardware Compression - whare supported by your taps drive
notifications to indicate the status of each backup. N s B Blow efect of mocin after bacs
Notifications minimize human error and ensure you are #8 SharcPort Servers o o .
A Advanced tape up options (defaults recommended)
never caught out by silent backup failures. & totDcations
& Scrers ¥ parfarm tape invantory before each backup
Y open fles RSM Irwentory command tmeout (minutes): — 8 -
3. Manual/automatic scheduling - choose to either _;";B ] 5 I Move taps bo free media pool befere aach backup k-
NTBackup oplions
run backups automatically at a specified time BN vs tods somndtriso Yigne;. ——ff—:¢
. . . [T St the RSM sarvics bafore aach badkp hd
according to a recurring schedule or start a job - - i :
manually just by clicking an icon on your desktop.

2. Before you begin

1. Drive installation and other backup software - ensure that your backup drive (tape, external hard drive, optical, REV,
QuikStor) has been installed according to manufacturer specifications. Windows should automatically detect and install your
backup device, but if not, you may need to manually install drivers that came with the device or from the manufacturer’s
website. Additionally, some third-party backup software programs overwrite the original manufacturer driver set so if you
were previously running other software we advise that you uninstall the current driver and install the original driver set. It is
best to remove all other backup software installed on the machine (other than NTBackup and BackupAssist) as it can
interfere with BackupAssist.

2. Scheduled tasks - remove any backup tasks scheduled in Windows Scheduled Tasks. Backups that are scheduled to run at
the same time as BackupAssist jobs will cause conflicts. To check the Windows Scheduled Tasks go to: Start > Programs >
Accessories > System Tools > Scheduled Tasks.

3. Installation

Installing BackupAssist on your system is easy:

f&' BackupAssist v4 - Installation Wizard x|

1. Download - download the setup program from the BackupAssist

website: http://www.backupassist.com/BackupAssist/download.php Hiclcome to.the Instafiield Wicardfor

BackupAssist v4

2. Run setupBA.exe - The Windows .NET 2.0 Framework (22.4MB) is
required and is automatically downloaded and installed if not present on
the system. Once the .NET framework is installed the BackupAssist
installation will continue. Remember to choose custom as the setup
type if you need to install the open files add-on (typically for users
running Windows 2000).

The InstallShield(R) Wizard wil allow you to modify, repair, or
remove BackupAssist v4. To continwe, dick Next.
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4. Initial setup

After BackupAssist has been installed you are required to
complete the initial setup which involves the creation of your
first backup job as well as configuring system settings such as
the backup user identity and mail server for email notifications.
The initial setup ensures that all settings that are required to run Ll i

a backup have been configured. 9 e

Welcome to BackupAssist V4 @

Thanks fee trying Backuphssist. We have designed i to be the easiest iy to secure your dats and
system, makng & a great chowe n backup software For small to medum organtzations,

Here are some of the reasons why Backuphsast is now used in over 70 courtries:
-7 miruite satup time with smple managsment through an intuitive interface

- Best practice "out of the box” using predsfined backup schemes

@ Choose schedule

- Extensive support for the latest badup hardware

Once the initial setup is complete, you can further customize [Sddi 7 losble bicigre o Exntifion, S0, Widons Sares @ s,
. . . < & < - New HTML reports that lock great, and are sasy to read

your backup job, edit global system settings and create [SAlEi '° * !

additional backup jobs through the main BackupAssist console.

O - Bachups stored using wel known Formats, 5o they're sasier to retrievs
server

{J
If you have any questions, comments o suggestions just dick on "Contact support” ot the bottom of the
© | Prapecs fiach apphcation window. We waud love to hear from you!

See the following sections for details on how to complete the
initial setup and create your first backup job.

@ Nome your badap

Click Next' to begin

5. Backup user identity
Backup processes executed by BackupAssist are run as a [EEEIEEETTET
specific user. This ensures that BackupAssist has the |[Hak it () socuwuserientty 9
necessary permissions to communicate with backup hardware @ Provide s backup user dentty (reconmended)
and access data for backup. . -

@ Badup type
1. Specifying the backup user - for most installations, we Oy o
recommend using the local or domain Administrator @ chocse schedule

Username: |

Password:
account as a backup user identity. If, however, you are @ Setup destination l"l'—ﬂ!’-?m‘-’1"‘r-mrr“mfhr-rr
backing up restricted data you will need to input a user O els o ' :1
that has access to the secured files. The local system [LAEsa Bunypor manoger.. |
account should only be selected if you have difficulties &4 © Use your locd system login

If this
tesou

salected BadaupAssist may not be able to

using a backup user identity. If the account is a local user
or not a member of a domain, you can use the computer
name of the machine or leave the domain field blank.

menended for thase who undsrstand its implcations, or f technical support has

[ <Back [ Mew> ][ gencel |
6. Choosing a backup method
Backup methods in BackupAssist determine how data is backed **::”"’"“'“"“'”""’ @ e _— o
up, what hardware devices can be backed up to and the types of S g

data you can backup. % j
. P P -

" NTBackup sqL EMQ
1. Choose NTBackup - select the NTBackup method to use [t i N P A
- ~« Hles and drectocies = transaction loQ backups = iIndmidual malbox 5
Windows Backup (NTBackup.exe) to backup files, system  [Sfsas el IO <A ity bk oo potd o ey
@ Setup destnation - 5L database®

state, Exchange (information store) and SQL (full
database) data to a portable media backup device.
Currently NTBackup is the only method that allows for
backup to portable media.

*Orly available after vizard
@ Files and folders

@ Mafiserver
(]

@ Badugp user
@ Prepare mede

@ Moo your badp

[ <Back [ mew> |[ conce |




7. Choosing a backup destination

1. Choose a destination - See the table below for a list of portable media destinations available in BackupAssist. Our
compatibility data sheet explains the advantages/disadvantages of each device: http://www.backupassist.com/education/

Destination

@ Tape

@ External HDD

Type
Travan, DAT, AIT, LTO, DLT, etc

USB, Firewire, etc

@ Iomega REV Internal/external drives with 35 and 70GB
removable REV cartridges cartridges
@ rdx QuikStor Internal/external drive with re- 40, 60, and
movable QuikStor media 120GB disks
Optical CD+-R/RW, DVD+-R/RW, 700MB - 25GB

BluRay, DVD-RAM

8. Choosing a schedule

The backup schedule determines how often your data is backed
up and how much backup media is required. Each portable
hardware type has a different group of rotation schemes,
including a number of industry standard strategies which can be
selected from and configured. You can also customize each
scheme once the job has been created to schedule different

Capacity
10 - 100GB

Depends on HDD
(up to 400GB+)

Backup data

Written directly to tape media

Written directly to external drive. A second copy can
also be stored on an alternate location.

XP/2003: Written directly to REV drive; second copy
can also be stored on an alternate location.

2000: written to disk-based storage (e.g. local hard
drive) first and then copied directly to the REV drive

Written directly to QuikStor disk. A second copy can
also be stored on an alternate location.

Written to a local/network drive first and then burnt

to writable media.

BackupAssist Initial Setup

Select scheme

Cualy rozating full
Crganizaticns who caly nesd
recent backups

Daly + weetly rotating ful

Organizations who require
backups going back &
number of weeks

@ When do you want to backup? )

Time to perform backup: |10:00:00PM ==

edued between midright and 6am wil ru
4 eg Monda:

Daiy (N) 1]

# Daily 1

backup types such as differential and incremental.

» Daily 2

Daily + wesakly + monthly
rotating full

Professicnal orpanizations
wha require & largs range of
backups

» Daliy N
Typically the better data protection a scheme provides the more
backup media it will require; we recommend that you choose a
scheme with the most backup media you can afford. All good
rotation strategies should let you restore from the previous
working day. If you are concerned that data loss may not be
detected for days or weeks, the scheme should let you restore
data from previous weeks, months or even years.

Ful plus incramentals
Organizations wha swap
media once 2 weak
Manual badwps

Organizations who require &d
hoc backups

Ful backup each day

D  oredorste

The strategy should also include archiving of data and some type

of off-site storage. For example, we strongly recommended that all weekly, monthly, quarterly, and yearly media is stored offsite
in a safe location to protect against robbery, fire or any other catastrophe. Data backed up to quarterly and yearly media should
also be archived (stored permanently, not overwritten and replaced with new media after the backup). This way, data will be
available for many years to come should you ever need it.

1. Scheme selection - select a scheme from the left-hand Daily [4) ] Weekly (4] £ Morthly (2] B Quartety (3] B
menu. A media pool diagram will appear to the right
which outlines what the rotation strategy involves. The : \T)\;‘:dS:eazday : xzz:g : mz:t:g : ga:;:z:i
media pool diagram for the Professional tape scheme @ Thursday B Week 4 B Quatter 4
to the right shows that a total of 14 tapes are required: & Fridsy D Week 5 early 1) Ry
4 daily, 4 weekly, 2 monthly, 3 quarterly, and 1 yearly. B Yea

2. Rotation - icons at the top-right of each square indicate
how the media should be rotated and stored (in the example above monthly tapes should be stored offsite after the backup
and brought onsite when next required; a yearly tape, however, should be permanently stored offsite after the backup and
replaced with a new tape for the next yearly backup).
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3. Labeling - the label for each media item is indicated on the diagram (e.g. Tuesday, Week 2, Month 2) and these labels
should be physically written on each separate backup media for easy identification when media swapping is required. Each
color represents the backup type for the media within the square (e.g. daily, weekly, monthly, yearly, quarterly).

4. Timing - specify what time of the day the backup should run at the top of the window. If multiple jobs are scheduled any
jobs that overlap will be placed in a queue and executed as soon as the job running finishes. Backups scheduled between
midnight and 6am run on the morning following the scheduled day (i.e. Monday's backup runs on Tuesday morning). This
ensures that data created on a Monday, for example, will be written to Monday's backup media rather than Tuesday's.

9. Setting up the destination

BackupAssist Initial Setup

After choosing a schedule you can configure settings specific to
the hardware device selected for backup. More hardware
settings are available for configuration once you have completed
the initial setup and the job has been created. See section 13,
pg. 7 for details on how to edit job settings once the job has
been created.

@ External hard drive settings 9

Where are your hard drves connacted?
@ Locally - drectly to this computer
Drive letter

Path on drive:

@ setun h (] (irwetvertle_|

¥ Perform a USB Eject after the backup has completed

@ Fikes and folders
¥ Automanicaly reassign drive letter If ncarractly assigned

1. Getting help - if required, click the & help icon at the
top-right for a more detailed explanation of each
hardware setting available.

Mail server
O I~ Tun on NTFS Compression

) ™ Turn on NTFS Encryption (incompatible with ASR restoration)

@ Badap user € Remctely - to ancther computer, snd shared aver the network

INC path to drive:
How many disks do you have foe your backups?
Mumber of disks for daity backups |
Number of disks for weekly backups: 2 5‘

Number of disks for monthly backups: 2 3

@ Frepae meda

@ Hams your badp

[ <Back ][ Mew> ][ Concel
10. Selecting files for backup
You can select which files and folders to backup from a list of all EEEIEESITNEIT
) ) ) @ What do you want to backup? )
local and mapped network drives on the machine. If any drives :
are missing or have been recently connected click refresh at 2 aatrosh (] Check seections 8 A network path 5] Estimotie se Key
- i = Name 3 | Sze | Lastia
the bottom-left to update the list. > B> e .
=-[J¢ ) Locd Disk (E2) B netpud
. ) ) ) + [B1'2 Dragnostics on gerstwin (X:) B Gkeys
1. Recommended selections - most organizations install &[0 Werk on gershuin (W) B media player ciassic
. . " B Griaosft -
the backup device on a file server where all critical data B Giroves
. . M @imsocace
is stored. We recommend backing up at least the system gpchamnn
) ) ; b (Recyded
volume (typically C: drive), the system state (active mzcvm
Bl ) ssaver
directory, registry, system files) and any critical data B @supcar
O i i @ Badkup ser 6 System Yolum Ifo...
located on other partitions. This will ensure that you can B denp
@ Prepore media I VALUEADD
i i i B ¢ wesTwoon
both rebuild the server in the event of disaster as well as SRR ) ez _r"‘
retrieve all critical data. For maximum protection, select | | 2

all data on all partitions of the server. Also note that you
can only backup the system state of the machine

ctory, regetry, systam Hles stc.)

of tha local maching, including the registry and active dirsctore
achines

BackupAssist is installed on; remote system state backup shock | B> J[ Cocd ]
is not possible.
2. Storage - ensure that the data selected fits on a single tape, disk, drive, or disc. Backups are typically performed

unattended at night so it is generally not practical to change backup media. We also do not recommend spanning backups
across multiple media; if the first backup media in a series becomes unreadable or lost, you may not be able to restore data
from any of the rest of the backup media in the series. We instead suggest that you create a backup job with data selections
that will fit on a single tape, disk, drive, or disc. This method ensures that each backup is ‘complete’ in itself, and if data
cannot be restored from a particular tape, disk, drive, or disc, the rest of your backup media will not be affected.

3. Estimating selections - to estimate the size of your file selections click Estimate size near the top-right. BackupAssist will
calculate the size of your selections and display the result to the right of the button. The system state is not included in the
estimate but typically ranges between 300Mb and 600Mb.

£ BackupAssist
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11. Mail server and notifications

BackupAssist can be set up to send reminder, report and
maintenance notifications. Notifications can be sent in a number
of ways, such as a network broadcast message, via a printer, or
through email.

To send notifications via email all you need is a working SMTP
mail server.

1. Mail settings - once you have input your SMTP mail
server details click Test settings and connection type.
BackupAssist will then attempt to connect to your mail
server. If you are unsure of your connection type select
‘Autodetect’ and enter a username and password if you
have one. BackupAssist will suggest a connection type
when you click the test button.

2. Adding email notifications - Check Add an email
report notification and specify an email address to
send the backup reports to. Enter a secondary email
address below to send backup reports to another person.
You can also specify what reports should be sent to the
secondary recipient. For example, you may want to
notify the system administrator only when an error
occurs rather than sending them reports of all backups
(both success and failure).

3. Check Add an email reminder notification further
below and specify an email address to send media
change reminders to.

4. Once you have finished the initial setup, you can add as
many additional notifications as required which can be
sent as an email, network broadcast message, or to a
local or network shared printer.

12. Preparing backup media

Preparing backup media ensures that your rotation scheme is
followed. Preparation involves writing a label to each media
item separately. If media is prepared BackupAssist is able to
detect if incorrect or unrecognized media has been inserted or
connected. BackupAssist can then check the label of inserted
media before performing a backup and take different actions
depending on your requirements. For example, you can setup
BackupAssist to warn a user if incorrect media is inserted but
still proceed with the backup, or, warn the user and not
perform the backup. You will also need to prepare any media
that has been used previously with another backup program.

1. Preparing media - first insert or connect the media
that corresponds to an item in the list (e.g. Monday's
tape, DVD, REV disk). Edit the assigned label if required
and click Prepare to the right. A label will then be
written to the media connected or inserted.

BackupAssist Initial Setup

@ Mail server settings @
[V Activate emal festures n BackupAssist
s vothes TS reQur
Bachupssist emals come from this person
Nama: [Badapassist on J05N8
Emal: [supportibachupassst.com
SMTP Server:  [badupassst.com port: o5
Connection type:  |Autodetect h
Username:  [support
Pasoword: [Feerereere]
@ FPrepae meda [T Use alternate emal component
@ Nama your badap
[ Test setiings and connectontpe |
[ <Back [ New> ][ Cocel |
BackupAssist Initial Setup
@ What do you want BackupAssist to tell you? Q
can add omak, prnt and broadcast notFfications, inchiding reminder, repart and martenance notifications by
~ is ob lat
¥ Add an email repeet notfication
he repert rotification vl 1t you know whather the job was successful
Send reports to this emal address:
[rim wilis <support@backupassist.com - HTML =l
Also send reparts to this emai address:
[orstem Admin <advinBbacupassst.con>-H ¥] [Erorsorly  ¥)
¥ Add an emall reminder notficaticn
The reminder notification wil let you know when the medi has to be changed,
Send reminders to this emal address:
[office Admin <officasdmin@backupassist.com> - HTML |
[ <Back [ New> ][ coe |
BackupAssist Initial Setup
d o backup
Each meda can be prepared indeadualy below, Any uravailsble media can be prey
W Let Backuphssist keep track of your media
Backupassist vl check the media before each backup and take the folloving action
I the wrong media is inserted: [Backup anyway and warn user |
IF new or urecognzed meda s nserted:  [Backup anyway and warm user _:]
paration wrkes an identfyng label to each med
sert or connect each medsa item induded In your current schame and [repare & separate
-
» |Month 1 Prepare
» |Month2 Prepare
» [Week1 Prepare
» |weskz Prepare
S p—— =
[ <Back [ New> ][ Coce |

Now eject or disconnect the media and prepare each additional backup media separately. Any backup media not available can be
prepared later. Remember to physically write labels on each tape, disk, drive, disc after preparing it. This will ensure that the
right media is inserted when requested in the reminder notification.




13. Editing job settings

After you have named your first backup job and completed the initial the main BackupAssist console will load and you will be taken
to the Jobs screen. Here you can administer, edit, delete, and create backup jobs.

1. Editing a job - select the job you created from the list on the Jobs window and click Edit above the job list. You will be
taken to the overview window which gives you a quick reference to the job’s basic configuration. You can also rename, and
suspend or activate the job here. To the left of the job window is a Job settings menu with a list of settings that can be
configured and edited for the job:

<) Destination: configure settings for the hardware TS
. . Ble B Wew Settings  Jobesttngs  Quickadions  Heb
device that baCkups are written to. @ Home t. ans} g Monitor - Reports . Events E® Restore ‘ Settings £ Backup.
@] scheduling: choose and configure a media rotation
scheme. e e
R . ) ) Z Ovorvow 2 Reminder natifications @
'“. Calendar view: view a detailed calendar that Pisiicen ) ‘
describes your backup schedule. @ sthedang oy ettt atodei b
. y p B Calendar ¥ Office Admin (HTML) 12:00:00 PM =4
.| Files and folders: select which files and folders s
e [ addroshcatcn. |
should be backed up. B echogesenvers ||
N s £ Report notifications 9
* Exchange server: backup Microsoft Exchange |, catr :
Server data (information store and mailbox-level). « Notfeaions S A e b By T
J sQL server: backup Microsoft SQL Server (full | %™ 0 B e m = ||
database backup). & NTsackup options (Chatnoeatcn. ]
& Notifications: setup reminder, report and Shiltee s en® dest °=

. . . Quack actions. »
maintenance notifications.
& Scripts: input scripts to run before and after the

backup process.

L o Open files: select a snapshot manager to backup open files.

€ NTBackup options: configure settings specific to the Windows Backup Utility (NTBackup.exe), as well as enable
software compression.

14. Running a test backup

Once you have finished modifying your backup job and are U T ]

Fla  E®  View Satings  Heb

@ vome W@ Jobs |B® monitor| [ Repors [ Events B Restore g Setings £ Backup

happy with the configuration, you should perform a test backup

to verify that all settings are correct.

H H H H N I (HAse Recent jobs monitor -
1. Testing the backup - click Quick Actions at the = ORETR,
bottom-left and CIiCk Run backup now A new WindOW The job you started should begin vwithin the next 20 seconds, This screen wil show its progress
will appear. Click Run again to start the test backup. @ %o (14/05/2000 4:30:51 PH) Orte:
) . ) . @ Make network connections
You will be taken directly to the monitor window where m @ Check seections Sl
you can view a real-time status of the job running, @ check destination Progress:
) . ) . @ Frepare for Ha badup
including the task currently in operation, the amount of © Activate badkup cache
data backed up so far and the estimated time until “:”‘““’:‘" il
Fhase two backup
completion. Decctivats bedhup cachs e
Comple usage repart W :
The test will take as long as a full scheduled backup so if ST sorsec o S Chcaibockinc
Close network connections
you have large amounts of data selected, you may like to |
> Refesh

temporarily remove some of your file selections in the
_ | files and folders section to run the test. It is best to
leave files selected from each partition or share you wish
to backup from so that the test can verify that BackupAssist can access all relevant locations.

You will notice that the files and folders selection is
separated into tabs at the top of the window. Remember
to re-select the data after the test has completed.

| Local Files | | Local system selections || Remote files | | Exclusions

-] TimWills on pollinitUsers [2:) Mame Tvpe Size
; [ Gaoldrire om polin [v:)

! D\Z diagnostics on pollini ;)

0[] downloads on polini [v:)

1) [#]@ media on pollini (K]

]2 wark-av on pallini (H:)

-] wark on palini (E:]

-] temp on palini (8]
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15. What to do now?

You are all done! All that remains is to keep an eye on the backup report emails to make sure that backups are running successfully
and to change backup media each time you receive a reminder notification from BackupAssist.

It is also important to test your restore capability. Initially you may perform a test restore on your first few backups but even after
you are confident that both the backup and restore are reliable, you should still perform periodic restores. There is nothing worse
than realizing several months down the track that your backups are all useless because of a simple hardware problem that was not
detected. Even the most reliable backup system cannot offer a 100% guarantee on your data backup so it is best to play it safe.

If you have any questions first try consulting the help file; context-sensitive help is accessible throughout the software by clicking
the & help icon at the top-right of most sections. Any further queries can be directed to support@backupassist.com

16. Frequently asked questions

1. What format will my backup media be in?
Standard Windows backup format. BackupAssist uses the Windows Backup utility to backup to portable media, so your
backups will be in the standard backup format. No proprietary software is needed to restore data from BackupAssist backups.

2. How do I restore data?
Simply restore data from your portable media using the Windows Backup program, as you would do if the backups were
performed manually. No special processes are required unless you are attempting to restore SQL databases and you should
refer to the education center on our website: http://www.backupassist.com/education for further instructions on this.
Restoration should generally only be performed by qualified technical personnel.

3. Can I use media that has been previously used by other backup programs?
Yes, although you may need to prepare it first. Refer to section 12, pg. 6, of this guide for preparation details. If you need to
prepare media after creating a job click Quick actions on the top menu and select Prepare media. You only need to prepare
each media item once. Please note that many other backup solutions install their own tape drivers. If you are using a tape
drive you may have to uninstall your current drivers and reinstall the default Windows drivers.

4. I need to run additional tasks before and after the backup - can BackupAssist do this?
Yes. BackupAssist provides a facility to run scripts before and after the backup. Click Scripts in the left menu when editing a
backup job. See section 13, pg. 7, for details on how to edit a job.

5. I need to backup data on a mapped network drive. Where do I set up the mapped drives?
Each time you access /j Files and folders when editing a job and select the Remote files tab, BackupAssist will
automatically detect network drives that have been mapped in Windows and add them to the file selection list. No extra
configuration is required unless the backup user (see section 11, pg. 6) does not have access to the share. If this is case,
click Settings on the top menu and select Network paths. Now select the relevant share and click Edit to alter the
authentication details for the share.

6. What types of backup does BackupAssist support?
Full, Differential, Copy, Daily and Incremental backups are all supported.

7. Do I have to use one of the pre-defined schemes?
Each pre-defined scheme can be customized which enables you to design your own backup schedule and rotation strategy.
When editing a job click @ Scheduling on the left menu and then click Customize at the top of the window.

8. What kind of support does BackupAssist provide for open files?
BackupAssist provides two options for open file backup: Snapshot manager or Conventional file copy. You can read more
about each option in our open files white paper in the education centre on our website:
http://www.backupassist.com/education/
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