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* WPS(2006)

® Created for the consumer to easily adopt Security

® 2011 — Brute force pin attack (compromises network access)

® 2014 — Weak Random Number Generator implementations compromises WPS
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WPA2-PERSONAL CONNECTION PROCESS

Passphrase

Master Key = H(Passphrase | ...
Master Key is never transmitted!

Master Key = H(Passphrase | ...
Master Key is never transmitted!

Association Response

Transmission Key =

‘

H'(Master Key | ...)

Transmission Key =
/ H'(Master Key | ...)
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* YES: Decryp'rrc and a
®* NO: Try next passphrase
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® Prevent any d

®* Works for WPA, WPA2 and WPA3
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A LOOK BACK: THE KRACK-ATTACK

TK installed, SN: O

TK re-installed,

EAP-Key Message 1
EAP-Key Message 2
EAP-Key Message 3
EAP-Key Message 4

Data (SN=0)

EAP-Key Message 3

i

Data (SN=0)

NONCE: Number only used ONCE
NONCE for Transmission(s):

TK installed, SN: O

® Transmission Key (TK) + Sequence Number (SN)

Attack: Keep TK but reset Sequence Number

Counter-Measurement: Never reset SN for the same TK






onger

sible to user)

Replace

Add 192-Ei’r mode (Suite cryp |n(op'rionq|)

PMF enabled by default

Utilize consistent cryptographic algorithms/hashing across all aspects of encryption/key

generation/authentication
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SECURITY IMPROVEMENTS

* WPA2+WPAS3: Test for KRACK-
Vulnerability

® Robust Security Network Element (RSNE)
robustness
® Unexpected RSNE termination
® Unexpected values

® Multiple AKM support

® Clients only:

® Unknown root Certificate Authority (CA)
detection

® Replay protection on unicast + group
addressed frames

1 6.600000 Lancom 48:1c:el

Broadcast

—_——————————————————
» 8062.11 radio information

» (IEEE 802.11 Beacon frame) Flags: ........

w IEEE 802.11 wireless LAN
» Fixed parameters (12 bytes)
w Tagged parameters (228 bytes)

»

»
>
»
»
»
»

Tag: SSID parameter set: SSID 1

Tag: Supported Rates 6(B), 9, 12, 18, 24, 36, 48, 54, [Mbit/sec]

Tag: DS Parameter set: Current Channel: 6

Tag: Traffic Indication Map (TIM): DTIM © of @ bitmap

Tag: Power Constraint: @
Tag: ERP Information
Tag: Cisco CCX1 CKIP + Device Name

w Tag: RSN Information

ag Number: RSN Information (48)
Tag length: 24
RSN Version: 1

w Group Cipher Suite: 00:0f:ac (IEEE 802.11) AES (CCM)

Group Cipher Suite OUI: 00:0f:ac (IEEE 862.11)

Pairwise Cipher Suite Count: 1

Group Cipher Suite type: AES (CCOM) (4)
862.11) AES (C

w Pairwise Cipher Suite List ©0:0f:ac (IEEE

Pairwise Cipher Suite OUI: 00:6f:ac (IEEE 862.11

w Pairwise Cipher Suite: 00:0f:ac (IEEE 862.11) Ajy Cipher Suite Type 4: AES-CCM-128

Pairwise Cipher Suite type: AES (CCOM) (4)

Auth Key Management (AKM) Suite Count: 2

w Auth Key Management (AKM) List 00:0f:ac (IEEE 862.

11) PSK 00:6f:ac (IEEE 862.11) Unknown 8

w Auth Key Management (AKM) Suite: 00:0f:ac (IEEE 862.11) PSK
Auth Key Management (AKM) OUI: ©0:0f:ac (IEEE 862.11)

Auth Key Management (AKM) type: PSK (2)

AKM Type 2: PSK with AES-128-CMAC

w Auth Key Management (AKM) Suite: 80:0f:ac (IEEE 802.11) Unknown 8
Auth Key Management (AKM) OUI: €6:6f:ac (IEEE 8062.11)

Auth Key Management (AKM) type: Unknown (8)

» RSN Capabilities: 8x00bc

AKM Type 8: SAE with AES-128-CMAC




® Rules for Exr

-

e (532= (125)2= 1562
* (523=(25)° = 15625

/3‘ Discrete logarithm problem: 5*mod 3 = 2, determine the x!



@
(/;) Source: https://www.youtube.com /watch2v=M-0qtétdHzk



ASSWOI'C 1ange protocol

* Resistant to dictionary attacks
* Master key no longer based on Passphrase
* Only one guess per network access attempt

/’ * Transition Mode (WPA2-PSK + WPA3-SAE)




WPA2-PERSONAL CONNECTION PROCESS

Passphrase

Master Key = H(Passphrase | ...
Master Key is never transmitted!

Master Key = H(Passphrase | ...
Master Key is never transmitted!

Association Response

Transmission Key =

‘

H'(Master Key | ...)

Transmission Key =
/ H'(Master Key | ...)
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WPA3 CONNECTION PROCESS

Point R on elliptic curve = H(Passphrase | ...)
Random number u

Transmit: u o R

Master Key = u o voR

Association Request
Association Response

Transmission Key =

H’ (Master Key | ...)

%

Point R on elliptic curve = H(Passphrase | ...

Random number v
Transmit: v o R

Master Key = vouoR

Transmission Key =

H’ (Master Key | ...)

)



* 192-bit mode requires RAD | AP-TLS 192-bit support
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LS, 256 bit

¢ TLS v1.:

®* Quantum resistant

® EAP server enforces policy via RADIUS attributes
/3‘ 4-Way Handshake uses SHA384 with 192-bit AKM







to enter passwords

* Provide data and manage he end user (PMF)

® Maintain simplicity of deployment because there are no network credentials to maintain or share

® Preserve interoperability with legacy open networks, including those using a captive portal




® Seconc

®* One new OWE BSS per ope

®* WFA: separate and optional certification program (

%




®* New IE (Tag no. 32): ECBH nuer

® Bridging, Multicast and Broadcasting between is allowed and vendor specific
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OPEN NETWORK: TECHNICAL




ENHANCED OPEN: TECHNICAL

Random Number a A Random Number b

Generator of DH-Croup: G 'Authentication - N Generator of DH-Group: G

Private Key: Privgjent=a 1 ‘ Private Key: Privap=b

Public Key: Pubcjeny = a*G A e LA Public Key: Pub s, = b*G

Association Request (DH a)

Association Response  (DH b)

Master Key = H(a*Pubgel...) Master Key = H(b*Pubgjient !...)

Transmission Key = EAP-Kev Message 7 Transmission Key =

H'(Master Key | ...) : - H'(Master Key | ...)

STA and AP derive unique
PMK used in 4 way handshake




1 BSS SSID

ced Open network,

® An/ e [ele » broadcast or multicast
traffic between tl ks to support network management
goals, such as discovery of d anced Open Transition Mode.

®* An AP in Wi-Fi Enhanced Open Transition Mode uses the same operating policies, for example
client isolation, for both the Wi-Fi Enhanced Open and open SSIDs.

®* When Wi-Fi Enhanced Open penetration has reached a sufficient level amongst their user base,
/ network managers should disable Wi-Fi Enhanced Open Transition Mode.




icated packet
of data into

insecure

®* Network managers mus nt onitoring for rogue APs and active

attackers that modify information being transmitted on a network

® Certain types of “insider” attacks, such as ARP spoofing, might be mitigated on Wi-Fi

/3 Enhanced Open networks by configuring the network to isolate clients















the device.

i-Fi network

X- e ¢ ‘uses the Wi-Fi network information

delivered by the configurator to discover, select, and connect to the Wi-Fi
network without the need for human intervention.




let may be
1 on the device.

nnect AP administration
w enrollee.

= ce to initiate the protocol.

®*Enrollee

® Devices that administrator wants to connect to the network, includes APs, smart appliances,
computers, printers, TVs, .... Essentially any Wi-Fi device can be an enrollee.
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or ¢ s operating channels

DPP:C:81/1,115/36;K:MDkwEw YHKoZIzj0CAQYIKoZIzjODAQcDIgADM 2206 avxHJaHXgLMkq /24e0rsrfMP9K1Tm8gx+ovPOl=;;
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ork.

network
W i-Fi network.

e—
B °
D
/:) configurator enrollee clients







ted private key

is established via the

ept secret

public key is shared

_____*




elqle

* User can use the bulb’s application to control the bulb.
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QR LOC

The QR code displayed on the TV
/changes on check-out










® Enhanced Open Transitional Mode on single SSID
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* Mandc nent Frames

(1



