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s+ Objectives

* This high-level security compliance report is intended to provide an
overview of the customer current status of Trend Micro Apex One™ /
Trend Micro™ OfficeScan™ deployment compared with the Trend
Micro recommendations of best practice.

* By discussing the security compliance report results with customers,
you will be able to generate the upgrade or services opportunity.

e Target Products: Apex One, OfficeScan
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¢+ Security Compliance Report Content

e Security compliance report outlines the current status of endpoints
protected by Apex One / OfficeScan and make recommendations
specifically targeted at increasing the overall security posture for
customers’ implementation.

e Security compliance report provides the following information:

— Recommendations about how to improve the network security provided
by Apex One.

— An overview of the currently deployed Apex One agent versions.

— An assessment of the current Apex One server build compliance and the
availability of hotfixes, patches, or enhancements.

— An overview of the protected operating systems.
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¢ Security Compliance Report Content

Details include:

e OfficeScan agent policy compliance

* Available hotfixes/patches by severity
« Recommended security settings

Provide executives summary score
Compliancy

Deployment scope

Policy recommendations
Patch/Upgrade recommendations

Summary

Platforms Total Online Offline Compliancy Rating
OfficeScan Server 50%
Desktop Agents 550 238 312 75%

Server Agents
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s Best Practice Guide — Sample Report (1/2)
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Apex One Best Practice Guide

Security Compliance

PARTNER

High-level Executive Summary

Owverall Results for: WAYNE-HSU-5QL2016

Apex One Server: Apex One, Build 1071 (N 1%

summary

Platiorms Total Ondime Ditline
Apax One Server

Desktap Agents

Sarvar Agerts

Agent Release Distribution
Release description Workstations

[EEEETET

Advanced Feature Compliancy

Module Name Average Compliancy £

mart Scan (File Reputation Services

Web Reputatian

Contral

Integrated Appication Cantral

Key Findings
& The Security is

Hawing outdated £

Compllancy Rating

Sarvers

Fulty Compliant Agents
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Securing Your Connected World

protected by Apex One and make fecar

1. Report Overview

The primary objective of this report & to outsne the

endations spec

67 %

Apex One agents: 2
Offtine agent= |

e e Bt

ureent status of andpoints

fically targeted at increasing

the overall security posture for nolementation. This
fallowing infoemation
* Recommendati about how o improve the network security provided by
Apex One
* An overview of the currently deplayed Apex One agent varsions
* AN assessment of the current Apex One server bulld compliance and the
availabllity of hotfixes, patches, ar anhancements
* An overview af Ihe protected operaling systems
- Lail
Apex One L dppiove
14.0.1.9999
bulld 1071 "R R
Server Avallable Apex One Agent
Version Solutions Versions
L

v

Homogeneous

Version
Distribution

( so%

Overall Security
Rating

Total endpoints:)

56%

Overall Security
Rating
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actice Guide — Sample Report (2/2)

= Smart Scan (File Reputation Services) [ S —
Apax DR agents uiing Smart Scan kwerage light-weight patterns and coud reputation guaries bo proviss the
same probection prowvided by convertional ant-malwara and anth-spyware patterns. Smart Scan agants
perform scanmdng locally and B e ocal scan s unabike fo defoemming thae risk of a file, 3 query IS sant to Smart
Protaction scurces. Smart Scan agonts cachd Bhe query resuits to Imerows seam operations.

= Real-Time Scan Falby cormpibant mgesbe DS {0

Feattime Scan is a persistent and ongoing scan. Each bme a 1ik 5 recehed, opaned, downicaded, copled, or
modfiad, Real-tima Scan scans the file for secarity risks.

= Web Reputation Ly comzlant sgene: 475 oW
Wb reputation techrology tTacks the credibilty of web Gomains by aSSIgRINg a reputation score based on
factnrs such &5 3 websEe's age, Mstorical locabion charges, and InScations of SEpacious actvities discoversd
through madwares beravior analysls. Whan 3 usor atbempts 8o access 3 wobsito, B Apax Ona 3gent quarks 3
smart probection source fo ascartaln the risk lewal of the contant.

= Sucpicicus Connection Service ety cormpilant agests OF= {0
The Swspicous Connection Service manages the User-defined ard Giobad IF CEC Bsts, and moribors the
befavior of connections that erdpoinds maka To potential CA&C servers.

= Behavior Monitoring Pty compliant agaste: G (0WI

Moriboring % monibors for unusual modfications to the operating syshem or
Irstalled software. Through use of Malware Sehavicr Blocking and Ewent Monitoring, Behavicor Moniboring
profects andpoints against unconventional threats, SUCch as ranscmwanre attacks.

m Pradictive Machine Learning

Fradictive Maching Learming uses advamncsd machins kearming technology fo comelate threat information and
performs Inrdepti The analysls or behavioral process and Script analysls to detect emenging UNknown security
riRs

Fully comzlant sgent: 47T (O]

= Apey One Agent Self-protection [ —
Apax Ora agert sell-protection provides ways for the Apex One agent To profoect e processes and othar
resources raquined B funcHon proparty. Seif-protecton helps thwart attampts by programs or achual users bo
dizable anb-maleare ot ton.

= Device Control Folly cmmpliped ageete: 45 phiring
Dawvice Corérol respuiabes access Bo external shorage devices and mebwork rescurces connected bo endpoinks.
Cavice Control helps pravert data loss and eakage and, combired with flle scanming, heips guard against
S@CUrRyY risks.

o e

= pntegrated Application Control
Integration with Application Conbrol provides Apax Ores users with advaroed m Blockl and

Falty cormpliant age:

o ol

lockdown capabiifles. You can run application lmentories and create pelicy rules that onky allow specHic
applications fo exscufe on your endpoinks. Yeu can also create applcation conbrol ndes Based on appBcation
category, vendor, or wersion

= Integrated Vulnerability Protection T ——
Integration with ‘WVaneratiity Froteciion protects Apsx One userns Dy automating the application of ual
patcres before official patcres become awallabke. Tremd Micro provides protecied endpoints with
recommandad Intrusion Préevention rukes based on your nebwork performancs and securty prioribes.

= |pntegrated Endpoint Sensor Futiy comzlant agenes 4% oW1
Integration with Endpoint Sensor aliows you to monitor, record, and parform both osTent amd hstorical
socurity iIrmestigations on your Apas One endpoints. Usae the Apax Cemtral conscla and perform predmicary
Ireastigations bo kecate at-risk endpoints befora aseoutivg an in-depth Root Cause Analysis to idantfy the
attack wactors
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Recommend Process Steps

Leverage “Best Practice Guide - Customer Presentation Slide” to brief customers.
e Sign agreement with customer if customer is willing to perform the assessment.
Download the Extraction Tool.

 Login to partner portal and submit a support case for “compliancy report”. Read the KB: How to Generate a
Best Practice Guide Report for Apex One or OfficeScan for detailed step by step of case submission.

Compliance report will be generated by Trend Micro after submission. The status of the support case can be
checked in MySupport -> Support Requests. Once the report has been generated, you will receive an email
to indicate it is available for download and review. The report in PDF file can be found under Support
Requests -> File Attachments.

*  For Trend Micro Apex One™ SaaS customers, please open a support ticket and one of our Customer Support
Engineers will help to generate the Compliancy Report on customer Apex One SaaS instance for you.

 Review the report for upgrade or service opportunity. You can reference the KB: How to create a BPG Report
and use the Trend Micro Apex One Migration Checklist.

Discuss the report results with your customers for the action plan.

e  Submit the Deal Registration through partner poral and note the code “BPG Compliance Report” to gain
additional discount.

- ' TREND
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https://success.trendmicro.com/solution/000247163-How-to-Generate-a-Best-Practice-Guide-Report-for-Apex-One-or-OfficeScan
https://success.trendmicro.com/solution/1122364-how-to-create-a-bpg-report-and-use-the-trend-micro-apex-one-migration-checklist
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How to Submit a BPG Support Case via Partner Portal (1/2)

Read the KB: How to Generate a Best Practice Guide Report for Apex One or OfficeScan for detailed steps of case submission.

Quick Update/Add Product Profile

Please ensure the product information are updated. If not, you may edit the fields here.

1. Login to partner portal and create a new support request.

Step 2: Edit the information for the selected or new product profile

2. Enter the Customer Account details.

Profile Name

3. Select “Add a new profile” and enter the desired name. | offce scanxs
. . . Produ: Operating System
* Select OfficeScan in the product section. « e
I OfficeScan e Windows 10 32-Bit

Type one or more

4.  Download the extraction tool and run it on your OfficeScan

server. Product Version Product Language
I XG ~ English ~
5. Unzip and execute the ExtractionTool v4.0.exe. Further
instructions are included in the README.txt. Follow the .
onscreen prompts to complete. Cancel

ThisPC > Desktop > ExtractionTool v|® | SearchExtractionTc

&Drop up to 3 files here or

9 © 2020 Trend Micro Inc. 0‘ IBE E E


https://success.trendmicro.com/solution/000247163-How-to-Generate-a-Best-Practice-Guide-Report-for-Apex-One-or-OfficeScan

> N TS

y How to Submit a BPG Support Case via Partner Portal (2/2)

Read the KB: How to Generate a Best Practice Guide Report for Apex One or OfficeScan for detailed steps of case submission.

6. After a few minutes, it will complete the compliancy scan of m—
OfficeScan server. It will create a zipped folder.
7. Upload the resulting files in the section shown. s ’:“Mf
8. Enter the email address at where you wish to receive the report.
. . IssueType () productissue O Threatlssue | ® Compliancy Report
9. Click Submit.
10. The “Request Sent” pop-up message will appear informing you St | bt e e
that a new Support Case has been created, including the case r—

number.

@Drop up fo 3 files here or

11. Once the report has been generated you will receive an email to
indicate that it is available for download and review.

CC Emaills)

select recipients from Contact ist.

Contact Method | @ Email O Phone

10 © 2020 Trend Micro Inc.
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* Upgrade to the latest version

* Switch to a suite that has additional features

* Professional Services (to assist with upgrade)

* Trend Micro™ XDR Add-on

* Trend Micro™ MDR Service

 Connected Threat Defense - Trend Micro™ Deep Discovery ™

11
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Leverage BPG Report to Discuss Upgrade Opportunity with Customer
- Using the Apex One Migration Checklist

After creating the BPG report, click Section 4 to go directly to the Apex One Upgrade
Checklist.

Checks your operating system to see if it is supported by Apex One and if HTTPS is

Section 4.1 enabled.

Checks your agents and make sure that the operating systems of your endpoints are
supported by Apex One. It lists which operating systems you have that are not

Section 4.2 supported, and notes beside each OS if there is a version or patch of the operating
system that is supported. This section also states whether the OfficeScan Agent Version
supports migration to Apex One or not.

Checks your SQL Server. If you wish to use Apex One with Endpoint Sensor, it will show
if your SQL Server Version is compatible and confirms if your SQL Server Browser and
SQL TCP/IP are both enabled. Endpoint Sensor requires that SQL Full Text Search is
enabled.

Section 4.3

12 © 2020 Trend Micro Inc. 0‘ TREN D
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Support Resources

Trend Micro Assessments and Best Practices Fact Sheet
Customer Agreement for Performing BPG Compliance Report
Support email: partnersupport@trendmicro.com

KB: Step-by-step help to submit a support case — compliancy report
through partner portal

— How to Generate a Best Practice Guide Report for Apex One or
OfficeScan

KB: Helps you read the BPG compliance report and upgrade to Apex
One

— How to create a BPG Report and use the Trend Micro Apex One
Migration Checklist

i ' TREND
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