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Disclaimer

This documentinany form, software or printed matter, contains proprietaryinformationthatis the exclusive property
of Oracle. Your access to and use of this confidential material is subject to the terms and conditions of your Oracle
softwarelicense and service agreement, which has been executed and with which youagree to comply. This
documentand informationcontained herein may not be disclosed, copied, reproduced, or distributed to anyone
outside Oracle without prior written consent of Oracle. This documentis not part of your license agreement nor can it
be incorporated into any contractual agreement with Oracle or its subsidiaries or affiliates.

This documentis forinformational purposes onlyand is intended solely to assist you in planning for the
implementation and upgrade of the productfeatures described. It is not a commitment to deliver any material, code,
or functionality, and should notbe relied uponin making purchasingdecisions. The development, release, and timing
of any features or functionality described in this document remains at the sole discretion of Oracle. Due to the nature
of the productarchitecture, it may notbe possible to safely include all features described in this document without
risking significant destabilization of the code.

Revision History

Thefollowing revisions have been made to this document since its initial publication.

DATE REVISION
May 2022 Major update with latest changes in Oracle Cloud Infrastructure 1AM service
August 2021 Updated to new template and edited
March 2018 Initial publication
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Overview

This technical paper provides best practices for using the Oracle Cloud Infrastructure (OCl) Identity and Access
Management (IAM) service when you're planning, designing, and deploying solutions on OCI.

The IAM servicelets you controlwho has access to cloud resources. You can control what type of access a group of
users has and to which specificresources. The service enables you to enforce the security principle of least privilege
by default. New usersaren’tallowed to perform actions on any resources until they’re granted the appropriate
permissions.

With the lAM service, you can use a single model for authenticationand authorization across all OCl services. IAM
makes it easy to manage access for organizations of all sizes—from one person working on a single projectto large
companies with many groups working on many projects atthe same time—within a single account.

IAM is highly scalable, allowing you to manage hundreds of millions of users. It offers a robustidentity-as-a-service
solution for workforce, consumer, and developer use cases, with features such as strong multifactor authentication
(MFA), adaptive security, identity lifecycle management, single sign-on (SSO) to third-party applications, and support
for hybrid and on-premises environments.

IAM Service Components

The lAM service consists of several key components that help you controlaccess to resources and configure identity
domainsfor managingapplications, SSO, and identity lifecycle management. This section provides basic definitions
of the following|AM components.

e Resource: A cloud objectthat your organization’s employees create and use wheninteracting with OCI.
Resourcesinclude Compute instances, block storage volumes, virtual cloud networks (VCNs), subnets, and
route tables.

e Compartment: A collection of related resources. Compartments are afundamental component of OClfor
organizing andisolating cloudresources. You use them to clearly separate resources for the purposes of
measuring usage and billing, access (by using policies), and isolation (by separating the resources for one
project or business unit from another). Acommon approach is to create a compartment for each major part
of your organization.

e Tenancy: The rootcompartmentthat contains allyour organization's OClresources. Oracle automatically
creates your organization's tenancy foryou. Under the tenancy, you have a defaultidentity domain, which
containsusers, groups, dynamic groups, MFA, and an app catalog. The tenancy also includes compartments
and some policies. You can put policies into compartmentsinside the tenancy. You place the other types of
cloud resources, such asinstances, virtual networks, and block storage volumes, inside the compartments
that you create.

e Policy: A documentthat specifies who can access which resources andhow. Accessis granted atthe group
leveland compartmentlevel. So, you can write a policy that gives a group a specifictype of access withina
specificcompartmentor to the tenancy itself. If you give a group accessto the tenancy, the group
automatically gets the same type of access to all the compartmentsinside thetenancy. The word policy can
mean several things: an individual statement written in the policy language, a collection of statementsina
single named policy document that has an Oracle Cloud ID (OCID) assigned to it, or the overall body of
policies that your organizationuses to control access to resources.
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Identity domain: An OCl resource thatacts as container for managingusers, groups, and dynamic groups;
federating and provisioning users; configuring SSO for secure applicationintegration; configuring adaptive
authentication and MFA; and administering SAML and OAuth-basedidentity providers. It serves as an access
control plane across all OCl offerings and a robust enterprise IAM for complex, hybrid IT environments.

Resourcesin oneidentity domain areisolated from resources in other identity domains. Users always signin
to anidentity domain and, based on permission, users can manage multiple domains from the Oracle Cloud
Console.

Default domain: Each tenancy comes with a default identity domain. Administrators (admins) in the default
domain are the super admins of the tenancy, and they get these privileges fromthe seeded “tenantadmin”
policy, which can’tbe changed. So, we recommend not using the default domain admin, or tenantadmin, for
day-to-day operations. Instead, the default domainadmin should create admins for managing specific
resources.

Secondary domain: An identity domain other than the default domain. Defaultand secondary domains have
certain differences to consider whenyou’re designing a solution. For more information, see the next section,
“Compartments and Identity Domains.”

Homeregion: Theregion where lAM resources and domains reside. All IAM resources in the defaultdomain
are available across all regions, butthe master set of definitions residesin a single region, the home region.
You can change IAM resourcesin the homeregion only.

The following diagram illustrates these key components of the IAM service in the US East (Ashburn) (us-ashburn-1)
region. The default domain resides in the root compartment and two secondary domains, ProductionDomain and
ConsumerDomain, reside in the production and consumer compartments. The diagramalso shows three policy
statements that give access to the domain admins.

us-ashburn-1 region

@ Allow group Administrators to manage all-resources in tenancy

=3 Allow group ‘ProductionDomain’/’/Administrators’ to manage all-resources in compartment Production

Palicy  Allow group ‘ConsumerDomain’ //Administrators’ to manage all-resources in compartment Consumer

Default Domain Production Compartment Consumer Compartment
Users Branding
Groups Motifications -- - =
Dynamic Groups ProductionDomain ConsumerDomain
Provisioning
AD Bridge
Single Sign On i Users Brandin,
OAuth Audit & Users ,?JZ?:;:ED ns Groups Matifica Euns
Federation Reporting Group = Dynamic Groups
MFA ) . Dynamic Groups Provisioning Provisioning
Adaptive Access Linux PAM AD Bridge AD Bridge
RADHUS Prosxy X : Single Sign On
App Gateway Single Sign On Audit B OAuth Audit &
Oauth Reparting Federation Repaorting
Federation MEA
““““““ MFA . Linwx PARM Adaptive Access Linux PAM
Adaptive Access RADIUS Prosy RADIUS Proxy
App Gateway App Gateway

Figure 1: Oracle Cloud Infrastructure IAM Service Components
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Compartments and Identity Domains

You use compartments to organize and isolate cloud resources, which makes it easier to manage and secure access
to them. When you startworking with Oracle Cloud Infrastructure, caref ully consider the following aspects of
compartments:

e Whenyou createaresource,such asa Computeinstance, block storage volume, VCN, or subnet, you must
placeit in acompartment.

e Compartmentsare tenancy-wide across regions. When you create a compartment, it's available in every
region thatthe tenancyis subscribed to.

e Compartmentsarelogical, not physical, so you can place related resource components in different
compartments. For example, you can secure cloud networksubnets with access to an internet gatewayina
separate compartmentfrom othersubnetsin the same cloud network.

e Aresource can existin only one compartmentatatime.

e Whenyouwritea policy ruleto granta group of usersaccessto a resource, specify the compartmentto apply
the accessruleto. If you distribute resources across compartments, you must provide the appropriate
permissions for each compartment for users whoneed access to those resources.

e Compartments can be nested up to six levels deep. A nested compartmentinherits policies from its parent
compartment. For example, CompartmentParent has a child compartment, CompartmentChild. The following
policy allows groupAto manage a networkin CompartmentChild:

allow group domainA/groupA to manage virtual-network-family in compartment A

The “Permission Management” section contains more information about this topic.

e When planning for compartments, consider howyou want to aggregate usage and auditing data, which
might be a consideration for your organization in the future.

¢ Youcanmoveresourcesfromone compartmentto another with afew exceptions (resources with
dependencies). After youmovea resource to another compartment, the policies that govern that
compartmentapply immediately and affect access to the resource. Dependingon the structure of the
compartment organization, metering, billing, and alarms can also be affected. Moving compartments also
hasimplications on policies and tagging. Read more in Managing Compartments.

Anidentity domain represents a user population in OCland its associated configurations and security settings.
Consider the following aspects when youstart working with identity domains:

¢ IAMwith identity domainsis a self-contained identity and access management service that can be used to
address various IAM use cases.

e Anidentity domainisaresourcein OCl, and you can write IAM policies to grant permission to adomain. You
alwayssigninto a domain and, dependingon permissions, one admin can manage multiple domains while
signed into onedomain.

e Resources withinidentity domains areisolated fromother identity domains. Consider creating separate
identity domainsforisolating developer, testing, preproduction, and production environments.

e Consider creating separate identity domains for each user population, such as separate identity domains for
managing consumers and employees. Each domain can have applications and configurations that cater to
consumer and employee use cases, such as different password policies and enabling self-registration for
consumers.
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Eachidentity domain has a type associated with it, which determines the limits and features available in that
identity domain. Thetypes are Free Tier, Oracle Apps, Oracle Apps Premium, Premium, and External. You can
convertidentity domainsfromone type to another. Choosea domain type based on the use case. For more
information, see IAM Identity Domain Types.

¢ Eachtenancy comeswith afree defaultdomain in thetenancy home region. Defaultdomain admins are
super admins and can manage all resources in tenancies, including identity domains.

¢ Thedefaultdomain always staysinthe rootcompartment. You can'tdeleteit.

e Thehomeregion of the defaultdomain is selected when the tenancy is created. The homeregion of a
secondary domain is selected when the secondary domainis created;it's the region thatis selected in the
Oracle Cloud Console. The homeregion of domains can’tbe changed.

® You can create multiple secondary domains with home regions thatyou choose. A secondary domainadmin
can manage resources within the secondary domain only. They need extra permission to manage resources
outside of the secondary domain.

e  Whenyou subscribe atenancy to a new region, the default domain is automatically replicated to the new
region. Consider your organization’s data residency requirements if you use the defaultdomain. For a
secondary domain, you needto explicitly replicate the domain to another region.

Given these considerations, we have the following recommendations:

e Don’tusethe defaultdomain admingroup and user with the identity domain adminrole for day-to-day
activities. Instead, create a separate admin for managingspecificresourcesin OCI.

e Periodically check who is part of the default domain admin group and who has the identity domain admin
rolein the defaultdomain. Users belonging to these two groups are super admins and can manage all
resourcesin OCL

e Use thedefaultdomain as a starter domain. Not only users from the default domain can access or manage
resourcesin OCl; usersin a secondary domain can also access and manage all OCl resources.

¢ (Create other secondary domains for various use cases such as identities segmentation (consumer versus
employees), environment separation (development, testing, production), and data residency requirement
(creating a domainin a particular geographical region).

The compartment and identity domain design depends on your organization’s use cases and how you want to
organize and isolate resources. The following scenarios are examples.

Proof of Concept: Sandbox Compartment

If your organization is small or if you're stillin the proof -of-concept stage of evaluating OCl, consider placing all the
resourcesin the rootcompartment or tenancy. Thisapproach makesiteasy for you to quickly view and manage all
the resources. You can still write policies and create groups to restrict permissions on specific resources to only the
userswho need access.

You can use the defaultdomain for creating users and groups, and managing applications and MFA. We recommend
setting up a separate “sandbox” compartmentto give users a dedicated space to try out features. In the sandbox
compartment, you can create a sandbox domainand grant users permissions to create and manage resources. So,
admins of the sandbox domain havemore flexibility in allowing usersto try out various features of identity domains,
such as MFA, SSO, and OAuth, while maintaining stricter permissions on the resourcesin the tenancy (root)
compartmentand defaultdomain.
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As shownin the following diagram, the admins of the sandbox domain can manage all the resourcesin the Sandbox
compartmentonly, and the default domain admin has permission to manageallresourcesin the tenancy.

Tenancy / Root Compartment

@ Allow group Administrators to manage all-resources in tenancy

"

=
Palicy Allow group ‘SandboxDomain’/’Administrators’ to manage all-resources in compartment Sandbox
Default Domain Sandbox Compartment
Users Branding
Groups Matifications -
Dynamic Groups SandboxDomain
Provisioning Branding
. . AD Bridge Users Matifications
Single Sign On Groups
OAuth Audit & - L
Federation Reporting Dynamic Groups Provisioning
MFA AD Bridge
Adaptive Access Linuzx PAM : < P .
RADIUS Proxy E'Rﬁﬁ.s en On Audit & Reporting
App Gateway Federation Linux PAM
MFA RADIUS Proxy
Adaptive Access App Gateway
o e

Figure 2: Sandbox Compartment with Sandbox Domain

Production Use

For production, restrict access to resources and consider howto organize the resourcesinto compartments. Createa
plan for the tenancy and compartments before you add users, groups, applications, and resources. In the plan,
include the compartment hierarchyfor organizingresources and the definitions of the user groups that need access
to theresources. Users, groups, and applications are configured within the identity domains. Compartment hierarchy
and identity domainsimpact how you write policies to manage access, so consider them together.

If your organization has multiple departments thatyou wantto manage separately or several distinct projects that are
easier to manage separately, we recommend aligning the compartment structure with these different departments or
projects. With this approach, you can add a dedicated admin group for each compartment or project who can set the
access policies for justthat project. Users, groups, dynamic groups, and applications are managed from identity
domains. You can give one group control over all their resources while notallowingthem admin rights to theroot
compartmentor any other projects. This way, you can enable different groups in your organization to set up their
own subclouds for their own resources and administer them independently.

The following scenarioillustrates how to design compartments and define related policies.

The company ACME has three major departments: A, B,and C. ACME also has multiple types of admins: database,
network, storage, and security. Each department has a database admin who manages that department’s database.
Network, storage, and security admins need to access and manage corresponding network, storage, and security -
related resources for all three departments.

ACME also has a consumer-facing application, MuShop, and wants to separate consumer identities and employee
identities. For example, their productiondomain hosts employee identities and applications, such as Fidelity and Jira.
Their consumer domain has consumer identities and the consumer retail application, MuShop.

The admin of the consumer domain resides in the employee’s identity store and needs to manage consumer
identities and applications.
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To accommodate these needs, create five compartments to align with ACME’s department structure. Then, create two
domains: onefor productionand one forconsumer. Define groups that map to each type of admin. Finally, define
policies to control who can access which resources.

The following diagram illustrates a possible compartment, identity domain, and policy designfor this scenario:

Allow group Administrators to manage all-resources in tenancy

= ° Allow group ‘PraductionDomain'/'NetworkAdmin’ to manage virtual-network-family in tenancy
Allow group 'ProductionDomain'/'DepartmentA_Admin’ to manage database-family in compartment A

1 1
1 1
1 1
1 1
] i
1 1
: |
1 1
1 " 1
! Pelicy  Allow group ‘ProductionDomain’/'DepartmentB_Admin’ to manage database-family in compartment B !
i Allow group ‘ProductionDomain’/'StorageAdmin’ to manage buckets in compartment A,B,C i
! Allow group 'ProductionDomain'/'ConsumerDomain_Admin' to manage domains in compartment Consumer !
[ , 1
i | Default Domain ! i Production Compartment Consumer Compartment |
H | Users Branding 1 |
: | Groups Matifications :
1| Dynamic Groups 1
[ Provisioning !
E i Applications AD Bridge ProductionDomain ConsumerDomain i
[ ) Users [
H i ‘EI:E::SIBI'\ on :ud“: Groups . ohng@example com H
I i Eedration Eparting - NetworKAdnjln -sally@example.com I
1] Mea Linux PAM - StorageAdmin Jn@eamle com i
| | Adaptive Access RADIUS Prosy - SecurrityAdmin . H
1o App Gateway - DepartmentA_Admin Applications 1
: I - DepartmentB_Admin - MuShop I
ro DepartmentC_Admin - MyRetail !
I L - - ConsumerDomain_Admin :
: Compartmert A Compurtmar;t_én_‘i Compartmer;l_E“_‘E Applications I
H | | - Fidelity 401K |
! !

! i i - JIRA i
H Department A Department B : Department C : !
1 ] ] 1
- | BH® BEE A B BB & |
! i i o et p Bk - St e ™ iz L E
| | | Shorsgs s - o ! o Diirca |
1 H S i
1 1
) 1
[}

Figure 3: Production Example

Let’s describe some of the policies mentioned in the diagram.
e Allow group Administrators to manage all-resources in tenancy

This policy is the standard tenantadmin policy, which can’t be changed. The Administrators group is not
prefixed with a domain name, which means that it belongs to the default domain. So, any user who belongs
to the Administrators groupin the defaultdomain has permission to manage all resourcesin tenancy.

We don’trecommend using default domain admin for day-to-day operations. So, we created more admin
groupsin the production domain formanagingvarious resourcesin OCl,as shownin the diagram.

e Allow group 'ProductionDomain’/'NetworkAdmin' to manage virtual-network-family in tenancy

This policy allows users who are part of the production domain’s NetworkAdmin group to manage networks
in the tenancy.

e Allow group 'ProductionDomain'/'DepartmentA_Admin' to manage database-family in
compartment A

This policy allows users who are part of the production domain’s DepartmentA_Admin group to manage
databasesin compartmentA.
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e Allow group 'ProductionDomain'/'ConsumerDomain_Admin' to manage domains in compartment
Consumer where request.domain.name='ConsumerDomain’

This policy allows users who are part of the production domain’s ConsumerDomain_Admin group to manage
the consumer domain. This ability is possible because the domainisa resourcein OCl,and any other domain
users can manage other domains when giventhe appropriate permissionin policies.

User Management

You can manage users and groups in an identity domain in multiple ways. Consider the followingaspects when
managing usersin the identity domains.

CONSIDERATION RECOMMENDATION AND OPTIONS

What type of users you are managing? Are they Consumer users typically require self-service capabilities. Use 1AM self-
employees or consumer users? registration capabilities or the System for Cross-domain Identity
Management (SCIM) API for building custom solutions.

Employee users can come from various systems, such as Fusion
Human Capital Management (HCM) or Active Directory. See the
“Bringing Users from External Sources” section.

Is user management automated or manual? Use the Oracle Cloud Console to manually create users for quick testing
and sandbox use cases.
Use the Oracle Cloud Console to import large number of users and
groups by using the export and import CSV option.

Do you want to synchronize passwords while Use REST APIs to import hashed passwords into IAM using a CSV
bringing users into IAM? import job.

Do you want to create users ininactive states? Do Use REST APIs or CSV import with the active state as False.
you want to activate them later?

Managing Users Locally Using the Console

To manage users, you musthave one of the following permissions:

¢ You'repartofanadmin group intheidentity domain. An admin group in the identity domain can manageall
resourcesin the domain including users and groups.

® Youhave permissionto manage users. The policy admin can furtherdelegate user and group management
by writing policies, such as the following example:

allow group <domainl>/<groupl> to manage users in tenancy where request.domain.name=domain

® You'repartof theuseradmin or user manager admin roles.

You can use IAM policies instead of admin roles for permission management of users and groups. For more
information, see the “Admin Roles Versus IAM Policies” section.

A new user has no permissions until you place the userina group that has at least one policy that gives that group
permission to either the tenancy or a compartment.

We recommend clearly categorizing the roles of new users firstand then placing them in groups with the appropriate
governingpolicies. For example, if a user is a database admin, you can place them in a database admin group that has
policies that grant permissionsto managethe database-family resource type forthe corresponding compartments.
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Bringing Users from External Sources

You can bring usersinto IAM from external sources by using automation in several ways, depending on the use case.
IAM supports the following methods:

e App Catalog: We havearich provisioning App Catalogto bring in users from applications such as Oracle
Human Capital Management (HCM), Oracle Unified Directory, and Oracle Internet Directory.

e SCIMAPIs: Use the IAM SCIM APIto manage the user lifecycle.

¢ Bridge component:IAM provides the Active Directory Bridge and Provisioning bridge software component
that customersinstalllocally to syncand provision users.

e Just-in-Time (JIT): Importusers as part of federation authenticationusing just-in-time provisioning.
Consider the followingaspects when managing usersin the identity domains:
e Thebridge componentissoftwarethatyou need to download, install, and configure to use with IAM.

e Active Directory Bridge works with Active Directory only and is also used for delegated authentication where
users can signin to IAM using Active Directory credentials directly.

e Theprovisioning bridgeis used by certain application templates such as Oracle Unified Directory and Oracle
E-Business Suite. The bridge is not required for all provisioningtemplates; for example, the Fusion
Applications template doesn’tneed a bridge.

e (Consider which groups and users youwantto import using filters available in the provisioningtemplate.

e Consider using CSVimportthrough a REST APIfor synchronizing passwordsinto IAM.

Permission Management

Permission managementin Oracle Cloud Infrastructureis done through policies. A policy allows a group to work in
certain ways with specific types of resourcesin a particular compartment or tenancy. Policies give access to groups of
users, notto individual users. Users gain access by being in groups.

Policies only allow access. They can’texplicitly deny it. If you need to restrict a particular user's access, you can
remove the user from a particular group of interest or delete the user from the IAM service entirely.

Each policy consists of one or more policy statements that follow this basic syntax:

Allow group <domain name>/<group name> to <verb> <resource-type> in compartment <compartment name>

e <domain name> is the domain wherethe group resides.

e <verb> denotesthetype of access: inspect, read, use, or manage. Each successive type of accessincludes
the accessin the preceding types. For example, inspect gives usersin the group the ability to list resources
withoutaccess to confidentialinformationor user-specified metadata in the resource. readincludes inspect
plusthe ability to get user-specified metadata and the actual resource itself.

e <resource-type> canbe an aggregate (family) resource or anindividual resource. For example, database-
family is an aggregate resource-type, and db-systems and db-nodes are individual resource-typesin that
family.

Werecommend starting with more granular policy definitions and then updating them for different use cases. For
moreinformation, see How Policies Work in the IAM service documentation.

ORACLE
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If you don’tprefix adomain name, as shown in the following example, then the default domain isimplied. The
following examples are equivalent:

Allow group NetworkAdmin to manage virtual-network-family in compartment AcmeCorp

Allow group 'Default'/'NetworkAdmin' to manage virtual-network-family in compartment AcmeCorp

If you're writing policies for groupsin the default domain, we recommend prefixing default to the group nameto
make the policy statement more readable. Use the Policy Builder tool to author policies quickly and easily, as shown in
the followingimage.

Create Policy

Name
NetworkAdmInPolicy
Description

Network Admin Policy

Compartment

IAMDemo <

Policy Builder  Show manuai eator (_Jil)
Policy use cases Common policy templates.

Network Management $ | Letnetwork admins manage a cloud network s

Ability to manage all components in Networking. This includes cloud networks, subnets, gateways, virtual circults, security lists, route tables, and 5o on.

Identity domain © Groups Dynamic Groups Location

Production $ | | NetworkAdming 2 ear mpartment: <

# henosisgatest (root)
Policy Statements

Allow group 1 to manage y in Qlocation)

3% Show Agvanced Ootions

Figure 4: Creating a Policy with the Policy Builder

Policy Attachment and Inheritance

Before you create any policies, you must understand policy attachment and inheritance. Whenyou create a policy,
you createit under acompartment, and the policy is attached to that compartment. Where you attach a policy
controlswho can then modifyitor delete it. Also,compartmentsinheritany policies from their parentcompartment.

In the followingexample, policy 1is attached to the rootcompartment, policy 2 is attached to the parent
compartment, and policy 3 is attached to the child compartment. So, any user who has permission to manage policies

in these compartments can update or delete these policies.

Policy 1 allows the admin of the defaultdomain to manage all resourcesin the tenancy (root compartment). In the
example, the hierarchy of compartmentsis root > parent > child. So, using policy inheritance, policy 1 allows the
admin to manage allresourcesin the parentand child compartments, too.

Similarly, policy 2 allows Domain1 and Group 1to manage the networkin the parentand child compartments because
of the parent > child compartmenthierarchy.

ORACLE
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Tenancy / Root Compartment

&K

=
Policy

'~

1 Allow group Administrators to manage all-resources in tenancy

Parent Compartment

g 2 Allow group Domain1/group1 to manage virtual-network-family in compartment Parent

Palicy

-

Child Compartment

@. 3 Allow group Domainl/group2 to manage virtual-network-family in compartment Child
= -

Palicy

Figure 5: Policy Inheritance of Child Compartments from Parent Compartments

We have the followingrecommendations:

13 Best Practices for Identity and Access Management (IAM)in Oracle Cloud Infrastructure / version 2.0

Based on the project, consider who are the policy admins and decide on a compartment where you want to
attach policies.

Limit the number of admins who have access to author policies.
In the following policy, manage all-resources meansmanagingpolicies,too:
allow group domain/group to manage all-resources in compartment A

We recommend usingspecific permission instead, such asmanage policies ormanage virtual-network-
families.

If you need to make more policy admins, restrictthem to a minimum scope by making them policy adminfor
a particular compartment. This restriction allows them to create policies to manage resources, butthey can
write policies to manage resources within thatcompartment only.

To preventthe accidental deletion of a policy, don’t give policy delete permission. For example, in
the followingpolicy, the manage keyword allows all create, read, update, and delete (CRUD) operations:

allow group domainl/groupl to manage policies in compartment

Instead, use the following policy:

allow group domainl/groupl to manage policies in compartment demo
where request.permission = any {'POLICY_CREATE', 'POLICY_UPDATE'}

ORACLE
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Enforce Least Privilege

We recommend writing policies to enforce least privilege and gradually adding permissionwhen required. Let's
understand howto write these policies with some examples.

POLICY DEFINITION EXPLANATION

Policy A

Allow dynamic-group AuditDG to manage objects in

compartment AcmeCorp
Policy B

Allow dynamic-group AuditDG to manage objects in
compartment AcmeCorp where all
{target.bucket.name = 'audit_logs_bucket"',
request.permission="0OBJECT_CREATE"}

Allow dynamic-group AuditDG to read secret-family
in compartment AcmeCorp where target.secret.name

‘audit-secret’

Policy A

Allow group XYZ to manage groups in tenancy where

request.permission != 'GROUP_DELETE'
Policy B

Allow group XYZ to manage groups in tenancy where
any {request.permission="GROUP_INSPECT',
request.permission="'GROUP_CREATE ",
request.permission="'GROUP_UPDATE '}

Policy C

Allow group XYZ to manage groups in tenancy where
any {request.operation="'ListGroups",
request.operation="GetGroup',
request.operation="CreateGroup', request.

operation="UpdateGroup'}
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Policy A doesn’t enforce least privilege. It allows managing
objects in all buckets in compartment AcmeCorp.

Policy B restricts the manage objects access in the following
ways:

e Restricts access to only one bucket by specifying the bucket
name:
target.bucket.name="audit_logs_bucket"

e Restricts access to update and delete by giving only create

permission:

request.permission="'0OBJECT_CREATE'

This policy specifies read-only access to the group because the
group needs read access to consume it.

Group XYZ needs to be able to list, get, create, and update
groups, but not delete them.

Policies A, B, and C achieve the same result, but consider the
following differences:

e Policy A: Any new permissions the service might add in the
future are automatically granted to group XYZ, omitting only
GROUP_DELETE.

e Policy B: The allowed permissions are explicitly stated. We
recommend this option.

¢ Policy C: This option writes a condition based on the specific
API operation.
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POLICY DEFINITION EXPLANATION

This policy restricts access based on a network source.

Allow group DomainA/GroupA to manage object-family
in tenancy where

request.networkSource.name="corpnet"

This policy uses time-based variables to restrict the access
granted in the policy to only certain time frames.

Allow DomainA/Contractors to use instances in
compartment contractors where all {request.utc-
timestamp after '<TIME>', request.utc-timestamp

before '<TIME>'}

Tag-Based Access Control

Oracle Cloud Infrastructure Tagginglets you add metadata to resources, whichenables you to define keys and values
and associate them with resources. You can use the tags to organize and list resources based on your organization’s
business needs.

By using tagsin policy statements, you can control access of resourcesin OCl. Tag-based access control (TBAC)
provides more flexibility to policies by letting you define access policies with tags that span compartments, groups,
and resources. You can control access based on a tag that exists on the requesting resource, such asa group,
dynamic group, or compartment, or on the target of the request, such as a resource or compartment.

Avoid entering confidentialinformation when assigning descriptions, tags, or friendly names to cloud resources
through the Oracle Cloud Console, API, or CLI.

Using the followingexample, let's explore some key consideration while using TBAC. The example shows two
Computeinstances tagged with various values:

Operations Enviranment="Production”

Operations.Project= "Alpha’

HumanResources.Environment= “Production’

HumanResaources.CostCenter= “42"
Operations.Project= "Beta”

Figure 6: Example Compute Instances with Tagged Values

With tagsin place, we recommend the followingbest practices:

e Controlwho canapply atagto theresources. For example, you can restrict the user partof GroupAto
applying the tag “Operations.Environment” by using the following policy:

Allow group DomainA/GroupA to use tag-namespaces in tenancy where all{target.tag-
namespace.name="'Operations'}

e Thepolicyadminwhois writing policies using tags must know allthe resources and requestors thatcarry the
tag and must consider the impact of writing policies using tags. For example, an admin is writing the
following policy:

Allow group DomainA/ProductionAdmins to manage instance in compartment Production where
target.resource.tag.Operations.Project= 'Alpha’
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Before writing policies, the policy admin must know all the instances that are tagged with project = alpha
or know who has accessto apply the Operations.Project tag so that they know who has access using the
policy that they’re writing.

Read more about TBACin the OCldocumentation.

Admin Roles Versus IAM Policies

Each identity domain has admin roles that allow identity domain admins to have differentlevels of access to various
tasks and resources. This section describes the privileges of each adminrole.

Roles apply only to users within the domain and allow granular access to appsin the domain or data planesintegrated
with domains, without the ability to scope to compartments. Policies can apply more broadly but only to the control

planes and allow scoping to compartments.

Consider the followingrecommendations and options for usingadmin roles and policies:

ADMIN ROLES PRIVILEGES RECOMMENDATIONS AND OPTIONS

Identity domain admin

User admin, user manager,
and helpdesk admin

Admin Accounts

Has superuser privileges for an identity
domain in IAM.

Identity domain admins have the following
abilities:

Manage users, groups, applications,
system configuration, and security
settings

Perform delegated administration by
assigning users to different
administrative roles

Enable and disable MFA, configure MFA
settings, and configure authentication
factors

Create self-registration profiles to
manage different sets of users, approval
policies, and applications

Manage users, groups, and group
memberships for an identity domain.

When you specify a domain admin while
creating a domain, IAM assigns an identity
domain admin role to that user.

Assigning a domain admin while creating a
domain isn’t mandatory. You can create a
domain without specifying an admin to it and
later write policies to give permission to users
to manage a domain, such as the following
policy:

Allow group 'Domainl'/'Groupl’ to
manage domains in compartment A where
request.domain.name=Domain2

So, you can use policies to manage domains
instead of assigning the identity domain
admin role to theindividual user.

Instead of using thisadmin role, you can write
policies to give permission to manage user
groups and group membership

Admin accounts have privileged access that can be misused if the accounts are compromised. Ensure the following

requisites for admin accounts:

e Enable MFA for alladmin accounts with more secure factors, such as FIDO2 security keys or Mobile App push
notification. Mobile App requires a configurable unlock using phonebiometrics before respondingto the
notification, making it more secure than a one-time password (OTP) sentthrough SMS or email.

e (Create more admin accountsinstead of sharing admin credentialsamongusers, which allows auditlogs to
capturewho changed what.

¢ Periodically monitor alladmin account access.
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¢ Checkapplicationsin the identity domains that have been granted the identity domain admin (IDA) role. The
IDA roleis the domain admin and can manage all resourcesin the domain. An app with the IDA role can
invoke APIs and change whatan admin can do from the Console.

¢ (Consider enabling adaptive access for adminaccounts so that you can step up authentication or deny access
if therisk scoreis high.

Break Glass Account

Create a “break glass” accountfor emergency use whenno one can access the Oracle Cloud Console. Considerthe
following factors when creatinga break glass account:

e Alluserswho are partof the default domain admin groupare globaladmins and can manage allresourcesin
Oocl.

e Afterthe tenantadmin creates more admins for managing specific resourcesin OCland creates the break
glass account, they should lower their privileges by removing themselves from the default domain admin
group and identity domain admin role.

e Whilecreating accountsin the Console, you must specify an email address. For account setup, you can
choose the email address of the admin creating the account. After the admin has set the password for the
break glass account, they should remove the email address and update the profile with an invalid email
address so thatreset password attempts don’twork.

e Enable monitoring of the break glass account and notify other admins whenever this accountis used.

e Don’tenable MFA or adaptive access for the break glass account, and don’tassociate it with any individual.
Remove any valid email address fromthe profile.

e Ensurethatthis accountis in the defaultdomain and only part of the admin group or has permission to
manage allresourcesin the tenancy.

e Ensurethatthereis no explicit deny in the defaultdomain sign-in policy, which can prevent the break glass
accountfrom signingin.

Enable Single Sign-On

Accessing applications and services can require users to track multiple URLs, user names, and passwords. We
recommend enabling|AM’s single sign-on (SSO) capability across both on-premises and cloud applications and
services.

e Use therich IAM app catalog, composed of SAML, OpenlID, and provisioning apps.
e Use a SAML,OAuth,or OpenlD app wizard for apps thataren’tavailable in the catalog.
e Use standards-based integration by using SAML, OpenlD, or OAuth protocol.

e Use thelAM app gateway’s header-based authenticationfor apps that don't support openstandard protocol,
and eventually upgrade such appsto support SAML, OpenlID, or OAuth.

¢ |AMidentity provider policies control which identity provider (IdP)is used for authentication. IdP policies are
applied before authentication.

e Use rules, conditions,and the order of execution to orchestrate a complex sign-in requirement using IdP
policies. For example, an admin can configure a passwordless rule that's triggered for any user whois part of
the passwordless group or arule to always authenticate using an external IdP if the username ends with
exampledomain.com.
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Enforce Multifactor Authentication and Adaptive Security

Multifactor authentication (MFA) gives organizations a cruciallayer of security. It secures end-user credentials and
admin access to on-premises and software-as-a-service (SaaS) applications.

In IAM, you enforce MFA by using sign-on policies. Sign-in policies allow the admin to configure rules for application
access, step up authentication, MFA, and adaptive risk scoring to challenge or deny access.

Werecommend creating a sign-in experience based on context. For example, if a user is accessing a financial
application, you can decide to promptfor MFA. If a user is accessing a virtual video conference application to change
profile settings, you can decide notto promptfor MFA.

Consider the followingavailable conditions, risk events, and actions to design authentication and MFA based on the
users of the application, how the application is used, application compliance requirements, and the type of user
experience thatusers expectto have.

CONDITIONS RISK EVENTS ACTIONS

User Too many unsuccessful MFA events Allow

Groups Impossible travel between locations Deny

Applications Access from a suspicious IP address Reauthenticate

Authentication methods Access from an unknown device MFA

Trusted device Too many unsuccessful sign-ins e Required or optional

Network perimeter Access from an unfamiliar location e Every n hours or days

Risk score o Specific factors, such as FIDO2

o Skip for trusted devices

Therisk events aren’tused directly in the conditions. Therisk score is used in the policy condition, and risk scoring is
configuredin the adaptive security screens. Define the weight for individual risk events thatinfluence how the system
generatesrisk scores, as shownin the following image.

Risk range
Set the low, medium, and high risk levels for this risk provider.
O O

0 10 20 30 40 50 60 70 80 90 100
B Low 0-30

Medium 31-60
B High 61-100
Events

Specify which events are used to generate a user's risk score.

Enable Description Threshold Weighting
. O
Too many unsuccessful MFA attempts \t:) 0 50 100
O
Impossible travel between locations O] 400 MPH (Miles per hour) z @ o 50 100

Figure 7: Risk Range Chart, Including Events and Weights
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Replication, Disaster Recovery, and High Availability

This section clarifies ownership for replication, disaster recovery, and high availability in IAM between the customer
and Oracle Cloud Infrastructure.

Replication

Eachidentity domain hasa home region associated with it,and you can further replicate domains to other tenancy -
subscribed regions. When you replicate adomain to another region, all the identity resources are replicated to that
region,and IAM can now authorize users against resources in thatregion.

All authentication and editing of identity resources always happen in the home regionof the domain. So, this
replicationis nota high-availability or disaster-recovery solution. However, we'replanning to add support for high-
availability read-only and high-availability read /write using replication.

Replication is a factor only when atenancy is subscribed to more than one region, the defaultdomain is automatically
subscribed to all the tenancy-subscribed regions, and the automatic subscription can’tbe changed. Customers can
chooseto replicate secondary domainsto any of the tenancy-subscribed regions.

Werecommend using asecondary domainfor data residencyrequirements. With secondarydomains, you can
choose the geographical regions where you want to replicate adomain.

Ownership for replication is shared between OCland customers.

Disaster Recovery

Disaster recovery refers to backing up the domain’s datain another region in preparation for a disaster. This
independent operationhas nothing to do with replication or the high availability of IAM.

If an entire OCl region becomes unavailable, trafficis routed to the disaster recovery regionto speed service recovery
and retain as much data as possible. Oracle pairs regions with disaster recoveryregions for you. Customers can’t
choosethe disaster recovery region. The regional mappings are obtained from the OCl Compliance team, who
decides based on country laws and regulations.

For moreinformation, see Disaster Recovery RegionPairings and Disaster Recovery and Identity Domains.

OCl has ownership for disaster recovery. Customers might need to update firewalls to allow traffic from the disaster
recovery region.

High Availability

IAM offers high availability within the home region. Inside an OCl region, we have either faultdomainsin a single
availability domain or multiple availability domains. They act the same way, but fault domains are physically closer
together than availability domains. IAM is deployed with redundant installations in each region (two across the
availability or fault domains), which provides high availability within the region.

OCl has ownership for highavailability. Customers own makingapplications, such as custom sign-in pages, ready for
high availability.
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Instance Principals and Dynamic Groups

Theinstance principals feature of IAM allows users to call IAM -protected APIs from an Oracle Cloud Infrastructure
Computeinstance (virtual machine or bare metal) without needing to create IAM users or manage credentials for each
instance.

For example, you have an application runningon a Compute instance that needs to access the Object Storage service.
Withoutinstance principals, you need to create a specificuser and then create a policy to grant permission to read
and write to a bucketin the Object Storage service and then assign this policy to that user. The application uses the
credentials for the user to access the object bucket. The problem with this approach is that the private key for the user
must be accessible to the application, probably by storingitin a configurationfile. The process for obtainingthe
private key and storing it in the configurationfile can be complicated and create security risks.

When you use instance principals, you create dynamic groups. Dynamic groups allow youto group Compute
instances as principal actors, like user groups. You can then create policies to permitinstances to make APl calls
against OCl services. When creating a dynamic group, provide an unchangeable name forthe dynamic group that's
unique across all groups within the tenancy.

Note: Any user who has access to the instance automatically inherits the privileges granted to the instance. Before you use
this feature to grant permissions to an instance, find out who can access the instance and determine whether they need
authorization with the permissions that you're granting to the instance.

Federation

IAM supportsfederationusing SAML 2.0 and OpenlID Connect. Federation is done at the identity domain level. Each
tenancy can have morethan one domain, and you federate an identity domain to any of the external identity
providers (IdPs) that support SAML2.0 or OpenID Connect.

Consider the followingfactors whensetting up federation:
¢ Anidentity domaincanactas anIdP and aservice provider.

e Use theidentity domain application catalogto add a service provider. If you don’tfind an application in the
template, use the application template wizard.

¢ Allthecommon social IdP templates are available. OpenID Connectis available from the “Add Social IDP”
menu.

e TheldP policies allow you to select an IdP at runtime, based on various conditions. A single IdP in the policy
takes you to that IdP automatically without showingthe IAM sign-in screen. For example, you can create an
IdP policy to authenticate against a social IdP if a user belongs to consumer user group.

e Forfederationtowork, you need to syncusers between IAM and the external IdP or use SAML JIT
provisioning.

Enable Password Management

Self-service password reset reduces user frustration and help-desk overload. IAM allows users to reset their password
and enroll MFA devices using self-service.

IAM password policies have three variants: simple, standard, and customwith comprehensive password rules. We
recommend the followingbest practices for creating password policies:

e Don'trely onthe defaultpassword policy. Instead, create a password policy by using the custom policy
template so that you cantailor it to your organization’s compliance requirement.
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e |dentify groupsthatneed separate password policies, and enforce strong password policies foradmin
accounts.
e Depending onthe use case, consider automatic accountunlocks and differentlock threshold for groups that
haveleast privileges.
e Whilesetting password policy priorities, consider this scenario: If a user has more than one group assignedto
them, the password policy with the highest priority is the password policyassignedto the user.
Conclusion

This paper recommends best practices for using the Oracle Cloud InfrastructurelAM service to securely manageand
controlaccessto cloud resources. The following highlights summarize these best practices:

Plan the tenancy and compartments before youadd users and resources.

Align compartmentdesignwith the structure of your organization’s departments or projects.

Categorize theroles of users first,and then place them into groups with the appropriate governing policies.
Grantleast privilege to users and gradually grant more permissions as needed.

Enforce strong password policies and update passwords regularly.

Use instance principals and dynamic groups when calling OCl services from Compute instances.

Oracle Cloud Infrastructureis continuously evolving with new features. Stay updated through online documents and
training at oracle.com/cloud/.

Connect withus

Call +1.800.0RACLE1 or visit oracle.com. Outside North America, find your local office at oracle.com/contact.
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