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Paulie Nichols is a Broker Audit Specialist. She has nearly 25 years of experience in all
aspects of customs brokerage and logistics. Paulie has been a licensed customs broker
and certified customs specialist since 2005. She has extensive experience in commodity
classification and compliance, as well as an excellent understanding of import regulatory
requirements. She designed and implemented supply chain and security protocols to get
her company’s C-TPAT certification, developed compliance manuals and procedures as
well as conducting comprehensive training sessions for both brokers and importers. She
has conducted internal audits, risk assessments and has assisted clients in responding to
CBP inquires, requests for information, prior disclosures and ruling requests. As the
license qualifier she successful completed a US Customs broker audit receiving a
favorable review.

Cindy Deleon is founder of Deleon Trade LLC and Senior Trade Auditor. Cindy utilizes
her audit experience to assist clients in strengthening internal control program to
ensure U.S. Customs compliance and passing of focused assessments and customs
audits. She works with clients to identify risks in import operations and develop
compliance manuals and procedures. Before starting her consulting career in 2007,
Cindy served as a Senior Auditor and Assistant Field Director of U.S. Customs and Border
Protection’s Regulatory Audit Division in Chicago for 12 years. While working at U.S.
Customs she conducted and supervised multiple focused assessment audits, quick
response audits, fraud investigations, free trade agreement reviews, drawback audits,
NAFTA audits, and prior disclosure reviews of Fortune 500 and midsize companies.

Presenters
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CONGRATULATIONS! NOW WHAT?

Whether it’s a phone call or an email from an auditor, a letter stating that 
an audit will be taking place or a audit survey questionnaire from 
regulatory audit, you will be advised the purpose of the audit. 

Review Scope (from a broker audit questionnaire)
When the broker responds to the questionnaire completely and comprehensively, the audit team 
can plan its approach to the audit.  The results of the questionnaire, interviews, with brokerage 
officials, survey of company procedures, and limited testing will be used to determine the 
effectiveness of the broker’s internal control system.  Answering the questionnaire affords the 
brokerage the opportunity to evaluate its own operations and internal controls pertaining to 
customs activities.
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Do not:
• Panic
• Give more information than asked
• Delay updating your procedures

Do:
• Take the call or respond to the inquiry
• Provide the requested information
• Start reviewing your compliance 

procedures immediately
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“A man who does not plan long ahead will find trouble 
at his door.” ― Confucius
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Preparing the documents requested by the Auditor

The requested documents where chosen for a reason. If there is any error 
or question, you want to find it first.

 Review all documents for accuracy
 Make sure all requested and required documents are included
 Confirm the POA is valid and accurate for the date of the entry
 Run a query to see if the entry has been liquidated and if there has been any post 

entry filing (remember another broker can file a post entry on your file)
 Confirm duty has been paid and obtain proof of payment
 Check the classification (Was it provided by the client? Is it reasonable?)
 Confirm there was no ADD/CVD applicable
 If ADD/CVD was disclaimed do you have written confirmation from importer?
 Make sure deductions have proper documentation
 Make sure FTA entries have required documentation
 If you find an error, have a plan in place to correct it keeping the importer in mind
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The Official Notification and Request
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You will 
need the 
assistance 
of your 
accounting 
department
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Be prepared for the worst, and hope for the best
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The Questionnaire
Introduction
The purpose of the Internal Control questionnaire is to obtain information about the
customhouse broker’s organizational structure and internal controls related to customs
transactions. The questionnaire is designed to give the audit team a general understanding of
the broker’s operations as well as to inform the broker of the areas on which the review may
focus. As each broker’s operations are unique, this questionnaire may have been modified to fit
the circumstances of each audit candidate.

General
• Who will be completing and signing the questionnaire
• Who will be the contact person during the review (audit)
• Does the brokerage operate under any other names
• Are there any prior locations
• Does the brokerage own any other companies

Control Environment
• Legal name, address, IRS number
• License number(s), filer code, type of entity (i.e. sole proprietorship, corporation, etc. )
• Years in business, all permits
• Lists of members or officers, employees, license holders
• List all permitted offices and permit qualifiers
• Provide copies of all permits and most recent user fee payments
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The Questionnaire
Control Environment – continued (actual questions)
 Are you C-TPAT certified?  If so, please provide a copy of your validation certificate.

 List the members or officers of the firm who are licensed brokers.  Also, indicate who your qualifying license 
holder is.

 If there has been a change in owners, licensed members or officers, in the past five years. If so, has the district 
been notified?  Please provide a copy of the notification.

 Is your accounting books maintained on a calendar year or fiscal year basis?  If fiscal year, please identify the 
time period.

 Provide an organizational chart of the brokerage, which includes all permitted district offices and a list of 
owners, their percentage of ownership and title.

 What is the scope of the broker’s business operations that involve interaction with CBP?

 Does the brokerage have operating policies and procedures manuals for customs operations?  If yes, provide a 
copy of the manual(s) (preferably in electronic format).

 Does the brokerage participate in any of the following U. S. Customs and Border Protection programs?
a. Periodic Monthly Statements
b. Automated Clearing House
c. Reconciliation 
d. Electronic Invoice Processing/Remote Location Filing
e. Pre-Arrival Processing System
f. Drawback
g. C-TPAT 
h. ACE
i. Electronic Protest

Don’t be surprised by 
duplicate questions
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• The 10 Factors of Responsible Supervision and 
Control?

• The 5 Components of Internal Control?

• All areas of risk that concern CBP and how they 
are mitigated?

• Your business (customized)?

• A regurgitation of the Regulations

• A “how-to-file-an-entry” guide

• Overly detailed on each process and procedure

• A wish list of what you want to do

• Unattainable or unrealistic
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How do I know if my compliance program is sufficient?

Does it address

It should not be

Don’t open the 
door for CBP to 

look closer
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The Questionnaire
Control Environment – continued (actual questions)
 How does the brokerage ensure that its employees are trained to conduct the CBP business they transact and 

that they stay informed?

 Does the broker/brokerage maintain a training log of the training provided/taken by the employees? If yes, 
please provide a copy.

 How does an employee access the policies and procedures manual?

 What training program/materials are provided to new employees?

 What on-going training programs/materials are provided to all employees?

 Are the following materials available to employees?

a. CBP Regulations: 
i. Are the CBP regulations up to date?
ii. How are they updated (e.g. by CBP Bulletin or Federal Register?)

b. Harmonized Schedule: How is the broker/brokerage Harmonized Tariff Schedule maintained and 
updated?

c. Information Notices: How are the employees informed of and trained on Information Notices and 
Administrative Mail Messages?

 How often are SOPs updated?

 Are the broker’s records centralized?  How and where?  Provide locations and addresses where a 
review of entry transactions and financial records can be conducted.

 Is the qualifying licensee working for or qualifying the license or permit for another broker/brokerage 
or any other company?  If yes, explain (include title, main responsibilities, and hours).

12
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The Questionnaire
Risk Assessment

 How does the brokerage assess, identify, analyze, and manage risk related to CBP activities?

 What risks related to customs activities has the brokerage identified, and what control 
mechanisms have been implemented?

Don’t be fooled, it’s all about RISK
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CBP Broker Risks

Invalid POA
Disclaimed ADD/CVD
Accurate billing
3rd party billing/no waiver
Broker acting as IOR entries
CF28 and CF29
Rejects
Excessive Census Overrides
New Clients
New Employees
High Value/Volume Importers
Free Trade Agreements
Late Payments
Reconciliation
TIB 
Post Summary/Entry Corrections
Refunds

ACE and Broker’s System Reports

Bond Query / EIN Search / Secretary of State
Disclaimed ADD/CVD Report
Duty Billed vs Duty Paid Report
IOR vs Billing Party Report
ES-003 E/S Line Tariff Details (for broker IOR#)
ESM-7025 CBP form 28, 29, 4647 Status
ES-004 Rejected and Cancelled E/S
ES-012 E/S Census Warnings and Overrides
ES-003 E/S Line Tariff Details (for client IOR#)
Files by User Report
ES-003 E/S Line Tariff Details (sorted by value)
ES-003 E/S Line Tariff Details (sorted by FTA)
ES-005 Late Filed Entry Summaries
ES-503 Reconciliation Entry Summaries
ES-704 TIB Closure / ES-008 TIB Expiration
ES-003 E/S Line Tariff Details (sorted by Line PSC)
AM-008 E/S Line Detail with Liquidation Type
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The Questionnaire
Control Activities
• Number and type of entries
• Do you have waivers in place (111.19(d)(2)
• Hiring methods/procedures
• How do you solicit or get new customers
• How do you obtain and maintain POAs
• Who is responsible to validate POAs
• What is the validation procedure for POAs
• What is your third party POA validation process
• If POAs validated by employee does the licensed 

permit qualifier review them
• Do you have joint brokerage authority with 

another broker (sub POA) 
• Are employees granted POA to sign documents 

and what is the procedure
• How do you inform clients of duty liability
• How do you bill clients who are the IOR
• How do you bill clients who are not the IOR
• How do you forward documents to the IOR when 

they are not the bill to party
• What is your procedure for release of cargo
• How do you handle refunds of duty, taxes and fees
• What internal controls ensure accuracy and 

timeliness of filing 
• How do you handle problems or errors
• How do you handle rejects

• How do you handle CF28, CF29, seizures, penalties, 
etc. internally and externally

• How do you handle post entry corrections
• Do you compensate 3rd parties for referrals
• How do you bill brokers or 3rd parties for:

a) Brokerage services
b) CBP duties, taxes and fees

• How is the IOR billed for your services by:
a) The brokerage
b) The freight forwarder

• How do you handle entry summary when payment 
has not been received

• How do you handle census errors
• How do you handle CBP informed compliance 

notifications and warning letters
• Do you provide classification services and explain 

what you provide
• What resources and tools are used to ensure proper 

and accurate classification
• If clients provide classification databases do you 

verify the accuracy and if so how is it done and how 
often

• Who classifies the entries filed
• Who signs the entries
• How do you track and maintain entry files
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The Questionnaire

Information and Communication
 Describe the procedures or method used to disseminate relevant Customs information 

between employees (classification issues etc.).
 Describe the procedures or method used to disseminate relevant Customs information 

between importers (classification issues etc.).
 How does the brokerage follow up with and/or provide relevant Customs information to 

an importer when a CF28 or 29 has been issued by CBP

Monitoring
 What methods of oversight and monitoring does the brokerage’s management use to 

ensure compliance with customs requirements?
 How does the brokerage verify/monitor the accuracy of Power of Attorney information 

and identify the person responsible for that function?

The Risk Assessment is only part of it. The internal controls are worthless if no 
one is monitoring them and making changes if they aren’t working.  

Is someone reviewing the POA information on a regular basis? Has the company 
moved, changed names, changed owners, etc.? Are they an active client?

Didn’t we already 
cover these?

Keep those emails!
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The Questionnaire
Miscellaneous
 Provide information relating to the broker’s accounting system:

a) Are records maintained manually or by automated means?
b) What system is in place for tracking and maintaining entry files?
c) Are records ever disposed of?  If so what is there retention period?
d) What system is in place for disposal of records?
e) If automated, please provide written overview of the hardware and software used to generate 

accounting and CBP related transactions.
f) Describe the books, records, filing, and accounting systems as they relate to CBP transactions.
g) If the records are not maintained at this CBP district, has required approval been obtained to 

consolidate records in another district?  (19 CFR 111.23(a)(1))  If yes, please provide a copy of the 
approval letter.

h) Is the broker/brokerage utilizing the service of an outside accounts to prepare their financial 
statements?  If so please provide their name, address and contact information

 Provide a list of the brokerage’s current employees (the names, date and place of birth, social security number 
current home addresses) and include their date of hire.

 Provide a list of your clients.
 Provide a description, by type and activity code, of the CBP bonds that the broker/brokerage currently has on 

file with CBP. Please provide the bond number, surety, and termination date of each bond.
 How does the broker monitor bond sufficiency?
 Does the broker act as an Importer of Record for themselves or their clients?  
 What are the policies and procedures in place for determining when the broker’s bond will be used and when 

the broker will act as importer of record?
 What percentage of entries are filed against single transactions bonds?
 How does your company calculate the STB bond amount requirements?
 Does your company communicate with Sureties?
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Example Compliance Manual Table of Contents
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Example CBP Audit Agenda
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Example CBP Audit Agenda
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Review all documents/data before submitting to CBP 
(look at all risk areas not just the one under audit)

Be careful NOT to offer up more information and documents than requested 

Do not say YES to all CBP requests, make sure they are reasonable and within 
the scope of the engagement, and in writing

Have your counsel review requests and/or attend meetings with the auditors

Prepare department heads should additional information be requested

Always know who is coming to onsite meetings, import specialist, agent, AFD, 
etc.
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How to manage your relationship with the Auditors
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They tested the 10 Factors 
of Responsible Supervision

What 
are 
the 
10 

Factors
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Official CBP Broker Audit Report
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Official CBP Broker Audit Report

***Samples not shown***
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Official CBP Broker Audit Report
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It ain’t over till it’s over

Official CBP Broker Audit Report
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 Complete Questionnaire now
 Ensure procedures are up-to-date
 Provide and document training
 Conduct routine audits
 Confirm waivers for 3rd party billing
 Be prepared for walk-thru 

presentations
 Prepare staff and management

31

X Don’t wait, prepare now
X Don’t forget to document
X Don’t audit your own work
X Don’t be too candid
X Don’t forget to obtain waivers
X Don’t use outdated POA language

Parting thoughts:
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