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Why are we here?

e Uploading information to a personal drive account is a great way to steal
insider information

e HTTPS makes it hard to see what “pages” on google.com someone visits

e Thisis not the easiest way to get this info for enterprise accounts

e [|'ve not see this information published, and had to figure out a lot of it on
my own



Gen Beringer is at it again

Our favorite BBQ sauce recipe stealing suspect is back at it.
This time, he’s sharing even more recipes and logos with the competitors.

We have a copy of his Chrome Browser History, so let’s see what he’s been up
to...



GMail

Open the Inbox @ 0404

2017-07-10T04:04:12.079842+00:00,
Page V151ted WEBHIST, Chrome Hlstory,

(Inbox (15) - genberlnger@gmall com - Gmall)l[count 0]
Host: mail.goog(e.com

Type: [AUTO_BOOKMARK - Got through a suggestion in the UI]
(URL not typed directly - no typed count),
sqlite/chrome_history,0S:History, -




GMail

Read the Promos tab @ 0405

2017-07-10T04:05:12.136710+00:00,

Page Visited,WEBHIST,Chrome Histor
https://mail.google.com/mail/u/0/#inbox
;;nbox (I5) - genberinger@gmail.com - ;mail) [count: @]

Host: mail.google.com

Type: [LINK - User clicked a 1link]

(URL not typed directly - no typed count),
sqlite/chrome_history,0S:History, -




GMail
Read an Email @ 0404

2017-07-10T04:04:53.731192+00:00
Page Visited,WEBHIST,Chrome His

#inbox/15d29ce53ec0c642

(New sign-in from Chrome on Mac|= — Gmail) [count: 0]

. . « CUIN

Type: [LINK - User clicked a link]
(URL not typed directly - no typed count),
sglite/chrome_history,0S:History, -



GMail
Search for “bbqg” @ 0408

2017-07-10T04:08:06.555745+00:00,
Page Visited,WEBHIST,Chrome History,
ps://mail.google.com/mail/u/ /#search/bgﬂj
— genberinger@gmail.com - Gmail) [count: @]
ost: mail.google.com
Type: [LINK - User clicked a link]

(URL not typed directly - no typed count),
sqglite/chrome_history,0S:History,browser_search




GMail

Page through the search results @ 0408

2017-07-10T04:08:50.745471+00:00,
Page Visited,WEBHIST,Chrome Hist "
https://mail.google.com/mail/u/ /#search/bbq/pZI[count: 0]
Host: mail.google.com

Type: [LINK - User clicked a link]

(URL not typed directly - no typed count),
sqlite/chrome_history,0S:History,browser_search




GMail

View one of the search results @ 0408

2017-07-10T04:09:26.788149+00:00,

Page Visited,WEBHIST,Chrome His .
https://mail.google.com/mail/u/q/#search/bbq/13fd@cl7af27c338
(Conference tomorrow — genberingér@gmalil.com — Gmai count: 0]

Host: mail.google.com

Type: [LINK - User clicked a link]

(URL not typed directly - no typed count),
sglite/chrome_history,0S:History browser_searchl




GMail

Compose a new email from the Inbox @ 0413

2017-07-10T04:13:22.273499+00:00,
Page Visited,WEBHIST,Chrome His
https://mail.google.com/mail/u/a?#inbox?compose=newI[count: 0]
Host: mail.google.com
Visit from: https://mail.google.com/mail/u/0/#inbox

(Inbox (15) - genberinger@gmail.com - Gmail)

Type: [LINK - User clicked a link] (URL not typed directly - no typed count),
sglite/chrome_history,0S:History, -

2017-07-10T04:13:46.509807+00:00,

Page Visited,WEBHIST,Chrome History
https://mail.google.com/mai1/u/q/#inbox?compose=15d2ab4@15080221I[count: 0]
Host: mail.google.com
Visit from: https://mail.google.com/mail/u/0Q/#inbox?compose=new ()

Type: [LINK - User clicked a link] (URL not typed directly - no typed count),
sglite/chrome_history,0S:History, -




GMail

Send the email @ 0415

2017-07-10T04:14:02.683510+00:00,
Page Visited,WEBHIST,Chrome His -
https://mail.google.com/mail/u/q/#inbox?compose=15d2ab4409dd446¢c¢ hcount: 0]

Host: mail.google.com
Visit from: https://mail.google.com/mail/u/0/#inbox?compose=15d2ab4015080221 ()

Type: [LINK - User clicked a link] (URL not typed directly - no typed count),
sglite/chrome_history,0S:History, -

2017-07-10T04:15:49.979495+00: 00,

Page Visited,WEBHIST,Chrome History,
https://mail.google.com/mail/u/0/#inbox

(Inbox (15) - genberinger@gmail.com - Gmail) [count: @]

Host: mail.google.com
Visit from: https://mail.google.com/mail/u/ /#inbox?compose=15d2ab47e490aefaI

(Inbox (15) - genberinger@gmail.com - Gmail)
Type: [LINK - User clicked a link] (URL not typed directly - no typed count),

sglite/chrome_history,0S:History, -




GMail

Reply to an email @ 0411

2017-07-10T04:11:17.069331+00:00,
Page Visited,WEBHIST,Chrome Histpy

https://mail.google.com/mail/u/@ #1nb0x/14888a7464012031?comp05e=newI[count: 0]
Host: mail.google.com

: : apil/u/0/#inbox/14888a7464012031
Join The Party w1th Camfrog EXTREME| - genberinger@gmail.com - Gmail)

(URL not typed directly - no typed count),
sglite/chrome_history,0S:History, -



GMail

So, you can get some information from GMail browser history, but it doesn’t
tell you anything about who they are talking to.




Inbox

From 0417 to 0423, did a lot of the same actions -- read emails, search, mark as done,
reply, compose, and create a reminder. This is what you get:

Inbox
=ectly

2017-07-10T04:17:19.679538+00:00, Page Visited,WEBHIST,Chrome Histor ,https //1nb0x google.com/?pli= 1
ger@gmail.com) [count: @] Host: inbox.google.com Type: [LINK - User
count),sqlite/chrome_history,0S:History,-
2017-07-10T04:17:21.857847+00:00, Page Visited,WEBHIST,Chrome History,https://inbox.google.com/?pli=1 (Inbox — genberin
ger@gmail.com) [count: @] Host: inbox.google.com Type: [LINK - User clicked a link] (URL not typed directly - no typed
count),sqlite/chrome_history,0S:History, -
2017-07-10T04:19:35.619023+00:00, Page Visited,WEBHIST,Chrome History,https://inbox.google.com/search/?pli=1 [count: @]
Host: inbox.google.com Type: [LINK - User clicked a link] (URL not typed directly - no typed count),sqlite/chrome_his
tory,0S:History, -
2017-07-10T04:19:37.379752+00:00, Page Visited,WEBHIST,Chrome History,https://inbox.google.com/search/cam?pli=1 [count:
@] Host: inbox.google.com Type: [LINK - User clicked a link] (URL not typed directly - no typed count),sqlite/chrome
history,0S:History, -
2017-07-10T04:19:39.324606+00:00, Page Visited,WEBHIST,Chrome Historyjhttps://inbox.google.com/search/camfrog?pli=1 jlco
unt: @] Host: inbox.google.com Type: [LINK — User clicked a linkl] (UlL.nn:.;gpnd.di£n£:1¥.-.nn.;ypnd.snunﬁ&—&ql&;&]chr
ome_history,0S:History, -
2017-07-10T04:20:44.191511+00:00, Page Visited,WEBHIST,Chrome History,https://inbox.google.com/?pli=1 (Inbox — genberin
ger@gmail.com) [count: @] Host: inbox.google.com Type: [LINK - User clicked a link] (URL not typed directly - no typed
count),sqlite/chrome_history,0S:History, -

genberin
no typed




Inbox

Well, that’s not very helpful...




Drive

Log into Google Drive @ 0426

2017-07-10T04:26:28.555646+00:00,
Page Visited,WEBHIST,Chrome History,
; ' ' (Google Drive) [count: 0]

Host: drive.google.com
1S1 pS: rive.goog le.com/?authuser=0 (Google Drive)

Type: [LINK - User clicked a link] (URL not typed directly - no typed count),
sqlite/chrome_history,0S:History, -




Drive
View a Folder @ 0437

2017-07-10T04:37:06.134906+00: 00,

Page Visited,WEBHIST,Chrome History,
https://drive.google.com/drivd/folders/@B135PSIX10DmYX]rN2sxdEtMd]Q |
(Google Drive) [count: 0]
Host: drive.google.com
Type: [LINK - User clicked a link] (URL not typed directly - no typed count),

sqglite/chrome_history,0S:History, -




Drive

View a Google Doc @ 0431

2017-07-10T04:31:17.420697+00:00,

Page Vigd I Yy
https:/idocs.google.com/documentjdr14BQNFhoA30ACwY1kddnngSHvYoAyUbt?fwiwsvSqucledit

[count: ™71
Host: docs.google.com

Type: [LINK - User clicked a link] (URL not typed directly - no typed count),
sglite/chrome_history,0S:History, -




Drive

If you leave Docs open in Chrome, you get **a lot** of entries in your browser history.

$ grep "1GN" genb-drive.csv | wc
91 2672 29991

$ grep "1M1" genb-drive.csv | wcC
80 1739 23721




Drive

Download Doc as PDF @ 0432

=07-10704:32:08.010571+00:00,

File Downloaded , WEBHIST,Chrome Hi
ps://docs.google.com/documeny/export?format=pdf§id=14BQNFhoA30ACwY1lkddnng5HvY
0AyUbt7fwiwsvSsgYc&token=AC4w5VgYoR]XxrlidvTaGXc X4HVE-q-1A%3A1499661076826

(/BBQSecretSauce.pdf).

e e 5 pytes out of: 53611 bytes.,
sqlite/chrome_history,0S:History, -




Drive

Create a new Google Doc @ 0432

2017-07-10T04:32:34.742811+00:00,
Page Visited,WEBHIST,Chrome History,
o= S-FSRAESTS com/document/u/gécreate?zx=ft8we5242can&usp=d0cs_webI
Google Docs) [ ]

ala¥a¥a

(Untitled dbcument

HOSt: dOCS.g00gLe.com

Visit from: https://docs.google.com/document/create?zx=ft8we5242can&usp=docs_web
(Untitled document - Google Docs)

Type: [LINK - User clicked a link] (URL not typed directly - no typed count),
sqlite/chrome_history,0S:History, -

2017-07-10T04:32:34.742811+00:00,
Page Visited,WEBHIST,Chrome History,
https://docs.google.com/document/u/0/ /1GN31PQuUceDijWbOAdUXQloYKoZnGngAW?IaA—MZMdkdit
(Untitled document - Google Docs) [co =07
Host: docs.google.com

Visit from: https://docs.google.com/document/u/'/create?zx=ft8we5242can&usp=docs_web I
(Untitled document - Google Docs)
Type: [LINK - User clicked a link] (URL not typed directly - no typed count),
sglite/chrome_history,0S:History, -




Drive

Copy a Doc from the Docs interface @ 0451 (and another day)

2017-07-25T04:51:08.726349+00: 00,
Page Visited,WEBHIST,Chrome His oy

https://docs.google.com/documeny/d/lepf2wn4BtSDKYEPn70qlzLIp4kpgP3iirXhYxHOtPMO/edit I
(Copy of BBQ Secret Sauce - Goo ¥ o

Host: docs.google.com

Om : https://docs.google.com/document/dt14BONFh0A30ACwY1kddnngBHVYOAyUbt?fwiwsvSquc/I

4BONFhoA30ACwY1kddnngSHvYoAyUbt?fwiwsv sgYcacopylollaborators=talse&copylomments=Ta

5 e=Copy%2001f%20BBQ%20Secret%20Sauce&token=AC4w5ViaKKYMbaTsuYd7gENEBKNnV1Mo8nA%3A150095
8239265&usp=docs_web (Copy of BBQ Secret Sauce - Google Docs)

Type: [LINK - User clicked a link] (URL not typed directly - no typed count),
sqlite/chrome_history,0S:/History,-




Drive

Copy a Doc from the Drive interface @ 0437

2017-07-10T04:37:14.599472+00: 00,
Page Vlslted WEBHIST,Chrome Hlsto gTE
M

ent/d
(Copy of I am a new document |- Goo

Type [LINK - User clicked a link] (URL not typed directly - no typed count),
sqlite/chrome_history,0S:History,-

lrafNBA9pzvnvtocT3aHM50Q384wqzewNRNIHcZm9Aw/edit?usp=drive_web

UOULS 7 LLCUUITL. UJ




Drive
Viewing the First Sheet in a Spreadsheet @ 0439

2017-07-10T04:39:25.126861+00: 00,

Page Visited,WEBHIST, Clyreme=—fistorys
https://docs.google.con/spreadsheets/d/1j0U DFc392FbJXneCFJUGNzMWAtWWPZmGuWnEmUnKZl/edit#gid=@ I

(spreadsheets are the s) [count: 0]

Host: docs.google.com
Type: [LINK - User clicked a link] (URL not typed directly - no typed count),

sqlite/chrome_history,0S:History, -




Drive
Viewing Other Sheets in a Spreadsheet @ 0439

2017-07-10T04:39:28.200170+00: 00,
Page Visited,WEBHIST,Chrome History,
https://docs.google.com/spreadsheets/d/lj0UWDFc392FbJXneCFJUQNzMWAtWWPZmGuWnEmUnKZI/edil#gid=2@0246688I
[count: @]

Host: docs.google.com

Type: [LINK - User clicked a link] (URL not typed directly - no typed count),
sqlite/chrome_history,0S:History, -

2017-07-10T04:39:34.992330+00: 00,
Page Visited,WEBHIST,Chrome History,
https://docs.google.com/spreadsheets/d/lj0UWDFc392FbJXneCFJUQNzMWAtWWPZmGuWnEmUnKZI/edil#gid=1272553202I
[count: @]

Host: docs.google.com

Type: [LINK - User clicked a link] (URL not typed directly - no typed count),
sqlite/chrome_history,0S:History, -




Drive
Viewing Presentation @ 0439

2017-07-107T04:39:46.680822+00:00,
Page Vlslted WEBHIST,Chrome History
h N als go0gle.com/

edlt#sllde id.p
[count: @]
Host: docs.google.com

Type: [LINK - User clicked a link] (URL not typed directly - no typed count)
sglite/chrome_history,0S:History,-

presentatloi/dfly AIDbHb6LITLMNZgWqAd49TbGckAjXj3ypiY-Ct oU/l

presentations - Google Slides)



Drive

Viewing Presentation @ 0440 -- Next Slide

2017-07-10T04:40:54.518961+00: 00,
Page V151ted WEBHIST,Chrome History
tatiof/d/1ly_AIDbHb6LITLMNZqWGAd49TbGckAjXj3ypiY-Ct_oU/|

edlt#sllde=1d.gle95@2d382_0_9
T

Host: docs.google.com

Type: [LINK - User clicked a link] (URL not typed directly - no typed count),
sglite/chrome_history,0S:History, -




Drive

Viewing an Image @ 0444

2017-07-10T04:44:22.908684+00: 00

Page V151ted WEBHIST, Chr
e.google.con/open?id=1- dBZVHhBJsngHc1MGu0JZm7FT10r Uwa&authuser =0
bbq dragon -x1.jpg|- Google Drive) [count: O]

Type: [LINK - User clicked a link] (URL not typed directly - no typed count),
sglite/chrome_history,0S:History, -




Drive

Open a PDF in its own tab @ 0438

2017-07-10T7T04:38:50.398036+00: 00,

Page Visited,WEBHIST,Ch i
https://drive.google.co /file/d/ldUdbGFYKr7BngwiKUszrQBJGSj6kPmVDZy12anGEONDeI
4CzFBLSzy20xgxgbinkDb_t : =0T ivVe_weD

(BBQ Secret Sauce - Google Docs.pdf - Google Drive) [count: Q]
Host: drive.google.com

Visit from: https://drive.google.cot/open?id=1dUdb6FYKr7BngwiKUszrOBJGSj6kPmVD|
Zy1lznWuGEONDe4CzFBLSzy20xgxgbinkDb_

(BBQ Secret Sauce - Google Docs.pdf - Google Drive)

Type: [LINK - User clicked a link] (URL not typed directly - no typed count),
sglite/chrome_history,0S:History, -




Drive

Searching in Drive @ 0441

2017-07-10T04:41:52.182584+00:00,

Page V151ted WEBHIST,Chr '
hitn d egaogle.comfdrive/search?g=bbq
Search results |- Google .

- grive.qgoodle.com

Type [LINK - User clicked a link]

(URL not typed directly - no typed_count),
sglite/chrome_history,0S: Hlstorylbrowser searchl




Drive

Things that didn’t end up in Browser history:

e Sharingfiles
e Printing files
e Uploading files



Next Steps

e Someday I will write a plaso analysis plugin to find things like copying and
downloading files.

e Inthe meantime, the History file, a timeline of the actions take on the
account, and these slides will be on my github page:

https://github.com/bethlogic/drivetestin

bethlogic@


https://github.com/bethlogic/drivetesting

In Summary

You can see some information on reading and writing emails, but not the
recipient

But only on GMail -- you are out of luck if they are using Inbox

Searches in GMail, Inbox, and Drive are easy to see!

In Drive, you can get an idea what they were looking at, if they give their
files useful titles

o There are some patterns to the DoclDs, but it’s easier to find out what kind of
fileitis from the URL

And get some hints if they were trying to take it (downloads, copies), but
not printing or sharing



