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Dear Ms./Mr. Future CCIE Collaboration,
Hello!

The CCIE Collaboration Lab Access Guide inculcates the details on how to access all the
functionalities of our Collaboration lab rack/s. To be precise, it describes how to connect
securely to our CML cloud and connect to our state of the art CCIE Collaboration rack/s.

Your CCIE Collaboration rack has:
e 3 Cisco ISRG2 routers
e 1 Cisco 3750 Switch
e 6 Cisco IP Phones directly connected to the Collaboration Lab Rack
e 1 Service Module Services-Ready Engine(SRE) for Cisco Unity Express

e 3 Cisco Unified Communications Manager(CUCM) servers, 2 PUBLISHER servers
& 1 SUBSCRIBER server

e 2 Cisco Unity Connection (CUC) servers

e 2 Cisco IM and Presence (IMP) servers

e 1 Cisco Unified Contact Center(UCCX) server

e 1 Video Communications Server (VCS)

e 1 TelePresence Management Suite (TMS) server

e 3 Windows machines running Cisco Jabber/RTMT/...

e 1 Microsoft Active Directory server (labeled “AD/DNS/TFTP/SFTP” in the
diagram)

e 1 access server (not shown) for console port access to routers and switches

PS: Additional infrastructure is not visible to you, nor configurable by you, to reduce
complexity and let you concentrate on the Collaboration Topology.

The Lab Rack Diagram in the forthcoming sections shows how all these Collaboration
LAB components picture together. The section, “How do | view and control my Cisco IP
phones remotely?”, describes how to use software to control IP Phones at the CML
Cloud.

An Upcoming section “Wow... More Tables!!!” the summary of the VLANS, IP subnets,
Routers and Ether Switch port connections, Digital Signal Processing resources, T1/E1
connections and PSTN access codes.



Please note that in the past the following site names have been used interchangeably:
Corp HQ = HQ = SA = SiteA
Branch 1 = BR1 =SB = SiteB
Branch 2 = BR2 = SC = SiteC

Throughout this guide and subsequent labs, you should come to see everything referred
to simply as:

CML-HQ
CML-SB
CML-SC
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Getting Access to the POD

There are two ways you may get access to the lab access details as mentioned below:

1. Check for the Url and Port Number in the email from support@cloudmylab.com

Figure 1:

support@cloudmylab.com

tome -
Dear User,
Thanks for choosing Cloudmylab for your Rack rental needs.

Access Details:

RDF: 65.49.86.221:27408

usemame: cloudmylab.comicciesecpodi
password: Cmi% 12345

2. You can alternately log in to your account and under my account Rack access,
you will see the detail:

Figure 2:

'-'j;' HOME CEIE RENTAL RACKS - EISE0 CERTFICATION FRGE  SURFCET LaGauT Y .\:'-:Elhl (+]

WELCOME (INFO CLOUD MY LAB) TO THE CLOUD MY LAB

a
& Dashboard W Rack Access @ Add New Schedule L Edit My Profile
U Change Password @ Log Out

Hi ! Your Rack Access Details

e o

1] RACK NAME START TIME END TIME RDF P FORT EMAIL SCHEDULE HAME

1 Rage-3 2018-06-11 03:30:00 201 8-06-11 063D 00 BS540 225 5500B infa@cloudsylab, com Secunity PODS



https://docs.google.com/document/d/1vTs8yk8F2PzeYch2QRIJldnedrjMNPLDOdKtcfHjDZs/edit
mailto:support@cloudmylab.com

3. Login with the credentials provided:

Figure 3:
r |
8. Remote Desktop Connection - = 2

| Remote Desktop
¢ Connection

Computer: collab1-cloudmylab com:64133 -

Username: Mone specified

“You will be asked for credentials when you connect.

(> Options Connect ][ Help

- T A
N

4. Once logged in you, will see a customized Desktop i.e. Candidate PC, from where
you can access all the device command lines and GUIs.

Let’s Lock and Load:

This opens an interface which resembles the Cisco Collaboration Lab experience.

1. Before you start your lab you must reset the Lab configuration to a base
configuration. This can be achieved by navigating to the “BEGIN LAB” folder on
the Candidate PC.

Figure 4:




2. Launch VMWare Vshpere client using the VMWare client shortcut available
inside the “BEGIN LAB” folder:

Figure 5:

B BeGIN LaB

e o |

(A

. = BEGIM LAE

Organize *  m | Open Sharewith w  Mew folder

A Favortes MName ~ Date modified Tvpe Size

B Deskkop Ef_J YMware wSphere Client | 7 644 PM Shortcut

g Dowrloads

CET
1=l Recent Flaces

3. Use the following user name and password to login to the VMWare client:

Username: administrator

Password: cciecollab

Figure 6:

|J-_'T,J Yh1{ware vSphere Clienkt

vimware”

VMware vSphere™

Client

In wSphere 5.5, all new vSphere Features are available only
through the wSphere Web Client. The traditional +Sphere Clisnk
will conkinue to operate, supporting the same Feature sek as
wSphere 5.0, but not exposing any of the news Features in
wSphere 5.5,

The wSphere Client is =till used For the vSphere Updake
Manager (WUM) and Host Client, along with a Few salutions
{2.q. Site Recovery Manager).

To direckly manage a single hoskt, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
wiienker Server.

IP address | Mame: [20.20.20.102] -

User names: I

Password: I

I Use windows session credentials

Login I Close I Help I




4. Once inside the VMware Vsphere client revert to base configuration using the

Snapshot Manager for every machine in view as illustrated in the following two
steps:

STEP 1) For example you need to get the Collab-HQ PUB to its based
configuration.

Collab-HQ PUB — Right Click — Select Snapshot — Choose Snapshot Manager

Figure 7:
(71 | Collab-HO PUE | nbwsical computer, runs an operating syst
(1 Collab-Hg Pawer ¥ |ns. An operating system installe
% CD::BE'SB Guest v |3 called & guest operating syste
Collab-5 =
5 c.:uah-w| B v | {3 Take Snapshot...
5 IsEl @ Open Console [ Revert to Current Snapshot
% 2;;‘"‘;2 (5 Edit Settings... I snapshot Manager. ..
5y TEST-pri IUpgrade Virtual Hardware Consolidate

STEP 2) Once the available snapshots show up, select the snapshot named BASE
Collab-HQ PUB and click “Go to”.

Figure 8:

5 | Collab-HG PUB

&1 Collab-HQ SUB

physical computer, runs an operating system an
applications. An operating system installed on a

@ Snapshots for Collab-HQ PUB =] E3
=31 Collab-HS PUE —Mame
= €3] BASE Collab-HS PUE BASE Collab-HG PUE

() You are here

— Descripkion

HQ CUCM @CLOUDMYLAE BASE SHAPSHOT ;I
PLELISHER.

=l

Go ko Delete Delete All Edit I

Close | Help |




5. Navigate to the Secure CRT shortcut available in the “BEGIN LAB” folder:

Figure 9:

B BEGIN LAB I
e iy

X3 BEGIN LAB
Ve |

COrganize * 8 Open  Sharewith «  Mew Folder

" Favorites Name = Drate: modified Type
BE Deskiop BR SecureCRT 7.2 Sharteut
4 Downloads

@ WMware vaphere Client 1/10/2017 6:44 PM Shartcut

= Recent Places

6. Launch the Secure CRT application to get to Command Lines of the ISRG2’s and
switches:

Figure 10:

FEI not connected - SecureCRT
File Edit View Options Transfer Script  Tools  window  Help

Ba= 5 20 3 Enter host <Al+R: , & 5 T%H T @

n Manager

E|[:] SEsSions
B +Pheysical Devices Console
----- &) 192.168.190.2

----- SWITCH

[ +virtual Devices console
- Clear Line

----- ) Clear &l Lines

----- &) Clear Line HY

----- ) Clear Line SITEB

----- ) Clear Line SITEC

----- ) Clear Line Sw1
=[] Reload Phyiscal Devices
----- @ Reload-HG

----- ) Reload-SITE-B

----- ) Reload-SITE-C

----- ) Reload-SWITCH

----- 20,20,20.105




7. Next, bring all the routers and switches to their base configurations as under:

Open the physical device console login dir flash: #copy flash:CMLRW1BASE.cfg
startup

Reload

Check out the video: https://www.youtube.com/watch?v=172ExquNIFA

NOTE: Sometimes the remote 10S device may refuse the connection.

Figure 11:

FEI HQ - not connected - SecureCRT

File Edit Yiew Options Transfer Script  Tools  Window Help

fa- T €1 3 Enter host <Al+R= A ERES F® Y | @

| [ @ng x |

A8 e kb
ED Sessians

ED +Physical Devices Console

The remote system refused the connection.

& SITEC
SWITCH

Solution: Use the “Clear All Lines” or “Clear Line HQ/SB/SC”

Figure 12:

[EHO - securecRT
File Edit Wiew Options Transfer Script  Tools  Window  Help

o= 51 &3 3 Enter host =alk+R= mas | eSS | Y@
Session Manager [ “HO X l
L | % Ga @

EI[:I Sessions CML -H Q}e n
=1 +Physical Devices Console

----- 192.168.190.2 CML —HQ#

----- SWITCH

-] +Wirtual Devices console
= Clear Line

----- &) Clear All Lines

----- ESlClear Line HO
----- 2 Clear Line SITEB
----- 2 Clear Line SITEC
----- 2 Clear Line 5w
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https://www.youtube.com/watch?v=I72ExquNIFA

Accessing the Device Console

8. Physical Device Access: — All the devices are pre-setup for console access. Follow
the screenshots for quick access.

Virtual Machine based Device Access (GUI)

RACK WEST -1
Server/Device Description IP address Username Password
Collab-HQ PUB | HQ CUCM PUBLISHER 142.100.64.11 | administrator | cciecollab
Collab-HQ SUB | HQ CUCM SUBSCRIBER 142.100.64.12 | administrator | cciecollab
Collab-HQ CUC | HQ UNITY CONNECTION 142.100.64.13 | administrator | cciecollab
Collab-HQ CCX HQ CONTACT CENTRE EXPRESS | 142.100.64.14 | administrator | cciecollab
Collab-HQ IMP | HQ IM &PRESENCE 142.100.64.15 | administrator | cciecollab
Collab-SB PUB SB CUCM PUBLISHER 142.100.65.11 | administrator | cciecollab
Collab-SB CUC SB UNITY CONNECTION 142.100.65.13 | administrator | cciecollab
Collab-SB IMP SB IM &PRESENCE 142.100.65.15 | administrator | cciecollab
Collab-WIN7-1 HQ WIN PC for Cisco JABBER 142.100.64.21 | administrator | cciecollab
Collab-WIN7-2 | SB WIN PC for Cisco JABBER 142.100.65.21 | administrator | cciecollab
CCIE-
Collab- COLLAB\colla
Candidate PC Candidate WIN PC 65.49.89.230 | bstudent cciel23
Collab-Terminal NO
Server Collab TERM SERVER NO ACCESS NO ACCESS ACCESS
Collab NTP NO
Server BB NTP Server 149.132.1.23 | NO ACCESS ACCESS
Physical Machine based Device Access
Server/Device Description IP address Username Password
CML-HQ HQ VOICE GATEWAY 142.100.64.254 | administrator | cciecollab
CML-SB SB VOICE GATEWAY 142.100.65.254 | administrator | cciecollab
CML-SC SC VOICE GATEWAY 142.100.66.254 | administrator | cciecollab
CML-HQ-SWITCH HQ SWITCH 142.202.64.253 administrator | cciecollab
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https://docs.google.com/document/d/1vTs8yk8F2PzeYch2QRIJldnedrjMNPLDOdKtcfHjDZs/edit

A3) Follow the Screen shots for Quick Access

1. Click on SecureCRT

Figure 13:

not connected - SecureCRT

= | It+R>

File Edit View Options Transfer Script Tools Window Help

o.

ERCTE e SN

- Clear Line
(-2 Reload Phyiscal Devi

P I o T T =Y

Click on the plus sign next to physical
devices console

= Sessions

& Ap1
A ap2
A AsAl
4 Asa2
A asaz
Y asna
29 IPS
=1
- R2
e
& ra
A 5

BY s Do oo

Click on any device to get
access

Example Method 1 for Virtual Devices with CLI access

Open SecureCRT >>Click on the Plus Sign against Virtual Device >> Select the relevant

device

Figure 14:

—
not connacted - Secure CRT

File Edit View Options Transfer Script Tools Window Help

Ta- T & 3 Enter host <Alt+R> E e ’5 !5 1 - % g @ | 7

D003

S § ACS - SecurechT
> 34

=0 Sessions

e T3 &0 ¥ Enterhost <AlE+R:

File Edit View Options Transfer Seript Tools ‘Window Help
pih B g mHEY e

-0 +Physical Devices Consale
E [B +Wirtual Devices console

L) ISEL
) TEE2
L) WA
-3 Clear Line
- Reload Phyiscal Devices

| acs x

: EE- . R T

L= % Y, =y . Acshgime
B Sessions

[0 +Physical Devices Console

(21 +Virtual Devices console

- AcS

- Clear Line
(01 Reload Phyiscal Devices
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Example Method 2 for Virtual Devices with CLI Access
Open Vmware Vsphere Client>>right click on the relevant machine>>click open console

Figure 15:

localhost
- L} CHL-CCIE_SEC-PODI
Lt st B (ff) CHL-CLUSTER-CCIE_SE«

vmware @B Acs

Getting Started

Power

VMware vSphere™ @ Guest >
(I ient & Te Snapshot »
. B e -
@ wi @ Open Console e
Invaphere 5.5, al new vSphere features are avaiable only C? :ft‘( Edit Settin

" through the vSphere Vieb Cent. The tradtional vSphere Clint
will continue to cperate, supporting the same Feature sek as
vSphere 5,0, but not expasing any of the rew features in
viphere 5.5,

File View VM

The vSphere Chent is il used for the vSphere Update
Manager (VUM) and Host Client, song with & few solutions
(e.q. Ske Recovery Manager),

To drectly manage a single host,
To manage mukiple hosts, en
VCenter Server

1P address | Name:  [10.10.10.104 g

User name:

wer the IP address or host name.
the IP address or name of &

istudent

[rssniny]

Password:

™" Use Windows session credentials
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Example Method 1 for windows based Device:

Click on the remote desktop shortcut on the desktop, you will see 4 shortcuts and
named appropriately

Enter the username and password when prompted

Figure 16:

Windows Security 2

w the use of saved credentials to
log on to the rer mputer 10.10.10.131 because its identity is not
fully verified. Ple r new credentials

ciesc-rackl-WS\student

‘\ Use another account

d
‘ Insert a smart card

&3 The logon attempt failed

& TEST-PCH1 - 10.10.10.131 - Remote Dasktop Connection o

€« d @ S |
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Example Method 2 for windows based Device:
Open Vmware Vsphere Client>>right click on the relevant machine>>click open console

Figure 17:

@ VMuware vSphere Client
B 2 localhost A e
B [ CML-CCIE_SEC-POD1 imwa
B [l CML-CLUSTER-CCIE_SEt

ACS -
% o1 VM-ware vSphere
% ISE2 Client

Prime NCS

LA InvSphere 5.5, all new vSphere Features are avalable only
" through the vSphere Web Client. The traditional vSphere Clent
will continue to aperate, supporting the same Festure set as
vSphere 5.0, but not exposing any of the new features in
vSphere 5.5,

The vSphere Chent is still used for the vSphere Update
Manager (YUM) and Host Client, along with a few solutions
(e.9. Ske Recovery Manager),

Powver
Guest

Snapshot 9
Open Console

Edit Settings...

To drectly manage a single host, enter the IP address or host name.
To manage mukiple hosts, enter the IP address or name of 3
vCenter Server,

Migrate...

1P address | Name:  [10.10,10.104 ]
User name: |student
Password: e

I™ Use Windows session credentials

Learn more about virtual machines
Learn how to install an operating system
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Lab Shortcuts

9. Starting a lab with Specific configuration

Open the physical device console > login > dir flash:
#copy flash: lab1.cgf startup

Reload

Check out the video: https://www.youtube.com/watch?v=I72ExquNIFA

Clearing console line to get access: Under SecureCRT click on the plus sign against

Clear line and Select relevant device to clear

Figure 18:

- W6

=1 Clear Line

A Clear Al Lines
) ClearLine 21
e o Click on the relevant line to clear
A ClearLine b
A ClearLine ASS3
) ClearLine AS84
ClearLine R1

AJ ClearLine R2

ClearLine SW2

Clear Line SW3
£ ClearLine W4
) ClearLine SWS
A ClearLine sws
ClearLine WLC
.8 ClearLinelPS
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https://www.youtube.com/watch?v=I72ExquNIFA

Reloading the devices: All the devices are connected to managed power PDU and you

can use the shortcut to boot the devices

Figure 19:

—Q \R_;\nad Phyiscal Dewices
) Reload-A3A1
) Reload-A35A2
) Reload-A3A3
) Reload-AsAd
£ Reload-IPS
&) Reload-R1
&) Reload-R2
- Reload-R* C,h ‘k 1 - 313 N 711 5 . 1 d
83 Relonie lick on the relevant device to reloa
) Reload-RS
) Reload-R6
5] Reload-$W/1
) Reload-Sw2
£ Reload-5w3
-5 Reload-SW4

@ Reload-5W5
oo

NOTE:

Site C — Do not shut the following two interfaces:
interface GigabitEthernet0/1/2
interface GigabitEthernet0/1/3
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NEED HELP??

To get support open a ticket on Support Page or send an email to
support@cloudmylab.com

Please check the documentation and FAQs before hand

18



