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e What is Social Engineermg?

-The art of manipulating people into performing actions or
divulging confidential information.

-Social Engineers influence victims to perform actions desired
by the attacker. Social Engineers depend on the fact that
people are unaware of their valuable information.

- Trickery or Deception for the purpose of information
gathering, fraud, or computer systems access.

Outsider = Insider




* There is no patch for STUPID!

* People want to trust people.

* People believe what they read.




There is no specific software or hardware for
defending against a social engineering attack

There is no method to ensure complete security
from social engineering attacks

It is difficult to detect social engineering attempts

Security policies are as strong as their weakest
link, and humans are the most susceptible factor




Economic Loss
Loss of Privacy

Dangers of Terrorism

Temporary or Permanent Closure
Lawsuits and Arbitrations
ldentity Theft




PBETESTING

Pretexting is the act of creating and using an invented scenario (the pretext) to engage a
targeted victim in a manner that increases the chance the victim will divulge
information or perform actions that would be unlikely in ordinary circumstances. An
elaborate lie, it most often involves some prior research or setup and the use of this
information for impersonation (e.g., date of birth, Social Security Number, last bill
amount) to establish legitimacy in the mind of the target.

This technique can be used to blame a business into disclosing customer information as

well as by private investigators to obtain telephone records, utility records, banking
records and other information directly from company service representatives.

— Microsoft co-founder Paul Allen victim of ID theft - Computerworld
hittp://bit.ly/LnHATA

— Wired writer Matt Honan had all his electronic devices wiped

hitp://bit.ly/ToEL4x

Pretexting can also be used to impersonate co-workers, police, bank, tax authorities,
clergy, insurance investigators — or any other individual who could have perceived
authority or right-to-know in the mind of the targeted victim. The pretexter must simply
prepare answers to questions that might be asked by the victim. In some cases all that
is needed is a voice that sounds authoritative, an earnest tone, and an ability to think
on one's feet.




* Finding the Targets
(o) Tole1 =01 ittp: //www.spokeo.com/

0 People Search - [ittes//piplcom)/

o Peek You - etps//AWWAoIEE SVioUeelnmy/.

0 Internet Archive - hittp://archive.orz/

O Social Networking Sites - Facebook, LinkedIn, or Twitter




Phishing is a technique of fraudulently obtaining private information. Typically, the
phisher sends an e-mail that appears to come from a legitimate business—a bank,
or credit card company—requesting "verification" of information and warning of
some dire consequence if it is not provided. The e-mail usually contains a link to a
fraudulent web page that seems legitimate—with company logos and content—
and has a form requesting everything from a home address to an ATM card's PIN.
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Dear valued customer of TrusteoBank,

We have recieved nobice that you have recently atempted to witnaraw the
following amount from your checking account while in another courtry $135 25

F thes Informabion |3 NOL COMect, SOMeone unkNown may Nave 3CCess 1o your

aCCount. As 3 safety measure, please visit our website via the ink Delow 10 verify
YOur personal information

Once you have done this, our fraud department will work o resoive this
CisCrépency. We aré happy you have chosen us 10 00 busingss with

Thank you,
TrusteaBank

ehY

Dear eBay Member,

We regret to inform you that your eBay account could be suspended if you don't re-update your
account information.

To resolve this problem please visit link below and re-enter your account information

https.//signin ebay com/ws/eBayiSAP| dlI7Signin&sid=verify&co partnerld=2&siteid=0

If your problems could not be resolved your account will be suspended for a period of 24 hours,
after this period your account will be terminated.

For the User Agreement, Section 8, we may immediately issue a warning, temporarily suspend,
indefinitely suspend or terminate your membership and refuse to provide our services to you if
we believe that your actions may cause financial loss or legal hiabilty for you, our users or us.
We may also take these actions if we are unable to verfy or authenticate any information you
provide to us
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“Unfortunately we were not ab e to I|ver the postal package

. Please print out the invoice copy attached and collect the
package at our department.”

— Source: Webroot Threat Blog [uttp://bit.ly/LdyjeC
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B Warning all Citibank users [Wed, 09 Jun 2004 03:55:08 -0300] - Message (HTML) M=

D Ele Edk Yew Insert Fomat Tooks Actions Help
i gReply | (@ReplytoAll | (jForward | (4 | ¥ | (5N X | e~ 9 A0 H

From: Citi [user-support8@citibank.com]) Sent: Wed 6/9/2004 1:56 AM

To: edtorwww@woodyswatch.com
Cc:
Subject: ‘Warning all Citbank users [Wed, 09 Jun 2004 03:55:08 -0300]

citi’

Dear client of the Citi,

As the Technical service of the Citibank have been currently updating the software,
We kindly ask you to follow the reference given below to confirm your data, otherwise

your access to the system may be blocked.

https: #web da-us citibank.com/signi nfscri p@fioqi n2fuser_setup .|sp

We are grateful for your cooperation. [http:/213.132.111.36:4903/citfindex.htm|

A member of citigroup
Copynght @ 2004 Citicorp
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Fisivi AP _Orilne _rvvies Dbt Rapdaliaedn. oo
[RF- 2] ‘Wiednesley, September 13, N2 55 BN
T F F
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Suljrel:  ADF Irrecaie

Youur Latest ADP Dealer Servces Invoece 1 now avalable to v or pay calne st ADF Onbne [eesce Managemens

To probect the seowvty of your data, you will need o enter your 1D and pasraeord, then chick on Access your Cnlne Invojos M emagement accoues

Qe OR) st @ W AW VT SO mEr AN O a0 Wy
Urgesd! ¥ st all wy ¥ - Contral turog W sch

e (& Yew Jook [Message b

§28240.35 & & | L u)é ‘o O O

Total amestint doe by Sepberber 12, 2013

If yora bave aready sees your paymess please daregaed des Enendly resender and Thank yeu fe o
Date: Thursday, Segtenber 13, 2002 7:15 AM
Quesbons abeit o bill) To .

Subject:  Lrger® You munt ratsl & few seousrty vernon?

Comtact by Sacurs Jlal
E ; Your Corporated and Business Banking

Mot Ther e an mbomaled emed. Flease do not ceply —
eyl Federal Deposnt
Insurance Corporation

Your abviey 1o fufill ACH and Wire transfers has been provasionally suspended »
Ordér 10 aniurd Yyour salety, dud 10 the epratdn of your secunty verson. Flease download
and nutall the updated programs, by folowng thes Ink,

As 100N 08 £ 1§ set up, YOur transachion abiites will be fully resumed

Source: hiftp://oit.ly/ToDviec

Online Security Department, Foderad |
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In the color of your choice!
Participation Required. Click for details. P

Pick your Color:

HE R EER B

iPad

Enter Your Email

myfakeemaill@yahoo.com CLAIM NOW




Phishing scam directed the target to a phone number.

0 “Your card has been suspended because we believe it was accessed by
a third party. Please press 1 now to be transferred to our security
department.” - BankInfoSecurity [iio://.imn/3GI0AL

Bogus Pinterest Pins Leads to Survey Scams

— Trend Micro hittps//oitly/Visbikie

Vishing attack directed users to visit malicious websites.

O “The recorded message tells me to go to www.helphs.com.”
— ZDNet Blog hittps//zd.net/Jet7oA

Debunking email hoaxes and exposing Internet scams since 2003!

Home About New Articles RSS Feed Subscriptions Contact
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From:
Sent: 21 May 2012 12:34

o: -

Subject: Account Cancellation Request

facebook

¢ (e — ;)

request from you. Please follow the li

Thanks, OO0

-

FOSERRR PHIRAI

mailto:nore facemail.com

We are sendmg you this email to mfo; facemOk

S - -

The Facebook Team

To confirm or cancel this request, {

click here

Source: Sophos http:/bit.ly/Laé7e8

@

An applet from “% » . "is requesting access
to your computer.

The digital signature could not be verified.

() Allow all applets from “% & " with this signature

( Show Details... ) ( Allow ) ( Deny )
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i Pal Safe Lists ~
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Reply Reply Forward Other Block
to All Fc Actions ¥ | Sender
Respond Actions Junk E-mail
From: web master [webmaster @beyond.com]
To: =———m=@emc.com
- = = —
Subject: 2011 Recruitment plan
| Message | B8]2011 Recruitment plan.xis

I forward this file to you for review. Please open and view it.

Sources:

GOT HACKED!

»t!)
i~ v 3 Find
= ) Related ~
Categorize Follow M
v Up~ W Select v
Options la Find

Sent: to3.3.2011 158:43

0

hittp://m.wired.com/threatlevel/2011/08/now-rsa-

hitp://blogs.rsa.com/fivher/anatony

-ol-an-=altiack/




What is Ransomware?

O A class of malware which restricts access to the computer system that
it infects, and demands a ransom paid to the creator of the malware in
order for the restriction to be removed.

Malware Poses as US Department of Justice Violation Notice

— Source: Threat Post hitp://bit.lv/KagOm60

Fake Antivirus Lives On, Now Infecting 200K WordPress Pages
— Source: Threat Post http://bit.ly/)3580q

Scammers call users to help disinfect their Computers

— Source: Yahoo! UK & Ireland Answers hitp://yhoo.it/J37URG
— Source: Symantec hittp://i.mp/iSTWBD
— Source: Computer Repair Tips hittp://bit.ly/IUHlzc




Malicious web ng to the users,
asking to downloac http://bit.ly/LeAKO3

) Reported Attack Page! - Mozilla Firefox
File Edit View History Bookmarks Tools Help

@ % C (Y 2 |_J http: /| eesliemsms. s o ey

|2 Most Yisited

| | Reported Attack Page!

%; Reported Attack Page!
L

This web page has been reported as an attack page and has been blocked
based on your security preferences.

Attack pages try to install programs that steal private information, use your
computer to attack others, or damage your system.

Some attack pages intentionally distribute harmful software, but many are
compromised without the knowledge or permission of their owners.

Download Updates!
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Fake Downloads lead to malicious downloads.
— Source: F-Secure Weblog [t/ it v/ Ld0 S’

DNS Changer Trojan leads users to download a fake codec

— Source: Wit/ it/ 2Vielbi

« Install MacCodec

Software License Agreement

English
LICENSE AGREEMENT !

YOU SHOULD CAREFULLY READ THE FOLLOWING TERMS AND
CONDITIONS BEFORE USING THIS PRODUCT. IT CONTAINS
SOFTWARE, THE USE OF WHICH IS LICENSED BY LICENSOR TO
Irs CUSTOMERS FOR THEIR USE ONLY AS SET FORTH BELOW.
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SOCIAL SIT

e Facebook Chat Sca

— Source:

e Koobface Social Network Botnet

— Source: NYTimes

asking for money

99% of people can't watch this video more than 25 seconds

wall  iafo  Video Herel

' PLEASE ROB ME @

Maore info
Check your ewn Twitter limeling for checking Hore
Wty
Are you curicus if peopss can sse your chacking? | n Macle Passible By
Enler your Twilter usarnarne and find aul. —
P 4 on2em o0 8 2 Eoursuarn
e [ Your Twitter usemame J F{i Towifins
|Copy the code below, paste it into your browser's address bar |am = S\l @hoywanamsiel
press enter to loa S video..PIz wait 7-B secs for processing!!! : Efrmiareenned



 What is ClickJacking?

O A malicious technique of tricking a user into clicking on something
different to what the user perceives they are clicking on, thus
potentially revealing confidential information or taking control of their
computer while clicking on seemingly innocuous web pages.

— Source: SecTheory - Internet Security [ittn://bit.ly/IUDmTh

O Countermeasures:
 No Script - htp://noscript.net/
» Ghostery - hittp://www.ghostery.com)/
e GuardedID - hittp://www.guardedid.com/default.aspx
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24 Hour
Express Service

= ABOUT US *= CONTACTUS *» SERVICES = JOBS FOR YOU

Lets Work Together
To Achieve

I Latest News

i Welcome To Our Company
Job Opening! L= 3 24 Hour Express Service company the competence of leading
Find details by visiting the “Jobs For You’ consultants, spedalists and analysts in the sphere of

section of our website.  read more inv estmcnt and _.tra*c-g:c -.onsuit:ng Pro;ect aroups and a high-

.

un=©nﬂun@=5@ams




PHISHING EDUCAT}
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Free! Check if your credit card has been stolen!

If you fear your credit card info has been Credit card issuer  (SETmEtEESEE
stolen, enter it here and you can find out for
free. Avoiding fraud has never been easier!

Credit card number

Name on credit card

Expiration Date (o1 &) / [2010 %)

About

( Check if my credit card is stolen )

@ Verified Secure /

—

Source: [smyecredltcarcstolen.com




Baiting is like the real-world Trojan Horse
greed of the victim.

In this attack, the attacker leaves a malware infected floppy disk, CD ROM, or USB flash drive in a
location sure to be found (bathroom, elevator, sidewalk, parking lot), gives it a legitimate looking
and curiosity-piquing label, and simply waits for the victim to use the device.

For example, an attacker might create a disk featuring a corporate logo, readily available from the
target's web site, and write "Executive Salary Summary Q2 2012" on the front. The attacker would
then leave the disk on the floor of an elevator or somewhere in the lobby of the targeted company.
An unknowing employee might find it and subsequently insert the disk into a computer to satisfy
their curiosity, or a good samaritan might find it and turn it in to the company.

In either case as a consequence of merely inserting the disk into a computer to see the contents,
the user would unknowingly install malware on it, likely giving an attacker unfettered access to the
victim's PC and perhaps, the targeted company's internal computer network.

Unless computer controls block the infection, PCs set to "auto-run" inserted media may be
compromised as soon as a rogue disk is inserted.

More attractive than memory, hostile devices can also be used. For instance, a "lucky winner" is
sent a free digital audio player that actually compromises any computer it is plugged to. Technology
security company HBGary has sold such devices to the US government




e USB Keys used as an infection vector.

| AutoPlay

l Removable Disk (G:)

B

(| Always do this for software and games:

Install or run program

4 Publisher not specified

g’ | General options
e —

Open folder to view files

» using Windows Explorer

g Speed up my system

using Windows ReadyBoost

Source: Internet Storm Center
hitp://].mp/HGTRX

Set AutoPlay defaults in Control Panel
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 What is Domain Name Kiting?

0 The method of exploiting loopholes in domain name registers
registration procedures in order to earn money from temporary
domain registration.

-
® yout@-atch/?v_dxcm 3245sd

You TUhE [ Search Browse = Upload

Youtube Security Verification

To comply with our Anti-SPAM™ regulations for a safe internet experience we are
required to verify your identity. Please follow the instructions below:

PR AN
.._1'1‘.0 ‘W’r., x-’f.'., O
SRS IR ‘- -“«.’ 3

Type the words displayed in the box and then press

Youtube Security Verification 0% Completed




PHYSICAL SOCIAL ENGINEI
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Malware infection that began with windshield fliers

Published: 2009-02-03,

Last Updated: 2009-02-04 02:05:38 UTC B F
by Lenny Zeltser (Version: 1) (® | F Recommend @ WTweet| D @ i %

®3 comment(s)

| had the opportunity to examine malware whose initial infection vector was a car windshield flier with a website address. The malicious
programs were run-of-the-mill; however, the use of fliers was an innovative way of social-engineering potential victims into visiting a malicious
website.

Several days ago, yellow fliers were placed on the cards in Grand Forks, ND. They stated:

PARKING VIOLATION This vehicle is in violation of standard parking regulations. To view pictures with information about your parking
preferences, go to website-redacted

If you went to the website, you'd see several photos of cars on parking lots in that specific town, including:

Bvirustotal

VirusTotal is a free service that analyzes suspicious files and URLs and facilitates
the quick detection of viruses, worms, trojans, and all kinds of malware.

[To view pictures of your vehicle from Grand Forks, North Dakota download here: CLICK ME FOR THE PICTU
SEARCH TOOLBAR

| Enter URL

I T T U T T I S
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Laptop & Netbook

Find the right filter
for your device.

p—

— e —

To ensure a perfect-fitting
filter, begin by selecting

our device type.
8 P Learn More Buy Now




e Dumpster diving is looking for treasure in someone
else’s trash.(Phone Bills, Contact Info, Financial Info)




* An unauthorized person,

wearing a fake ID badge, enters
a secured area by closely
following an authorized person

through a door requiring key
access.

“l forgot my ID badge at home.
Please help me.”
Fake Name Generator

NI/ IV




Organizations must, on an employee/personnel level, establish frameworks of trust.
(i.e., When/Where/Why/How should sensitive information be handled?(Data
Classification))

Organizations should perform background checks and proper termination processes

Organizations must establish security protocols for the people who handle sensitive
information. (i.e., Paper-Trails for information disclosure and/or forensic crumbs)

Employees must be trained in security protocols relevant to their position. (e.g.,
employees must identify people who steer towards sensitive information.) (also: In
situations such as tailgating, if a person's identity cannot be verified, then employees
must be trained to politely refuse.)

An Organization's framework must be tested periodically(pentest), and these tests must
be unannounced.

Dumpster Security by using a waste management service that has dumpsters with locks
on them, with keys to them limited only to the waste management company and the
cleaning staff. Also making sure the dumpster is located in a place where it is not out of
view, and trying to access it will carry a risk to being seen or caught or behind a locked
gate or fence where the person must trespass before than can attempt to access the
dumpster.




CO

Organizations must implement strong password policies(
Multi-Factor Authentication)

Organizations must implement anti-virus and anti-phishing
defenses using multiple layers of defense(Mail Filter and
Client-Side Anti-Virus)

Secure and Shred all documents containing private or
sensitive information

Users never give out sensitive information over the phone or
email.(Passwords, SSN#’s, etc..)

Implement Data Reminisce policies for outdated hardware
that may contain sensitive information.




Report anything unusual. If it sets off
a warning in your mind, it just may be
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Reconnaissance

Scanning

Gaining Access

Maintaining Access

Covering Tracks
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e Passive Reconnaissance

e Active Reconnaissance

, physical security, wireless




AR ﬂ\}? § %f% / wm%n '

Finding information about networks by probing resources.

Utilizes dialers, port scanners, network mapping, vulnerability
scanning, etc.

Demo: SuperScan




HOW D

Gaining access refers to the actual penetration of the
network.

Accomplished by exploiting vulnerabilities.

Enumeration — comprising user names and passwords.

Demo — Null Connection, DumpSec, NAT, PWDUMP3E, John
the Ripper
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* Hackers utilize backdoors, rootkits, and Trojans.

 These allow hackers to retain ownership of the system
without anyone knowing.




* Hackers utilize steganography, tunneling, and altering log files.

e Demo — Alternate Data Streams (ADS)




CLASSES OFFERED IN SECL
Security Awareness Training - One Day

CompTIA Security+ - Five Days
CompTIA Advanced Security Practitioner — Five Days

ISC? CISSP - Five Days

Certified Ethical Hacker - Five Days
Certified Hacking Forensics Investigator — Five Days

Certified Security Analyst - Five Days




chad@trainingconcepts.com
803.772.6441
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