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2020--1   1   INTERNETWORKINGINTERNETWORKING

InIn thisthis section,section, wewe discussdiscuss internetworking,internetworking, connectingconnecting
networksnetworks togethertogether toto makemake anan internetworkinternetwork oror anan
internetinternet..

Need for Network Layer
Topics discussed in this section:Topics discussed in this section:

Internet as a Datagram Network
Internet as a Connectionless Network
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Figure 20.1  Links between two hosts
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Figure 20.2  Network layer in an internetwork
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Figure 20.3  Network layer at the source, router, and destination
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Figure 20.3  Network layer at the source, router, and destination (continued)
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Note

Switching at the network layer in the 
I t t th d t h tInternet uses the datagram approach to 

packet switching.
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Note

Communication at the network layer in 
th I t t i ti lthe Internet is connectionless.
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2020--2   2   IPvIPv44

TheThe InternetInternet ProtocolProtocol versionversion 44 ((IPvIPv44)) isis thethe deliverydelivery
mechanismmechanism usedused byby thethe TCP/IPTCP/IP protocolsprotocols..

Datagram
Topics discussed in this section:Topics discussed in this section:

Fragmentation
Checksum
Options
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Figure 20.4  Position of IPv4 in TCP/IP protocol suite
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Figure 20.5  IPv4 datagram format
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Figure 20.6  Service type or differentiated services
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Note

The precedence subfield was part of 
i 4 b t dversion 4, but never used.
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Table 20.1  Types of service

20.14



Table 20.2  Default types of service
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Table 20.3  Values for codepointsb e 0.3 Values fo codepoi ts
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Note

The total length field defines the total 
l th f th d t i l di thlength of the datagram including the 

header.
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Figure 20.7  Encapsulation of a small datagram in an Ethernet frame
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Figure 20.8  Protocol field and encapsulated data
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Table 20.4  Protocol valuesb e 0. otocol values
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Example 20.1

An IPv4 packet has arrived with the first 8 bits as shown:
01000010

The receiver discards the packet. Why?

SolutionSolution
There is an error in this packet. The 4 leftmost bits (0100) 
show the version which is correct The next 4 bits (0010)show the version, which is correct. The next 4 bits (0010) 
show an invalid header length (2 × 4 = 8). The minimum 
number of bytes in the header must be 20 The packet hasnumber of bytes in the header must be 20. The packet has 
been corrupted in transmission.
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Example 20.2

In an IPv4 packet, the value of HLEN is 1000 in binary.
How many bytes of options are being carried by this
packet?

SolutionSolution
The HLEN value is 8, which means the total number of
bytes in the header is 8 × 4 or 32 bytes The first 20 bytesbytes in the header is 8 × 4, or 32 bytes. The first 20 bytes
are the base header, the next 12 bytes are the options.
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Example 20.3

In an IPv4 packet, the value of HLEN is 5, and the value
of the total length field is 0x0028. How many bytes of
data are being carried by this packet?

SolutionSolution
The HLEN value is 5, which means the total number of
bytes in the header is 5 × 4 or 20 bytes (no options) Thebytes in the header is 5 × 4, or 20 bytes (no options). The
total length is 40 bytes, which means the packet is
carrying 20 bytes of data (40 − 20)carrying 20 bytes of data (40 20).
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Example 20.4

An IPv4 packet has arrived with the first few hexadecimal 
digits as shown.

0x45000028000100000102 . . .
h hi k l b f b iHow many hops can this packet travel before being

dropped? The data belong to what upper-layer protocol?

Solution
T fi d th ti t li fi ld ki 8 b t Th ti tTo find the time-to-live field, we skip 8 bytes. The time-to-
live field is the ninth byte, which is 01. This means the

k t t l l h Th t l fi ld i thpacket can travel only one hop. The protocol field is the
next byte (02), which means that the upper-layer protocol
i IGMP
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Figure 20.9  Maximum transfer unit (MTU)
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Table 20.5  MTUs for some networks
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Figure 20.10  Flags used in fragmentation
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Figure 20.11  Fragmentation example
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Figure 20.12  Detailed fragmentation example
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Example 20.5

A packet has arrived with an M bit value of 0. Is this the
first fragment, the last fragment, or a middle fragment?
Do we know if the packet was fragmented?

SolutionSolution
If the M bit is 0, it means that there are no more
fragments; the fragment is the last one However wefragments; the fragment is the last one. However, we
cannot say if the original packet was fragmented or not. A
non-fragmented packet is considered the last fragmentnon fragmented packet is considered the last fragment.
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Example 20.6

A packet has arrived with an M bit value of 1. Is this the
first fragment, the last fragment, or a middle fragment?
Do we know if the packet was fragmented?

SolutionSolution
If the M bit is 1, it means that there is at least one more
fragment This fragment can be the first one or a middlefragment. This fragment can be the first one or a middle
one, but not the last one. We don’t know if it is the first
one or a middle one; we need more information (theone or a middle one; we need more information (the
value of the fragmentation offset).
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Example 20.7

A packet has arrived with an M bit value of 1 and a
fragmentation offset value of 0. Is this the first fragment,
the last fragment, or a middle fragment?

SolutionSolution
Because the M bit is 1, it is either the first fragment or a
middle one Because the offset value is 0 it is the firstmiddle one. Because the offset value is 0, it is the first
fragment.
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Example 20.8

A packet has arrived in which the offset value is 100.
What is the number of the first byte? Do we know the
number of the last byte?

SolutionSolution
To find the number of the first byte, we multiply the offset 
value by 8 This means that the first byte number is 800value by 8. This means that the first byte number is 800. 
We cannot determine the number of the last byte unless 
we know the lengthwe know the length.
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Example 20.9

A packet has arrived in which the offset value is 100, the
value of HLEN is 5, and the value of the total length field
is 100. What are the numbers of the first byte and the last
b ?byte?

SolutionSolution
The first byte number is 100 × 8 = 800. The total length is 
100 bytes and the header length is 20 bytes (5 × 4) which100 bytes, and the header length is 20 bytes (5 × 4), which 
means that there are 80 bytes in this datagram. If the first 
byte number is 800 the last byte number must be 879byte number is 800, the last byte number must be 879.

20.34



Example 20.10

Figure 20.13 shows an example of a checksum
calculation for an IPv4 header without options. The
header is divided into 16-bit sections. All the sections are

dd d d h i l d h l iadded and the sum is complemented. The result is
inserted in the checksum field.
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Figure 20.13  Example of checksum calculation in IPv4
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Figure 20.14  Taxonomy of options in IPv4
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2020--3   3   IPvIPv66

TheThe networknetwork layerlayer protocolprotocol inin thethe TCP/IPTCP/IP protocolprotocol
suitesuite isis currentlycurrently IPvIPv44.. AlthoughAlthough IPvIPv44 isis wellwell designed,designed,
datadata communicationcommunication hashas evolvedevolved sincesince thethe inceptioninception ofof
IPvIPv44 inin thethe 19701970ss.. IPvIPv44 hashas somesome deficienciesdeficiencies thatthat
makemake itit unsuitableunsuitable forfor thethe fastfast--growinggrowing InternetInternet..

Advantages
Topics discussed in this section:Topics discussed in this section:
Advantages
Packet Format
Extension Headers
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Figure 20.15  IPv6 datagram header and payload
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Figure 20.16  Format of an IPv6 datagram
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Table 20.6  Next header codes for IPv6
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Table 20.7  Priorities for congestion-controlled traffic
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Table 20.8  Priorities for noncongestion-controlled traffic
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Table 20.9  Comparison between IPv4 and IPv6 packet headers
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Figure 20.17  Extension header types
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Table 20.10  Comparison between IPv4 options and IPv6 extension headers
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2020--4   4   TRANSITION FROM IPvTRANSITION FROM IPv4 4 TO IPvTO IPv66

BB ff thth hh bb ff tt ththBecauseBecause ofof thethe hugehuge numbernumber ofof systemssystems onon thethe
Internet,Internet, thethe transitiontransition fromfrom IPvIPv44 toto IPvIPv66 cannotcannot
hh dd ldd l ItIt t kt k id blid bl tt ffhappenhappen suddenlysuddenly.. ItIt takestakes aa considerableconsiderable amountamount ofof
timetime beforebefore everyevery systemsystem inin thethe InternetInternet cancan movemove fromfrom
IPIP 44 tt IPIP 66 ThTh t itit iti tt bb thth tt ttIPvIPv44 toto IPvIPv66.. TheThe transitiontransition mustmust bebe smoothsmooth toto preventprevent
anyany problemsproblems betweenbetween IPvIPv44 andand IPvIPv66 systemssystems..

Topics discussed in this section:Topics discussed in this section:
Dual Stack
Tunneling
H d T l i
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Figure 20.18  Three transition strategies
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Figure 20.19 Dual stack
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Figure 20.20  Tunneling strategy
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Figure 20.21  Header translation strategy
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Table 20.11 Header translationTable 20.11  Header translation
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