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CIS CONTROLS

INTRODUCTION

%ittee

CYBERSECURITY

PLAIN LANGUAGE EXPLANATION OF KEY INFORMATION SECURITY
CONTROLS AND THEIR IMPLEMENTATION IN OUR RESPECTIVE
ORGANIZATIONS

The implementation of a cybersecurity program can be a daunting task. Starting the process can be
extremely difficult and time consuming. Where do | start? Which standard should | implement? How do |
measure success? Often, there is too much information, not enough information, or very complicated
standards to analyze. We can thank the folks from The Center for Internet Security (CIS) for developing
a framework that is reasonably straightforward to implement, provides for verification of our processes,
and allows us to implement new strategies when the need arises.

Security through obscurity is a thing of the past. As integrators, we must protect ourselves against
constantly emerging threats. We owe it to our customers and our organization to maintain an adequate
level of cyber security. This document is designed to provide a plain language explanation of key
Information Security controls and their implementation in our respective organizations.

The Center for Internet Security has identified 20 of the top cyber security controls which, when fully
implemented, are generally agreed to mitigate a high percentage of the cyber security vulnerabilities that
are inherent to networked systems. These controls are commonly referred to as the CIS Controls V7.1 (CIS
Controls™) and are a great starting place when trying to improve the cyber security of your network.

The CIS Controls™ are a great starting point for any organization. They provide actionable items and
allow positive results to be realized upon implementation of these control measures. It has been said
that by implementing the CIS Controls™, organizations can increase their cybersecurity security posture
by over 90 per cent. This “living” PSA Cybersecurity Committee whitepaper demonstrates some of the
ways that you could implement some of the top Center for Internet Security Controls, and it is the goal
of the committee to add to this paper every year.

The Framework for the implementation of these controls defines activities that can be performed to

achieve desired cybersecurity results. In addition, the framework provides references and examples to

provide the guidance necessary to successfully achieve the Cyber Security goals of the organization.
e ]
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What it is

The CIS Controls™ are a prioritized set of actions that collectively form a defense-in-depth set of best
practices that mitigate the most common attacks against systems and networks. The CIS Controls are
developed by a consensus-based community of cybersecurity experts who apply their first-hand
experience as cyber defenders to create these globally accepted security best practices. Within each of
the 20 CIS Controls is a set of Sub-Controls focused on specific asset types and security functions. There
is a total of 171 Sub-Controls. The CIS Controls fall into three categories:

e Basic - Contains controls that help an organization assess its current security and take simple
steps to improve it.

e Foundational - Contains more advanced guidance to improve an organization's security.

e Organizational - Contains controls that make changes to an organization’s policies to improve
and maintain their cybersecurity.
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While these three categories provide a rough ordering of the best risk mitigations as an organization
matures, resource limitations may make some of Sub-Controls in the Basic category infeasible for an
organization. To address this CIS introduced the concept of Implementation Groups (IGs) into v7.1,
which was released on April 4, 2019. IGs provide a simple and accessible way for an organization to
prioritize implementation of the Sub-Controls for specific types of risk profiles and available resources.
CIS also refers to IG1 as basic cyber hygiene.

There are three IGs, each building upon the previous one, that identify which Sub-Controls are
reasonable for an organization to implement if, for instance, they hold critical or sensitive data. By
following the |G methodology guide and IG classifications, an organization can narrow down the CIS Sub-
Controls that are most prudent to their cyber defenses. This ensures that the CIS Controls are viable for

organizations of all sizes and implemented in the most effective manner possible.
-]
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Why does it matter

The CIS Controls are an effective tool for prioritizing risk-based cybersecurity. They provide effective
approaches to mitigating risk, in contrast to tools like the NIST Cybersecurity Framework V1.1 (CSF),
which focuses on assessing an organization’s risk posture without directly providing mitigations for those
risks. The Controls are aligned to NIST (see the NIST CSF to CIS Controls mapping) and several other
common cybersecurity frameworks to help organizations document their compliance with whichever
larger framework they have adopted.
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CIS #1: Inventory and Control of Hardware Assets

MAPPING THE CIS V7.1 Control 1 Sub-Control 1 TO THE CYBER SECURITY FRAMEWORK

cls  cIsSub- Security
Contray Contropy s tlyee

Functiol
] -]
1 Inventory and Control of Hardware Assets

Description NIST CSF Subcategory Name

Actively manage (inventory, track, and correct) all hardware devices on the network so that only authorized
devices are given access, and unauthorized and unmanaged devices are found and prevented from gaining
access.

Utilize an active discovery tool to identify devices connected to the organization's network

Utiize an Active Discovery Tool and update the hardware asset inventory.

for personnel, devices, and software is performed

1 | 11 | Devices | Identify

|DE.CM7

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #1 sub control 1 as follows:
e  CSF Function: Identify
o CSF Category: Asset Management
e CSF Category Identifier: ID.AM -1
0 CSF Control: Monitoring for unauthorized personnel, connections, devices, and software
is performed

e (Category: 1 — Basic

GAP OR RISK ADDRESSED

The CSF ID.AM functional categories referenced above are defensive in nature. They are undertaken to
establish a baseline of network assets which is necessary to detect if new (unauthorized) equipment is
introduced to the network. The CSF PR.DS functional category referenced above is defensive in nature. It
is undertaken to ensure that data contained on network assets is properly managed when assets
(workstation, servers, storage devices, etc.) are moved to other network locations, or removed from the
network for storage or destruction.

TOOLS TRIED/USED

pheg R e To satisfy CIS #1.1, this
e g e o o] = B example used a free
IR | nr o o 1o v ed b e program called Nmap.

G5 4 m

Nmap is a port scanning
Linux software tool that
also has a popular
Windows-based variant
called Zenmap. There
are online versions of the
Nmap tool available for
use as a subscription
service.
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PROS AND CONS

Nmap is very useful for network reconnaissance. It is best known for the following features:
e Scan arange of IPs
e Detects Operating System and Active Services
e Versatile for TCP and UDP scanning
e Stealthy options available to bypass firewall or Intrusion Detections Systems
e Perform fast DNS lookup

Some difficulties are reported, and they could affect your CIS #1.1 efforts, so take notice of the first two:
e Weak devices can be knocked offline by network scans
e Network scans create a lot of network traffic
e Customizing Nmap is difficult because it is written in LUA
e Scanning through proxies can be difficult, and proxy support is poor.

ANTICIPATED OUTPUT

Your output will depend on the type of scan you perform. You could scan a single IP address or
hostname. You could also scan a range of addresses e.g., 10.10.1.1-50. For the purposes of CIS #1.1, I'm
scanning an entire subnet, e.g., 10.10.0.0/24. You can also submit .csv lists of targets for scanning, and
you must submit separate lists to scan IPv4 and IPv6 targets in bulk, a requirement of the CIS #1.1
control. 254 IP addresses are the max you can scan in a single profile.

ACTUAL OUTPUT

Here's a glimpse of the output, this becomes the baseline for our network assets:

PSA CYBERSECURITY COMMITTEE 7
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* Zenmap - 0o x

Scan Tools Profile Help

Target: | 192.168.1.2/24 | Profile | Quickscan

Command: | nmap -T4 -F 102.168.1.2 /24

[[Hosts || Sevices | NmapOutput Ports/Hasts Topology HostDetails Scans

05 4 Host Y nmap -T4 -F 192.168.1.2 /24 ~| Details
W 192.168.1.2

Nmap scan report for 192.168.1.159 &

W 18216813 Host is up (8.8@69s latency).

Not shown: 98 closed ports
il o PORT STATE SERVICE
W 19216815 443/tcp open https

5060/tcp open sip
¥ 192168.16 MAC Address: 64:16:7F:88:59:93 (Polycom)
W FE6ELT Nmap scan report for 192.168.1.160
192168127 Host is up (0.0879s latency).

Not shown: 98 closed ports
W 152.168.1.50 PORT STATE SERVICE

223/tcp open https
ol et 5060/tcp open  sip
W 152.168.1,109 MAC Address: 64:16:7F:08:86:68 (Polycom)
1921681113 Nmap scan report for 192.168.1.161
¥ 1921681414 Host is up (8.8898s latency).

Not shown: 98 closed ports
® 1%2.168.1.118 PORT STATE SERVICE

443/tcp open https
®1e216e.1.120 5060/tcp open sip
W 1921680127 MAC Address: 64:16:7F:@3:8D:EB (Polycom)
W 192.168.1.128 Nmap scan report for 192.168.1.162

Host is up (0.8071s latency).
® 1921681131 Not shoun: 98 closed ports
W 1921681132 PORT STATE SERVICE

243/tcp open https
W 192.168.1.133 5068/tcp open sip
W 1921681137 MAC Address: 64:16:7F:A2:3F:65 (Polycom)
W 192.168.1.138 Nmap scan repert for 192.168.1.164

Host is up (@.8899s latency).
¥ 192.168.1.139 Not shown: 98 closed ports

PORT STATE SERVICE
W 192.168.1.140 e A s
W 192.168.1.141 5868/tcp open sip

¥ MAC Address: 64:16:7F:A2:2E:81 (Polycom)
| Filter Hosts

AUTOMATION STEPS

There are many tools for automating NMAP scans, a good online example can be found at
hackertarget.com, or simply search “Nmap automation.”

MONITORING STEPS

NMAP is a point in time scanner. You can choose to schedule automated scans, and receive reports
comparing your most recent scans. You could opt receive monitoring reports via email with the same
periodicity as the scans, daily for example. You could also opt to only receive a report if something has

PSA CYBERSECURITY COMMITTEE 8



CIS CONTROLS

changed between the most recent scans. The report would show you if different hosts responded as
well as their port and service results.

REPORTING STEPS

You will want to note any new devices if you are doing automated scans. Here is an example of the
executive summary output from an online NMAP automation tool

No Change) This indicates the previous two scans are identical.

This indicates there is a difference in results of the previous two scans.

There is not enough data to determine the status (there are not two results available for comparison).
m A Nmap scan is currently running, progress will be indicated in the table above.
The scan is currently queued to run when the next available server is available.

m There was a problem running the scan, try again or contact support if this continues

OVERALL PERCEIVED VALUE

NMAP is free, so the investment is really in time spent learning the tool. NMAP is a very basic tool and is
used by nearly every network researcher for baseline reconnaissance, and more.

TIME SPENT

In a few days you can become very acquainted with the NMPA tool and its features. Additional tools
that work with NMAP may be difficult to configure for many users, but to do baseline asset scans of your
network could be a quite simple learning curve for many.

RETURN ON INVESTMENT

NMAP is excellent for a variety of tasks, and to satisfy the initial network asset inventory, there’s not a
simpler way to get started.

L'/ /]
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CIS #1.2: Audit your Network with Passive Scanning

MAPPING THE CIS V7.1 Control 1 Sub-Control 2 TO THE CYBER SECURITY FRAMEWORK

cIs CIS Sub- D Security

R itle escril n NIST CSF
2 ' |

Con(wh Con(mh L2

1 Inventory and Control of Hardware Assets

Actively manage (inventory, track, and correct) all hardware devices on the network so that only authorized
devices are given access, and unauthorized and unmanaged devices are found and prevented from gaining
access.

Use a Passive Asset Discovery [Utiize a passive discovery tool to identify devices connected to the organization's network

1 1.2 Devic i N .
evices Hentfy |rool and automatically update the organization's hardware asset inventory.

DE.CM7 Monitoring for unauthorized personnel, connections, devices, and software is performed

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #1 Sub-
Control 2 as follows:

e CSF Function: Detect

e CSF Category: Security Continuous Monitoring

e CSF Category Identifier: DE.CM

o  CSF ControlDE.CM-7 Monitoring for unauthorized personnel,
connections, devices, and software is performed
e (Category: 1 - Basic

Passive scanning (packet sniffing) allows for the detection of running services on a network without
broadcasting packets onto the network, as is discussed with active scanning in CIS 1.1. Many types of
equipment (IP Cameras, SCADA Controllers, Audio Controllers, etc.) are susceptible to unstable or
unpredictable functionality when they are scanned with active scanning tools, so passive scanning on a
production network may be your best available option.
Packet sniffing can reveal operating system information, network information, and protocol information
running on known and unknown ports. There are a few with passive scanning that should be mentioned:
1. Packet sniffing is that it will only detect equipment that is actively sending or receiving packets
on the network.
2. The extent of the detected packets depends on where the packet sniffing takes place on the
network.
3. Malformed application data packets could be reported erroneously or ignored based on the
type of packet sniffer used.

A packet sniffing tool can be attached to a network switch, but with managed switches, the sniffer will
only record traffic between the host machine and the network. Network traffic packets on other switch
ports will not be seen. Wireshark (shown below) is a popular, free packet sniffing tool that you can learn
to use online.

L'/ /]
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e 00 \| Wireshark: Capture Options
rCapture
Capture Interface Link-layer header|Prom. Mode |Snaplen [B] |Buffer [MB] [N =
en0
fe80::bae8: 56ff:fe44:605e Ethernet enabled default
192.168.1.133
O bridge0 Ethernet enabled default 1
O enl Ethernet enabled default 1
O p2p0 Raw IP enabled default 1 ‘;

]

O Capture on all interfaces
M Capture all in promiscuous mode:

Manage Interfaces

rCapture File(s) ‘Display Options
File: Eﬁﬁrowse...l Update list of packets in real time
O Use multiple files H Use pcap-ng format

B Next file every megabyte(s |v Automatic scrolling in live capture

O Next file every I El minute(s) |v Hide capture info dialog

O Ring buffer with files .
‘Name Resolution
O Stop capture after ﬁle(s
Stop Capture ... Enable MAC name resolution
O ... after 1 packet(s)

O Enable network name resolution
O ... after 1 megabyte(s) |+

3

O . after 1 minute(s) v Enable transport name resolution
H/Help |

Many switches and routers allow for “port mirroring.” Port mirroring allows all traffic on a particular
switch to be sent across the mirrored port. This may be useful depending on the topology you are
scanning however, note that on a network with multiple VLAN’s (Virtual Local Area Networks), network
packets from different VLAN’s will not be exposed on the mirrored port.

The port mirroring settings example for a Cisco SG 300 switch are shown below:

PSA CYBERSECURITY COMMITTEE 11
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£Z G 300-10 10-Port Gigabit Managed Switch - Windows Internet Explorer

@w\-_;: w [ htipif/192.168. 1.1 home b

Fie Edit Wiew Favorites Tools  Help

|| B | #2] || | A Live searct

i Favortes | s (50

res - @] web

si]1erfr, Small Business

SG 300-10 10-Port Gigabit Managed Switch

cisco
* Status and Statistics

System Settings

‘ (@ 56 300-10 10-Part Gigahik Managed Suitch

“| Port and VLAN Mirroring

|[2]-

Bi- B 1 o ov page- safety~ Took- @+

. %Save cisco Language: [SRtlaY P Logowt About Help
I

* Wanagement Interface
User Accounts
Idle Session Timeout

I | Destination Port | Source Interfface | Type

o 910 Txand Rx

Add. Edit Delete

* Time Settings
» System Log

* File Management
Reboot
¥ Diagnostics
Copper Ports
Opfical Module Status
Port and VLAN Mirroring|
CPU Utilization
Discovery - Bonjour
* Discovery-LLDP
~ PortManagement
Port Settings
* Link Aggregation

' VLAN Management

Default VLAN Setiings
Create VLAN

74 start

Another tactic is to insert the sniffer between the network switch layer and the network router, if
possible. Also, many routers allow for a “promiscuous mode” configuration. In promiscuous mode, the
router will capture the packets and record them in a log file that can be parsed to review the network

information. Each router has a specific way of performing this task, but it may be the simplest way for
you to passively scan a production network.

The following diagrams depict internal and external packet sniffing topology configurations.

P bale
Clisn
Q INTERNMAL
\ INLINE et

[T
Modem
Sensar Ruber!
WaF
il

Ches -

‘Q EXTERNAL (J R
ntenret

. INLINE

(2) L )

EL
iy

Frewaly
P Inlire
Winrkstaton A utes 5

W

PSA CYBERSECURITY COMMITTEE

12



CIS CONTROLS

Packet sniffing tools also do the data “parsing.” Parsing is simply analyzing the packets and presenting
them into a form that is more easily consumed by the human brain.
Below is an example of a Wireshark tool data capture

fle Edit View Go Capture Analyze Statistics Help

5 = 3 P . — A Py = I B 5
o e e B QRes3F LEE QEQQ ol X @
|E\Iter: | | - ]| +Expressmn..‘“ fglear Vapp\y‘
Nao. - Tirme Source Destination protocel | Info el
HOOI39VOSIIoV WisSLITJUI_ur,ur, e Dl uduLds L foin o WU TIdS L9292, 100, 1, £J97 180 19Z,1ug, 1,ug |
47 139.931463 ThomsonT_08:35; 4f Wistron_07:07:ee ARP 192.168.1.254 is at 00:90:d0:08:35:4f
48 139.931466 192.168.1.68 192.168.1.254 DNS Standard query A www.google,com El
49 139.975406 192.16B.1.254 192.168.1.68 DNS standard query response CNAME www.l.google.com A 66.102.9.99
50 139,976811 192,168.1.68 66,102,9,99 TCP 62216 > http [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=2
51 140,079578 66.102.9.99 192.168.1.68 TCP http = 62216 [SYN, AcK] Seq=0 Ack=1 Win=5720 Len=0 MSS=1430
52 140.079583 192.168.1.68 66.102.9,99 TCP 62216 > http [ACK] Segq=1 Ack=1 Win=65780 Len=0
53 140.080278 192.168.1.68 66.102.9.99 HTTP GET /complete/search?hl=en&client=suggest&js=truesg=m&cp=1 H
54 140.0B6765 192.16B8.1.68 66.102.9.99 TCP 62216 = http [FIN, Ack] Seq=805 Ack=1 Win=65780 Len=0
55 140,086921 192.168.1.68 66.102.9,99 TCP 62218 > http [SYN] Seq=0 Win=8192 Len=0 MSS=1460 W5=2
56 140.197484 66.102.9.99 192.168.1.68 TCP http = 62216 [ACK] Seq=1 Ack=805 Win=7360 Len=0
57 140.197777 66.102.9.99 192.168.1.68 TcP http » 62216 [FIN, ACK] Seg=1 Ack=806 Win=7350 Len=0
58 140.197811 192.168.1.68 66,102.9.99 TCP 62216 = http [ACK] Seq=806 Ack=2 Win=55780 Len=0 =
L BEptaAn M09 EE MM A 60 Apm i Ee 1 8o T htte = &910 Tevkl Arel Caa—n Amk—1 LS A—ST790 | an—n Mec—1A30 k(Y
L D
P Frame 1 (42 bytes on wire, 42 bytes captured)
P Ethernet II, Src: Vmware_38:eb:0e (00:0c:29:38:eb:02), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
P Address Resolution Protocol (reguest)

oooo  ff ff ff ff ff ff 00 0c 29 38 eb Ce 08 06 0O O1
0010 ©8 00 06 04 00 Ol 00 Oc 29 38 eb Oe cO a8 39 B0
0020 00 00 00 00 OO 00 cO a8 39 02

eth0: <live capture in progress=> Fil,..  Packets: 445 Displayed: 445 Marked: 0 Profile; Dafault

Note there are 4 different protocols, ARP, DNS, TCP, and HTTP captured in this short session along with
other host and target Machine Address Code (MAC), and Internet Protocol (IP) address information.
There are a variety of free tools available to help you get familiar with passive scanning. Passive
scanning can be used for vulnerability detection as well as auditing of systems. Here is a list of some of
the more frequently used network scanning tools:

Network tools, including whois, ping, traceroute, NsLookup:
— https://www.robtex.com/

— https://whois.domaintools.com/

— https://mxtoolbox.com/

— https://centralops.net/co/

— https://ping.eu/

Scanning for DNS:
— http://www.dnsinspect.com/
— http://dnssec-debugger.verisignlabs.com/

Scanning for configuration and encryption:

— https://www.ssllabs.com/ssltest/

— mail server encryption: https://ssl-tools.net/mailservers

— configuration with PCI DSS, NIST and HIPAA guidelines and requirements:
https://www.htbridge.com/ssl/

— Dutch standards: https://internet.nl/
1 e B
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— securityheaders: https://securityheaders.io/

— HSTS: https://hstspreload.org/

— DMARC: https://dmarcian.com/dmarc-inspector/
— DOMNXSS: http://www.domxssscanner.com/

— https://toolbar.netcraft.com/site report

— https://observatory.mozilla.org/

— https://tls.imirhil.fr/

Scanning for SSL certificate:

— https://www.sslshopper.com/ssl-checker.html

— https://www.digicert.com/help/

— https://www.thesslstore.com/ssltools/ssl-checker.php

— https://cryptoreport.websecurity.symantec.com/checker/
— https://www.wormly.com/test_ssl

— https://sslanalyzer.comodoca.com/

— https://crt.sh/

— https://www.sslchecker.com/sslchecker

Scan for IPv6:

— https://ip6.nl/

Scanning your own client:

— for encryption: https://www.howsmyssl.com/
— for encryption: https://badssl.com/

— IPv6: http://test-ipv6.com/

Happy Scanning!

CIS #1.3: Use DHCP Logging to update asset inventory

MAPPING THE CIS V7.1 Control 1 Sub-Control 3 TO THE CYBER SECURITY FRAMEWORK

cis CIS Sub-

Security -
Asset Type . Description NIST CSF Subcategory Name
Contral  Contro| Functior
b | "] -] ‘s H

1 Inventory and Control of Hardware Assets

Actively manage (inventory, track, and correct) all hardware devices on the network so that only authorized
devices are given access, and unauthorized and unmanaged devices are found and prevented from gaining
access.

Use DHCP Logging to Update |Use Dynamic Host Configuration Protocol (DHCP) logging on all DHCP servers or IP
/Asset Inventory address tools to update the hardware asset inventory.

1 | 13 | Devices | Identify ‘ [nscw ‘M)mlormglcrunaumonzedpersonnel,connecuons,dev\ces,andsoﬁware\sperfcrmed

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #1 Sub-
Control 3 as follows:

e CSF Function: Identify

e CSF Category: Security Continuous Monitoring

e CSF Category Identifier: DE.CM

o  CSF ControlDE.CM-7 Monitoring for unauthorized personnel,
connections, devices, and software is performed
e (Category: 1 - Basic
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The Dynamic Host Control Protocol (DHCP) is a service that automatically distributes network IP
addresses, subnet masks, firewall gateway, and Domain Name Service server information to
computers and devices that attempt to connect to a network.

There are 4 steps to the DHCP process.

1. Discover. The client, which does not yet have an IP address, broadcasts a series of DHCP
Discover packets in order to locate DHCP servers.

2. Offer. Each DHCP server will respond with an IP address for the client to use. Note, for
normal DHCP at Stanford, where the user gets the same address each time, both DHCP
servers will reply with the same address. Note that clients do not send out Discovers
(and no Offers are returned) when renewing a DHCP address.

3. Request. The client requests the use of one of the addresses provided. Note that, in the
case of renewals, the client will contact the DHCP server who provided the address
directly.

4. ACK/NAK. The server acknowledges (ACK) or denies (NAK) the use of the address
requested by the user.

DHCP log files provide a useful inventory of devices that have successfully connected, and
unsuccessfully attempted to connect, to a network. The DHCP log file report can be viewed

dynamically and/or reported upon over a given time period.

Here is an example of a live DHCP monitoring report:

@ Dashboard > 2 Refresh © Revoke X Reservation ~ Search Q |
NX Security Fabric >
Interface Device MAC Reserved P Host Information
I FortiView >
= lan @ Lizs-iPhone c4:2a:d0:28:9a:2d €@ NotReserved 192.168.1.110 Hostname: Lizs-iPhone
b Network 5
£ System N =2 lan 58 LIZ-SURFACE-M25BI72.ad.istechs.net 7cb2:7d:ae:10:9b @ NotReserved 192.168.1.138 VCI:MSFT 5.0
Hostname: LIZ-SURFACE-M25BI72
B Policy & Objects >
a . =2 lan 2 ISTMOBILES f0:1f:af:68:1b:6b © NotReserved 192.168.1.139 VCI:MSFT 5.0
SeauibyBrofiles ’ Hostname: ISTMOBILES
0 vPN 2 5
2 lan 5& ISTMOBILE? 48:5a:b6:3d:29:35 @ NotReserved 192.168.1.126 VCI:MSFT 5.0
& User & Device > Hostname: ISTMOBILE?
= WiFi &Switch Controller > 22 lan 22 ISTAdmin-PC 00:21:70:39.78:63 @ NotReserved 192.168.1.127 VCI:MSFT 5.0
Ll | og & Report > Hostname: ISTAdmin-PC
|G Monitor v~ | 32 lan 58 IST-Surface4-RQDB3HO-DMG.ad.istechs.net  bc:83:85:f7:5a:17 @ NotReserved 192.168.1.118 VCI:MSFT5.0

Routing Monitor

DHCP Monitor Ry = fan

SD-WAN Monitor

z > lan
FortiGuard Quota
IPsec Monitor = lan
SSLVPN Monitor
Firewall User Monitor 3 lan
Quarantine Monitor
FortiClient Monitor = lan

== IST-Surface4-RQDB3HO-DMG.ad.istechs.net

58 IST-Surfaced4-RPA.ad.istechs.net

8 IST-Surface4-RIVJ44D-JMW

=8 IST-Surfaced-KNHR.ad.istechs.net

=& IST-Surface4-KNHR

bc:83:85:d0:50:e6

be:83:85:d1:b4:4d

bc:83:85:d0:4e:6c

c4:9d:ed:e6:3e:df

c4:9d:ed:1e:0b:90

© Not Reserved

© Not Reserved

© Not Reserved

© Not Reserved

© Not Reserved

192.168.1.133

192.168.1.107

192.168.1.120

192.168.1.105

192.168.1.104

Hostname: IST-Surface4-RQDB3HO-Dh

VCI: MSFT 5.0
Hostname: IST-Surface4-RQDB3HO-DM

VCI: MSFT 5.0
Hostname: IST-Surfaced4-RPA

VCI: MSFT 5.0
Hostname: IST-Surface4-RIV]44D-IMW

VCI: MSFT 5.0
Hostname: IST-Surface4-KNHR

VCI: MSFT 5.0

Your router will have configuration settings that define the length of time your DHCP log files
reports will cover, where they will be viewed, and if they are integrated into a Security Event
and Information Management (SEIM) system.

PSA CYBERSECURITY COMMITTEE
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Here is an example of a log file(s) configuration screen:

= FOrtuview

Log Settings

4 Network >
FortiAnalyzer

# System g Local Log Guides
&, Policy & Objects e Memory @© & Configure multiple FortiAnalyzers on a multi-VDOM
& Security Profiles > FortiGate (£
L VPN > Remote Logging and Archiving @ Documentation
& User & Device : Send logs to FortiAnalyzer/FortiManager (B & Online Help (£

WIFi & Switch N B Video Tutorials &

Controller

Send logs to syslog (B

Ll | og & Report v

Forward Traffic O Cloud Logging

Local Traffic

Shitter [Eathe UUIDs in Traffic Log @

Events Policy @

AntiVirus Address (B

Web Filter

Log Settings

SSL

DNS Query Event Logging J\[W Customize

Application Control Local TrafficLog | All

Intrusion Prevention [ Log Allowed Traffic

AnDmaly || Log Denied Unicast Traffic

[J Log Local Out Traffic
Log Settings x4 || Log Denied Broadcast Traffic
Threat Weight

Email Alert Settings GRS

Your DHCP log file report can also be searched. Here is an example output of a media access
control address (MAC address) search. This could be useful for seeing the last time a device
connected to your network:

Searching for hardware address 00:0d:93:b1:9e:d6

last request : 2006-11-06 11:40:06
type : dhep

gateway : direct
status : found
ip. :171.64.20.120

L'/ /]
PSA CYBERSECURITY COMMITTEE 16



CIS CONTROLS

It is important to note that each DHCP message is reported by message type, then
chronologically. The following example report shows a successful DHCP sequence of events:

2erver count moat recent firs=t IP addres=ss=
DISCOVER: 1 14 10/13/06 11:48:26 05/26/05 09:58:07 171.64.20.1
2 14 11:48:26 08:58:07 171.64.20.1
OFFER: 1 1 10713706 11:48:2¢ 10/13/08 11:48:26 171.84.20.120
2 1 11:48:2¢ 11:48:26 171.64.20.120
REQUEST: 1 110 1i/0&6/06 11:40:06 O05/19/06 15:05:40 171.64.20.120
2 82 11702708 11:40:24 15:05:40 171.e84.20.120
1 13 05718706 15:05:3% 02707706 18:27:27 171.684.171.85
2 126 15:05:3%9 12/16/05 11:06:19 171.64.171.85
1 68 12716705 10:41:0% O05/26/05 09:58:08 171.64.20.54
2 136 10:41:08 08:58:08 171.64.20.54
ACE: 1 110 1i/06/06 11:40:06 O5/18/06 15:05:40 171.64.20.120
2 g2 117027086 11:40:24 15:05:40 171.64.20.120
1 12 05/17/06 15:47:50 02707706 18:27:27 171.84.171.85
2 124 15:47:50 12/16/05 11:06:15% 171.84.171.85
1 67 12712705 14:44:25 O05/2Z6/05 09:58:08 171.64.20.54
2 135 11/30/05 14:45:18 08:58:08 171.64.20.54
EELEASE: 1 1 10/13/06 11:48:17 10/13/06 11:48:17 171.64.20.120

DHCP Log files offer a good check and balance for network connected assets on systems that do
not have other authentication methods e.g., MAC filtering or 802.1x etc.

L'/ /]
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Below is an example of a MAC addressing assignment list. MAC filtering ensures that only
authorized devices can connect to your DHCP network, however, MAC spoofing cyber attacks
are still possible, so this is not an invulnerable network authentication method.

@& Dashboard > Edit Interface
— —
N Security Fabric > FortiGate
o Noresults
la« FortiView ’ T ISTFG100E4Q17018335
+ Network v
. Active Administrator Sessions

Interfaces 4*d 1P Address Assignment Rules @HTTPS

DNS & Edit W Delete Search Q Status

Packet Capture Q Up

= Add from DHCP Client List

EDD] MAC address

SD-WAN Rules aType T Match Criteria Action IP Description 70:4c:a5:55:88:a2

Performance SLA MAC Address MAC address: b4:ae:2b:c1:b0:ef  Assign IP AndrewSurface4 Wifi = (@ Documentation

Static Routes MAC Address MAC address: 94:9a:a9:2 1:fa:e2  Assign IP IST-Surface4-RDL & OnlineHelp &

" B Video Tutorials (£

FortiExtender MAC Address MAC address: 48:5a:b6:3d:29:44  Assign IP ISTMobile RDL Wifi
& System ’ MAC Address MAC address: 98:5fd3:56:4b:82  Assign IP IST-Surface4-RDL
& Policy & Objects ’ MAC Address  MAC address: bc:83:85:d0:53:96  Assign IP IST-Surfaced-SLG
as ity Profil >

ecurity Fronies MAC Address MAC address: bc:83:85:d0:50:e6  Assign IP IST-Surface4-RQDB3HO-DMG
8 vPN >
MAC Address MAC address: bc:83:85:d1:b4:4d  Assign IP |ST-Surface4-RPA
& User & Device >
. ) MAC Address MAC address: bc:83:85:f7:5a:17  Assign IP IST-Surface4-RQDB3HO-DMG
= WiFi & Switch Controller >
MAC Address MAC address: 48:5a:06:3d:29:35  Assign IP ISTMobile? Steve Wifi

L Log & Report > 0% 70 .
€ Monitor >

Network

The time spent perusing DHCP log files can reveal authorized and/or unauthorized connected
network devices that an administrator may not have been aware of previously.

CIS #1.4: Maintain detailed asset inventory

MAPPING THE CIS V7.1 Control 1 Sub-Control 4 TO THE CYBER SECURITY FRAMEWORK

CG5 - EsEEs EoEnly Description NIST CSF Subcategory Name

Contrqy Controy s’”“’eg Function

1 Inventory and Control of Hardware Assets

Actively manage (inventory, track, and correct) all hardware devices on the network so that only authorized
devices are given access, and unauthorized and unmanaged devices are found and prevented from gaining

access.
Maintain an accurate and up-to-date inventory of all technology assets with the potential to (ID.AM-1 Physical devices and systems within the organization are inventoried

1 14 Devices Identify |Maintain Detailed Asset Inventory|store or process information. This inventory shall include all hardware assets, whether
connected to the organization's network or not. PR.DS-3 /Assets are formally managed throughout removal, transfers, and disposition

The NIST Cyber Security Framework Version 1.1 (CSF) has 2 Mappings for CIS #1 Sub-
Control 4 as follows:
e  CSF Function: Identify
o (CSF Category: Asset Management
e CSF Category Identifier: ID.AM-1
o  CSF Control: Physical devices and systems within the organization are
inventoried

e (Category: 1 - Basic

L'/ /]
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e CSF Function: Protect
o CSF Category: Data Security
e CSF Category Identifier: PR.DS-1
0 CSF Control: Assets are formally managed throughout removal,
transfers, and disposition

e (Category: 1 - Basic

Whether exported from your firewall logs into a SEIM tool, entered manually into a database or
spreadsheet, or gathered via another network monitoring tool, it is imperative that you
maintain an accurate working inventory of your network assets.

Assets include Firewalls, Network Monitoring Equipment, Wireless Access Points, Switches,
Servers, Workstations, Mobile Devices, Printers, Storage, and all other hardwired or wireless
network devices.

Below is an example of the information that you would want to collect from your network
devices. Note that knowing the last time the device connected to the network “Last Discovery,”
may be an important indicator of device health.

Customer Name _ Device Class Device Name ‘

Integrated Security No Site Switch/Router IST-

Technologies FG100E4Q17018335.ad.istechs.
net

Integrated Security No Site Windows Laptop AndrewSurface4

Technologies

Network Address  Make / Model Serial Number cpu Description RAM (MB) ;';;";)' Disk " 1os and Service Pack 0S Installation ~ |Last Logged in User Warranty Expiry |Last Discovery

192.168.1.2 Fortinet / FGT_100E FG100E4Q170 0 Other Operating System Mar 07, 2018 May 29, 2018
18335
192.168.1.48 Microsoft Corporation / Surface | 015147354053 2.5 Intel(R) Core(TM) i5-6300U @ 4096 11910 Pro Jul 04, 2019 ISTECHS\andrew Dec 20, 2019
Pro4 2.40GHz

CIS #1.5: Maintain Asset inventory information

MAPPING THE CIS V7.1 Control 1 Sub-Control 5 TO THE CYBER SECURITY FRAMEWORK

G5 el gy Description NIST CSF Subcategory Name

set Type .
Con(lt Con(lob = Func(lorb

1 Inventory and Control of Hardware Assets

Actively manage (inventory, track, and correct) all hardware devices on the network so that only authorized
devices are given access, and unauthorized and unmanaged devices are found and prevented from gaining
access.

Ensure that the hardware asset inventory records the network address, hardware
address, machine name, data asset owner, and department for each asset and whether
the hardware asset has been approved to connect to the network.

N Maintain Asset i e N .
Devices s ;:‘:;I on sel wentory PR.DS-3 |Assets are formally managed throughout removal, transfers, and disposition

1 ‘ 15

Wdentify ‘

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #1 Sub-
Control 5 as follows:
e CSF Function: Protect
o CSF Category: Data Security
e CSF Category Identifier: PR.DS-3
0 CSF Control: Assets are formally managed throughout removal,
transfers, and disposition

e (Category: 1 - Basic
./ /! ||
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Once you’ve got a firm handle on your assets, and defined a way to review the asset inventory
on a periodic basis that meets with your organizations risk appetite, you’ll want to define some
information parameters about each asset that is important for your organizations operational
cybersecurity assurance.

Below is an example of a device software update information inventory for a Microsoft Surface

laptop:
Device Name Device Class
# Patch Name Product Classification Published Date Approval Status Installation Status
IST-Surfaced-RPA | Laptop - Windows
2020-01 Cumulative Update for NET Framework 3.5 and 4.8 for Windows 10, version 1903 Approved for Install on Not Installed since
T | Windows 10 Version 1909 for x84 (KB4532938) and later Security Updates 2020-Jan-14 2020-Jan-14 2020-Jan-14
2020-01 Cumulative Update for Windows 10 Version 1909 for x64- + . Approved for Install on Not Installed since
2 | based Systems (KE4528760) Security Updates 2020-Jan-14 2020-Jan-14 2020-Jan-14
V&ngggssal\éﬂ)a\icious Software Removal Tool x84 - January 2020 VWanows éﬂ 2016
( indows Server .
3 Windows Server 2012 Update Rollups 2020-Jan-t4 | ApPrggedforinstalion | Not installed since
Windows 8.1
Windows Server 2012 R2

The following example of server CPU utilization is valuable for understanding the load
performance of servers and firewall equipment:

CPU Usage

During business operating hours, if the average CPU utilization is below 30%, the server is operating within acceptable parameters and the server is well matched to the tasks it is assigned. An
average CPU utilization of between 30% and 70% indicates that the machine is quite busy and performance may be impacted during peak operating times. An average CPU utilization of over
70% indicates that the machine’s resources are overtaxed and require an upgrade or reassignment of tasks.

100

80|

60 |
%

40

20 |

ol = i — i —
12/6/2019 12/11/2019 12/16/2019 12/21/2019 12/26/2019 12/31/2019
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The following examples of server memory usage are valuable for understanding the physical
and virtual memory load utilization of servers and firewall equipment.

Physical Memory Usage

High physical memory usage is not necessarily an indicator of poor performance. Some applications, such as Microsoft Exchange Server and Microsoft SQL Server, will use as much physical
memory as is available. When viewing memory utilization on these devices, virtual memory utilization is more indicative of issues. Overall, excessively high utilization of both physical & virtual
memory indicates a need for memory to be added to the system.

100
80

60|
%
40

? NN ~ N NS

12/6/2019 12/11/2019 12/16/2019 12/21/2019 12/26/2019 12/31/2019

Virtual Memory Usage
High virtual memory utilization indicates that the system is busy paging to swap and it can reach the state in which it is not able to keep up with demand. Excessively high utilization of virtual

memory indicates a need for memory upgrade.

100

80 |

60 |

%

40

20

12/6/2019 12/11/2019 12/16/2019 12/21/2019 12/26/2019 12/31/2019
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The following example of Disc Usage is valuable for understanding the space available on
servers or a firewall. Note that log file accumulation can fill up servers rapidly so the monitoring
of disc space and perhaps alerting on low server disc space should be considered.

Disk Usage

The amount of disk space available varies widely from server to server. Fileservers for home folders require more disk space available than DNS servers. However, disk space as a rule should
not exceed 80% utilization on any volume.

100
80
60 |
% e
40 | —
20 |
0 /
12/6/2019 12/11/2019 12/16/2019 12/21/2019 12/26/2019 12/31/2019

CIS #1.6: Address unauthorized assets

MAPPING THE CIS V7.1 Control 1 Sub-Control 6 TO THE CYBER SECURITY FRAMEWORK

G5 e gy Description NIST CSF Subcategory Name

set Type .
Con(rt Con(mb = Func(lolb

1 Inventory and Control of Hardware Assets

Actively manage (inventory, track, and correct) all hardware devices on the network so that only authorized
devices are given access, and unauthorized and unmanaged devices are found and prevented from gaining
access.

1 | 16 | Devices |Respond ‘AddressUnaumonzedmsets

Ensure that unauthorized assets are either removed from the network, quarantined or the ‘PR DS-3

" [Assets are formally managed throughout removal, transfers, and disposition
inventory is updated in a timely manner. ‘ Y ménaged froughout remov iSpostt

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #1 Sub-
Control 6 as follows:
e  CSF Function: Respond
o CSF Category: Data Protect
e  CSF Category Identifier: PR.DS-3
0 CSF Control: Assets are formally managed throughout removal,
transfers, and disposition

e (Category: 1 - Basic

Upon detection of unauthorized network assets (found via active scanning [CIS 1.1], Passive
Scanning [CIS 1.2], DHCP Log file review [CIS 1.3], or noted on an asset inventory discrepancy
[CIS 1.4]), the asset should be removed from the network and quarantined for analysis.
Additional analysis of potential network impact(s) from the device may also require
investigation in accordance with corporate information security policies and procedures.
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CIS #4: Controlled Use of Administrative Privileges

Cyber Security Control #4 prescribes for the Continuous Vulnerability Assessment & Remediation
requiring continuous monitoring of all active and passive network devices and remediation of
inventoried network devices. CIS #4 is composed of 8 sub controls that address the provision of
guidelines around performing vulnerability scans, monitoring and correlating logs, staying on top of new
and emerging vulnerabilities and exposures, remediation, and establishing a process to assign risk
ratings to vulnerabilities. Each of these sub controls must be implemented to fully realize the cyber
security vulnerability mitigation intended by CIS #4. This paper will walk through the deployment of CIS#
4, sub control 4.1

Run automated vulnerability scanning tools against all systems on the network on a weekly or more
frequent basis and deliver prioritized lists of the most critical vulnerabilities to each responsible system
administrator along with risk scores that compare the effectiveness of system administrators and
departments in reducing risk. Use a SCAP-validated vulnerability scanner that looks for both code-based
vulnerabilities (such as those described by Common Vulnerabilities and Exposures entries) and
configuration-based vulnerabilities (as enumerated by the Common Configuration Enumeration Project).

If you don’t know what vulnerabilities exist on your network, you have no way to identify and mitigate
potential threats and vulnerabilities that exist on your network. CIS #4 Sub control 4.1 requires an
automated vulnerability scanning tool that scans against all systems on the network on a weekly or more
frequent basis. The scanning tool will provide prioritized lists of the most critical vulnerabilities to each
responsible system administrator along with risk scores that compare the effectiveness of system
administrators and departments in reducing risk. Use a SCAP-validated vulnerability scanner that looks
for both code-based vulnerabilities (such as those described by Common Vulnerabilities and Exposures
entries) and configuration-based vulnerabilities (as enumerated by the Common Configuration
Enumeration Project). A consistent and scheduled scanning program must be deployed to satisfy CIS
#4.1 sub control.

WHAT IS SCAP EXACTLY?

First, it is a protocol. SCAP is a suite of four open specifications that standardize the format and
nomenclature by which software communicates information about publicly known software flaws and
security configurations annotated with common identifiers and embedded in XML. Essentially this is a

means of establishing some automated "on/off" switches when checking to see if a server or desktop is
compliant with the standard in question. This is practical because the output is a standardized, non-
proprietary format that can be used across different organizations. Each specification is known as an
SCAP component. (NIST also gives more information on SCAP v1.0 components.)

GAP OR RISK ADDRESSED

The CSF ID.RA functional categories referenced above critical to develop a baseline of risk and
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vulnerabilities. This function enables the organization to understand the cybersecurity risk to
organizational operations (including mission, functions, image, or reputation), organizational assets, and
individuals. The CSF PR.ID functional category referenced above can be in response to the risk
assessment findings. Based on those findings, security policies (that address purpose, scope, roles,
responsibilities, management commitment, and coordination among organizational entities), processes,
and procedures are maintained and used to manage protection of information systems and assets. The
CFS DE.CM functional categories referenced above tests and validates the security policies developed in
the PR.ID function. This function addresses the monitoring of the information system and assets at
discrete intervals to identify cybersecurity events and verify the effectiveness of protective measures.
The CFS RS.MlI functional categories referenced above acts on security events that occur. This function
addresses the activities that are performed to prevent expansion of an event, mitigate its effects, and
eradicate the incident.

SCANNING TOOLS

To satisfy CIS #4.1, a Security Content Automation Protocol Validated (SCAP) scanning tool should be
used. NIST provides a list of products and modules that have been validated by NIST as conforming to
the SCAP and its component standards. SCAP validated products and modules have completed formal
testing at an NVLAP accredited laboratory and meet all requirements as defined in NIST IR 7511. There
are many NIST validated tools available. The following 10 tools have been most recently validated by
NIST: (See below for the link to the complete list)

1. Rapid1 - 3/29/2017
2. RedHat- 2/22/2017
3. Threat Guard- 12/13/2016
4. Spawar- 8/26/2016
5. IBM- 6/9/2016
6. Microsoft- 9/28/2015
7. Tenable- 8/25/2015
8. Qualys- 2/26/2015
9. Saint- 1/27/2015
10. BMC- 12/30/2014

There are a couple free scanners available like from Qualys however they are limited in their
functionality and are usually aimed at encouraging a purchase of their complete product.

PROS AND CONS

It is always a good idea to use tools that meet industry standards and have validation from organizations
such as NIST. The NIST validated tools provide the modules needed to implement and manage to CIS #4.
Some of the Pros about these tools are:

e Prioritize your vulnerabilities ensuring you always fix the most dangerous issues first

e Automate the entire vulnerability management process from scanning to report distribution

e Status dashboards identifying the program's performance
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Some of the Cons about these tools are:
e Can be expensive especially for multi-site/customer use
e Network scans create a lot of network traffic and can be difficult to deploy on a client's network
e Insome cases, it may require a special set of skills to effectively implement these tools
especially around complex networks

ANTICIPATED OUTPUT

e Automatic verification of the installation of patches

e Check lists and active validation of system security configuration settings
e Examination of systems for signs of compromise

e Report and Views of program performance

SELECTING A SCAP TOOL

Selecting a SCAP tool will require an investigation of the tools on the market, the levels of functionality
desired and the investment you are willing to make. The following link has the NIST validated SCAP
products listed.

https://nvd.nist.gov/scap/validated-tools

CIS #4.1: Maintain Inventory of Administrative Accounts

MAPPING THE CIS V7.1 Control 4 Sub-Control 1 TO THE CYBER SECURITY FRAMEWORK

Cls  Clssub- . Type Security Description NIST CSF Subcategory Name

Functiol
[~ I | g [}

4 Ci Use of Administrati ivilege

Conlrch Controh

The processes and tools used to pi the use, i and i ion of
ini: il ivil on networks, and applications.

4 ‘ 1 ‘ Users | Detect ‘Nalma.m Inventory of Use automated tools to inventory all administrative accounts, including domain and local
|

Identities and credentials are issued, managed, verified, revoked, and audited for
. RIS . PR.AC-1
Accounts |account its, to ensure that only individuals have elevated privileges.

devices, users and

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #4 Sub-Control 1 as follows:
e CSF Function: Protect
e  CSF Category: Identity Management and Access Control
e CSF Category Identifier: PR.AC-1
0 CSF Control: Identities and credentials are issued, managed, verified, revoked, and
audited for authorized devices, users and processes
e (Category: 1 - Basic

Use automated tools to inventory all administrative accounts, including domain and local accounts, to
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ensure that only authorized individuals have elevated privileges.

Maintaining this list of administrative accounts is crucial to keeping track of the organization’s security
footprint, as each administrative account needs to be treated as a vulnerable point of ingress, especially
if not used properly. Traditionally, this inventory was maintained manually; however, it is not possible
to keep up with this list, especially in smaller organizations where duties are shared and not segmented.
In any organization, this detection type sub-control will require a bit more resources to implement and
may require an investment into an IT management platform such as ManageEngine or SolarWinds. Both
software suites offer similar functions, which include centralized auditing on system configurations,
including an inventory of Administrative Accounts.

It is recommended that this sub-control is implemented with 4.8 and 4.9, as all three can be

implemented within the same software security platform. Some examples are provided in sub-control
4.8 and should be carefully reviewed once the other sub-controls have been implemented.

CIS #4.2: Change Default Passwords

MAPPING THE CIS V7.1 Control 4 Sub-Control 2 TO THE CYBER SECURITY FRAMEWORK

CIS SUb- et Typel | ocunity Description NIST CSF Subcategory Name

Functiol
g "k g [}

P Use of P n il

Conlroh

The processes and tools used to p the use, i and ig ion of
SV on and applicati

Before deploying any new asset, change all default passwords to have values consistent
with administrative level accounts.

‘ 42 | Users ‘ Protect ‘ChangeDefaultPasswords

Identities and credentials are issued, managed, verified, revoked, and audited for
PR.AC-1 .
authorized devices, users and processes

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #4 Sub-Control 2 as follows:
e CSF Function: Protect
e  CSF Category: Identity Management and Access Control
e CSF Category Identifier: PR.AC-1
0 CSF Control: Identities and credentials are issued, managed, verified, revoked, and
audited for authorized devices, users and processes

e (Category: 1 - Basic

Before deploying any new asset, change all default passwords to have values consistent with
administrative level accounts.

As one of the most common-sense sub-controls, Change Default Passwords can be an excellent segue
into other sub-controls. It is an excellent conversation starter, providing a base for deeper thought on
the subject of organizational security. The scope of this is everything from servers to cameras and
printers. They key here is to follow this control completely, ensuring default passwords are replaced
with standards on par with administrative level account standards.

When reviewing the organization’s current compliance with this, a more general understanding of its
importance in relation to security is needed. Take the example of a common device such as a printer:
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even though the printer may not inherently have control over user accounts, think of its place in

business process, including sensitive information that passes through its memory. Everything from
employee data, copies of checks, product pricing, contracts, and other sensitive information passes
through it at any given time. There are key feature-sets inherent to the printer’s operation that when
altered through an administrative login can result in organizational extradition of data to un-approved
parties. Some of these features include emailing of scanned documents, saving print jobs in memory,
and hosting file shares on the network. All of these functions can be manipulated by a disgruntled
person, or an unknown hacker on the inside. The key takeaway here is that simply changing the default
password on the printer will help protect the organization here.

Take the printer example and apply it to a camera or surveillance system. Think again of the how
surveillance is used in business, and at its core, its function is to record/document activities for legal
reasons. Think of that system with its default password left enabled; in what ways can it be tampered
with? To name a few: deletion of video, cameras disabled, sensitive footage leaked, etc.

Continue to follow this logic and you will find similar scenarios can be played over and over again as we
move from system to device in an organization’s network, taking into account each device/system’s
place in business process Again, getting back to key takeaway, protect the organization through simply
changing default passwords!

CIS #4.3: Ensure the Use of Dedicated Administrative
Accounts

MAPPING THE CIS V7.1 Control 4 Sub-Control 3 TO THE CYBER SECURITY FRAMEWORK

@ EBe Asset Type Sy Description NIST CSF Subcategory Name

= Fundior: ]

Controh Con(roh

4 Controlled Use of Administrative Privileges

The processes and tools used to pi the use, i and i ion of
ini i ivil on , and icati

Ensure that all users with administrative account access use a dedicated or secondary
account for elevated activities. This account should only be used for administrative
activities and not internet browsing, email, or similar activities.

Ensure the Use of Dedicated
Administrative Accounts

Access permissions and authorizations are managed, incorporating the principles of

Protect least privilege and separation of duties

Users PRAC-4

4 ‘ 43

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #4 Sub-Control 3 as follows:
e CSF Function: Protect
e  CSF Category: Identity Management and Access Control
e CSF Category Identifier: PR.AC-4
0 CSF Control: Access permissions and authorizations are managed, incorporating the
principles of least privilege and separation of duties

e (Category: 1 - Basic

Ensure that all users with administrative account access use a dedicated or secondary account for
elevated activities. This account should only be used for administrative activities and not internet
browsing, email, or similar activities.
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With an expanding landscape of vulnerabilities, coming into contact with a vulnerable system while
concurrently using administrative privileges can result in a successful cyber breach, no clicks required.
This puts everyone, even the most experienced cyber-aware persons at risk of facilitating a cyber breach.
The answer to this is simple: your primary account should not have administrative privileges!

In a domain environment, this is fairly straightforward. By default, when creating users, the
administrator role must be added to a user. Domain admins should have a regular user on the same
level as the secretary. In the event software needs to be installed or configurations changed, they can
key in administrative credentials.

In a non-domain environment, such as in the field in a support scenario, a technician may need
immediate access to run an update or elevated privileges to launch a programming tool. In this case, the
login they are using for everyday use should not be an administrative account. Rather, as needed, when
the dialog comes up asking for administrative permissions, they should key in a local administrative
account specifically created for local admin tasks.
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Have a look at the below screen grab from a Windows 10 computer, specifically in the Computer
Management window > Local Users and Groups > Users. Out of the accounts listed, there are two
accounts “techl” and “sysadmin” created by whomever set the computer up. Techl was created for
field work, and sysadmin was created for administrative tasks. Opening the properties dialog of
sysadmin and selecting the “Member Of” tab shows this account as part of the “Administrators” group.
This is a local administrator group, allowing full control over this particular computer, but those
permissions are isolated to this computer. If you were to open the techl properties dialog/Member
Of, the “Administrators” should not be listed.

The operator of this computer should only be logging in as tech1, and keying in the “sysadmin”
credentials as needed when operating the computer.

| B Computer Management - O X

File Action View Help

&% 25 XE =

& ?‘:""P”ter Management (Local)|| Name Full Name Description Actions
v Il SystemTools &Administrator Built-in account for administering/ | Users -
© Task Scheduler W, DefaultAccount A user account managed by the s’ »
@ Event Viewer 3 More ..
S chared Fold &Guest Built-in account for guest access {
. Shared ralders ’sysadml’ n sysadmin -
v &% Local Users and Groups || |
| Users & tach More.. »
B Groups P, WDAGUtilityAccolint ) .
@ Performance
;.l._ Device Manager General Member Of Profile

v *3 Storage
Member of:

#% Disk Management A_
T4 Services and Applications & Adm\ms-lrators<

HelpLibraryUpdats
5 Help! yup

Changes to a user's group membership

Add... Remove are not effective until the next time the
user logs on.
OK Cancel Apply Help

In the same manner, purposely using dedicated administrative accounts applies to all systems and users
with no exception where-ever possible. Taking this precaution ensures a proactive active to security,

minimizing opportunities of attack.
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CIS #4.4: Use Unique Passwords

MAPPING THE CIS V7.1 Control 4 Sub-Control 4 TO THE CYBER SECURITY FRAMEWORK

cis CIS Sub- St i
Canlroh Cont:oh Asset Type F:::l::ylh Description NIST CSF Subcategory Name
| | | | | -}
4 Controlled Use of Administrative Privileges
The processes and tools used to p the use, i and i ion of
ini it ivil on networks, and applications.
4 | 44 | Users | Protect  |Use Unique Passwords Whe.re multi-factor authem\caipn is not supported (such as local administrator, root, or |
service accounts), accounts will use that are unique to that system.

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #4 Sub-Control 4 as follows:
e CSF Function: Protect
e  CSF Category: Identity Management and Access Control
e CSF Category Identifier:
0 CSF Control: Use Unique Passwords

e (Category: 1 - Basic

Where multi-factor authentication is not supported (such as local administrator, root, or service
accounts), accounts will use passwords that are unique to that system.

The idea of unique passwords needs justification, and is an absolute necessity once understood the
ramifications of not using unique passwords. Let’s start with a password, only known to John Smith,
with his username being johnsmith@company.com. John’s password is fairly strong, with a very unique
combination of characters. He uses it for his company email, and he also uses it for the payroll system,
the project management system, as well as some online business websites he has signed up for. Herein
lies the issue: John has no control over these systems. A single breach in one of these systems could
result with an exposed password database, resulting in an exposure of all John Smith’s company
accounts.

John Smith’s scenario is not just hypothetical; it happens every day. There are troves of breached
password directories available on the internet, organized by systems and accounts for easy reference
and simple “hacking”. The only answer here is to use a unique password for all accounts, ensuring that
when your password is discovered and logged, the fallout is contained to a single system. This approach

fits into a proactive approach to security, ensuring not any one breach results in a breach of multiple
systems.

There is a drawback to this method... a unique password does not include variations of the same
password. For example, B@s3B&LL and BaSeBA1L are variations of the same password. Utilizing
variations of the same password is not secure, and these variations can be guessed, or brute forced.
Therefore, it is recommended to use a password generator to set unique passwords.
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An example of two unique passwords from a generator: e3qp5K5V@4@a and !HsdN9#S!7K7

In review of the unique password examples, these cannot be memorized or remembered. How does one
manage all the unique passwords? The generally accepted password storage method is a password
manager. A password manager can be tied to a single individual to start, and scale to manage multiple
users and thousands of passwords organization wide.

Password managers simplify management... providing access to a secure application to store all the
user’s account information for the various systems. Combined with multi-factor authentication, utilizing
a password manager makes it simple to save, access, and generate additional passwords as needed. The
key here is to utilize multi-factor authentication in order to access the password manager, ensuring all
passwords in the vault are behind an additional layer of security. Most password managers come with
a browser extension for simple integration into web pages, but more robust managers can also be used
and integrated into operating systems and application suites. When selecting a password manager, pay
attention to the way the data is stored, ensuring it is a fully encrypted solution and is regularly audited.

Some examples of Some examples of MFA, or Multifactor
password managers: Authentication:

- Lastpass - Yubikey

- Dashlane - Google Authenticator

- 1Password - SMS Text (not secure / DO NOT USE)
- Keeper - Apple FacelD / Finger

CIS #4.5: Use Multifactor Authentication for All
Administrative Access

MAPPING THE CIS V7.1 Control 4 Sub-Control 5 TO THE CYBER SECURITY FRAMEWORK

e IS Asset Type Seclity Description NIST CSF Subcategory Name

Functio
[~ I | | =

Con(roh Comroh

4 C Use of inis i ivileg

The processes and tools used to /pi the use, i and igl ion of
iini ive privileges on networks, and applications.

Users, devices, and other assets are i (e.g., single-fz 8 1
commensurate with the risk of the transaction (e.g., individuals’ security and privacy risks
and other organizational risks)

Use Multifactor i Use multi-fact ion and encrypted channels for all administrative account

Protect For All Administrative Access  [access.

Users PRAC-7

4 ‘ 45

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #4 Sub-Control 5 as follows:
e CSF Function: Protect
e  CSF Category: Identity Management and Access Control
e CSF Category Identifier: PR.AC-7
o CSF Control: Use Users, devices, and other assets are authenticated (e.g., single-factor,
multi-factor) commensurate with the risk of the transaction (e.g., individuals’ security
and privacy risks and other organizational risks)
e (Category: 1 - Basic
Use multi-factor authentication and encrypted channels for all administrative account access.

L'/ /]
PSA CYBERSECURITY COMMITTEE 31



CIS CONTROLS

Protecting administrative access is key to protecting an organization, so putting additional layers of
security such as multifactor authentication for all administrative access is a simple proactive step in
reducing risk. Furthermore, all communications should be encrypted when accessing the administrative
account.

In the previous sub-control regarding unique administrative passwords, multifactor authentication was
touched upon, but it was not explained in detail. In summary, multifactor authentication is achieved by
using two or more different types of authenticating while logging in. The first means of authentication is
usually a secret, or password. The next could be a biometric, a push notification, or even a hardware
key. As an example, a Yubikey USB key generates a unique encryption key every time it is plugged into a
usb port, acting as a second means of authentication. In an iPhone, a finger or face can be used as a
second means of authenticating in a multifactor application.

This is not to be confused with using a biometric in the absence of a password, which is not multifactor
authentication. In other more traditional means, a text message can be generated with a one-time
code. However, text messages should be avoided where-ever possible as they can be read in route to
your phone. This is because a SMS text message is not encrypted, so it can be read in transit.

When reviewing authentication options for multifactor authentication, keep in mind most systems do
not support all multifactor authentication options. In fact, most systems do not support more than one
authentication option, the password. Because of this, a password manager and a unique password will
need to be used. Compliance will then be achieved by using multifactor authentication on the password
manager, ensuring the unique password is stored inside an encrypted vault, only accessible via
multifactor authentication.

The second aspect to this sub-control is the use
of encrypted channels. It was mentioned that a
SMS text message is not encrypted, so it should
not be used. Encryption works by applying a
mathematical formula to data before it travels to
another location, ensuring the data cannot be
read unless the other side has the right “key” to
decode the data. This means that when using an
administrator account in a web page, the web
page should have a “lock” in the corner and have
a valid certificate. In a network administration
scenario, this means that protocols like Telnet and other non-encrypted configuration channels should
be disabled, and SSH, or Secure Shell should be used. This will ensure that administrative credentials will
not be sniffed or read during the configuration session with the system.

& C ] lus.hsbc.com/business/

Personal Business
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CIS #4.6: Use Dedicated Workstations for All Administrative
Tasks

MAPPING THE CIS V7.1 Control 4 Sub-Control 6 TO THE CYBER SECURITY FRAMEWORK

S e Asset Type Sechity Description NIST CSF Subcategory Name

Functiol
[~ T | g =

Controb Contrch

4 Controlled Use of Administrative Privileges

The processes and tools used to the use, i and i ion of
ini it ivil on networks, and applications.

Ensure administrators use a dedicated machine for all administrative tasks or tasks

Use of Dedicated Machines For |requiring administrative access. This machine will be segmented from the organization's
All Administrative Tasks primary network and not be allowed Internet access. This machine will not be used for
reading e-mail, composing documents, or browsing the Internet.

4 4.6 Users Protect

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #4 Sub-Control 6 as follows:
e CSF Function: Protect
e CSF Category: Identity Management and Access Control
e CSF Category Identifier:
o CSF Control: Use Dedicated Workstations for All Administrative Tasks
e (Category: 1 - Basic

Ensure administrators use a dedicated machine for all administrative tasks or tasks requiring
administrative access. This machine will be segmented from the organization's primary network and not
be allowed Internet access. This machine will not be used for reading e-mail, composing documents, or
browsing the Internet.

This sub-control is straightforward and relies on discipline as well as a bit of planning to ensure time and
resources are put aside for a proactive, dedicated administrative workstation(s). Traditionally,
administrative tasks were completed with administrative accounts, all on shared workstations and
infrastructure. However, as breaches spread quickly, a layered approach to securing the organization is
needed to ensure minimal damage.

One of the recommended ways to is to segment administrative workstations wherever possible, using
them for only administrative tasks and removing internet from them. When a workstation is segmented
and internet removed, the attack surface to that workstation is minimized, allowing for more secured
management of the organization’s infrastructure. Furthermore, as administrative tasks are the only
activity on the workstation, it is less likely that the administrator’s elevated privileges will be able to be
used during everyday business activities like browsing the web and email. One can go as far as ensuring
this administrative workstation is off any workplace domain, and all activity is one way.

This workstation(s) is initiating administrative task connections to the primary infrastructure, not the
other way around. This ensures and additional layer of segmentation, minimizing risk and adding onto
the layered security approach.

L'/ /]
PSA CYBERSECURITY COMMITTEE 33



CIS CONTROLS

CIS #4.7: Limit Access to Script Tools

MAPPING THE CIS V7.1 Control 4 Sub-Control 7 TO THE CYBER SECURITY FRAMEWORK

SIS S5 e Sscurhty) Description NIST CSF Subcategory Name

Commh Cantmh AssetTyp Functiorh

4 [of Use of ini 0 ivilege

The processes and tools used to o the use, i and i ion of
inistratit ivil on , and icatic

The principle of least functionality is i by ing systems to provide only
essential capabilities

Limit access to scripting tools (such as Microsoft PowerShell and Python) to only
administrative or development users with the need to access those capabilities.

Limit Access to Script Tools

‘PR.PT-S

4 | 47 ‘ Users ‘ Protect

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #4 Sub-Control 7 as follows:
e CSF Function: Protect
CSF Category: Protective Technology
CSF Category Identifier: PR.PT-3
o CSF Control: The principle of least functionality is incorporated by configuring systems to
provide only essential capabilities

e (Category: 1 - Basic

Limit access to scripting tools (such as Microsoft® PowerShell and Python) to only administrative or
development users with the need to access those capabilities.

This protect type sub-control seeks to reduce the attack surface found in an organization’s fleet of
workstations by reducing the number of tools hackers have available. The most common way hackers
carry out attacks is via scripting tools; therefore, limiting access to scripting tools is naturally a must.
From a non-technical side, scripting can be explained as inputting of pre-defined strings/sentences of
text, resulting in a complete group or set of instructions for the target computer system. These
strings/sentences are loaded into a CLI, or Command Line Interfaces. In example, one of the oldest
scripting CLIs still in use today is CMD command prompt. In its earlier form, it was known as MSDOS, or
DOS. At one time, everything that could be done on a computer system could be input into the
command prompt as text data. However, CMD is gradually becoming less useful, and has largely been
replaced by more advanced CLI interfaces such as PowerShell.

Years ago, much of the text data input into the DOS &8 Command Prompt - O X
command line was typed in manually as needed. This is
not scripting. Scripting was achieved in DOS through
typing multiple lines of code inside text files, saving the
file, then instructing the computer through an execution
command to “run” the contents of the file. The
computer would then read the contents of the file, and a
group of processes would all be done in sequential order.
This saved on time, allowing super users to process and
run common tasks more quickly and efficiently.
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Over time higher level graphical user interfaces such as Windows replaced CLI for most users, making
systems more user friendly and visual. However, complexity increased and system administrators
required access to more powerful CLI interfaces to manage ever-increasing system complexity. Scripting
tools became more powerful and as a result, more dangerous. As an example, Microsoft’s CLI
PowerShell can be used to manage an entire organization’s server and computer infrastructure through
its CLl interface. It is also extensible into the Azure ecosystem (and others), allowing control over entire
virtual infrastructures across the globe. An administrator can prepare hundreds of pages of command
scripts in a text application like Notepad, then copy and paste them into a PowerShell window, making
massive system changes in a matter of minutes. This is where the risk lies... take the same tool and put it
into the hands of a hacker. Thousands of scripts are available both pre-written and well documented,
able to be customized for both Administrator and hacker alike. Furthermore, PowerShell is not the only
CLI that poses a risk. There are many other CLI interfaces that are simple to run and require no
installation such as Putty, Python, or Netcat. Therefore, a more robust solution is needed to vet and
control these software tools as a matter of necessity.

Now that the risk of script tools is understood, limiting access is a more advanced sub-control for smaller
organizations to implement. It requires some understanding, expertise, and ongoing software
management on behalf of the technology team. Simply disabling all scripts can potentially break certain
programs and updates, so without a security software suite or a dedicated person who can implement
this sub-control, there is not a simple catch-app solution. This will also require a professional level
version of Microsoft Windows, as the use of AppLocker and domain policy cannot be accessed on a
consumer version of Windows such as Windows Home. If your organization is running consumer
versions of Windows in a non-domain environment, a large portion of this does not apply as group policy
and AppLocker cannot be applied to a non-domain Windows versions. AppLocker and Group policy can
be combined to limit scripts, scripting tools, and whitelist software: all of this translates to a lot of time
and resources small organizations often lack. Fortunately, there is a simpler recommended solution:
subscribe to a more robust security suite for your workstations that supports script control and ensure
the use of dedicated administrative accounts (reviewed in earlier sub-control). Without limiting
administrative access, legitimate scripts can still be run with elevated privileges and security suites can
be disabled.

Some examples of Security Suites with Script Blocking feature-sets:

- Malwarebytes — detects and blocks scrips when programs execute

- Norton Antivirus — detects and removes scripts from emails / attachments
- Avast Antivirus — detects and blocks scrips when programs execute
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CIS #4.8: Log and Alert Access to Administrative Changes
to Group Membership

MAPPING THE CIS V7.1 Control 4 Sub-Control 8 TO THE CYBER SECURITY FRAMEWORK

€S EBEE: Asset Type Sectiy Description NIST CSF Subcategory Name

Functior
g "k g [

Controh Controh

4 Ci Use of Administrati ivilegs

The processes and tools used to pi the use, i and ion of
inis i ivil on networks, and applications.

Log and Alert on Changes to
Detect  |Administrative Group
Membershi

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #4 Sub-Control 8 as follows:
e CSF Function: Detect
o CSF Category: Security Continuous Monitoring
e CSF Category Identifier: DE.CM-7
o CSF Control: Monitoring for unauthorized personnel, connections, devices, and software
is performed
e (Category: 1 - Basic

fi te toi I it lert whe it is added t d . . . .
4.8 Users Configure systems 101ssue a log entry and alert when an accounts ded!to or remove DE.CM7 | for personnel, devices, and software is performed
from any group assigned administrative privileges. |

Configure systems to issue a log entry and alert when an account is added to or removed from any group
assigned administrative privileges.

The step of logging and alerting in the event of administrative changes to group membership means that
whenever a user gains or is removed from administrative access, an audit trail / log is created, and an
alert is generated. This requires a centralized logging service that stores the information for review and
is intelligent enough to set up alerts based on specific log content. This service can be part of a SIEM, or
security information event management, which is a classification of software for managing an
organization’s security footprint, or it can be a more advanced logging utility that systematically
categorizes events and generates alerts / rules off the data. In either case, this sub-control represents a
higher level of security awareness, a solution based detect type. The simplest way to implement this is
within a SIEM solution, such as SolarWinds. There are many available solutions for these types of logs

and alerts.
Some example SIEM - ManageEngine SIEM
Solutions: - Splunk
- SolarWinds Security Event - McAfee Enterprise Security
Manager Manager”
- AlienVault USM (AT&T - IBM QRadar
Cybersecurity)
- LogRythm
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CIS #4.9: Log and Alert on Unsuccessful Administrative
Login

MAPPING THE CIS V7.1 Control 4 Sub-Control 9 TO THE CYBER SECURITY FRAMEWORK

€B EBEr> Asset Type Secot] Description NIST CSF Subcategory Name

] Functioh o ]

Controb Contrch

4 Ci Use of Administrati ivilege

The processes and tools used to o the use, i and ig ion of
inis i ivil on JJ networks, and applications.

Log and Alert on Unsuccessful ~ (Configure systems to issue a log entry and alert on unsuccessful logins to an - . " . .
 Administrative Account Login administrative account. DE.CM7 | for personnel, devices, and software is performed

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #4 Sub-Control 9 as follows:
e CSF Function: Detect
o CSF Category: Security Continuous Monitoring
e CSF Category Identifier: DE.CM-7
o CSF Control: Monitoring for unauthorized personnel, connections, devices, and software
is performed
e (Category: 1 - Basic

4 ’ 49 | Users ’ Detect

Configure systems to issue a log entry and alert on unsuccessful logins to an administrative account.

The step of logging and alerting in the event of unsuccessful logins to and administrative account is to
test the previous sub-control of administrative changes to group membership. Please refer to that sub-
control regarding SIEM solutions. This sub-control adds in the logging and alerts in the event an
administrative login is unsuccessful during the login process. This detect type sub-control will allow an
organization to quickly identify all failed attempts at administrative access to organizational systems. It
does require a SIEM to identify the failed administrative attempt at logging in, as it needs to be able to
determine group administrative membership or keep track of a list of administrative accounts.

CIS #7: Email and Web Browser Protections

CIS #7 is defined as “Minimize the attack surface and the opportunities for attackers to manipulate
human behavior through their interaction with web browsers and email systems.”

CIS #7.1: Ensure Use of only Fully Supported Browsers
and Email Clients

MAPPING THE CIS V7.1 Control 7 Sub-Control 1 TO THE CYBER SECURITY FRAMEWORK

PSA CYBERSECURITY COMMITTEE 37



CIS CONTROLS

cis CIS Sub-

Conlrob Controh

7 Email and Web Browser Protections

Security
=D Functiorh
| |

Title Description NIST CSF Subcategory Name
-]

Minimize the attack surface and the opportunities for attackers to manipulate human behavior though their
interaction with web browsers and email systems.

A baseline ion of information i ial control systems is created
and maintained incorporating security principles (e.g. concept of least functionality)

Applications |  Protect PR.IP-1

7 ‘ 71

Ensure Use of Only Fully Ensure that only fully supported web browsers and email clients are allowed to execute in
Supported Browsers and Email |the organization, ideally only using the latest version of the browsers and email clients

Clients rovided by the vendor.

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #7 Sub-Control 1 as follows:

e CSF Function: Protect

e CSF Category: Information Protection Processes and Procedures

e CSF Category Identifier: PR.IP-1

o CSF Control: A baseline configuration of information technology/industrial control

systems is created and maintained incorporating security principles (e.g. concept of least
functionality)

e (Category: 2 - Foundational

Web Browsers

Web browsers and email are integral parts of conducting business in today’s world. It’s easy to take for
granted that the tools we use every day are safe and secure. Also, many of the applications that have
traditionally been installed on our PCs are now being replaced with a web browser. This presents a
different set of security vulnerabilities that need to be managed.

If you do a simple search on the internet for common web browsers, you will easily find results for a
couple dozen. The top few you have probably heard of and/or use. Beyond those, there are several
others that you are likely not familiar with. In general, web browsers are available for download for
free.

Here are some of the more common browsers available:

Google Chrome is a popular browser that is free from Google. This browser is typically highly
compatible across platforms.

Mozilla Firefox is similar to Chrome; this browser is free and is also highly compatible across platforms.

Microsoft Edge was created in 2015 by Microsoft as the successor to Internet Explorer. Initially it was
only available for Windows 10, but now has compatibility across most platforms.

Safari is the native browser for Apple based products. It does not support current Microsoft Windows
operating systems.

Internet Explorer — although included with Windows 10, this browser has been replaced by Microsoft
Edge.

When considering web browsers for your organization, beware of issues such as compatibility, updates
and support, security features and longevity.
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It is important to have standards concerning what web browser(s) are acceptable for use within your
organization. Not all browsers are equal. Some browsers come built in with your Windows, Apple, or
Linux computer, but that doesn’t mean that they are the best browser for your business and uses. The
browser you select should have strong security features including TLS, popup blockers, malware and
phishing protection, warnings before accessing unsecure sites, automatic updates and even sandboxing
of sites before going to them.

Once you have selected a preferred browser or browsers for your organization, share that information
with your employees. Let them know why the choice was made to standardize on the web browser.
This will assist with adoption of the web browser. It will also establish which web browser(s) employees
are expected to use and will receive support on. It is also extremely important that updates are done
routinely to maintain security. The browser may do automatic updates, and updates may be pushed out
from your IT team as well.

Email Clients

Like web browsers, there are several email clients available for download. Typically email clients are
determined based on compatibility with the email service provider. Compatibility across platforms and
devices also drives standardization of applications.

Here are some of the more common email clients available:

Microsoft Outlook encompasses several legacy platforms from Microsoft including Hotmail, Live, MSN
and others. Outlook has been a staple in Windows environments for many years. It is also offered as a
free service outside of business as well and is compatible across multiple platforms including Apple and
Android.

Google Gmail is available both for business and personal uses. Gmail rivals Outlook for user adoption
and is also compatible across multiple platforms including Microsoft, Apple and Android.

Yahoo is also a commonly used service for personal email. It Is compatible across multiple platforms.

Apple Mail is native to Apple products, Mail can also bring in accounts from other services too. The
program is not compatible with platforms outside of Apple, but the email account may be used with
programs such as Outlook.

Mozilla Thunderbird is lesser known. This mail client is the cousin of Mozilla’s Firefox and is
independent of some of the other giants. Is compatible across multiple platforms.

Once you have selected your email service provider and the email client(s) for use by your organization,
share that information with your employees. Let them know why the choice was made to standardize
on the email provider and client. It will establish which email client employees are expected to use and
will receive support on. It is also extremely important that updates are done routinely to maintain
security. The email client may do automatic updates, and updates may be pushed out from your IT
team as well.

Email security focuses on protecting access to the email account and the content in the account. In
general, email is not protected during transit unless when using encryption services.

L'/ /]
PSA CYBERSECURITY COMMITTEE 39



CIS CONTROLS

You will need to decide how restrictive your environment will be. Measures can be taken to prevent
users from installing new applications without administrative rights. Also, periodic scans of the
computers in your organization can also provide information about the internet browsers and email
clients that are installed. With either approach, it is very important to ensure that updates are being
done regularly and automatically when possible.

CIS #7.2: Disable Unnecessary or Unauthorized Browser
or Email Client Plugins

MAPPING THE CIS V7.1 Control 7 Sub-Control 2 TO THE CYBER SECURITY FRAMEWORK

CIS  CIS Sub- Security Description NIST CSF Subcategory Name

Asset Type .
Contr Contro] Functiol
b\ "k g """ g ]

7 Email and Web Browser Protections

Minimize the attack surface and the opportunities for attackers to manipulate human behavior though their
interaction with web browsers and email systems.

Disable Unnecessary or
Unauthorized Browser or Email
Client Plugins

Uninstall or disable any unauthorized browser or email client plugins or add-on
applications.

A baseline ion of ir i ial control systems is created
and maintained incorporating security principles (e.g. concept of least functionality)

72 Applications Protect PR.IP-1

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #7 Sub-Control 2 as follows:

e CSF Function: Protect

e CSF Category: Information Protection Processes and Procedures

e CSF Category Identifier: PR.IP-1

o CSF Control: A baseline configuration of information technology/industrial control

systems is created and maintained incorporating security principles (e.g. concept of least
functionality)

e (Category: 2 - Foundational

The next step in securing your web browsers and email clients is to control the use of plugins.
Plugins can go by several names depending on the application and the technology. They are
sometimes called Extensions (Google Chrome) and other times they are referred to as Add-ins
(Microsoft Outlook).

“Plugins are software additions that allow for the customization of computer programs, apps,
and web browsers; as well as the customization of the content offered by websites.” According
to lifewire.com.

New plugins often get installed with new applications. They are a tool to allow interoperability
between an application and your email client as well as your web browser. For example, | have
Microsoft Teams as an Add-in (Plugin) into Microsoft Outlook for scheduling of conference calls
and meetings.
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Likewise, | have Zoho Vault as an Extension (Plugin) in Google Chrome for managing my
usernames and passwords securely.

D = &

PG Vault

Efitid il fulich Saflel drid

It is important to routinely review the plugins that are installed for both your email client as
well as your web browser. Any plugin that is not needed or unauthorized should be uninstalled
or at least disabled.

Email Client — Add-in Management

Here is an example of how to review and disable a plugin within Microsoft Outlook.

1. Within the Windows client for Outlook, select file. You will see two sections for Managing
COM Add-ins (Non-Web Add-Ins) and for Managing Web Add-Ins. It is important to review
both sections.
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2. Select Manage COM Add-Ins. This will open a new window to review the Add-Ins.

1 e
PSA CYBERSECURITY COMMITTEE 42



CIS CONTROLS

Add-ins

e

Slow and Disabled Add-ins

These add-ins decreased performance or caused Outlook to crash. For support with these issues, contact the vendor of
the affected add-ins.

Learn more
ShoreTel CAS Connection Add-In [ |
ShoreTel CAS Connection Add-In Average delay: 0.64 seconds

This add-in caused Cutlook to start slowly. It wasn't disabled because it's in the Always Enable list.
4 Options

O Always monitar this add-in

O Do not monitor this add-in for the next 7 days

@ Do not monitor this add-in for the next 30 days

(C) Disable this add-in

Apply

Close

Here you can select to “Disable this add-in” if it is not needed.

3. Likewise, you can select Manage Add-Ins to see your Web Add-Ins
This will open a web browser and bring you to your office 365 setting for managing Add-ins.
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Here you can see what Add-ins are installed, by whom and whether they are turned on.

5. Uncheck the “Turned On” box to disable the Add-in
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6. Highlight the Add-In and select the “-“ to remove it
7. Other email clients have similar management options available
Internet Browser — Extension Management
Here is an example of how to review and disable a plugin within Google Chrome.

1. Within Google Chrome, select the three dots on the right-hand side of the tool bar

[ Other bookmarks

2. Select More Tools and then Extensions

Mew tab CtelaT
Mew wandow CirlaN

Mew incognito window  (irlaShiftal

Histary "
Cimarnlands Cizls)
Boakmarks "
Zoom - 100% = e
Prirt... Ctrl=P
Cast...
— Fird.. CerlsF
20 Save page a5. Cirl+5 L
35 Create shortout.. Edn Cut Copy Pasie
.. Clear browsing data...  Cirl«Shift =Dl Settings
Task manager Shift+Esc
Developer tools Cirle Shift=|

3. This opens the Extensions management page

g AdGged ASBInCke: % Adobe Arrobart 0 Cce Webex Exiersion

4. Here you can see the details of the extension, disable it with the radio button or remove it all
together.
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CIS #7.3: Limit Use of Scripting Languages in Web
Browsers and Email Clients

MAPPING THE CIS V7.1 Control 7 Sub-Control 3 TO THE CYBER SECURITY FRAMEWORK

®s EBEE: Asset Type Sectity Description NIST CSF Subcategory Name

Functio
[ | | [

Controh Controh

7 Email and Web Browser Protections

Minimize the attack surface and the opportunities for attackers to manipulate human behavior though their
interaction with web browsers and email systems.

Limit Use of Scripting L |

in Web Browsers and Email
Clients

Abaseline ion of i i i ial control systems is created
and maintained incorporating security principles (e.g. concept of least functionality)

Ensure that only ized scripting are able to run in all web browsers and
email clients.

Protect PR.IP-1

7 ‘ 73 Applications

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #7 Sub-Control 3 as follows:

e CSF Function: Protect
e CSF Category: Information Protection Processes and Procedures

e CSF Category Identifier: PR.IP-1
o CSF Control: A baseline configuration of information technology/industrial control
systems is created and maintained incorporating security principles (e.g. concept of least
functionality)
e (Category: 2 - Foundational

Ensure that only authorized scripting languages are allowed to run in all web browsers and email
clients.

“Scripts are lists of commands executed by certain programs or scripting engines. They are usually text
documents with instructions written using a scripting language. They are used to generate Web pages
and to automate computer processes.” According to Techopedia.com.

Scripting languages are less common in email clients today. Previously, they were used to execute
functions within the application. Java Script is still used very commonly in web browsers. Itis
important to limit the use of scripting languages in your Web Browser as they can execute code to
perform a task that could be used maliciously if not careful.
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For this example, we will look at how to manage scripting language in Google Chrome.

1. Within Google Chrome, select the three dots on the right-hand side of the tool bar

Pt gy e i i+ Ehit
Fighory .
Crorarilouds Cirls
By -
Toom - A . e
P il F
Cme

4 o .\. +F
Mo ook L]
Eciri izt [T} 2 i
—*ﬁ ]

3. Then select Advanced at the bottom of the page. You may have to scroll down to see it.
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4. Select Site Settings

Privacy and security

Sync and Google services
bore settings that relate to privacy, secunity, and data collection

Allow Chrome sigr-in &
By turning this off, you can sign in to Google sites ke Gmall without signing in to Chrome

Send a "Do Mat Track” request with yaur browsing traffic

®

Allow sites 1o check if you have payment methods saved

Preload pages for faster browsing and searching
Uses coohies to remember your preferences, even if you don't visit those pages

o

Manage certificates
Manage HTTPS/S5L certificates and settings

Site Settings
Control what information websites can use and what content they can show you

Clear bfﬂ'ﬂgiﬁg data
Clear history, Cookies, eathe, and mone

5. Then select JavaScript.

Motion sensors
i ¥
Allow sites to use motion sensors

Motifications
&k before sending

Javaseript

Alvwed

Flazh
Block sites from running Flazh

Irmages
Ll
= Show &
Pap-ups and redirects
"
Blacked
- Ads .

Blocked on sités thal shaw intrusive of misleading ads

1 e
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6. Here you can choose if JavaScript is allowed, as well as you can list sites that should be blocked and/or

allowed.

€  JawaSeript Q, Search

[-'- towed [recommended) ] .

Mo sites added

Mo sites added

7. JavaScript may be important for some website functionality, such as using hyperlinks to open an email.

8. Likewise, you can look at Flash and adjust settings as well. Adobe Flash is recommended to be turned
off due to vulnerabilities. Web Browsers have moved away from this technology.

4~ Flash Q. Search

Wour Flash settings will be kept until you quit Chrome.

[EllZIII*. sites from running Flash (recommended) ] D

Block

Mo sites added

Allow

Mo sites added

It is a good idea to review these setting periodically. If Adobe Flash is enabled in the browser,

it is recommended that it be disabled. If JavaScript is enabled, it is recommended that sites be
Allowed or Blocked. Any known malicious sites should be blocked. It is also a best practice to

enable Pop-up Blocker.
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CIS #7.4: Maintain and Enforce Network-Based URL

Filters

MAPPING THE CIS V7.1 Control 7 Sub-Control 4 TO THE CYBER SECURITY FRAMEWORK

CIs CIS Sub- Security

Asset Type Description

Contmh Con(roh

Functiol
| | = |

NIST CSF

Subcategory Name

7 Email and Web Browser Protections

Minimize the attack surface and the opportunities for attackers to manipulate human behavior though their
interaction with web browsers and email systems.

- Enforce network-based URL filters that limit a system's ability to connect to websites not
Maintain and Enforce Network- N . i
7 74 Network Protect y approved by the organization. This filtering shall be enforced for each of the organization's

Based URL Filters R -
systems, whether they are physically at an organization's facilities or not.

DE.CM7

ing for

personnel,

devices, and software is performed

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #7 Sub-Control 4 as follows:

CSF Function: Detect
CSF Category: Security Continuous Monitoring
CSF Category Identifier: DE.CM-7

o CSF Control: Monitoring for unauthorized personnel, connections, devices, and software

is performed
Category: 2 - Foundational

Throughout Sub-Controls 7.4 — 7.10 we will be referencing the functionality of a Next-Gen Firewall.

These types of firewalls combine multiple functions into one appliance. Prior to the Next-Gen Firewall,

a user would need multiple appliances on their network to achieve the many functions required for

protecting a network. The Next-Gen Firewall includes an Intrusion Protection System (IPS), Advanced

Threat Protection (ATP), Endpoint protection, Web Filtering, Sandboxing of Email and Files, Email
Protection, Data Loss Protection (DLP), Virtual Private Networks (VPN) and many other features.

Typically, a Next-Gen Firewall will come with preconfigured policies that are best practices for IT

security.

In this example, you can see that this firewall already has several policies that are included out of the
box for filtering URLs and can be enabled or disabled based on your business needs.
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You can also create your own policy with requirements specific to your business by selecting the “+”
sign above.

1. This opens a window to create a new policy.
. Give the policy a name and description
3. Select Add Rule
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4. This creates a blank rule to configure

5. Choose which users it applies to using predefined or self-created user groups

Users Activitie
Anybody @A
ult

Show only : ...

Anybody -

-

Apply "Anybody" as selected item

6. Choose the Activities (URL Web Traffic) that the rule should apply to. These can be selected from the
predefined list of activities or you can create a new one of your own.

B it At

Acthiltias Content filtes:

LwebTraffic o ol

-4 T

e J

o=

ki

Apply “ALLWebiTraffic™ as selected item

7. By selecting the pencil, you can edit the existing URL group

Ed |t U R |_ rou WM How-to guides Logviewer Help Demo User =
group e
Policies User activities Categories URL groups Exceptions General settings File types Surfing quotas User notifications Content filters
URL group name * Blocked URLs for Default Policy
Description

Edit this URL Group to specify sites that should be
blocked by your default palicy

&

Domain names to match * www example.com - The URL group will match any requests for these domains or their

subdomains.

Search / Add o+
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8. Choose whether the rule applies to HTTP and/or HTTPS traffic and whether it should allow, warn or

block the traffic.
_ Action Constn
Action
{2 ) Use action
Allow HTTP Allow HTTPS
Warn HTTP < Warn HTTPS
Block HTTP Block HTTPS

9. Then select when the rule should be active. It could run 24/7 or during specified times. Choose “create
new” to setup a new time constraint.

Craate new
All Days 10:00 to 19:00
All Time on Sunday

All Temi on Weekdays

L NN

All Time on Weekenids

10. Once complete, choose “save” and your rule becomes active.

CIS #7.5: Subscribe to URL-Categorization Services

MAPPING THE CIS V7.1 Control 7 Sub-Control 5 TO THE CYBER SECURITY FRAMEWORK

@B EBEIE Asset Type Secity Description NIST CSF Subcategory Name

Functio
[ I | | [

Controh Controh

7 Email and Web Browser Protections

Minimize the attack surface and the opportunities for attackers to manipulate human behavior though their
interaction with web browsers and email systems.

Subscribe to URL categorization services to ensure that they are up-to-date with the most |
recent website category definitions available. Uncategorized sites shall be blocked by DE.CM-7 | ing for ized personnel, i devices, and software is performed
default.

Subscribe to URL-Categorization

Network .
Service

Protect

7 ‘ 75

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #7 Sub-Control 5 as follows:
e CSF Function: Detect
o CSF Category: Security Continuous Monitoring
e CSF Category Identifier: DE.CM-7
o CSF Control: Monitoring for unauthorized personnel, connections, devices, and software
is performed
e Category: 2 - Foundational

There are millions of websites on the internet and there are new ones popping up every day. It is too
much for any individual or IT group to try and keep up with. As a feature set of the Next-Gen Firewall,
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the provider will typically include URL-Categorization Services. These services should be kept up-to-
date by the provider.

The service does just what the name indicates and categorizes URL’s so that they can easily be used in
Firewall Policies. As an additional level of security, websites that haven’t been categorized can be
blocked by default. This is important as it can take time to discover new websites and categorize them.
During that time, a user could browse to the site and be exposed.

From within the Firewall, you can see and/or edit the categories based on your business needs. As you
can see the categories are listed in the same area as the Firewall Policies.

Web W How-toguides Logwviewsr Halp DemoUser -
A activition - g ; v ;
O smia - & t aping palicy Manage

ALLWagTrailic Defaul Acoepia
Actives Data rd

D Agvertizements Defa ! [ ra
Alcohol & Tobaceg Deta &
AnOOVITIZErS Defa Qe s

Select the checkbox next to the category

You can use the edit (pencil icon) function to make changes to the group if needed.
You can also choose to add or delete a category as well.

From the policy, you can see the categories listed as “Activities”

W e
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CIS #7.6: Log All URL Requests

MAPPING THE CIS V7.1 Control 7 Sub-Control 6 TO THE CYBER SECURITY FRAMEWORK

€5 EbE Seclty Description NIST CSF Subcategory Name

Con(roh Controh AssetT Functiorh

7 Email and Web Browser Protections

Minimize the attack surface and the opportunities for attackers to manipulate human behavior though their
interaction with web browsers and email systems.

Log all URL requests from each of the organization's systems, whether on-site or a
Log all URL requester mobile device, in order to identify potentially malicious activity and assist incident handlers
with identifying potentially ised systems.

Network Detect DE.AE-3 Event data are aggregated and correlated from multiple sources and sensors

7 ‘ 76

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #7 Sub-Control 6 as follows:
e CSF Function: Detect
e  CSF Category: Anomalies and Events
e CSF Category Identifier: DE.AE-3
o CSF Control: Event data are aggregated and correlated from multiple sources and
sensors
e (Category: 2 - Foundational
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It is extremely important to log activity within the firewall. Logs can be generated for various
functions and requests monitored by or performed by the firewall. All URL requests should be
logged by the firewall.

Ensure that URL requests are logged within your firewall policies.

1. Select the policy and choose “edit” (pencil icon)
2. Scroll through the setting and locate the option to enable logging and reporting

Web ™
Peizies Il aCnRT Categories FL Qroeps Esceghions Gensy seiegy Fie types Surfing gurtas 2 noiticabinns Corfent filers
B  Dafsuh Pol A CyDica w At Tor m 3 + :; W
2& Anybody ALLweaTradt Allgw HTTP + @ ® o]
Wam HTTP
A& Anybosy & Akconcl & Toba Block HTTP + @ 7 @&

3. Choose “save”
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CIS #7.7: Use of DNS Filtering Services

MAPPING THE CIS V7.1 Control 7 Sub-Control 7 TO THE CYBER SECURITY FRAMEWORK

S PICISSuby Sscuty) Description NIST CSF Subcategory Name

Controh Con(roh kselTypeﬂ Functiorh

7 Email and Web Browser Protections

Minimize the attack surface and the opportunities for attackers to manipulate human behavior though their
interaction with web browsers and email systems.

DE.CMH1 The network is monitored to detect potential cybersecurity events

7 77 Network Protect |Use of DNS Filtering Services  (Use DNS filtering services to help block access to known malicious domains.
DE.CM7 Monitoring for unauthorized personnel, connections, devices, and software is performed

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #7 Sub-Control 7 as follows:
e CSF Function: Detect
e CSF Category: Security Continuous Monitoring
e CSF Category Identifier:

o DE.CM-1
= CSF Control: The network is monitored to detect potential cybersecurity events
o DE.CM-7

=  CSF Control: Monitoring for unauthorized personnel, connections, devices, and
software is performed
e (Category: 2 - Foundational

The firewall should also have the ability to filter based on Domain Name System (DNS). DNS is used
commonly to provide a reference between a web address (ex. www.google.com) and the IP address
that the web address represents (172.217.2.196). Without DNS services, web browsing would have to
be done via the IP address of the site.

DNS Filtering Services go hand in hand with URL Categorization Services. This is another service that
the firewall can provide to help block known malicious domains. You can also block domains specific to
your business needs. For example, those of a competitor or of domains that have been of issue to your
organization.

1. Enable DNS Filtering options. This may be done through a radio button, checkbox, or other method
within the firewall.

2. You can then navigate to the URL Group section to edit any of the URL groups

These are the same as the Categorization groups. Select a group and choose “edit”.

4. When editing the URL group, specify any specific domain names to match in the rule

w
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Edit URL group

URL grougs

Dederiphian Ed

s UL Groue 1o space

Blocked URLs for Default Policy

Www Bample com

;a T"-".;.;I’.' 0 Al ETch 8y Nefiescss
Subdomaing

3 Tor TNEER COMains of Their

5. These Domain names will be allowed or denied based on the firewall rule configuration.

CIS #7.8: Implement DMARC and Enable Receiver-side

verification

MAPPING THE CIS V7.1 Control 7 Sub-Control 8 TO THE CYBER SECURITY FRAMEWORK

cis CIS Sub-

Asset Type Secuity

Controg Con(rob = Fum:(iolb

Description

NIST CSF

Subcategory Name

7 Email and Web Browser Protections

interaction with web browsers and email systems.

Minimize the attack surface and the opportunities for attackers to manipulate human behavior though their

To lower the chance of spoofed or modified emails from valid domains, implement

Implement DMARC and Enable |Domain-based Message
o

Network Protect

tion, Reporting and C:

ion, starting by i

(DMARC) policy and

i ing the Sender Policy Framework (SPF) and the Domain
Keys Identified Mail(DKIM) standards.

PR.IP-1

A baseline of i ial control systems is created
and maintained incorporating security principles (e.g. concept of least functionality)

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #7 Sub-Control 8 as follows:

e CSF Function: Protect

CSF Category: Information Protection Processes and Procedures

o CSF Control: A baseline configuration of information technology/industrial control
systems is created and maintained incorporating security principles (e.g. concept of least

]

e CSF Category Identifier: PR.IP-1
functionality)

e Category: 2 - Foundational

PSA CYBERSECURITY COMMITTEE

57



CIS CONTROLS

Next-Gen Firewalls also have the ability to protect users from spoofing or phishing emails as well. They
do this by implementing Sender Policy Framework (SPF), Domain Keys ldentified Mail (DKIM), and
Domain-Based Message Authentication, Reporting and Conformance (DMARC) policy and verification.

“Sender Policy Framework (SPF) is an email authentication method designed to detect forging sender
addresses during the delivery of email.” According to Wikipedia.com.

“Domain Keys Identified Mail (DKIM) is an email authentication method designed to detect forged
sender addresses in emails (email spoofing), a technique often used in phishing and email spam.”
According to Wikipedia.com.

“Domain-based Message Authentication, Reporting and Conformance (DMARC) is an email
authentication protocol. It is designed to give email domain owners the ability to protect their domain
from unauthorized use, commonly known as email spoofing.” According to Wikipedia.com.

Enabling email protection enables multiple protection methods against phishing, spam, spoofing and
many other types of malicious emails. Often, it is as simple as enabling the protection. The firewall will
implement SPF, DKIM and DMARC. As with all of its features, you will see ways to modify, limit, exempt
and log these rules and policies so that they are tailored to your organization’s needs.

Below, you can see in the interface the ability to enable Spam Protection. This tells the firewall to check
all inbound email for Spam.

(80 soumpocin |

You can also have the firewall reject emails based on SPF and/or RBL as well as take a specific action
and provide warnings. Below are additional settings for rejecting email based on an IP address, as well
as rejecting specific email addresses.
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CIS #7.9: Block Unnecessary File Types

MAPPING THE CIS V7.1 Control 7 Sub-Control 9 TO THE CYBER SECURITY FRAMEWORK

C:r:(sroh %inst:‘:h Asset Type Fs:::t::zh Description NIST CSF Subcategory Name
a 2 a a
7 Email and Web Browser Protections
Minimize the attack surface and the opportunities for attackers to manipulate human behavior though their
interaction with web browsers and email systems.
7 79 Network Protect  [Block Unnecessary File Types Block all e-mail aﬁachmen‘t s gnte.rlng the organization's emall gateway if the file types are DE.CM-7 ing for ized personnel, devices, and software is performed
unnecessary for the organization's business.

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #7 Sub-Control 9 as follows:

e CSF Function: Detect
o CSF Category: Security Continuous Monitoring

e CSF Category Identifier: DE.CM-7
o CSF Control: Monitoring for unauthorized personnel, connections, devices, and software

is performed
e (Category: 2 - Foundational
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The Next-Gen Firewall may also have the ability to restrict specific files or groups of files types from
web traffic as well as from email attachments. Any files types that are unnecessary or are known to be
malicious should be restricted from your network. Some files can be utilized to gain access, execute
code, steal data and credentials, as well as other malicious acts.

As previously reviewed in Sub-Control 7.4, the firewall will likely have predefined rules available for
implementation on the network. These rules can limit the use of file types. You can also create new
rules to block specific file types as well as edit the predefined rules and allow or deny file types.

The firewall shown below already has a policy in place to prevent “Risky/Suspicious Downloads”. You
could use this existing policy and add or remove file types that you would like to block. The policies can
be created to apply to web traffic as well as email.

For Web traffic, you can see an existing policy is in place for “Risky Downloads”

[
—_—
AR
—
ad
+
&

A

A o= =) + @ 7 &
2 o =] + @ §F @K
s =] E + ® §F O
I = o + @ § &
I o= o + @ 8 B

1. Highlight the policy for “Risky Downloads”
2. Select the edit function (Pencil icon)
3. Select the Type of files that you would like to restrict
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|

| Hame * Vidien Downloads |

Catagory 1

Show : All 1

)

Salect all

O

& CRLand OCSP

O

Comrmand & Control

ofa]

ae
@ Content Delivery ]
e

Controlled substances

Sarvn Cancal

4. Choose Save

For email traffic, enable File Protection and select the file types that are to be blocked.

HEME white lst Drop message greater than

o

1. Within the configuration screen, enable “File Protection”

2. Select file types to be blocked vs allowed
File Types are categories of files that you can allow or deny. In this firewall, you can review these types.
This categorization allows for choosing all file extensions of a certain type for allowing or blocking.
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Aude Files
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Backug Faed

Databade Filea

Developer Files

If you do not see the file type that you would like to block, you can add it

1. Select “Add” from the File Type screen

2. Give it a name and description

3. Then choose the file use case from the list. This will help you capture all file types of that specified
nature.
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.-":"'.dd fI|C typc Categt}r\,f W How-toguides  Logviewsr  Help !.'.=-"l: User =

Policies User actvibes Categonies URL groups Exceptions Geneval settings File types Surfing Quotas User notrications Content filters

Mame * [ Nama ]

Description [r.'-: Eriptan ]

Temgiata [ Bian 1]
Vioeo Files
Audug Files

Executabée Filas

MIME header * Drynamac Files

4. When finished select save

CIS #7.10: Sandbox All Email Attachments

MAPPING THE CIS V7.1 Control 7 Sub-Control 10 TO THE CYBER SECURITY FRAMEWORK

€ (LI Asset Type SeCElty Description NIST CSF Subcategory Name

Functiol
[~ B | |

Controh Conlroh

7 Email and Web Browser Protections

Minimize the attack surface and the opportunities for attackers to manipulate human behavior though their
interaction with web browsers and email systems.

Protect  |Sandbox All Email Attachments |Use sandboxing to analyze and block inbound email attachments with malicious behavior. |DE.CM-4 Malicious code is detected

7 ( 7.10 | Network

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #7 Sub-Control 10 as
follows:
e CSF Function: Detect
o CSF Category: Security Continuous Monitoring
e CSF Category Identifier: DE.CM-4
o CSF Control: Malicious code is detected
e (Category: 2 - Foundational
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Sandboxing is the practice of isolating a file and safely executing it to see what the result is. This allows
the firewall to determine if the file is malicious. The sandbox is a protected area that prevents the
network from being affected by executing the file.

Enabling Sandboxing requires monitoring of the logs and results. At times, legitimate files may be
quarantined because they appear to be malicious. The firewall will store these files in a quarantined

area that needs to be monitored and reviewed. From there, the file can be destroyed or released if it is
legitimate.

Below is an example of two rules that monitor inbound email and analyze attachments before sending
them on to the user.

Email Cpr—— .
Pobies & = e g = e o A £ i - e B 2 3 .
Eemplan e i SHTF quisnting ¥ af e Encrypii Gereral 3 a i i B

Add exception
Add palicy E

-;ﬂi-_fl-:-;q:;, Arvy A Singla anti-v MAXETAIT P fonmanoe) Arcapt .“‘

poplirmap

Lulag Ay Arry Mail is identified as probable vinus cutbreak by inboursd ant refix subject To Fa ]

Eopdirmay

Jan dentified &5 vinus oultreak by INDOUrd SN Spam m Prefix subyect T F i

e i
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The results of those scans can lead to quarantined files which are logged for review below.

Email B et

FORCMEE [Digta combrol gt SHTP fuaastne M 5 Mgl kygs Lreryghon Geraral pettings Addrms s or i Helay pattngs

SEart dane .‘: #015-12-18 Erd data t F015-12-18 Sencerfrecipeent subject

Fies by
Biocked by RBL 5T m Aralyzed by SEncsioem E Sl

Unscannable cortent/protectad attashment LTy

Clear

Toral Uilizassn [madsars & pearmi 000 % Liss
. . _ . _ [m e

'm CLaarerbs Rnciprt Sabenet Pepp—. -

D T =
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Likewise, the email itself may be flagged as suspicious. These emails are shown below in the Mail Logs

section.
Email e
. HTP quaranting M 5T Hiad b Ereryssan Geraral gestings Ao es U sty saktings
stamaate: [BY = Eng date: (55
Rracipant damin Sandarrecinlant fsubject
A .
Fhewt filter
Dielivered Rejected [ Bounced I Dvenpea Quarantingn ) Ceeten
B filles
Malwars Soam Fila fifie Unscannakbis B Data protection B 3P¥ encryprion
S failure E SPF u RBEL E S ALY E Nher
Mo o

Emails logged here, can be reviewed, deleted and/or released. Above you can see the various filters
that can be applied to analyze the log data. As mentioned in Sub-Control 7.6, it is very important to log
information in the firewall.

Sub-Control 7.10 is the only sub-control within section 7 that is identified as only in Implementation
Group 3. This is due to the requirements for resources for monitoring and maintaining the email
sandbox of file types.
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El

Implementation Group 1
An organization with limited resources
and cybersecurity expertise available to

implement Sub-Controls

Implementation Group 2

Sub-Controls

CIS #8: Malware Defenses

An organization with moderate resources
and cybersecurity expertise to implement

Implementation Group 3

A mature organization with significant
resources and cybersecurity experience

to allocate to Sub-Controls

MAPPING THE CIS V7.1 Control #8 TO THE CYBER SECURITY FRAMEWORK

cIs CIS Sub-

Security

Asset Type . Description NIST CSF Subcategory Name
Controh Con(roh Functio
k"o [~ ™ [}
8 Malware Defenses
Control the installation, spread, and execution of malicious code at multiple points in the enterprise, while
optimizing the use of automation to enable rapid updating of defense, data gathering, and corrective action.
r
8 8.1 Devices Protect Utilize Centrally Managed Anti-  |Utilize centrf-zlly .ma'naged anntma\ware software to continuously monitor and defend each DE.CM4 Malicious code is detected
malware Software of the organization's workstations and servers.
8 82 Devices Protect Ensurg Anti-Malware Software E'nsure that the organization's antl»rr!alware software updates its scanning engine and DE.CM-4 Malicious code is detected
and Signatures are Updated signature database on a regular basis.
. . |Enable anti-exploitation features such as Data Execution Prevention (DEP) or Address
. Enabl.e Qperatlng System Anti Space Layout Randomization (ASLR) that are available in an operating system or deploy A baseline ion of it ial control systems is created
8 83 Devices Protect |Exploitation Features/ Deploy 3 ) ) PR.IP-1 o " L S
s . appropriate toolkits that can be configured to apply protection to a broader set of and maintained incorporating security principles (e.g. concept of least functionality)
| Anti-Exploit Technologies -
applications and executables.
"y . R
8 8.4 Devices Detect Conﬁg.ure Anti-Malware . Conﬁgure de?"ces S0 that they conduct an anti scan of DE.CM-4 Malicious code is detected
Scanning of Removable Devices [media when inserted or connected.
8 85 Devices Protect gﬁ:ﬁ(g:;gﬁeDmewces Not To Auto- Configure devices to not auto-run content from removable media. PR.PT-2 Removable media is protected and its use restricted according to policy
8 8.6 Devices Detect |Centralize Anti-Malware Logging Send all malware detection gvenls o e.n Verprise anti-malware administration tools and DE.AE-3 Event data are collected and correlated from multiple sources and sensors
event log servers for analysis and alerting.
" " DE.AE-3 Event data are collected and correlated from multiple sources and sensors
Enable Domain Name System (DNS) query logging to detect lookups for k
8 87 Network Detect Enable DNS Query Logging malicious domains. DE.CM The network is monitored to detect potential cybersecurity events
8 88 Devices Detect Enab_le Command-Line Audit Enable auditlogging for shells, such as Microsoft PowerShell DE.AE-3 Event data are collected and correlated from multiple sources and sensors
0gging and Bash.

The NIST Cyber Security Framework Version 1.1 (CSF) has 3 Mappings for CIS #8 and 4 Mappings for CIS
#12. Those that are relevant to this article, but not limited to, are:
o CSF Function: Detect
e  CSF Category: Anomalies and Events, Security Continuous Monitoring, Detection Processes
e CSF Category Identifier: DE.AE, DE.CM, DE.DP
e CSF Control: DE.AE-1: A baseline of network operations and expected data flows for users and

systems is established and managed
e CSF Control: DE.AE-3: Event data are aggregated and correlated from multiple sources and sensors
e CSF Control: DE.AE-5: Incident alert thresholds are established
e CSF Control: DE.CM-1: The network is monitored to detect potential cybersecurity events

e CSF Control: DE.CM-3: Personnel activity is monitored to detect potential cybersecurity events
1
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e CSF Control: DE.CM-4: Malicious code is detected
e CSF Control: DE.DP-4: Event detection information is communicated to appropriate parties
e Category: 2 - Foundational

Malicious software is an integral and dangerous aspect of Internet threats, and can be designed to
attack your systems, devices, or your data. It can be fast-moving, fast-changing, and enter through any
number of points like end-user devices, email attachments, web pages, cloud services, user actions, and
removable media. Modern malware can be designed to avoid defenses, or to attack or disable them.

Malware defenses must be able to operate in this dynamic environment through large-scale
automation, rapid updating, and integration with processes like Incident Response. They must also be
deployed at multiple possible points-of-attack to detect, stop the movement of, or control the execution
of malicious software. Enterprise endpoint security suites provide administrative features to verify that

all defenses are active and current on every managed

Due to the emergence of cloud computing and data farm advancement in the information and
communication technology (ICT) storage space, cloud systems have increasingly become targets for
attack and ransom. To combat threats, malware architecture must consider the network perimeter no
longer exists as users engage networks from global positions with both trusted and untrusted personal
devices to conduct business. In the end, malware defensive architecture must be flexible to consider
organizational transition as physical application and infrastructure move to trusted third parties as the
greatest transfer of risk management and responsibility is now underway.

TOOLS TRIED/USED/INVESTIGATED

Darktrace, BluVector, CyberadAPT

SYNOPSIS

There are many tools that fall under the IDS category that can detect intrusions and anomalies on your
network. When implemented, their function is to provide constant vigilance of the infrastructure and
alert and/or contain upon an incident. These threats could include fileless malware, zero-day,
ransomware and brute force. When selecting a manufacturer, it is important to understand how they go
about monitoring and detecting, reside in your environment, and manage the incident. Be sure to
discuss connections to cloud based applications like 0365.

Machine Learning (Al) has taken the industry by storm and is dynamic and fluid in nature in that it is not
fixed to set parameters. It is constantly learning the environment and adjusting over time, then alerting
when anomalous behavior is detected. Some tools use a more traditional method of combing through
logs, packet captures, and adhering to fixed parameters; to name a few. These solutions should not be
used in lieu of traditional of anti-virus and malware detection. Rather, these provide an additional layer
of defense and detection.

Often, an appliance (server) software is installed on premise with sensors throughout the infrastructure.

This data can be sent up to the cloud for additional triaging or remain on premise. Also, some
e ]
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manufacturers offer Managed Services which include an analyst who will contact you in the event of a
detection and hold routine meetings to discuss the ongoing health of the system. However, the end-user
would still have visibility of system health and threat levels through a dashboard or mobile app.

HOW IT WORKS

e Appliance/software that connects to the core and monitors inbound/outbound traffic

e Creates a benchmark of normal behavior; usually 2 weeks recommended

e Analyzing packet captures from end to end

e Log collection and analysis

e Flags unusual behavior; large data transfer, suspicious external domains, activity atunusual
hours, unauthorized attempts, etc.
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Gommon Port pert External Device

1@

sianed 1P

ADVANTAGES INCLUDE
Constant monitoring of network traffic from client to outbound

e Great tool for small and large IT teams

e Can detect unusual traffic patterns

e Record traffic patterns for later reporting
e Some offer Manage Services; live operator
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e Can detected malware sending outbound traffic
e Easy deployment of appliance within hours; no extensive training

e Expensive

e May need multiple appliances based on traffic, footprint, and topology

e Client’s infrastructure topology could limit data gathering; discuss with manufacturer
e Some cannot quarantine a threat

ANTICIPATED OUTPUT

e Complete network visibility

e Traffic capture from end to end

e Easy to use interface with granular data
e Detection of anomalous behavior

e Quarantining of threat

e Robust reporting

MODEL SUMMARY

Model Name: Min. Mean Score:

Export to Excel

MODEL LAST BREACH STANDARD DEVIATION

‘Anomalous Connection / 1 GiB Outbound

‘Anomalous File / Anomalous Octet Stream

Unusual Activity / Anomalous SMB

Experimental / Beacons With Accompanying Breach

Compliance / BitTorrent

Compliance / File Storage / Box

‘Anomalous Connection / Data Sent To New External Device

‘Anomalous Server Activity / DC Extemal Activity

Ancmalous Connection / Download and Upload

Compliance / File Storage / Dropbox

Compliance / File Storage / Evernote

Anomalous File / EXE from Rare External Location
Device / Expanded Network Scan

Experimental / Posting HTTP to IP Without Hostname
Compromise / HTTP Beaconing to Rare Destination

Compliance / Incoming SSH

Fri Jan 52018, 12:4217

Fri Jan 52018, 12:27:26

‘Wed Jan 3 2018, 10:22:24

‘Wed Dec 27 2017, 12:54:14

Thu Jan 4 2018, 13:23:58

Fri Jan 52018, 07:10:06

Fri Jan 52018, 10:03:40

Wed Dec 27 2017, 07:55:35

Fri Jan 52018, 14:04:21

Fri Jan § 2018, 06:20:45

‘Wed Dec 27 2017, 08:16:19

Thu Jan 4 2018, 05:39:35

Tue Jan 2 2018, 07:50:30

Fri Jan § 2018, 09:56:07

Fri Jan §2018, 15:08:17

Wed Jan 3 2018, 03:40:53
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PHASES OF AN ATTACK
Darktrace models can be coganized according to the aitack phase they are mast likely to detect, Monitoring models according o these categories can allow the chamcienistic behavior
pattern of an ongoing attack to be observed

. ; : Attack P " .
Distribution of Breaches by Attack Phase Summary of breaches per Attack Phase

Teoling » 25.00%
& totol of 3 breaches of 1 moded triggered by 2 unigue devices, Top scoring devices
SAMSUNG-SM-GS28V - 152168 3.188 - O0-aefa: 66566 (53 20%)

Internal Recon » 16.67%
A total of 2 beeaches of 2 different models triggered by 2 unsque devices. Top scoring devices:
1 -eslepkawerid-vu.net - 192.168.27 89 - 1e4d70:21:34:08 (49 20%)

Lateral Movement = 16,67%

A total of 2 breaches of 2 different models triggered by 2 unique devices. Top scoring devices:
11-eslepka world vi.ned - 192,168 2785 + Teodd T0:21:34:05 (49 20%)

Egress = 41.67%

Afotal of 5 beeaches of 5 different models triggered by 5 unique devices. Top sconing devices:
US00Z07778 - T92.166.0.12 - eB:b1:feb4:5e2b {711.90%)

16.7% - Lateral Movement

25.0% « Tooling

ROI

ROl is difficult to quantify so you should look at it as an insurance policy. While typically expensive, you
should weigh the pro’s and con’s and consider the consequences of not have such a tool. Depending on
the severity, data breaches can cost you millions, destroy your reputation or even bankruptcy.

FOR CONSIDERATION

e Constant network monitoring without requiring your own NOC or additional headcount
e Through Managed Services, you can leverage their experience and expertise

e Savings through reduced headcount

e Mitigate damage

CLOSING

In closing, as advanced malware and attacks become more dangerous to modern computing
infrastructure, defenses required include physical, structural and best practice defenses to combat threat
vectors to preserve ICT assets. With the emergence of cloud and malware defense available in the cloud,
the transfer of risk can be quantified to support security and investment decisions regarding network
governance, risk and risk tolerance which will be the driving force to determine a blueprint for the future.

1 e
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CIS #9: Limitation and Control of Network Ports Protocols,
and Services

Bad actors are in a constant state of war with all of us. Time and time again we read about malicious
hacks that cause business disruption, data theft or worse. Statistically, bad actors gain access to
internal networks and maintain persistence in these networks for months and quite possibly years
before they are detected. How do they get access to our networks? How do they stay in our networks
for so long? How do they go undetected?

The control of network traffic is one of the most effective methods that you can implement to protect
your organization’s infrastructure. In most cases, the cost of the firewall or UTM has already been
invested in, there is a minimal cost (mainly consisting of man hours) for enhancing its operational
configuration.

Changing hearts and minds and instilling a culture of Security is sometimes a very daunting
proposition. Ease of use is the Achilles’ Heel of the network administrator and the bad actors know it.
It is easier to capitulate to end user push-back rather than implement proper security controls.

IT people are fully entrenched in the Accessibility portion of the CIA Triad. They live and die by uptime.
Not too long ago, a firewall was the main control used to stop traffic from the Internet into our internal
networks. The controls mainly consisted of port blocking.

Fast forward to 2019 these rudimentary controls, by themselves, are no longer as effective and a
different mindset is needed to combat the ever-changing threat landscape that affects our Information
Security posture. The segmentation networks help reduce the east-west traffic in the network. It also
gives an additional layer of network security by examining traffic to and from the server network. In
addition, it is recommended that Building Automation systems, Cameras and Access Control systems
reside on a segmented and fire-walled network. Traffic is controlled and monitored Malicious traffic
would potentially be halted and legitimate traffic would be allowed to pass to legitimate hosts.

The control of network traffic flow is vital to an organization’s holistic Information Security program.
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CIS #9.1: Associate Active Ports, Services and Protocols to Asset
Inventory

MAPPING THE CIS V7.1 Control #9 Sub-Control 1 TO THE CYBER SECURITY FRAMEWORK

cis CIS Sub- |\ ot Type Security Description NIST CSF Subcategory Name

Controh Conlrob ] Functior: el =

9 Limitation and Control of Network Ports, Protocols, and Services

Manage ( the ongoing op use of ports, p , and services on networked devices
in order to minimi: of il ilable to

Associate Active Ports, Services |Associate active ports, services and protocols to the hardware assets in the asset

9 o1 Devices dentify and Protocols to Asset Inventory |inventory.

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #9 Sub-Control 1 as follows:
e  CSF Function: Identify
o CSF Category:
e CSF Category Identifier:
o CSF Control: Associate Active Ports, Services and Protocols to Asset Inventory
e (Category: 2 - Foundational

It is imperative that all legitimate ports and protocols that are necessary for applications and services
are associated with the organization’s hardware and software inventory.

This process begins with CIS 1 and CIS 2. An updated and accurate inventory of all authorized hardware
and software assets needs to be performed. Then, the ports and protocols for each application or
service can be mapped to each individual host.

CIS #9.2: Ensure Only Approved Ports, Protocols and Services Are
Running

MAPPING THE CIS V7.1 Control #9 Sub-Control 2 TO THE CYBER SECURITY FRAMEWORK

@B EBE: Asset Type LY Description NIST CSF Subcategory Name

=2 Functiolb

Conmk Controh

9 Limitation and Control of Network Ports, Protocols, and Services

Manage ( the ongoing op: i use of ports, pi , and services on networked devices
in order to minimi; i of ilit ilable to

Ensure Only Approved Ports,
Protocols and Services Are
Running

A baseline cor ion of i i industrial control systems is created
and maintained incorporating security principles (e.g. concept of least functionality)

Ensure that only network ports, protocols, and services listening on a system with

validated business needs are running on each system. PR.IP-1

9 ‘ 9.2 Protect

Devices

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #9 Sub-Control 2 as follows:

e CSF Function: Protect

e CSF Category: Information Protection Processes and Procedures

e CSF Category Identifier: PR.IP-1

o CSF Control: A baseline configuration of information technology/industrial control

systems is created and maintained incorporating security principles (e.g. concept of least
functionality)

e (Category: 2 - Foundational

L || |]
PSA CYBERSECURITY COMMITTEE 74



CIS CONTROLS

Ensure that only network ports, protocols, and services listening on a system with validated business
needs are running on each system. It is quite common for an installed application to open ports that
are not entirely necessary for the operation of the application.

All unnecessary ports and protocols should then be disabled.
The detection of these ports and protocols can performed by using port scans and by querying the local

operating system. Netstat is a common tool to determine which local ports listening for connections or
are already connected to local or remote connections.
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CIS #9.3: Perform Automated Port Scans Against All Key
Components in the Network

MAPPING THE CIS V7.1 Control #9 Sub-Control 3 TO THE CYBER SECURITY FRAMEWORK

SIS IS Sube Asset Type Secu[lty Description NIST CSF Subcategory Name
Controh Controh = Functnolh
9 Limitation and Control of Network Ports, Protocols, and Services
Manage ( the ongoing op: i use of ports, protocols, and services on networked devices
in order to minimi: i of ilit ilable to 3

Perform Regular Automated Port|
Scans

Perform automated port scans on a regular basis against all systems and alert if

Detect N
etec unauthorized ports are detected on a system.

Vulnerability scans are performed

9 | 9.3 ‘ Devices |DE.CM—8

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #9 Sub-Control 3 as follows:
e CSF Function: Detect

o CSF Category: Security Continuous Monitoring
e CSF Category ldentifier: DE.CM-8

o CSF Control: Vulnerability scans are performed
e Category: 2 - Foundational
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Perform automated scans of mission critical devices on your network. The information received from this
scan will determine which ports are open on a particular host. Unusual ports or ports that are not
assigned to the function of the device may indicated that a compromise has occurred.

Automated port scans of your internal network may alert you to the presence of an attacker on your
network. It may be a tell-tale sign of an intrusion if non-standard ports are discovered. Automated port
scans can be performed with open source tools such as OpenVAS. There are also many commercially
available products available for a fee such as Nessus, Retina and Nexpose to name a few.

Nmap is an extremely useful and powerful tool to determine the accessibility to ports on remote systems.
Nmap is available for both Windows and Linux distributions. Zenmap is a Graphical version of Nmap. It is
a multi-platform application that works on Linux, Windows, Mac OS X and BSD.

This can be used for “spot checking” hosts or can be used to scan an entire network.

Below is an example of a Nmap scan for an entire small network

[+ C:\Windows \system32\cmd.exe

sUserssmatthoehm.CH3INC>nmap —-T4 —-Pn 192.168.108.8.-24
[Etarting Mmap 7.78 ( https://nmap.org > at 2818-12-31 15:11 Eastern Standard Tim

map scan report for 192_168_1608.99

ost is up (A.BBs latencyl.

ot shown: 996 filtered ports

[PORT STATE SERVICE

BAtcp open http

Hi3-/tcp closed ident

443 -tcp open https

41/tcp open uucp—rlogin

AC Address: B8:5B:BE:4B:C?:82 (Fortinet)

map scan report for 192.168.188.118
ozt iz up (BW.BA23s latencyl.
ot shown: 998 filtered ports
' STATE SERVICE
open ssh
631 tcp closed ipp
AC Address: A4:4C:CB:34:@7:AB (Dell>

map scan veport for 192 _168.180.111
ost is up (A.BAlls latency>.
ot shouwn: 294 closed ports
PORT STATE SERVICE
BA-tcp open http
4 open https
open printer
open i

ipp
9 open Jjetdirect

LEABAtcp open ibm—db2

AC Address: 1G:7?D:22:B0B:17:69 (Fuji Rerox)

map scan report for 192.168B.108.112
ost is up (A.BB76s latencyl.
: 999 closed ports
STATE SERVICE

h
:12:3F:56:22:97 (Dell>

map scan report for 192.168.1608.113
ost is up (A.BBs latencyl.
ot shown: 991 closed ports
PORT STATE SERVICE
open  msrpc
open nethios—ssn
open mic ft—ds
open MNFS—or-11I8
open LESA—or—nterm
open II§
open unknouwn
open ms—lsa
[5357/tcp open wsdapi

map done: 256 IP addresses (& hosts up? scanned in 18.64 seconds
Userssmatthoehm.CH3INCS
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This is an example of the same scan using Zenmap.
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CIS #9.4: Apply Host-based Firewalls or Port Filtering Tools

MAPPING THE CIS V7.1 Control #9 Sub-Control 4 TO THE CYBER SECURITY FRAMEWORK

cis CIS Sub-

Security e
Controh Controh Asset Type- Functiorh Description NIST CSF Subcategory Name
9 Limitation and Control of Network Ports, Protocols, and Services
Manage ( the ongoing use of ports, p , and services on networked devices
in order to minimi of ility ilable to
9 94 Devices Protect | Apply Host-Based Firewalls or | Apply host-based firewalls or port filtering tools on end systems, with a default-deny rule PR.IP-1 A baseline ion of i i ial control systems is created
: Port Filtering that drops all traffic except those services and ports that are explicitly allowed. : and maintail i ing security principles (e.g. concept of least functionality)

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #9 Sub-Control 4 as follows:
e CSF Function: Protect

CSF Category: Information Protection Processes and Procedures

e CSF Category Identifier: PR.IP-1
o CSF Control: A baseline configuration of information technology/industrial control
systems is created and maintained incorporating security principles (e.g. concept of least
functionality)
[ ]

Category: 2 - Foundational

A host-based firewall will allow any necessary business-related traffic to and from your Workstations
and Servers while blocking any traffic that is not needed.

Restrict which ports hosts on your network use to communicate with your critical business processes.

This can be done through the configuration of Windows Firewall locally or by group policy or the
installation of a third-party host-based firewall solution.
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CIS #9.5: Implement Application Firewalls

MAPPING THE CIS V7.1 Control #9 Sub-Control 5 TO THE CYBER SECURITY FRAMEWORK

o BRI g SN Description NIST CSF Subcategory Name
Controh Conlroh a Func!lmh =

9 Limitation and Control of Network Ports, Protocols, and Services

Manage ( the ongoing op i use of ports, proti , and services on networked devices

in order to minimi i of ilit ilable to

I~ . " " . A baseline ion of i { ial control systems is created
9 9.5 Devices Protect |Implement Application Firewalls P'?“’ application firewalls in fronl. of any critical servers to verify and validate the traffic PR.IP-1 and maintained incorporating security principles (e.g. concept of least functionality)
going to the server. Any unauthorized traffic should be blocked and logged. . y P~
systems to provide only essential capabilities

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #9 Sub-Control 5 as follows:

CSF Function: Protect

CSF Category: Information Protection Processes and Procedures

CSF Category Identifier: PR.IP-1

o CSF Control: A baseline configuration of information technology/industrial control

systems is created and maintained incorporating security principles (e.g. concept of least
functionality)

Category: 2 - Foundational

Place application firewalls in front of critical servers to verify and validate the traffic going to the server.
This includes performing micro-segmentation between your servers and workstations in your
production environment.

If your server is visible on the Internet and is critical for a business purpose it must be protected. Place
the server in a DMZ, Harden the operating system, and Implement an Application Firewall to allow for
Intrusion Detection and Prevention. In addition, diligently patch the operating system and ANY
application components that reside on the server.

Segmenting networks helps reduce the east-west traffic in the network. It also gives and additional
layer of network security by examining traffic to and from the server network. In addition, it is
recommended that BAS, Camera and Access Control systems reside on a segmented and fire walled
network. Traffic is controlled, monitored and malicious traffic could potentially be halted while allowing
legitimate traffic to pass to legitimate intended targets.

If access to the server is not needed from the Internet, move the server to an internal network that is
behind your firewall.
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CIS #10: Data Recover

THIS PAPER PROVIDES AN EXAMPLE OF AN IMPLEMENTATION OF THE CENTER FOR
INTERNET SECURITY (CIS) CRITICAL SECURITY CONTROL (CIS) #10.

CIS #10.1: Back to the Future — Data Recover Strategy

MAPPING THE CIS V7.1 Control #10 Sub-Control 1 TO THE CYBER SECURITY FRAMEWORK

CIs CIS Sub- Security

Asset Type Description NIST CSF Subcategory Name

Controb Conlrob = Functiorb el =

10 Data Recovery Capabilities

The processes and tools used to properly back up critical information with a proven methodology for timely

recovery of it.
Ensure that all system data is automatically backed up on a regular basis. | PR.IP-4 Backups of information are conducted, maintained, and tested

0 | 101 ‘ Data | Protect megularmtomated
The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #10 Sub-Control 1 as follows:
e CSF Function: Protect
e CSF Category: Information Protection Processes and Procedures
e CSF Category Identifier: PR.IP-4
o CSF Control: Backups of information are conducted, maintained, and tested
e Category: 2 - Foundational

Critical Security Control #10 is a foundational control that prescribes for processes and tools used to
properly back up critical information with a proven methodology for timely recovery of it. CIS #10 is
composed of 1 sub control that address the activities for backups of information that are conducted,
maintained, and tested periodically. This sub control must be implemented to fully realize the cyber
security vulnerability mitigation intended by CIS #10. This paper will walk through the essentials of CIS#
10, sub control 10.1.

BACKGROUND

When attackers compromise machines, they often make significant changes to configurations and
software. Sometimes attackers also make subtle alterations of data stored on compromised machines,
potentially jeopardizing organizational effectiveness with polluted information. When the attackers are
discovered, it can be extremely difficult for organizations without a trustworthy data recovery capability
to remove all aspects of the attacker’s presence on the machine. Data backup and recovery is critical
given there can be several instances beyond an attack that requires data to be recovered. Therefore, it
is critically important to have a solid data recovery capability in place tested and maintained on a regular
basis.
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MAPPING THE CIS #10 TO THE CYBER SECURITY FRAMEWORK

DATA RECOVER PLAN —KEY STRATEGIC POINTS
1. Ensure Regular Automated Backups
a. Ensure that all system data is automatically backed up on a regular basis
2. Perform Complete System Backups
a. Ensure that all the organization’s key systems are backed up as a complete system, through
processes such as imaging, to enable the quick recovery of an entire system.
3. Test Data on Backup Media
a. Test data integrity on backup media on a regular basis by performing a data restoration process
to ensure that the backup is properly working.
4. Protect Backups
a. Ensure that backups are properly protected via physical security or encryption when they are
stored, as well as when they are moved across the network. This includes remote backups and
cloud services.
5. Ensure Backups Have At least One Non-Continuously Addressable Destination
a. Ensure that all backups have at least one backup destination that is not continuously addressable
through operating system calls.

PROCEDURES & TOOLS

Once per quarter (or whenever new backup equipment is purchased), a testing team should evaluate a
random sample of system backups by attempting to restore them on a test bed environment. The
restored systems should be verified to ensure that the operating system, application, and data from the
backup are all intact and functional. In the event of malware infection, restoration procedures should
use a version of the backup that is believed to predate the original infection.
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TYPICAL BACKUP AND DISASTER RECOVERY MODEL
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TIPS AND INDUSTRY EXPERT ADVICE

e Ensure that all system data is automatically backed up on regular basis.

e Ensure that each of the organization's key systems are backed up as a complete system, through
processes such as imaging, to enable the quick recovery of an entire system.

e Make sure your data is encrypted, in motion, and protected in all ways possible.

e Think quicker recovery time and not quicker backup time

e Maintain sufficient back up history

e Back up essential data AND applications

e Have off site and or online backup

e Fix broken access controls on file servers

e Always test restores of data on a scheduled basis and when any new software or hardware is
implemented in the backup and recovery process

e Establish a File Organization Standard. Organization is key. Determine Which Files Need to Be
Preserved. Once you have organized your files, determine which ones are important.

e Automate your backup procedures.

A good backup plan includes the whole network, not just data

"We all appreciate the importance of backing up our data, but a backup plan for the network is usually

given less thought. The question is not whether your business will lose Internet connectivity, it's when. In

some areas Internet connectivity can experience service disruption up to several times a month, which

exposes businesses to risks of lost revenue, reduced productivity and customer experience issues. One

possible solution is upgrading to a more robust wired connection, but it’s expensive and still susceptible

to outages and service disruption. An alternative option is to bridge the inevitable gap with wireless WAN
1
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failover, which is quick and easy to deploy. There are few businesses that can afford to take the risk of
network connections failing, so organizations need to place a priority on backing up their network.” Ken
Hosac, VP of loT strategy and business development, Cradlepoint

Data backup should be done early, often, and not too close

“Backing up business critical data is more complex than many people realize which may be why backup
and disaster recovery plans fall apart in the hour of need. World Backup Day is an important reminder of
this reality, and many fall short with a few common missteps. The closer your backup is to the primary
data, the more likely it is to suffer the same fate as your primary data. Additionally, performing backups
as frequently as possible often falls by the wayside of priorities, but this is a very effective way to prevent
data loss. Lastly, while emphasis is frequently on the recovery point of when your last backup was taken,
recovery time is just as important. The bottom line is that we all need to take some time to review
backup plans and find out if you need to be doing more to prevent the next data loss event lurking
around the corner.” Jason Collier, co-founder, Scale Computing

Backup systems should be scalable to keep pace with data growth

“Data has become an integral component of our personal and professional lives, from mission-critical
business information to personal photos and videos, with an estimated 1.8 zettabytes of data generated
per year. So, it’s surprising that only four in ten companies have a fully documented disaster recovery
plan in place, and 30 percent of respondents have never backed up their data. On World Backup Day, we
are all reminded of the importance on implementing a disaster recovery and backup strategy that is
secure, compliant and scalable to respond to challenging data protection demands. DRaa$ solutions also
use scalable infrastructure, allowing virtual access of assets with little or no hardware and software
expenditures. Data backups are an essential aspect of any disaster recovery plan, because it’s always
better to be prepared before a disaster strikes.” Matt VanderZwaag, director of product development, US
Signal

Archived storage adds an extra layer of peace-of-mind

“In 2018 backup and data recovery is critical, and it's not enough for it to simply, well, back up. Evolved
options like archive storage solutions can help to eliminate data loss as well as provide added layers of
security from tampering, corruption and ransomware — business necessities in today’s threat landscape.
Archive storage can also help drive cost and performance benefits by allowing for greater long-term
retention of data. A fully comprehensive data backup strategy should include business continuity, data
protection and enhanced security features on top of fast and efficient storage.” Gary Watson, chief
technology officer and founder, Nexsan

Backup systems should be top-of-mind at budget time<br/>

“World Backup Day is a good time to remember to not overlook backup and disaster recovery plans as
you budget for your primary datacenter. All flash is becoming a commoditized market and prices are
dropping so there’s no need to overspend in this area. The deals are out there, but organizations will
have to work harder than ever to know if they’re truly getting the best deal for the long run on primary
storage, which can ultimately free up funds for backup and support solutions.” Bill Miller, chief executive
officer, X-10 Storage
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Digital transformation makes data backup more challenging, and critical

“For many, World Backup Day probably evokes thoughts of ‘gold copies’ stashed away in a safe place
waiting to be retrieved when something goes wrong. However, this simplistic example belies the fact that
solutions for these situations are often complex and painful to execute, particularly at the enterprise
level as many organizations are undergoing major IT transformations. The truth is that planned and
unplanned disruptions are only on the rise, sometimes because of the adoption and innovation of the
latest technology. The convergence of these factors will require businesses to look outside traditional
backup capabilities and develop an IT resilience strategy that’s up to the many challenges of digital
transformation. When these capabilities come together, businesses will have an IT resilience strategy to
protect their infrastructure and reputation, and also enable innovation and transformation.” Rob
Strechay, senior vice president of product, Zerto

With backups being a screenshot of the past, it's merely impossible to know when you’ll need to
recover in the time of crisis. It's even more difficult to guarantee that if after a disaster hits that you'll
be able to get the business back operational as expected after data is successfully recovered. In the
previous section it explains the importance of backing up the whole network and not just server data.
You need to know what to focus on when securing data, backing it up, and restoring it successfully to
support DRP/BCP organization goals

Here's a few points to add to your considerations when implementing or improving a data recovery
program

e Type of data - Organizations must fully understand and comply with GDPR (General Data
Protection Regulation) and CCPA (California Consumer Policy Act) rules. You would need to
ensure that the data being backed up follows state and government / country laws.

GDPR

Appeoweil by £U Patlisment in 206
Enfosced e May I3 2018

e Recovery Performance - RTO (Recovery Time Objective) and RPO (Recovery Point Objective) are
two metrics organizations consider when implementing a disaster recovery plan. Businesses
need to know what their tolerance is for being ‘offline’. The tolerance and legal obligations will
drive the level of investment required to meet those requirements. The return on these
investments can be measured through recovery time and recovery points.
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Last Viable Disaster All Functionality
Restore Point Strikes Recovered

l |

RPO RTO
Recovery Point Recovery Time
Objective Objective

o “Asransomware becomes increasingly sophisticated, successful attacks are more
prevalent. To respond quickly, enterprises are adopting a holistic ransomware response
strategy. The introduction of Polaris Radar to our SaaS platform has expanded upon
that idea to accelerate recovery from ransomware with minimal business disruption
and data loss.” Chris Wahl, chief technologist, Rubrik Blog

CIS #11: Secure Configuration for Network Devices, such

as Firewalls, Routers and Switches

CYBER SECURITY CONTROL #11: SECURE CONFIGURATION FOR NETWORK DEVICES, SUCH AS FIREWALLS, ROUTERS
AND SWITCHES

Establish, implement, and actively manage (track, report on, correct) the security configuration of
network infrastructure devices using a rigorous configuration management and change control process
in order to prevent attackers from exploiting vulnerable services and settings.

Factory Defaults

It is extremely important to understand that most, if not all, network devices are shipped from the
factory with some default configurations. Common Default Configurations consist of:

e Default Usernames

e Passwords

e Network Configurations
e Unneeded Protocols

These default settings are usually common knowledge and can be easily found by doing an Internet
Search.

If left unchanged, these default settings provide for an easy and quick method for bad actors to gain
control of your network. These settings may also allow for an attacker to maintain persistence on your
network undetected.
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CIS# 11.1 Baseline configuration should be well
documented and reviewed. Should follow Organization's

Configuration Policy.
MAPPING THE CIS V7.1 Control #11 Sub-Control 1 TO THE CYBER SECURITY FRAMEWORK

¢ CBENLE- Asset Type SocPHty Description NIST CSF Subcategory Name

Functio!
[} -] = [}

Controh Con!roh

1 Secure Configuration for Network Devices, such as Firewalls, Routers and Switches

Establish, implement, and actively manage (track, report on, correct) the security configuration of network

infrastructure devices using a rigorous configuration management and change control process in order to prevent
from itil services and settings.

Maintain Standard Security

Configurations for Network

Devices

Maintain standard, documented security configuration standards for all authorized network
devices.

A baseline cor ion of i i industrial control systems is created
and maintained incorporating security principles (e.g. concept of least functionality)

Network Identify PR.IP-1

11 ‘ 111

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #11 Sub-Control 1 as follows:
CSF Function: Protect
CSF Category: Information Protection Processes and Procedures
CSF Category Identifier: PR.IP-1
o A baseline configuration of information technology/industrial control systems is created
and maintained incorporating security principles (e.g. concept of least functionality)
Category: 2 - Foundational

Document all the current configurations that exist on network devices. All configuration should be
required to adhere to the organization’s configuration policy. All initial configurations should be
reviewed and audited and any deviations from accepted policy should be documented.

A Baseline Configuration policy is usually a checklist of tasks to be performed for example:

Install all network devices in physically secure locations.

Change default passwords.

Update firmware

Use secure protocols such as SSH and TLS to manage/administer devices
Use strong encryption

Disable any unused interfaces

Synchronize time to a Network Time Protocol Server

Disable any unneeded administrative accounts

Enable password policies

Configure auditing and logging

Restrict access to authorized devices only

Disable all non-secure (deprecated) protocols such as telnet, ftp

Disable unneeded protocols. If you do not use SNMP in your environment, for example, disable it if
enabled by default.

Checklist items may be added and deleted depending on your organization’s requirements.
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CIS# 11.2 Changes to the initial baseline configuration
must follow the Organization’s Change Management

policy.

MAPPING THE CIS V7.1 Control #11 Sub-Control 2 TO THE CYBER SECURITY FRAMEWORK

B EBEn- Asset Type Sl Description NIST CSF Subcategory Name

Functiol
o -] o ]

Controh Con(roh

1 Secure Configuration for Network Devices, such as Firewalls, Routers and Switches

Establish, implement, and actively manage (track, report on, correct) the security configuration of network
infrastructure devices using a rigorous configuration management and change control process in order to prevent
from itil services and settings.

Al configuration rules that allow traffic to flow through network devices should be

11 12 Network dentify Document Traffic Configuration |documented in a configuration management system with a specific business reason for
Rules each rule, a specific individual's name responsible for that business need, and an

expected duration of the need.

ID.AM-3 Organizational communication and data flows are mapped

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #11 Sub-Control 2 as follows:
e  CSF Function: Identify

o CSF Category: Asset Management
e CSF Category Identifier: ID.AM-3

o Organizational communication and data flows are mapped
e (Category: 2 - Foundational

New configuration rules should be documented and reviewed and approved by the proper authority in
accordance the organization’s Change Management Policy prior to implementation.

Sometimes changes on the fly produce unintended consequences and can lead to mistakes and
misconfigurations which can increase the risk of a cyber-attack.

CIS# 11.3 Use automated tools to verify and detect

changes
MAPPING THE CIS V7.1 Control #11 Sub-Control 3 TO THE CYBER SECURITY FRAMEWORK

CcIs CIS Sub- Security

Asset Type Description NIST CSF Subcategory Name

Controh Conlrob = Functiorb = =

1" Secure Configuration for Network Devices, such as Firewalls, Routers and Switches

Establish, implement, and actively manage (track, report on, correct) the security configuration of network
infrastructure devices using a rigorous configuration management and change control process in order to prevent
from itil services and settings.

Use Automated Tools to Verify N . . ) " PR.IP-3 Configuration change control processes are in place
. y Compare all network device configuration against approved security
1 1.3 Network Detect |Standard Device Configurations . . " "
and Detect Changes defined for each network device in use and alert when any deviations are discovered. DE.CM-8 Vulnerability scans are performed

The NIST Cyber Security Framework Version 1.1 (CSF) has 2 Mappings for CIS #11 Sub-Control 3 as
follows:

e CSF Function: Protect

e CSF Category: Information Protection Processes and Procedures

e CSF Category Identifier: PR.IP-3
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o Configuration change control processes are in place
e (Category: 2 - Foundational

e CSF Function: Detect
e CSF Category: Security Continuous Monitoring
e CSF Category Identifier: DE.CM-8
o Vulnerability scans are performed
e Category: 2 - Foundational

The scanning of network devices with commercial automated compliance scanning tools such as Nessus,
Nexpose will detect vulnerabilities in these devices. The Greenbone Community Edition vulnerability
scanner is an open source tool that can be used to detect vulnerabilities that may exist in the network

environment.

All changes must adhere to the organization’s Change Management Policy.

CIS# 11.4 Install the latest stable version of any security-

related updates on all network devices

MAPPING THE CIS V7.1 Control #11 Sub-Control 4 TO THE CYBER SECURITY FRAMEWORK

Cis CIS Sub- Security

Asset Type Description NIST CSF

Subcategory Name

Controh Controh

1 Secure Configuration for Network Devices, such as Firewalls, Routers and Switches

= Functior:

Establish, implement, and actively manage (track, report on, correct) the security configuration of network
infrastructure devices using a rigorous configuration management and change control process in order to prevent
from itis services and settings.

Install the Latest Stable Version
of Any Security-Related Updates |Install the latest stable version of any security-related updates on all network devices.
on All Network Devices

1.4

Network

Protect

PR.IP-1

A baseline

ion of i i ial control systems is created

and maintained incorporating security principles (e.g. concept of least functionality)

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #11 Sub-Control 4 as follows:

e CSF Function: Protect
e CSF Category: Information Protection Processes and Procedures
e CSF Category Identifier: PR.IP-1

o A baseline configuration of information technology/industrial control systems is created
and maintained incorporating security principles (e.g. concept of least functionality)

e Category: 2 - Foundational

Security-related updates, commonly known as patches are updates to device operating systems and
software that mitigate or correct bugs and vulnerabilities as well as introducing new features to devices.
These patches are critical to maintaining a mature security posture. Un-patched, and potentially
vulnerable systems could be used by attackers to gain unauthorized access, maintain persistence and/or

use these devices as pivot points to other network resources.

It is extremely important to implement a patch Management program to allow for timely and efficient

installation of software and firmware updates.

Patches must test to ensure proper operation and must also comply the organization's Change

Management Policy.
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CIS# 11.5 Manage Devices using multi-factor

authentication
MAPPING THE CIS V7.1 Control #11 Sub-Control 5 TO THE CYBER SECURITY FRAMEWORK

o CISss Asset Type Secity Description NIST CSF Subcategory Name

Functiol
] | = =2

Controh Conlroh

1 Secure Configuration for Network Devices, such as Firewalls, Routers and Switches

Establish, implement, and actively manage (track, report on, correct) the security configuration of network

infrastructure devices using a rigorous configuration management and change control process in order to prevent
from itil services and settings.

Manage Network Devices Using

Multi-Factor Authentication and |Manage all network devices using multi-factor authentication and encrypted sessions.

Encrypted Sessions

Users, devices, and other assets are { (e.g., single-factor, i )
commensurate with the risk of the risks) transaction (e.g., individuals’ security and
privacy risks and other organizational

Network Protect PR.AC-7

1 ‘ 1.5

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #11 Sub-Control 5 as follows:
e CSF Function: Protect
e CSF Category: Information Protection Processes and Procedures
e CSF Category Identifier: PR.IP-1
o A baseline configuration of information technology/industrial control systems is created
and maintained incorporating security principles (e.g. concept of least functionality)
e Category: 2 - Foundational

Multi-factor authentication is an authentication practice in which two or more methods are used to
validate and authenticate users. These factors are typically:

e Something you Have
o Hardware Token
o Smartcard
o Smart Phone

e Something you Know
o Password
o Passphrase

e Something you Are
o Biometrics such as Fingerprint, Face, Voice, or Iris

An additional factor that is currently becoming more mainstream is Location Based Authentication.

This type of authentication would be used to control administrative and user access from different
locations in different manners. For example, internal network traffic would have different controls than
traffic coming in from a remote site or VPN.

The addition of Multi-factor authentication to your environment will greatly enhance your information
security posture. If one of the factors is compromised, for example a stolen password, an attacker will
still need an additional factor able to gain access.
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CIS# 11.6 Use a dedicated machine for all administrative

tasks.
MAPPING THE CIS V7.1 Control #11 Sub-Control 6 TO THE CYBER SECURITY FRAMEWORK

cis CIS Sub- Security

Asset Type Description NIST CSF Subcategory Name

Controh Conlrob = Functioh = =

1" Secure Configuration for Network Devices, such as Firewalls, Routers and Switches

Establish, implement, and actively manage (track, report on, correct) the security configuration of network
infrastructure devices using a rigorous configuration management and change control process in order to prevent
from itir services and settings.

’Ensure network engineers use a dedicated machine for all administrative tasks or tasks

1 116 Network Protect Use Dedicated Machines For All |requiring elevated access. This machine shall be segmented from the organization's PR.AC-5

Network Administrative Tasks Network integrity is protected (e.g., network segregation, network segmentation)

primary network and not be allowed Internet access. This machine shall not be used for
reading e-mail, composing documents, or surfing the Internet.

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #11 Sub-Control 6 as follows:
e CSF Function: Protect

e  CSF Category: Identity Management and Access Control
e CSF Category Identifier: PR.AC-5

o Network integrity is protected (e.g., network segregation, network segmentation)
e (Category: 2 - Foundational

A separate workstation should be assigned to each Administrator to be used strictly for the
administrative management of the network infrastructure. This workstation that should not be used for
email, Internet access or any other task that is not related to the administration and configuration of
network devices.

It is desirable that this system’s connection is restricted to the organization's control network(s), is only
accessible locally with no remote access and does not have access to the Internet.
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CIS# 11.7 Use a separate management VLAN with no
connection to production networks for access to networking

devices.
MAPPING THE CIS V7.1 Control #11 Sub-Control 7 TO THE CYBER SECURITY FRAMEWORK

CIs CIS Sub- pasot Type Security

a Functiorb

Description NIST CSF Subcategory Name

Controh Conlroh

1 Secure Configuration for Network Devices, such as Firewalls, Routers and Switches

Establish, implement, and actively manage (track, report on, correct) the security configuration of network
infrastructure devices using a rigorous configuration management and change control process in order to prevent
from itil services and settings.

Manage the network infrastructure across network connections that are separated from
the business use of that network, relying on separate VLANs or, preferably, on entirely PR.AC-5 Network integrity is protected (e.g., network segregation, network segmentation)
different physical connectivity for management sessions for network devices.

Manage Network Infrastructure

" "7 Network Protect Through a Dedicated Network

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #11 Sub-Control 7 as follows:
e CSF Function: Protect
e CSF Category: Identity Management and Access Control
e CSF Category Identifier: PR.AC-5
o Network integrity is protected (e.g., network segregation, network segmentation)
e Category: 2 - Foundational

Network Devices should be configured so that the actual administration can only be performed on a
“control network” that is completely segmented from the organization’s production networks.

This type of network segmentation will reduce the risk of an attacker changing the configuration of your
network devices.

This network should be on a Separate VLAN, that is NOT routable to the production network, and is NOT
connected to the Internet.

In addition to the recommended sub-controls, Network devices must be managed and maintained
periodically to ensure the proper security controls and procedures are in place.

Periodic management of network devices will assist you with discovering misconfigurations, one-off
temporary configurations and mistakes that have been left uncorrected.

Ongoing management of network devices should include Traffic Flow monitoring and log auditing.

It is advisable to periodically review and refresh devices as configurations tend to become dated and less
secure over time. This management plan will also allow for the update of access control rules to
accommodate new access requirements. In addition, an organization will be able to mitigate new and
emerging threats, to check for anomalies and discover inconsistent ruleset configurations.
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CIS #12: Boundary Defense

CYBER SECURITY CONTROL #12 BOUNDARY DEFENSE

Attackers focus on exploiting systems that they can reach across the Internet, including not only DMZ
systems but also workstation and laptop computers that pull content from the Internet through network
boundaries. Threats such as organized crime groups and nation-states use configuration and
architectural weaknesses found on perimeter systems, network devices, and Internet-accessing client
machines to gain initial access into an organization. Then, with a base of operations on these machines,
attackers often pivot to get deeper inside the boundary to steal or change information or to set up a
persistent presence for later attacks against internal hosts. Additionally, many attacks occur between
business partner networks, sometimes referred to as extranets, as attackers hop from one
organization’s network to another, exploiting vulnerable systems on extranet perimeters.

To control the flow of traffic through network borders and police content by looking for attacks and
evidence of compromised machines, boundary defenses should be multilayered, relying on firewalls,
proxies, DMZ perimeter networks, and network based IPS and IDS. It is also critical to filter both inbound
and outbound traffic.

It should be noted that boundary lines between internal and external networks are diminishing because
of increased interconnectivity within and between organizations as well as the rapid rise in deployment
of wireless technologies. These blurring lines sometimes allow attackers to gain access inside networks
while bypassing boundary systems. However, even with this blurring of boundaries, effective security
deployments still rely on carefully configured boundary defenses that separate networks with different
threat levels, sets of users, and levels of control. And despite the blurring of internal and external
networks, effective multi-layered defenses of perimeter networks help lower the

number of successful attacks, allowing security personnel to focus on attackers who have devised
methods to bypass boundary restrictions.

MAPPING THE CIS V7.1 Control #8 AND #12 TO THE CYBER SECURITY FRAMEWORK

The Cyber Security Framework (CSF) has 3 Mappings for CIS #8 and 4 Mappings for CIS #12. Those that

are relevant to this article, but not limited to, are:

e CSF Function: Detect

e CSF Category: Anomalies and Events, Security Continuous Monitoring, Detection Processes

e CSF Category Identifier: DE.AE, DE.CM, DE.DP

e CSF Control: DE.AE-1: A baseline of network operations and expected data flows for users and

systems is established and managed

e CSF Control: DE.AE-3: Event data are aggregated and correlated from multiple sources and sensors

e CSF Control: DE.AE-5: Incident alert thresholds are established

e CSF Control: DE.CM-1: The network is monitored to detect potential cybersecurity events

e CSF Control: DE.CM-3: Personnel activity is monitored to detect potential cybersecurity events

e CSF Control: DE.CM-4: Malicious code is detected

e CSF Control: DE.DP-4: Event detection information is communicated to appropriate parties

e Category: 2 - Foundational
||
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TOOLS TRIED/USED/INVESTIGATED

Darktrace, BluVector, CyberadAPT

SEE CIS #8 FOR FULL SYNOPSIS & MAPPING (PG 67)

CIS #12.6: Deploy Network-Based IDS Sensors

MAPPING THE CIS V7.1 Control #12 Sub-Control 6 TO THE CYBER SECURITY FRAMEWORK

CICC IS Sube Securty Description NIST CSF Subcategory Name

Asset Type .
Contre Contro] Functiol
b "k g """k 2

12 Boundary Defense

D o the flow of il i i of different trust levels with a focus on
security-damaging data.

Deploy Network-Based IDS

Deploy network-based Intrusion Detection Systems (IDS) sensors to look for unusual
Sensors attac

and detect ise of these systems at each of the
organization's network boundaries.

12.6 Network Detect DE.CM-1 The network is monitored to detect potential cybersecurity events

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #12 Sub-Control 6 as follows:
e CSF Function: Detect
o CSF Category: Security Continuous Monitoring
e CSF Category Identifier: DE.CM-1
o The network is monitored to detect potential cybersecurity events
e Category: 2 - Foundational

Intrusion detection system (IDS) software is designed to automatically alert administrators when there is an
attempt by someone or something to compromise an information and communication technology (ICT) system
through malicious activities or through a security policy breach.

An IDS operates by monitoring ICT activity, examining system vulnerabilities, evaluating the integrity of files and
by conducting an analysis of patterns based on already known attacks. In addition, IDS technology monitors the
internet to search for new emerging threats which could result in a future intrusion of an ICT system.

There are three primary components of IDS technology: (Techopedia, 2018)

e Network Intrusion Detection System (NIDS) - This performs analysis for traffic on a whole subnet and will
match to attacks already known in a library of known attacks.

¢ Network Node Intrusion Detection System (NNIDS) - This is similar to NIDS, but the traffic is only monitored
on a single host, not a whole subnet.
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Host Intrusion Detection System (HIDS) - This takes a “picture” of an entire system’s file set and compares it
to a previous picture. If there are significant differences, such as missing files, it alerts the system
administrator.

Topology — IDS Technology Deployment

6 H o Switch Q,Q
Attacker
www
Server '@
Jg— &
Router Firewall IDS Workstations
Node
File
Server

Corporate Network

Figure 1. Placing IDS in a Network

Before deploying IDS technology, understanding network topology and network traffic is key to deployment success.
Marta (2016) cites four areas to consider before deploying an IDS:

How much traffic is expected?

Type of traffic expected?

Quantity of connections between network and internet?
Complexity of network — small, medium, enterprise?

TIP - Initially deploy IDS devices with default rules. This will provide a baseline from which to work when you
adjust IDS settings. Upon deployment, fine-tune the device to ensure that the alerts you see reflect actual and
actionable events. As an example, you can set the event action override to drop packets with a risk rating greater
than 90% because if you have too many events, it quickly becomes difficult to determine which are false positives.
If you have too few, then the IDS is not doing its job and you run the risk of getting false negatives.
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CIS #12.7: Deploy Network-Based Intrusion Prevention Systems

MAPPING THE CIS V7.1 Control #12 Sub-Control 7 TO THE CYBER SECURITY FRAMEWORK

CIs CIS Sub- Security

Controh Controh Asset Type- Functiolh Description - NIST CSF Subcategory Name
12 Boundary Defense
D /pi the flow of i i i of different trust levels with a focus on
security-damaging data.
12 | 127 | Network | Protect |Peploy Network-Based Intrusion [Deploy network-based Intrusion l:—'revennon Systems (IPS) to block malicious network |DE‘ oM ‘The network is monitored to detect potential cybersecurity events
Prevention Systems traffic at each of the organization's network boundaries.

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #12 Sub-Control 7 as follows:
e CSF Function: Detect
o CSF Category: Security Continuous Monitoring
e CSF Category Identifier: DE.CM-1
o The network is monitored to detect potential cybersecurity events
e (Category: 2 - Foundational

An intrusion prevention system (IPS) is technology that monitors a network for malicious activities such as security
threats or policy violations. The main function of an IPS is to identify suspicious activity, log information, attempt
to block the identified activity and report activity to an administrator for review.

Intrusion prevention systems are deployed to function as a security filter for malicious activity. IPS technology can
analyze and take automated action to classify network traffic. Those actions can include alerting administrators,
dropping dangerous packets, blocking traffic coming from the source address(es) of malicious activity, and restarting
connections. One negative aspect of an IPS is the ability through too strict filtering which may hinder network
performance. In the end, the goal of an IPS is to work in real-time identify malicious activity and notify system
administrators while avoiding false positives.
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Topology — IPS Technology Deployment
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Figure 2. Placing IPS in a Normal Network

TIP — When deploying an IPS run in monitor mode until the system is properly tuned. This will result in
functionality as an IDS where the system will identify potential threats but not block the flow of network traffic. In
addition, keep the number of "block" mode rules to a small, finely tuned set to reduce the possibility of false
positive blocks. And lastly, consider using a fail-open device to limit the effect of a device failure on your network.
In the event of an IPS failure, this allows all traffic to continue uninterrupted. While it's a less-secure configuration,
it keeps the network up and running.

Analysis — What is the difference between IDS and an IPS?
By Panda Security

IDS (Intrusion Detection System) and IPS (Intrusion Prevention System) deployments increase the security level of
networks, monitor traffic and inspect and scan packets for suspicious data. Detection in both systems is mainly
based on signatures already detected and recognized — know threats.

The main difference between IDS and IPS is the action they take when an attack is detected in its initial phase
(network scanning and port scanning).

e Intrusion Detection System (IDS) technology provides the network with a level of preventive security against
any suspicious activity. The IDS achieve this objective through early warnings aimed at systems
administrators. However, unlike IPS, it is not designed to block attacks.

e Intrusion Prevention System (IPS) technology is a device that controls access to IT networks to protect systems
from attack and abuse. It is designed to inspect attack data and take the corresponding action, blocking it as it
is developing and before it succeeds.
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Comparative Analysis — What is the difference between IDS, IPS and NGFW Technology?

Firewall technology is somewhat simplistic — function in a networked environment and block unauthorized traffic
while permitting communication. Firewalls reside between a local network and the internet, and ultimately filters
traffic that might be harmful to an ICT system.

Comparing NGFW technology to IDS and IPS platforms, Pritha (2016) draws comparison to a firewall as security
personnel at the gate and IDS technologies as a security camera after the gate. A firewall can block connections,
while an IDS cannot block connection, but can alert any intrusion attempts to a security administrator to act and
evaluate network vulnerabilities. In comparison to IPS deployments, NGFW have greatly advanced and now
combined L3/L4 packet filtering with deep packet inspection in addition to IPS technology.

To understand NGFW capabilities and evaluate against IDS and IPS technologies, Pritha (2016) identifies the Top 9
features of NGFW technology.

1. Application Awareness — NGFW identify, allow, block or limit applications regardless of port, protocol etc.
This provides visibility into unknown & proprietary application within the organization network.

2. Identity Awareness — NGFW supports identity awareness for granular control of applications by specific users,
group of users and machines that the users are using.

3. Centralized Management, Administration, Logging and Reporting - Separate management solution is
available for management, logging and reporting. This tool is also used to export firewall rules set and
configuration. Centralized management provides administrator with security health dashboard to view the
happenings and traffic patterns and associated risks in network in real time.

4. State-full Inspection — NGFW tracks the connections from layer 2 to layer 7 (even layer 8 due to identity
awareness) in contrast with the traditions firewalls which tracks the traffic from layer to layer 4. This
difference allows a lot more control and provides the organizations the ability to have very granular policies.

5. Deep-Packet Inspection - Deep packet inspection (DPI) is one of the prior features of next-generation firewall
(NGFW). DPI can rapidly identify and then block Trojans, viruses, spam, intrusion attempts and any other
violations of normal protocol communications.

6. Integrated IPS - In an environment where a traditional firewall is deployed, it is common to see an IDS or IPS
deployed. With a NGFW technology the IPS or IDS appliance is fully integrated. It can be activated and de-
activated when required. The IPS functionality itself is the same as it was with a separate appliance; the main
difference is in the performance and accessibility of the information from all layers of traffic.

7. Able to monitor SSL or other encrypted traffic — NGFW technology can monitor SSL and HTTP tunneled
traffic flows. To secure encrypted traffic, the NGFW supports all inbound and outbound SSL decryption
capabilities. This helps organizations identify and prevent threats and malware in encrypted network
streams.

8. Integration with other security solutions — NGFW is capable with integrating with other security solutions
such as SIEM tools, reporting tool, two factor authentication systems etc. This enhances the overall capability
of security systems of an organization.
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9. Inbuilt Antivirus and Anti-Bot solution - NGFW technologies have an inbuilt antivirus engine and able to
inspect https traffic on in real-time for infected files. These protections are available for protocols like HTTP,
HTTPS, FTP, POP3, SMTP, SMB etc. They are also capable of identifying malware coming from incoming file
and malwares downloaded from internet.

Why is this control important?

Even the most secured networks can be susceptible from un-trained employees who lack good cyber-hygiene.
Ultimately, people are an organization’s greatest weakness when it comes to protecting itself from attack. People
are who install security software, schedule security patches, enforce internal policies, or receive phishing emails
are at risk. Proper security awareness, or cyber-hygiene, is an organization-wide requirement. Everyone has their
own responsibility to protect themselves and the company from outside attacks. Non-technical personnel must be
aware of social engineering attacks and how to spot them. System administrators must be aware of vulnerabilities
in their system and how to fix them. And IT-operations personnel must be aware of the security implications
involving who and what is on the network.

Physical security integrators face a unique risk because of their access to larger corporations’ networks. Many
attackers are choosing to target vendors with the goal of gaining access to the bigger clients of said vendor.
Integrators often have hundreds of end users connecting to clients’ networks daily. Because of this, its crucial
integrators have a proper employee training and awareness program implemented to protect both themselves
and their clients from attackers.

An effective training and awareness program will consist of multiple elements:
EDUCATION

Naivety and a lack of knowledge are two of the primary reasons personnel fall victim to attacks. The education
component must teach users why they are targets, how attackers target them, and the implications for both
themselves and organizations if falling victim. Showing organization-wide implications is particularly important
since many cybersecurity policies are viewed as “cumbersome” or

“ridiculous”. An education program must show every individual person why these policies must be followed, as
well as the role each person plays in protecting the organization.

-Security Software. Many high-risk actions by users such as storing password on notes or visiting dangerous
websites while on an organization-provided device can be prevented by software.

e Password managers allow users to store thousands of passwords inside a digital “vault.” Thus, preventing the
need to write down passwords on paper. Password managers are particularly useful for integrators because
often many technicians will use the same credentials to access a client’s network. Instead of emailing
passwords, another high-risk action, certain password managers allow users to share passwords with other
users through an encrypted connection.

e Internet traffic blockers are also a very important software organizations can utilize to better protect users
from visiting malicious websites.

e Email security software should be utilized by any organization, no matter the size. Email is the number one
method used by attackers against a company. Email security software varies greatly by product, but a basic
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one should include scanning attachments and URLs for malicious content, encryption for all emails sent and
received, virus scanning, and spam protection.

TRAINING

Education combined with training is the best strategy for employees to improve their cybersecurity awareness.
Employees must be given the ability to implement the cyber-hygiene education they received. Training is crucial
for employees to fully retain what they have learned, and it is a necessary element of any security training and
awareness program. A proper training program should:

e Be part of new employee on boarding. From Day 1, employees should be receiving cybersecurity training

e Be continuous and always evolving. New threats emerge every day, so a training program should always be
changing allowing employees to be up to date.

e Involve a learning management system that is fun and engaging for existing employees.

e Put more emphasis on where employees have improved instead of where they failed. Recognition of
improvement is crucial to get employees to support the organization’s cybersecurity goals.

e Be tailored to each individual’s role inside the organization. HR personnel will face different attacks than C-
suite executives. Social engineering attacks are personalized for a specific person, so each employee must be
able to recognize the types of attacks they are most likely to see.

e Involves periodic testing. Testing is important for employees to put their training to practical use. Having real-
life examples to compare to will help when an employee is faced with an actual attack.

It’s important to not only continually train employees, but also continually reward and recognize them for
improvement. If an employee spots a phishing email, notify the whole company about their accomplishment.
Showing employees first-hand how they protected the company from attack will encourage them to continually
improve their cyber-awareness. Since cybersecurity is an everchanging landscape, its crucial for employees to be
aware of the most recent threats and how to protect themselves. An effective training program will include new
and emerging threats.

The above actions outline important and crucial elements of an effective cybersecurity awareness training
program. When implementing such a program, it is very important to think of cybersecurity as both a technical
and human problem. Technical solutions and protocols can only provide so much protection. Ultimately, people
are the weakest link when it comes to cybersecurity. Organizations must promote good cyber-hygiene and provide
employees with the education and training needed to improve their cybersecurity awareness.

CONCLUSION

With the continued advancement of threats aimed at global ICT systems, advanced training and awareness are a
foundational requirement before the deployment of layers of security considering IDS, IPS and NGFW technologies.
This paper concludes while IDS and IPS technology deployments have historically offered protective security
programs over ICT systems, NGFW technology offers more robust options while converging technologies to manage
a security technology program.

While IDS and IPS technologies in practice have and will continue to subside to NGFW technologies, NGFW
deployments will in time give-way to the advancement of cloud hosted security Software as a Service (Saa$)
platforms. In totality — the consensus is the deployment of IDS, IPS and NGFW technologies will recede due to the
explosive expansion of cloud-hosted and security SaaS platforms. Supporting this position, Plato (2018) identifies
||
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four possible positions that outline the projection of on-premise security technology deployments; 1) network
perimeter is gone, 2) NGFW are not designed for cloud architecture, 3) cloud and SaaS providers can offer better

capabilities for fractional cost, and 4) security breaches cannot necessarily be prevented from deployment of IDS,
IPS or NGFW technologies.

In the end, with the vast advancement of cloud hosted SaaS technologies and the exponential growth of cloud

computing the most likely future for Intrusion Detection Systems (IDS), Intrusion Prevention Systems (IPS) and
Next Generation Firewalls (NGFW) — Rest in Peace...
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CIS #14: Controlled Access Based on Need to Know

CIS Control 14 is defined as “The processes and tools used to track/control/prevent/correct secure access to
critical assets (e.g. information, resources, systems) according to the formal determination of which persons,
computers, and applications have a need and right to access these critical assets based on an approved
classification.

CIS #14.1: Segment the Network Based on Sensitivity
MAPPING THE CIS V7.1 Control #14 Sub-Control 1 TO THE CYBER SECURITY FRAMEWORK

14 Controlled Access Based on the Need to Know

The processes and tools used to track/control/prevent/correct secure access to critical assets (e.g., information,
, ing to the formal ination of which persons, computers, and applications have a
need and right to access these critical assets based on an approved classification.

Segment the network based on the label or classification level of the information stored on
the servers, locate all sensitive information on separated Virtual Local Area Networks
(VLANS).

141 Network Protect Segrv,er?l the Network Based on
Sensitivity

PR.AC-5

Network integrity is protected (e.g., network segregation, network segmentation)

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #14 Sub-Control 1 as
follows:
e CSF Function: Protect
e  CSF Category: Identity Management and Access Control
e CSF Category Identifier: PR.AC-5
o Network integrity is protected (e.g., network segregation, network segmentation)
e (Category: 2 - Foundational

The first step in being able to control your data is to create a security policy. You can find resources on the PSA
Security website www.psasecurity.com/resources/tools. Under the Cybersecurity tools follow the link to
Information Security Policy Templates. This will take you to www.sans.org/security-resources/policies where
you will find templates for various security policies.

The security policy should define how to classify or label your data as well as what level of protection should be
applied based on that classification. When labeling the data, the value of the data to the organization or owner
must be determined. Ultimately the goal is to protect the confidentiality and integrity of the data.
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The Federal Government has clearly defined labels that get applied to all their data. Those being Top Secret,
Secret, Confidential, Sensitive by Unclassified and Unclassified. Each classification is based on the potential
damage to National Security the information could pose in the wrong hands. For more information on these
classification levels you can visit this link

https://en.wikipedia.org/wiki/Classified information in the United States

Unclassified

In the private sector, there is not one standard for classifying data. Many examples exist of classification
schemes. An example of a classification scheme could be Confidential, Private, Sensitive and Public. The
classifications you choose should be documented in your security policy and should reflect the value of the data
to your organization.

You will also want to segment your network based on your data classifications. This can be done using Virtual
Local Area Networks otherwise known as VLANs. Within a network, you may have several VLANs. A VLAN is a
logical grouping of network resources and access to each VLAN can be specified and controlled.

At a minimum, you will want to segment data that is public from data that is private. Your company may have a
customer portal or website where data is available to the public.

This data should be segmented away from your private data on your internal network. Likewise, within your
internal network, you may need to segment data further based on its classification.

All employees may need access to common data, while sensitive data such as financial information and Human
Resources documents may be restricted based on an employee’s role within your organization. Likewise, it is a
good practice to segment the management of your data and network to a VLAN that is only accessible to
employees responsible for that management.
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You may also need to segment your customer’s data. Customer data may be sensitive in nature. Not all
employees should have access to Customer data. This access should be given based on Need to Know and valid
permission to access the data. Contract requirements may dictate that you have a separate VLAN for a
customer’s data.

Careful planning should go into the development of your security policy, data classification and network
segmentation to ensure data is protected appropriately.

CIS #14.4: Encrypt All Sensitive Information in Transit & 14.8 Encrypt

Sensitive Information at Rest
MAPPING THE CIS V7.1 Control #14 Sub-Control 1 TO THE CYBER SECURITY FRAMEWORK

14 Controlled Access Based on the Need to Know

The processes and tools used to track/control/prevent/correct secure access to critical assets (e.g., information,
, ing to the formal ination of which persons, computers, and applications have a
need and right to access these critical assets based on an approved classification.

Encrypt All Sensitive Information

. y Data-in-transit is protected
in Transit

14 ‘ 14.4 ‘ Data ‘ Protect

Encrypt all sensitive information in transit. ‘PR.DS-Z

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #14 Sub-Control 4 as
follows:
e CSF Function: Protect
o CSF Category: Data Security
e CSF Category Identifier: PR.DS-2
o Data-in-transit is protected
e Category: 2 - Foundational

Additional protection can be achieved by using encryption. Encryption uses algorithms to make the data
undecipherable without the encryption key. There are several types of encryption algorithms. Some encryption
types are suited for protecting email and other files in transit and others are suited for protecting files at rest.

Sensitive data must be protected while in transit. If data is not encrypted, it can be intercepted during
transmission. This can affect the confidentiality of the data. If sensitive data is transmitted and intercepted, it
could be used against your organization. For example, financial information that is intercepted could be used to
steal from your company. Additionally, the integrity of the data could be lost. A hacker could intercept your
sensitive data, alter it and send it on to the recipient changing the content before being delivered.

Many file share programs such as ShareFile, Dropbox, Box, Google Drive and others support password protection
and encryption of files before transmission. When encrypting and sending files, you will need to send the
encryption key and/or password for the intended recipient to open the file. Most email programs offer tools for
sending encrypted emails. The recipient will need to utilize the same tool to receive the email. Don’t send the
password for your file through a standard email. Emails are transmitted in plain text and can be intercepted.

Sensitive data should also be encrypted while at rest. Think of a laptop computer. Many users store files on their
laptop. These files could be sensitive data. The risk is that the laptop could be stolen, and the data could be
accessed. You protect the operating system with a username and password, however the hard drive could be
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removed and accessed. There are tools available to turn a hard drive into a USB drive for access. To protect
against this, the hard drive can be encrypted to protect the data. When the hard drive is encrypted, the data is
not decipherable without the encryption key. Microsoft supports encryption of the hard drive or USB drive via a
feature called BitLocker. Encryption can be enabled through the OS. Bitlocker can encrypt both hard drives and
USB Drives.

To enable Bitlocker encryption:
1. Locate the drive in File Explorer and right click. Choose “Turn on Bitlocker”

) = KINGL"‘T{'\RIJF\\
Expand

E} Metwe
- Open AutoPlay...

Scan with Sophos Anti-Virus

Turn on BitLocker

Open in new window

Pin to Quick access

Give access to b
Open as Portable Device

Include in library .
Pin to Start

2. Choose to either use a password or smartcard to unlock the drive

X
%@J BitLocker Drive Encryption (D:)
Choose how you want to unlock this drive
Use a password to unlock the drive
Passwords should contain uppercase and lowercase letters, numbers, spaces, and symbols,
Enter your password | e |
Reenter your password | eneee |
[[]Use my smart card to unlock the drive
You'll need to insert your smart card, The smart card PIN will be required when you unlock the drive,
Cancel

3. Save your backup recovery key in a location you can access
4. Choose whether to encrypt just the data in use or the entire drive. Windows gives you direction on which
may fit best.
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“« %@J BitLocker Drive Encryption (D)

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive,

Encrypting the entire drive ensures that all data is protected—even data that you deleted but that might still
contain retrievable info.

(®) Encrypt used disk space only (faster and best for new PCs and drives)
(O) Encrypt entire drive (slower but best for PCs and drives already in use)

Cancel

5. Choose the appropriate mode for encryption. Pay attention to the guidance Windows provides.

=
« %@l BitLocker Drive Encryption (D:)

Choose which encryption mode to use

Windows 10 (Mersion 1511) introduces a new disk encryption mode (XT5-AES). This mode provides
additional integrity suppert, but it is not compatible with older versions of Windows,

If this is a removable drive that you're going to use on older version of Windows, you should choose
Compatible mode.

If this ic a fixed drive or if this drive will enly be used on devices running at least Windows 10 (Version 1511)
or later, you should choose the new encryption mode

() Mew encryption mode (best for fixed drives on this device)

(® Compatible mode (best for drives that can be moved from this device)

Canca

6. Select “Start Encrypting”
BitLocker Drive Encryption *

r.-:@ Encryption of D: is complete.

Manage Bitlocker
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For more information on Bitlocker, visit the knowledge base by Microsoft here:
https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-overview

Additionally, your computer may be equipped with a TPM or Trusted Platform Module. The TPM is a piece of
hardware that is incorporated into your laptop or PC. The hard drive can only be decrypted using the TPM. This
ensures that if the hard drive were to be stolen, without the TPM, the data could not be accessed.

To view information about your TPM module choose TPM Administration from the Bitlocker management screen.

BitLocker Drive Encryption

, » Control Panel » Systern and Security » BitLocker Drive Encryption

Control Panel H . . .
onirelFansiHomes BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker,

Operating system drive

Windows (C:) BitLocker on
Fixed data drives

Removable data drives - BitLocker To Go

KINGSTON (D) BitLocker off

Turn on BitLocker

T~

See also
G TPM Administration
&) Disk Management

Privacy statement

This will display the TPM Management screen. Here you can find general information on the TPM.

& Trusted Platform Module (TPM) Management on Local Computer - X
File Action View Window Hel & X
& p
¢% @B
S L e A T e (eS| TPM Management on Local Computer Actions
TPM Management on Local Computer -
[ ‘TPM Management on Local Computer
Corfigures the TPM and ts support by the Windows platfor B Prepare the TPM...
B Clear TPM..
Overview . View »
Windows computers containing a Trusted Platforn Module (TPM) provide: This bout the computer’s TPM and alk New Window from Here
|6 Refresh

Status < | |@ Hep
The TPMis readyfor use.

Available Options

You may clearthe and reset the

TPM Manufacturer Information

Manfacturer Name: [FX. Manufacturer Version: 562.3126.2 Speciication Verson: 20

For more information on TPM, visit the knowledge base by Microsoft here:
https://docs.microsoft.com/en-us/windows/security/information-protection/tpm/trusted-platform-module-

overview
1 B
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CIS CONTROLS

CIS #14.5: Utilize an Active Discovery Tool to Identify Sensitive Data
MAPPING THE CIS V7.1 Control #14 Sub-Control 5 TO THE CYBER SECURITY FRAMEWORK

14 Controlled Access Based on the Need to Know
The processes and tools used to track/control/prevent/correct secure access to critical assets (e.g., information,
ing to the formal ination of which persons, computers, and applications have a
need and right to access these critical assets based on an approved classification.
Utilze an Active Discovery Tool Utilize ’:.ln active dlscovew tool to identify all sensitive |nforma.t|on stored, processed., or
14 14.5 Data Detect " " by the 's systems, including those located on-site or at
to Identify Sensitive Data . y P P o
a remote service provider, and update the organization's sensitive information inventory.

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #14 Sub-Control 1 as
follows:

e CSF Function: Detect
o CSF Category:
e CSF Category Identifier:
o
e (Category: 2 - Foundational

The next step is to locate and document where your sensitive data is. Data can be dispersed in various locations
in your organization. It could reside on a server, a workstation or laptop, a USB drive or even in cloud storage. It
is important to understand where all your sensitive information is located. This can be a daunting task.
Fortunately, there are commercial eDiscovery products that can assist you in locating and documenting where
your sensitive data is located. Do your due diligence when searching for an eDiscovery tool. Their feature sets
and strengths will vary. Some of the common products available on the market are Logikcull, Lexbe, Nextpoint
and CloudNine. Many of these products can search both on premise and cloud-based storage.

Here is an example of the user interface for Nextpoint, a web-based eDiscovery tool.

¥ Nextpoint Training Database REVIEW PROCESS & PRODUCE USERS SETTINGS  SHARE 1 A ]
Review Statistics import Flea Search
Search
Group document families (O
There are a total of 53 documents in this database.
[
Filter
50.9% 49.1% 0.0% 9.4% + | Roview Status
» | Folders
» | Coding Fiolds
» | Custom Fields
27 26 - 0 5 Sl

| Fiter Documents |claar fiters

Gopyright © 2016 by Nextpoint, lnc
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In this example, the software has been used to scan a database and provide information back on the information
discovered.

Your organization likely stores, processes and transmits a large amount of data daily. Think about all the ways
you interact with data daily. You may receive and transmit data for functions such as accounting, purchasing
products or even processing credit card payments. You also transmit data inside and outside your organization
through email, file share and cloud services.

You will need to locate and document your data before applying labels to it. The benefit of using an eDiscovery
tool is ensuring that all the data is discovered and labelled. An incomplete inventory of your data can lead to
inconsistent or incomplete protection of your sensitive data.

CIS #14.6: Protect Information Through Access Control Lists
MAPPING THE CIS V7.1 Control #14 Sub-Control 6 TO THE CYBER SECURITY FRAMEWORK

Controlled Access Based on the Need to Know

The processes and tools used to track/control/prevent/correct secure access to critical assets (e.g., information,
, ing to the formal ination of which persons, computers, and applications have a
need and right to access these critical assets based on an approved classification.

Protect all information stored on systems with file system, network share, claims,

Protect Information through application, or database specific access control lists. These controls will enforce the Access permissions and authorizations are managed, incorporating the principles of
5 A N " . n PR.AC-4 o y N

Access Control Lists principle that only authorized individuals should have access to the information based on least privilege and separation of duties

their need to access the information as a part of their ibilities..

14.6 Data Protect

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for CIS #14 Sub-Control 6 as
follows:

e CSF Function: Protect

e  CSF Category: Identity Management and Access Control

e CSF Category Identifier: PR.AC-4

o Access permissions and authorizations are managed, incorporating the principles of
least privilege and separation of duties
e Category: 2 - Foundational

Like a card access system, information systems use access control lists. The data may be located on a server, a
file system, in the cloud, an application or even a database. The access control list dictates if the user can view,
create, edit and/or delete the data. The level of protection applied to the data is determined by the data owner.
There are multiple types of access control systems, but they primarily fall into one of two categories:
discretionary or role-based access control.

In a discretionary access control model, the owner of the data determines for each user what their permissions
are to the data. This type of model can be complex and requires individual file or folder management. The most
common application of this model may be the files system within an operating system such as Microsoft
Windows.
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You can view and/or edit the permissions of any file within Windows by doing the following steps:

1. Right click the file and select properties

Open
Edit
Mew

Print

@ Share
Wiew online
Always keep on this device

Free up space

Open with...
Scan with Sophos Anti-Virus

Give access to >
=l WinZip >

Combine Files In Revu

Conwvert Files In Rewvu

44

Restore previous versions

Send to T

Cut
Copy

Create shortcut
Delete

Rename

Properties

2. Then Select the Security Tab at the top and choose Edit
General Securty Details Previous Versions

Object name:  C:\UsersYjoshua.cummings OneDrive - VT1 Securit

I:3I'0LI|:) or user names:

BR SYSTEM
a Joshua Cummings (Joshua.Cummings @V T|Security.com)
82 Administrators (DENTAB3551  Administrators)

To change pemissions, click Edit.

3. Here you can add and remove users who have access to the file. You can also set their permissions for Full

Control, Modify, Read & execute, Read, Write or Special Permissions
Pemissions for Joshua Cummings Alow

Full contral
Madify

Read & execute
Read

Write

DI:IDDI:IE?

4. This can be done on a folder level as well where the permissions are pushed down to all files in the

folder
1 e
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In a role base access control model, users are grouped together, and the group is given permissions to data as
demonstrated above. This model allows for easier management of data permissions. The permissions can be
modified centrally and pushed out to the users in the group. A common example of this type of access control
would be Active Directory. Above, you saw how permissions can be granted to individuals as well as groups.

In this example, Windows allows the grouping of users. Then the group is given permissions to create, view, edit
and/or delete data. Users can be added and removed from the group and permissions are changed without
having to modify each file or folder. Likewise, when permissions changes are needed, the group is modified and
all users in the group inherit the changes.

Follow these steps for adding groups or users to an Active Directory account.
1. Onthe Directory Server, open Server Management and choose Tools — Active Directory Users and
Computers

T Server Manager

« Dashboard

Manage Tools View Help

-@1F

Active Directory Administrative Center

Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
Active Directory Sites and Services

WELCOME TO SERVER MANAGI

Dashboard
i Local Server
ii All Servers
i AD DS

DNS QUICK START

Active Directory Users and Computers
ADSI Edit

Component Services

Computer Management

MJ

-]
[ -]
g File and Storage Services P Defragment and Optimize Drives

Disk Cleanup
DNS
4 Event Viewer

[¥F)

WHAT'S NEW

Group Policy Management
iSCSI Initiator
Local Security Policy

(W]

LEARN MORE

Microsaft Azure Services
ODBC Data Sources (32-bit)
‘ODBC Data Sources (64-bit)

Performance Monitor

ROLES AND SERVER GROUPS

Roles: 3 | Servergroups:1 | Serve

Print Management

Iri-i AD DS Resource Monitor

—~
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2. Select the Users folder, here you will see groups and users

Eile mn !lcw |

e 2[F o[ XEBcz Bm/tuuvTEn

| : Active Directory Users and Com|| Name Type Description ~
> [l Seved Clueries | & Administrator  User Built-in account for ad...
~ i lowewriter.pri | %mmm RO.. Security Group.. Members in this groug ..
—I_: Builtin | %Ca‘t Publish... Secunty Group... Members of this group ...
> [E Computers | H Cloneable ... Security Group... Members of this group t...
? -'-lJ Donrfain Cont.rolle.rs v E‘;Defaultm:co. « User A user account manage...
» [5 ForeignSecurityPrincipaly| gg neied ROD... Security Group... Members in this group <...
> _\4 mnalgu' Service Accour| %Dnshdmin; Security Group... DS Administrators Gro...
|4 _e | m[]nsl.lpdabd’. o  Secunty Group.. DMNS clients who are per.
| %Domain Ad... Security Group... Designated administrato... Bl
| gﬂomain Co.. Secunty Group.. All workstations and ser... i
| B3 Domain Con.. Security Group... Al domain controllers i...
| gﬂomain Gue... Secunty Group... All domain guests
| %Domain Users Security Group... Al domain users
| %Enterprisek._ Security Group.. Designated administrato...
| B Enterprise K...  Security Group... Members of this group ...
| %Enlerplise R.. Security Group.. Members of this group ...
| gﬁluup Polic.. Securty Group.. Members in this group c...
2. Guest User Built-in account for gue...
| %K:y Admins  Securty Group.. Members of this group ...
| %Frmenes Us.., Security Group.. Members of this group ..
il < m > || ERAS and IAS .. Secunty Group.. Servers in this group can... w

3. Right click the group you want to modify and choose properties

are included for back...

e HOWeET, :

& Remoi Add to Group... his group are grante...
ﬂﬂemcﬂ Al Tasks , this group can acces...
%]Heplic eplication in a dem...
@Systen Delete his group are mana...

@Users Rename ented from rmaking ...
@ Sopho . istrators may run 5.

@ Sopho Properties unts used by Sopho...
ﬁiﬁophﬂ Help Users may run Soph...
P SnnhnslTeer SORRAEITEETS mav run Snonhos 4nt...
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4. Add users by choosing add. Type in their username and choose check names

Power Users Properties ? = ‘
Select Users, Computers, Service Accounts, or Groups x

Select this object type:

|Users, Service Accounts, or Groups

| Object Types...
From thig location:
|‘u"TISec1.|ri’ry.com | Locations. ..
Enter the object names to select lexamples):
joshua cummings Check Mames
Advanced... Cancel

Changes to a user's group membership

Remaove are nat effective until the nex time the

user logs on.

QK Cancel Apply Help

5. Remove users by highlighting the user and choosing Remove

Members:

&lﬂdministrator
Ay

H2 WTISECURITY \Domain Admins

“AVTISECURITYJoshua Cummings

Changes to a user's group membership
Add... | Remowve | are not effective until the next time the
user logs on.

It is very common to use a mixture of access control lists based on the type of system being used and the data

being protected. As with the examples, within the Windows operating system, we see both types of models in
use.
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CIS #15: Wireless Access Control

Function: The processes and tools used to track/control/prevent/correct the security use of wireless local area
networks (WLANSs), access points, and wireless client systems.

MAPPING THE CIS V7.1 Control #15 TO THE CYBER SECURITY FRAMEWORK *2

Of the Ten Sub-controls of this CIS control we are focusing our efforts on the four Sub-controls highlighted
below. Sub-control 15.1 Identify has already been performed as a part of this exercise. The other three
functions Map to Protect (PR) Sub-category Access Control (AC) of the CSF.

cis CIS Sub-

Controh Controh

Asset Type

Security
Functiol
= ]

Wireless Access Control

Description

The processes and tools used to track/control/prevent/correct the security use of wireless local area networks
(WLANSs), access points, and wireless client systems.

NIST CSF

Subcategory Name

Maintain an Inventory of Meaintain an inventory of authorized wireless access points connected to the wired D.AMS Or ion and data flows are mapped
15 15.1 Network Identify |Authorized Wireless Access v po A baseline of network operations and expected data flows for users and systems is
network. DE.AE-1 y
Points established and managed
. Disable Wireless Access on Disable wireless access on devices that do not have a business purpose for wireless A baseline configuration of information technology/industrial control systems is created
15 15.4 Devices Protect U N PR.IP-1 C " e o
Devices if Not Required access. and maintained incorporating security principles (e.g. concept of least functionality)
Leverage the Advanced
15 15.7 Network Protect  |Encryption Standard (AES) to Leverage the Advanced Encryption Standard (AES) to encrypt wireless data in transit. PR.DS-2 Data-in-transit is protected
Encrypt Wireless Data
Create Separate Wireless Creat te wirel twork fc ! trusted devi Enterpri
15 15.10 Network Protect |Network for Personal and reate a separate wireless network for personal or untrusted devices. Enierprise aceess |pg ac.g Network integrity is protected (e.g., network segregation, network segmentation)
Untrusted Devices from this network should be treated as untrusted and filtered and audited accordingly.

WHY IS THIS CIS CONTROL CRITICAL?

Major thefts of data have been initiated by attackers who have gained wireless access to organizations from
outside the physical building, bypassing organizations’ security perimeters by connecting wirelessly to access
points inside the organization. Wireless clients accompanying travelers are infected on a regular basis through
remote exploitation while on public wireless networks found in airports and cafes. Such exploited systems are
then used as back doors when they are reconnected to the network of a target organization. Other organizations
have reported the discovery of unauthorized wireless access points on their networks, planted and sometimes
hidden for unrestricted access to an internal network. Because they do not require direct physical connections,
wireless devices are a convenient vector for attackers to maintain long-term access into a target environment. *1

RISK ADDRESSED
In this environment, there is only ONE network. All the workstations, including those with financial, customer
and central station data (critical data) are on the same network and router as the wireless and guest wireless
WLANS. There are 43 wireless devices on this network, eleven of which are BYOD smart phones or tablets. This
environment provides for extreme vulnerabilities because: 1.) There is no separation between the Wireless LANS
and the Corporate Network. Anybody with access to the wireless network can find their way onto the corporate
network. 2.) Eleven of the devices are BYOD and there is no control of OTHER networks that the devices might
be exposed to malware on. And if exposed to malware could ultimately be transferred to the Corporate LAN by
way of the WLAN(s). 3.) Since the credentials for the Guest WLAN are public and not updated regularly the
entire network is exposed to any perpetrator within wireless range of the building.
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INITIAL STEPS TO MITIGATE VULNERABILITIES

Performed comprehensive assessment to identify and log all wireless devices communicating on the network
[CIS 15.1]. 2.) Identified the wireless devices that could communicate hardwired instead of wirelessly and
deactivated the wireless connection from the devices [CIS 15.4]. 3.) Assure that Advanced AES is the encryption
standard employed in the Wireless router(s) and required credentials for connection to network [CIS 15.7].

SECONDARY STEPS TO BE PERFORMED WITHIN 30 DAYS:

Create four new and totally separated (Air Gapped) networks for the environment [CIS 15.10]:

1. Network #1: Hardwired Network (Corporate LAN) used only for critical data in Rest, Transport and Use

2. Network #2: Hardwired Network (DMZ) used only for test-bed equipment and internet facing devices
that can be browsed to

3. Network #3: Wireless Network for authorized wireless assets using AES protection. Typically, smart
devices used only for data in transit and Use via Azure Cloud Services.

4. Network #4: Open Wireless Network for guest user wireless connections employing basic password
protection

PROS & CONS:

This is a relatively simple security exerClSe that has a large and immediate security impact compared to other
Controls. It can typically be deployed quickly. There really is no downside to the exerClSe sans for the temporary
inconvenience to Wi-Fi system users.

TIME SPENT:

Less than one week to perform the analysis and then design and implement the solution.

EXPECTED OUTCOME:

That vulnerabilities to an open wireless network are closed. That all critical data is segregated from Wi-Fi
connections used by guests and vendors. All test labs and internet facing wireless devices are on a dedicated
network so that objectives can be easily met without exposing critical data to vulnerabilities. Day-to-day wireless
devices (typically remote) with access to cloud service (Azure) communicate conveniently with AES encryption.

RETURN ON INVESTMENT:

Aside from people either accidentally or intentionally introducing Malware to a network, wireless networks are
the most vulnerable and susceptible to attack. The ROl is immediate considering the simplicity and time spent to
deploy versus the vulnerability that is mitigated.

L || |]
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CIS #17: Implement a Security Awareness and Training Program

MAPPING THE CIS V7.1 Control #17 TO THE CYBER SECURITY FRAMEWORK

C(g:tsroh c(;iri::-h Asset Type :::;rl:yh Description NIST CSF Subcategory Name
] -] - | |
17 Implement a Security Awareness and Training Program
For all roles in the those missic itical to the and its security),
identify the specific knowledge, skills and abilities needed to support defense of the enterprise; develop and
execute an integrated plan to assess, identify gaps, and remediate through policy, organizational planning,
training, and awareness programs.
17 17 NA NA Perform a Skills Gap Analysis Perform a skills gap analysis to understand the skills and behaviors workforce members
. ¥ are not adhering to, using this information to build a baseline education roadmap.
PR.AT-5 Physical and cybersecurity personnel understand their roles and responsibilities
PR.AT-4 Senior executives understand their roles and responsibilities
17 172 NA NA Deliver Training to Fill the Skills [Deliver training to address the skills gap identified to positively impact workforce PRAT-3 Third-party stakeholders (e.g., suppliers, customers, partners) understand their roles and
) Gap members' security behavior. i} responsibilities
PR.AT-2 Privileged users understand their roles and responsibilities
PR.AT-1 All users are informed and trained
a Securit Create a security awareness program for all workforce members to complete on a regular| PR.AT-1 Al users are informed and trained
17 17.3 N/A NA Program Y basis to ensure they understand and exhibit the necessary behaviors and skills to help ID.AM6 Cybersecurity roles and responsibilities for the entire workforce and third-party
9 ensure the security of the organization. The organization's security program N stakeholders (e.g., suppliers, customers, partners) are established
17 174 NA NA Update Awareness Content Ensure that the organization's security awareness program is updated frequently (at least
) Frequently annually) to address new technologies, threats, standards and business requirements.
17 175 NA NA ;Lal:‘e:\"“c’::;’fe on Secure :Lfr‘";mica“on onthe of enabling and utiizing secure PR.AT-1 All users are informed and trained
17 176 NA NA Train Workforce on Identifying | Train the workforce on how to identify different forms of social engineering attacks, such PRAT-1 Al users are informed and trained
) Social Engineering Attacks as phishing, phone scams and impersonation calls. -
17 177 NA NA 1[';:1 F\I'\;zr;::;ce on Sensitive :;a::i:;\:/zr::‘fz:;:;:ow to identify and properly store, transfer, archive and destroy PRAT-1 Al users are informed and trained
Train Workforce on Causes of | Train workforce members to be aware of causes for unintentional data exposures, such . .
” 78 NA NA Unintentional Data Exposure as losing their mobile devices or emailing the wrong person due to autocomplete in email. PRAT-1 Allusers are informed and trained
Train Workforce Members on - o i
17 17.9 NA NA [identifying and Reporting Train employees to be able o identy the most common indicators of an incident and b | pg . Allusers are informed and trained
Incidents P )

The NIST Cyber Security Framework Version 1.1 (CSF) has 1 Mapping for the Nine CIS #17 Sub-Controls
are as follows:
e CSF Function: Protect
e CSF Category: Awareness and Training
e CSF Category Identifier: PR.AT-1
o All users and re informed and trained
e CSF Category Identifier: PR.AT-2
o Privileged users understand their roles and responsibilities
e CSF Category Identifier: PR.AT-3
o  Third-party stakeholders (e.g., suppliers, customers, partners) understand their roles
and responsibilities
e CSF Category Identifier: PR.AT-4
o Senior executives understand their roles and responsibilities
e CSF Category Identifier: PR.AT-5
o Physical and cybersecurity personnel understand their roles and responsibilities
e Category: 2 - Foundational

e  CSF Function: Identify
o CSF Category: Asset Management
e CSF Category Identifier: ID.AM-6
® Cybersecurity roles and responsibilities for the entire workforce and third-party stakeholders (e.g.,
suppliers, customers, partners) are established
e Category: 2 - Foundational
/' __________________________________________________________|]

PSA CYBERSECURITY COMMITTEE 114



CIS CONTROLS

The Cyber Security Function discussed in this presentation is Protect (PR)

Protect — Develop and implement the appropriate safeguards, prioritized through the organization’s risk
management process, to ensure delivery of critical infrastructure services. The Protect function includes the
following categories of outcomes: Access Control, Awareness and Training, Data Security, Information Protection
Processes and Procedures, and Protective Technology.

The Category discussed in this presentation is Awareness and Training (AT)
The Sub-Category discussed in this presentation is General users are informed and trained (PR.AT-1)

Risk Addressed (well...only one of the many risks that need to be addressed):

The technical staff, office and warehouse staff, C-Suite and Sales Department use a variety of methodology to
create, save, store and retrieve login credentials and passwords for the computers, servers, email and websites,
among other services and systems, required to conduct business on a daily basis. The Technicians also use
disparate methodology to access all the Ethernet appliances installed at customer sites by our company. Current
methods range from sticky notes adhered to undersides of keyboards on the high-risk side of the pendulum to
sophisticated online password management services on the low-risk side. Needless to say, the risk associated
with an unauthorized person gaining access to our network or our customer’s network via a credential
improperly cared for is tremendous and the potential for loss is real.

Abstract:
The Center for Internet Security (CIS) boasts of a unified information technology (IT) society - globally. This society

seeks to embrace a shared vision to safeguard private and public enterprise systems against cyber intrusions which
threaten organizational information and communication technology (ICT) systems. Comprising 20 Critical Security
Controls (CIS), CIS-17 addresses the need to - Implement a Security Awareness and Training Program. While CIS-
17 speaks of training to mitigate human vulnerabilities and social engineering threats, the CIS-17 framework has
vast considerations and seeks to identify the specific knowledge, skills and abilities required to protect ICT systems
from cyber intrusions. Considering specific knowledge, skills and abilities needed to support protecting enterprise
networks, necessary fundamentals include education and training in advancements of intrusion detection systems
(IDS) intrusion prevention systems (IPS) and next generation firewall (NGFW) technologies. This paper offers an
overview for industry apprentice level professionals to consider before the deployment of IDS, IPS or NGFW
technologies, and concludes why NGFW technology deployments may offer the primer method to defend against
threats aimed at enterprise ICT systems — for now.

Keywords: Intrusion Detection, Intrusion Prevention, Next Generation Firewall

TOOLS TRIED / USED

For immediate access to relative information browsed, go to www.psasecurity.com/resources/tools where a
wealth of Cybersecurity information was available for review and download. Topics we chose were as follows:

L || |]
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First and most important tool — Communication:

On November 10, 2017 we held an All-Hands Company Meeting to discuss the creation, storing and sharing of
login and password credentials for customer IP enabled devices. All employees attended. There was a mandate
implemented to immediately cease using default login and passwords. There was a guideline introduced to
create and implement credentials for:
[ Field Devices
o Change the default login (if allowed)
o Create unique passwords for every MAC Address
[1Servers and workstations
o Change the default login (if allowed)
o Create unique passwords for every machine
[ Software
o Change the default login
o Create unique passwords for every software

During the meeting several publications produced by the organization Securing the Human (SANS) and CSO were
printed and distributed to all employees:
[JSANS — Four Steps to Staying Secure
o You
= Guidance on being aware of how hackers attempt to get personal and proprietary
information from you through malicious actions and websites
o Passwords
= Guidance on the creation and storing of “Strong” passwords and passphrases
o Updating
= Guidance on the importance of updating all things connected to the internet so that the
latest software patches and updates are in effect on computers, mobile devices, and

apps

o Backups
= Guidance on creating a solid automatic backup regiment so that in the event the device
IS hacked it can be wiped and restored
0 CSO — Biggest Data Breaches of the 2157

o The statistics from the publication in terms of compounded cost of each breach and the number
of people affected (ldentity stolen) provided tremendous gravity and allowed for an open
discussion about how carelessness on our part could very easily translate to a similar data
breach at one of our customer sites

[10ther topics discussed to underscore the potential exposure caused by breech to our site or a customer
site:

Remediation

Loss of Customers

Business Disruption

Regulatory Fines

Legal Costs

Public Relations

Breached Customer Records

Direct Financial Loss

O O O O O 0O O O
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o Notification Costs
o Credit Card reissues, Identity Theft Repair, and Monitoring
[1Average Cost of a breach
o Direct Cost
o Indirect Cost
[10dds of experiencing a Data Breach
o 28%orlin4d
o Compared to being struck by lightning 1 in 960,000
[1Rolled out an immediate directive to reintroduce and use LastPass Enterprise Password Manager
o Reviewed the operation of the application with emphasis on:
= Automatic creation of strong and unique passwords
= Ease of use in storing, finding and retrieving passwords
= Password sharing capabilities and benefits through the app

PROS & CONS

Pros
[l Impactful and meaningful presentation resulted in active and productive discussion
[l Have increased the “active” users in LastPass from 25% to 100%
[1All employees keenly aware of the mandate
[1All employees understand the mandate and consequences for failing to comply
[1Had a company BBQ immediately afterward so subject matter discussion could continue socially and
organically

Cons

[1Employees were non-productive in their typical roles for about three hours

ANTICIPATED OUTPUT

OThat all employees:

o will utilize LastPass to implement strong and unique passwords for all their devices and software
and update the passwords regularly.

o have, at minimum, a high-level understanding of the real potential for a data breach or hack.

o are very aware of the breach/hack exposure they may mitigate, or exacerbate, through their
actions and habits.

MONITORING STEPS

[]LastPass Enterprise has a useful dashboard that gives you a summary of your account including: the
number of users, licenses available, expiration, purchase options, security grade tiles, a snapshot of all
enterprise logins over the last 7 days, and important alerts regarding features and newly added
services. It is a simple snapshot to ascertain whether the technicians are using the tool or not.

[1Scheduled monthly meetings with employees to review Cybersecurity controls and introduce new
controls. Discuss exposures and practices.
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TIME SPENT

Meeting Preparation Time
Actual Meeting

Barbequing Chicken and Beef
Monitoring

ROI IF POSSIBLE TO DETERMINE

4.0 Hours

2.0 Hours

1.0 Hour

0.5 Hours weekly

While it is difficult to quantify monetarily let’s claim the ROl as Immediate. The fact that not doing anything could
certainly bear a devastating financial burden considering a data breach of any size. The monthly expense to
deploy the LastPass Enterprise version is inexpensive compared to the cost of the time wasted and persons
diverted from their productive tasks when trying to locate one of thousands of passwords for a customer server
while a tech is performing a service call and cannot log into a machine. All in, including the expense to hold
regularly scheduled meetings with the employees to review such matters and to create a cybersecurity
atmosphere and culture is worth every dollar invested.

CIS #19: Incident Response and Management

MAPPING THE CIS V7.1 Control #19 TO THE CYBER SECURITY FRAMEWORK

C:nltsr °h ccliri::h Asset Type Fs::;::ylh Description NIST CSF Subcategory Name
| 2 |
19 Incident Response and Management
Protect the organization’s information, as well as its ion, by and ir an incident
response infrastructure (e.g., plans, defined roles, training, icatic ight) for quickly
discovering an attack and then effectively containing the damage, eradicating the attacker’s presence, and
restoring the integrity of the network and systems.
Document Incident Response  [Ensure that there are written incident response plans that define roles of personnel as well Response plans (Incident Response and Business Continuity) and recovery plans
19 191 NA NA h PR.IP-9 - . .
Procedures as phases of incident handling/management. (Incident Recovery and Disaster Recovery) are in place and managed
Response plans (Incident Response and Business Continuity) and recovery plans
PRIP-9 (Incident Recovery and Disaster Recovery) are in place and managed
. " Assign job titles and duties for handling computer and network incidents to specific pon - - -
i h . . L
19 19.2 NA NA As%wgn Job Tiles and Duties for individuals and ensure tracking and documentation throughout the incident through ID.GV-2 C roles and are and aligned with internal roles
Incident Response resolution and external partners
. RS.CO-1 Personnel know their roles and order of operations when a response is needed
DE.DP-1 Roles and responsibilities for detection are well defined to ensure accountabili
Designate Management ) Designate management personnel, as well as backups, who will support the incident PRIP-9 Regponse plans (Incldent‘ Response and Busmgss Continuity) and recovery plans
19 19.3 NA N/A [Personnel to Support Incident handling process by acting in key decision-making roles. (Incident Recovery and Disaster Recovery) are in place and managed
Handling 9P Y 9 Y 9 ) DE.DP-1 Roles and responsibilities for detection are well defined to ensure accountability
- . Devise organization-wide standards for the time required for system administrators and
Devise Organization-wide th ki bers t t I s to th dent handling t th
19 19.4 NA NA Standards for Reporting other wo. force members ovrepo anome.l ous gven o. ‘e incident han _'"g eam: ® |rs.CO-2 Incidents are reported consistent with established criteria
Incidents mechanisms for such reporting, and the kind of information that should be included in the
incident notification.
Maintain Contact Information For A$sem§|e.anf1 maintain information on third-party contact information to be used to report P and recovery planning and testing are conducted with suppliers and third-party
19 19.5 NA NA Reporting Security Incidents a security incident, such as Law relevant ID.SC-5 roviders
porting 4 vendors, and ISAC partners. P
Publish g g |Publish i for all workforce members, regarding reporting computer anomalies  |DE.DP-4 Event detection information is
19 19.6 NA NA i i inci inci i 3 i { i i i AU " "
Repomr\g Computer Anomalies  [and incidents to the mclde.r!t.handlmg team. Such information should be included in routine RS.CO-4 Coordination with stakeholders ocours consistent with response plans
and Incidents employee awareness activities.
Plan and conduct routine incident, response exercises and scenarios for the workforce
19 197 NA NA Condugt Perloq\c Incident involved in the incident response to maintain awareness and comfon.\n respt?nd\ng to real PRP-10 Response and recovery plans are tested
Scenario Sessions for Personnelworld threats. Exercises should test communication channels, decision making, and
incident responders technical capabilities using tools and data available to them.
Create Incident Scoring and Create incident scoring and prioritization schema based on known or potential impact to
19 19.8 NA NA o 9 your organization. Utilize score to define frequency of status updates and escalation RS.AN-4 Incidents are categorized consistent with response plans
Prioritization Schema rocedures.

e (Category: 3 - Organizational
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RECOVER

THE ART AND SCIENCE OF DISASTER RECOVERY

This paper identifies variables to consider both before and following a cyber infiltration of an
organizations information and communication technology (ICT) system and the measures that sum the
art and science of an effective Disaster Recovery (DR) program.

BACKGROUND

Disaster Recovery (DR) encompasses business continuity tactics to move beyond either a natural or man-
made event impacting an organizations information and communication technology (ICT) system.
Consequently, system degradation at the hands of; social engineering, insider threats, hackers or
organized criminals using the computer as an instrument in a crime is unprecedented in terms of
frequency and consequence. In fact, the probability of a cyber event now greatly overshadows the
probability of a natural event causing critical system interruption and has taken center stage as an
organizations most distressing event impacting ICT system integrity and operability.

Considering the likelihood of a cyber event impacting an organization, on March 1, 2012, then Director
of the Federal Bureau of Investigation (FBI), Robert S. Mueller, while speaking at the RSA Cyber Security
Conference in San Francisco, California, perhaps best describes the prospect of a cyber-attack impacting
an organization by declaring; “/ am convinced that there are only two types of companies: those that
have been hacked and those that will be. And even they are converging into one category: companies
that have been hacked and will be hacked again” (Mueller, 2012).

In totality, small, medium and enterprise ICT systems will most likely at some point be impacted by a
cyber-event with little to no warning. While consequences can be cataclysmic for an organization, a
tested and proven DR plan can provide the strategic framework to overcome system interruptions and
recovery time. The goals - greatly reduce ICT system recovery time and promote organizational resiliency
by imploring industry best-practices to return operability of ICT systems.
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DISASTER RECOVERY PLAN —THE STRATEGY

There are several positions to consider for organizations seeking to increase awareness and a
manageable framework to disaster recovery which have been widely accepted thought industry. Such a
framework of options and variables noted in this paper can be built upon by IT professionals as they
determine what best serves their organization based on pre-determined priorities.

1. Identify Threats and Actions to Confront Cyber Threats

More than ever open source cyber intelligence can be used for the good of corporate ICT system
preservation. Considering open source white papers, industry studies to chat rooms, technology
professionals have access to identify both emerging threats in addition to best-practices to
pursue through a risk-based approach — directing energy and resources to the most probable
and high-risk threats. In the end, you cannot protect or defend against every single threat and
or pursue a strategy of information/intelligence overload. Instead, place attention on threats
that are probable to imminent based on intelligence and industry indicators.

2. Perform a Business Impact Analysis (BIA)

Each ICT system that can be impacted by a potential cyber interruption should be put through a
Business Impact Analysis (BIA). Identify the axis of the following: financial, life/safety, regulatory,
legal/contractual and reputation that have a quantifiable financial, legal or brand impact.
Strategy and direction of resources can pursue either the Risk Informed Decision- Making
Strategy or a Minimization of Risk Subject to Budgetary Constraints Theory as outlined below.

a. Risk Informed Decision-Making Strategy — This theory estimates risk among all assets
threatened by an event. This model ranks assets from highest to lowest order and
invests in funding highest priority assets first. While allocating funds to highest risk
assets first; consequently, subsequent assets may not receive funding since the model
promotes expenditures on high-risk/reward assets until funds are depleted.

b. Minimization of Risk Subject to Budgetary Constraints Theory — This model proposes
instead of ranking assets according to risk; optimally allocate resources across all assets
so the sum of risk is reduced to a minimum. This theory seeks to reduce risk across a
collection of assets in an attempt to give the best possible return-on-investment (ROI).
This model proposes allocation of limited funds to return the greatest benefit for the
amount invested. It also removes subjective positions out of the equation because cost
effective spending is supported through the ROI performance model. Return-on-
investment (ROI) informed prevention strategy reduces vulnerability across a collection
of assets so the total aggregate risk is minimized.

TIP - BIA establish priorities through a risk and asset dedication strategy. No need to start from scratch
to get your BIA in motion, utilize industry promoted tools to determine risk, the business impact and
recovery strategy. Any effort to identify the consequences of a cyber intrusion and the business impact
can greatly reduce overall organizational loss.
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3. Identify Key Personnel and Stakeholders

Recovery plans should dictate the actions of people through Standard Operating Procedures
(SOP) in the Disaster Recovery (DR) process. When there is a framework of the DR process both
efficiency and recovery actions and expectations become more of a science than art. By
identifying the critical people charged to respond or notify of an ICT degradation event, effective
communication both internal and external to the organization can improve recovery and
eliminate wasteful steps. To note, false steps and miss-starts can impact legal, financial, and
regulatory consequences, however, key stakeholder action and communication during DR can
limit such consequences.

TIP — Flow charts in SOP’s dictating communication trails offer an impactful and efficient communication
framework on notification protocols during the recovery process. Structured and effective
communication is key...

4. Updates to DR Plans Following Lessons Learned

DR Plans and a response framework should not be static and should continue to mature since
personnel, technology and threats will never be constant. Recovery plans are built on
assumptions and variables; therefore, each lesson learned should produce steps, processes and
technology considerations that will reduce downtime during future events. There will always be
another opportunity to test insertions of lessons learned during the next ICT system disruption
and disaster recover (DR) event.

TIP — Lessons learned may impact creative thinking and plans inserted in a SOP that have failed or
delayed system recovery. Promote the insertion of new ideas in the DR plan, and do not pursue
harsh actions against those who provided a failed strategy. Learn from the mistakes and move
beyond mistakes in new promoted actions and processes. There will always be a future cyber event
to redeem poor decisions and plans pursued during a past cyber event.

5. Prioritization

Through a risk-based approach, priorities must drive the DR process and strategy. Considering
threats to the organization whether operationally, legally or financially, organizational
leadership should drive the strategy of priorities and are the ultimate stakeholder in the process.
Since not every risk can be mitigated to its lowest denominator, areas that can be most
consequential to an organization such as the preservation of customer information, proprietary
or trade craft secrets usually are at the top of the priority list.

TIP — Goodrich & Tamassia (2011) note the parameters of information security and system
preservation is defined by the acronym of CIA — Confidentiality, Integrity and Availability.
Considering the CIA triad, recovery plans and framework should be constructed on the strategy of;
preservation of confidential information, maintaining integrity of ICT systems, and speed of recovery
for availability of ICT system information and resources.
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6.

Drills & Exercises

Table-Top exercises offer the most impactful and cost-effective measure to create a checklist of
procedures to follow during a disaster (Bolch, 2009). From table-top exercises, a host of
playbook options to gauge response and the value of SOP steps that outline response efforts and
responsibilities of those who will be tasked to act during the DR event can be outlined. Most
importantly, a DR table-top exercise can assist with plan addendums to written SOP’s in addition
to the determination of resources required, training and the acquisition of hardware and
software services that facilitate a speedier DR reality.

TIP — Bolch (2009) identifies a table-top exercise is beneficial not only before an event occurs, but
after every DR or Business Continuity update that can help identify gaps or overlaps in the DR
planning strategy. Due to the threats of cyber intrusions and the low cost of hosting table-top
exercises, failure to hold this strategy in an IT organizations arsenal may be considered negligence.

7.

Cloud Options and Disaster Recovery as a Service (DRaa$)

Risk management of an Information and Communication Technology (ICT) system and the
moving of ICT services to cloud offerings is an area that has diverse opinions among industry
leaders. While there is controversy regarding cloud hosted ICT systems versus traditional and
on-site system management, below depicts the variables of cloud offerings such as;
Infrastructure as a Service (laaS), Platform as a Service (PaaS), and Software as a Service (Saa$)
management options. If engaging in cloud information system management, each model can
have a critical impact on disaster recovery since each platform pushes elements of ICT systems
to a third party or a trusted cloud partner.
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Figure 1. Cloud Offering Options (Stamey, 2007)
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For the apprentice who is attempting to determine risk between traditional on-premise hosting compared
to cloud hosting options, Stamey (2007) identifies the entertaining difference between; laaS, Paas, Saas,
and Pizza as a Service to compare what others manage when we dine out in comparison to dinning at
home.

Pizza as a Service
YT

(laas) (Paas)
Dining Table Dining Table

Electric / Gas

Dining Table

Electric / Gas

Oven Oven

Fire

Fire

Pizza Dough

Tomato Sauce

Toppings

[ . J LTake&Bake

J

Delivered [ b ]

B You Manage [0 Vendor Manages

3 Entertaining comparisons abound to explain the differences between laaS, PaaS, and SaaS

Figure 2. Pizza as a Service to compare cloud computing and dining out (Stamey, 2007)

There is an enormous shift of risk when information system resource and data management are moved to
cloud operators and has helped give rise to Disaster Recovery as a Service (DRaaS) as a risk-based option. On-
demand hosting and services providers have made DR more efficient, more economical, and shifts risk from
internal ICT system stakeholders to organizations who continue to promote the “cloud” option as the best
opportunity for managing ICT system resources. In turn, the move may reduce internal organization risk during
the DR process and shift risk to hosting partners who may be better prepared and equipped to overcome
cyber-attacks aimed at an organizations ICT system.

In conclusion, there are reasonable steps organizations can take to preserve ICT systems from a cyber
intrusion, in addition to impactful and strategic measures to pursue in a DR program. The paper is not all
inclusive, but instead offers several actions to pursue for the experienced and apprentice to the DR
strategy and process. As highlighted in this paper, small, medium and enterprise ICT systems will most
likely at some point be impacted by a cyber-event which will occur with little to no warning. The
consequence of such will be determined by the reasonable and responsible measures to prepare for
consequential infiltrations aimed at an ICT system, and leadership’s preparedness and response to such
events. Above all, ICT system professionals and organizational leaders need to deploy strategic measures
to preserve the integrity of an organization and avoid the label of “negligence” as such a stigma may not
be recoverable in terms of brand and legal consequences.
|
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Flaws in software can leave your information systems vulnerable to attacks. Information about
bugs in popular commercial and open-source software is available to everyone. Attackers exploit
them once they are known, so keeping up with patch releases is essential to security. It would be
my recommendation to use the following three phases. These phases were created with CCTV,
Access Control, and Intrusion systems in mind.

Engineering Phase (prior to the sale) - During this phase of discovery any know vulnerabilities
should be searched out via a variety of ways. One being the manufacture’s site, in some cases
manufactures post known issues with products along with any firmware updates or patches to the
application to resolve these issues. Review sites and customer testimonials are good way to gage
any issues flaws with an application. Changing of know ports from command to uncommand in the
application. Establishing a company and organizational standard that separates the software or
hardware your is selling and the added steps you’re taking to protect it. Knowing your product and
a strong competency of the product goes a long way into the Management part this control.

Deployment- Things to keep in mind when it comes to deployment is vulnerable of the application,
the source doesn’t matter. When dealing with applications from outside sources, whether
commercial or free, the most important consideration is to stay with a supported version and
apply all security patches in a timely manner. This doesn't necessarily mean having the latest
version! When available, using the long-term support (LTS) version of an application can be less
disruptive than updating to each new version. However, regular bug fixes and security patches still
need to be applied quickly, and you should have an upgrade plan ready when the newer version is
released. There's pressure to get the code working on time, which sometimes results in security
considerations being pushed to the background. It's harder to go back and catch every
vulnerability than it is to stick with security-oriented development practices that minimize the
chances of exploitable bugs. This should be kept in mind, knowing you as the integrator should
have a plan A, B, C and D on how you will overcome these challenges. In the constant race to zero
cost by manufacture it will ultimately increase the exposure and liability of the integrator.

Post deployment- A previously undiscovered bug can turn into an active threat without warning.
Zero-day exploits take advantage of these to steal vast amounts of data or gain control of
computers. Criminals or malicious attackers will have information about these vulnerabilities
before you do. Having a compressive way to respond to these attacks is key to any security
organizations. These are some ways you as the professional can start the discussion internally:

e Join communities: Your company is not the only one that experiences incidents. Consider joining
the Information Sharing and Analysis Center for your industry and following organizations such
as US-CERT.

e Managed detection and response: Managed detection and response services provide 24/7
detection and response in your environment and can be a great fit for organizations that don’t have
the staffing, budget, or time to fully support incident response activities internally. Check out this
evaluation brief, “How to Choose a Managed Detection and Response Provider,” for some helpful
guestions to ask when deciding on a provider.

¢ Incident response retainer: Incident response retainers offer customers the ability to rapidly
engage skilled personnel to perform a forensic investigation in the event of a suspected

compromise or the real deal. These retainers are often an annual expense you either use or lose, so
1 B
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ensure your pick allows you to move from being reactive to proactive and reallocate your hours
toward penetration testing or tabletop exercises, like we do here at Rapid7.

e Cyber-insurance: For many companies, cyber-insurance is a “check the box” control. When
purchasing cyber-insurance, it is important to understand what is and isn’t covered as part of your
plan. For example, many insurance policies will be nullified if you are not properly managing your
logging infrastructure. It is also important to realize that cyber-insurance is not a replacement for
implementing security controls. Do your research before purchasing a cyber-insurance policy and
be sure your legal team weighs in, too.
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CYBERSECURITY KEY TERMS

Active interception - normally refers to placing a computer between a sender and receiver and an effort
to capture and possibly modify information

Ad filtering - ways of blocking and filtering out unwanted advertisements pop-up blockers and content
filters are considered to be at filtering methods

Adware - type of spyware that pops up advertisements based on what it has learned about you
Application whitelisting - a method of restricting users to specific applications
Attack vector - the path or means by which an attacker gains access to a computer

Back doors - used in computer programs to bypass a normal authentication and other security
mechanisms in place

Bluejacking - the sending of unsolicited messages to Bluetooth enabled devices such as mobile phones
and tablets

Bluesnarfing - the unauthorized access of information from a wireless device through a Bluetooth
connection

Botnet - a group of compromised computers used to distribute malware across the internet the
members are usually zombies

Business Impact Analysis (BIA) — a systematic process aimed at predicting and evaluating the potential
impact and loss of critical business operations as a result of disaster, accident or emergency

C and C (Command and Control) — A command-and-control [C&C] server is a computer controlled by an
attacker or cybercriminal which is used to send commands to systems compromised by malware and
receive stolen data from a target network. ... C&C servers also serve as the headquarters for
compromised machines in a botnet

CIA Traid — Confidentiality, Integrity, and Availability (CIA)is a model designed to guide strategy and
policy governance over the security of information systems within an organization. Confidentiality aims
at a set of rules that limits access to information, integrity is the assurance information is trustworthy
and accurate, and availability is a guarantee system resources will be available upon request by
authorized users

Content filters - individual computer programs that block external files that use JavaScript or images
from loading into the browser

DMZ — A physical or logical sub-network that contains and exposes an organization's external-facing services to

an untrusted network such as the Internet.
1
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DNS (Domain Name System) — The Internet's system for converting alphabetic names into numeric IP
addresses. For example, when a Web address (URL) is typed into a browser, DNS servers return the IP
address of the Web server associated with that name.

Easter egg - a platonic extra added to an OS where application as a sort of joke the harmless cousin of
the logic bomb

Firewall - A part of a computer system or network that is designed to block unauthorized access while permitting
outward communication

Grayware - a general term used to describe applications that are behaving improperly but without
serious consequences often describes types of spyware

Hardware security module - a physical device that deals with the encryption of authentication processes
digital signings and payment processes

Host based intrusion detection system — a type of system loaded on an individual computer
and analyzes and monitors what happens inside that computer

Information & Communication Technology (ICT) — the infrastructure, network components,
applications and information systems that enable modern networking and computing

Logic bomb — code that has, in some way, been inserted into software it is meant to initiate some type
of malicious function if specific criteria are met

Malware — software designed to infiltrate a computer system and possibly damage it without the
user's knowledge or consent

Mobile device management - is centralized software solution that allows for the control configuration
of mobile devices

Open mail relay — also known as an SMTP open relay, enables anyone on the internet to send an
email through an SMTP server

Personal firewall - an application that protects an individual computer from unwanted internet traffic it
does so by way of rules and policies

Phishing — The fraudulent practice of sending emails appearing to be from reputable entities in order to trick or
entice individuals to reveal information, such as usernames, passwords and/or other personally identifiable
information.

Pivot Point — A hacked computer that is used to route the traffic from a to and from an attacker and other
networks that are not directly accessible by an attacker.

Pop-up blocker - an application or add onto a web browser the blocks pop-up windows that you see
contain advertisements
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Privilege escalation - the act of exploding a bug or design flaw in a software or firmware application to
gain access to resources that normally would have been protected from an application or user

Ransomware - a type of malware that restricts access to a computer system and Demands a ransom be
paid

Risk-Based Security (RBS) — security model that attempts to deliver the most effective security in the
most efficient manner by steering resources and assets to the highest areas of security risk and
vulnerability

Rootkit - a type of software design to gain administrator level control over a computer system without
being detected

Social Engineering Attacks — the psychological manipulation of organizational employees to attain
confidential information for the purposes of fraud, gathering information or systems access. This type
of activity aims at using human interaction in an attempt to trick employees to break organizational
security procedures to gain access to buildings, systems, or organizational

Spam - the abuse of electronic messaging systems such as email broadcast media and instant messaging

Spyware - a type of malicious software either downloaded unwittingly from a website or installed along
with some other third-party software

Storage segmentation - a clear separation of organizational and personal information applications and
other content

Threat Vector - the method of threat uses to gain access to a target computer
Time bomb - a Trojan set off on a certain date

Trojan Horse - an application that appears to perform desired functions but is actually performing
malicious functions behind the scenes

Typosquatting - a method used by attackers that takes advantage of user’s typos when accessing
websites. Instead of the expected website the user ends up at a website with a similar name but often
malicious content

UTM - Unified threat management, commonly abbreviated as UTM, is an information security term that refers to
a single security solution, and usually a single security appliance, that provides multiple security functions at a
single point on the network.

Virus - code that runs on a computer without the user's knowledge it infects the computer when the
code is accessed and executed

Worm - code that runs on a computer without the user's knowledge a worm self-replicates whereas a
virus does not

Zombie - an individual comEromised comEuter in a botnet
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