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1. Introduction

Container technology is becoming increasingly popular in all kinds of IT organizations.
Containers facilitate packaging applications and making them portable. Container
scheduler frameworks, such as Kubernetes, provide the means to deliver software from
development into production at scale, with agility and at a fraction of the cost of previous
models based on Virtual Machines and sophisticated cloud and application management.

The Red Hat OpenShift Container Platform is an enterprise-grade platform as a service
based on Kubernetes that enables Enterprise customers to adopt container technology to
develop and run applications. Most organizations that adopt Red Hat OpenShift require
enterprise-grade network and security also face challenges when connecting newly
developed applications with other environments such as Enterprise Databases, Data
warehouses, Big Data clusters, mainframes or applications running in legacy
virtualization technologies in general.

The Cisco ACICNI plugin for the Red Hat OpenShift Container Platform provides a single,
programmable network infrastructure that eliminates bottlenecks between OpenShift
workloads and the rest of the infrastructure while providing enterprise-grade security and
offers flexible micro segmentation possibilities.

In this document, we describe in detail the architecture, operation and design possibilities
of the Cisco ACI CNI plugin for Red Hat OpenShift.

This document assumes the reader possesses basic knowledge of Cisco ACI, Kubernetes
and Red Hat OpenShift.

© 2019 Cisco orits affiliates. All rights reserved. Page 1 of 89



ACI Plugin for Red Hat OpenShift Container Architecture and Design Guide

2. Cisco ACI CNI Plugin

By default, Docker containers connect to a Linux bridge on the node where the docker
daemonis running. To allow connectivity between those containers and any endpoint
external to the node, port-mapping and/or NAT are required, which complicates Docker
networking at scale.

The Kubernetes networking model was conceived to simplify Docker container networking.
First, Kubernetes introduces the concept of a Pod that allows multiple containers to share
a single IP namespace and thus communicate over localhost.

metwork Namespace N\
(POD vEth and IP address)

cgroup cgroup
(cpu, mem) (cpu, mem)

nginx confd

(
i
i
i
i
i
\

N

A POD with two containers,
‘nginx’ and 'confd'.

Figure 1: Example of Kubernetes Pod
Second, Kubernetes assumes two key premises for Pod networking:

e Every Pod must be able to communicate with each other Pod in the cluster without
NAT.

e Kubelet on every node must be able to communicate with every Pod in the cluster
without NAT.
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Containers inside a POD share an
IP namespace. They can
communicate with each other on
IPC or on localhost.

6379/tcp 22/tep

11.2.0.139

\\k B /
POD Subnet- 11.2.0.0/24

Linux Bridge

& Kubernetes Node /

Figure 2: Kubernetes Pod networking example

However, Kubernetes has a modular approach to how networking is implemented.
Specifically, networking is implemented via the Container Network Interface (CNI) model
of plugins.

Each CNI plugin must be implemented as an executable that is invoked by the container
management system. A CNI plugin is responsible for inserting a network interface into the
container network namespaces (e.g. one end of a veth pair) and making any necessary
changes on the host (for example, attaching the other end of the veth to a bridge). It
should then assign an IP to the interface and also setup the routes consistent with the IP
address Management section by invoking the appropriate IPAM plugin.

Cisco’s Application Policy Infrastructure Controller (APIC) can integrate with Kubernetes
clusters using a Cisco-developed CNI plugin. With this plugin, one or more Kubernetes
clusters can be integrated with a Cisco ACI fabric. The APIC can provide all networking
needs for the workloads in the cluster. Kubernetes workloads become fabric endpoints,
just like Virtual Machines or Bare Metal endpoints. The Cisco ACI CNI plugin is 100% Open
Source and relies on the Opflex Protocol to program Open vSwitch instances running on
the Kubernetes nodes.

A CNI plugin is implemented as a binary file accompanied by the necessary control
elements and configuration objects. The CNI binaries are typically placed under
/opt/cni/bin/ although a different location can be used, if specified by the kubelet
configuration parameter cni-bin-dir. We can see in the example below the content of the
opflex-agent-cni plugin directory that it uses when running the Cisco ACI CNI plugin:
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[rootlocp-bm-master ~]# 1ls -la /opt/cni/bin/
total 9064

drwxr—-xr-x. 2 root root 46 Nov 5 11:21
drwxr—-xr-x. 3 root root 17 Oct 31 17:01 ..
—rwxr-xr-x. 1 root root 3026388 Nov 5 11:21 loopback

-rwxr-xr-x. 1 root root 6253472 Nov 5 11:21 opflex-agent-cni
[rootRocp-bm-master ~]#

Figure 3

In the Container Network Interface model, a networkis a group of endpoints that are
uniquely addressable and can communicate with each other. An endpoint can be a
container, a host or any network device. The configuration of a network is defined in a
JSON formattedfile. In the example below, we can see an example a network
configuration when using the Cisco ACI CNI plugin:

[rootRocp-bm-master ~]# cat /etc/cni/net.d/l10-opflex-cni.conf
{
"cniVersion": "0.3.1",
"supportedVersions": [ "0.3.0", "0.3.1" 1],
"name": "k8s-pod-network",
"type": "opflex-agent-cni",
"ipam": {"type": "opflex-agent-cni-ipam"}
}
[rootRocp-bm-master ~]#
Figure 4

The configuration file along with the opflex-agent-cni binary must exist in every node in a
cluster. This binary allows the APIC to provide networking, security and load balancing
services to the workloads in the cluster.

The Cisco ACI CNI plugin implements the following features:

e IP Address Management for Pods and Services

e Distributed Routing and Switching with integrated VXLAN overlays implemented
fabric wide and on Open vSwitch

e Distributed Load Balancing for ClusterIP services

e Hardware-accelerated Load Balancing for External LoadBalancer services

e Distributed Firewall for implementing Network Policies

e EPG-level segmentation for Kubernetes objects using annotations

e Consolidated visibility of Kubernetes networking via APIC VMM Integration
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3. Red Hat OpenShift Container Platform (OCP) Primer

OpenShift Container Platform (formerly known as OpenShift Enterprise) or OCP is Red
Hat's offering for on-premises private platform as a service (PaaS). OpenShift is based on
the Origin open source project. It is a distribution of Kubernetes optimized for continuous
application development and multi-tenant deployment. Origin adds a series of security
features plus developer and operations-centric tools on top of Kubernetes to enable rapid
application development, easy deployment and scaling.

OCP provides many components required to develop and run applications in Enterprise or
Service Provider environments, such as a container registry, administration web console
interface, monitoring and performance management and a catalog of software and
databases ready to use for developers.

3.1. OpenShift Container Platform Networking

OCP networking relies on the Kubernetes CNI model. OCP supports various plugins by
default as well as several commercial SDN implementations including Cisco ACI. The CNI
plugin to be used must be defined at installation time, typically in an Ansible playbook
that kicks off the installation process1.

The native plugins rely on Open vSwitch and offer alternatives to providing segmentation
using VXLAN or the Kubernetes Network Policy objects listed below:

e O0OVS-subnet
e oOvs-multitenant
e ovs-networkpolicy

OpenShift offers a special type of ingress controller to expose applications via a reverse
proxy based on HA Proxy called the OpenShift router. The OpenShift router allows
developers and OCP administrators to automatically expose applications on a
cluster-specific URL. The URL for a given application, called an OpenShift route, is

1 https://github.com/openshift/openshift-ansible/pull /8221 pending
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automatically programmed on the OpenShift router to proxy the traffic to the right
application backend. This model also allows exposing applications using plain HTTP or TLS
by providing certificates to the OpenShift cluster. Administrators can use common
Kubernetes objects to expose services, including NodePort or LoadBalancer objects. In
fact, the OpenShift router is itself exposed as a Kubernetes LoadBalancer service.

OpenShift routers are used for exposing services provided by the cluster, that is, to allow
external endpoints to reach the cluster. There are times when an application running on
the cluster needs to initiate a connectionto an external endpoint. In those cases, the
native OpenShift CNI plugins rely on “external routers” and/or on a tunnel interface on
every OpenShift node that provides a NAT connection with the node’s host address.

4. Running Cisco ACI and OpenShift

When running OpenShift clusters connected to ACI fabrics, customers can still choose to
use any of the native OpenShift SDN options, using ACI as a simple transport underlay
layer and connecting to other workloads by leveraging egress routers.

Customers implementing OpenShift clusters using the native SDN technologies are often
confronted with various challenges, including the following:

e Applications running in OpenShift Pods that need high-bandwidth, low-latency
traffic to data external to the cluster suffer the bottleneck imposed by the egress
router implementation.

e It is difficult to control which applications in the cluster have access to external
resources.

e Exposing L4 services requires using external load balancers with added complexity
and limited performance.

e Segmentation and security internal to the cluster can only be done by cluster
administrators using NetworkPolicy.

e Network and Security teams have limited to no visibility into OpenShift workloads,
making day-2 troubleshooting particularly cumbersome.

The Cisco ACI CNI plugin for Red Hat OpenShift Container Platform provides a
cost-effective solution to these challenges when implementing production-level
OpenShift clusters. The ACI CNI plugin enhances OpenShift in these ways:
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Unified networking: by extending the integrated overlay of the ACI fabric to
OpenShift workloads, Pod and Service endpoints become first class citizens at the
same level as Bare Metal or Virtual Machines.

High performance, low-latency secure connectivity without egress routers: a
consequence of the previous point, Pods can easily connect with other fabric or
non-fabric endpoints leveraging the combined hardware and software distributed
routing and switching provided by ACI and the ACI CNI plugin.

Granular security: security can be implemented by using native NetworkPolicy or
by using ACI EPGs and contracts, or both models complementing each other.
Simplified Operations and Enhanced visibility: whether policies and networking are
defined by the devops or fabric or security admins the APIC becomes the single
source of truth for operations and security governance.

Hardware-assisted load balancing of ingress connections to LoadBalancer-type
services using ACI's Policy Based Redirect technology

© 2019 Cisco orits affiliates. All rights reserved. Page 7 of 89
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The ACI CNI plugin provides many benefits to OpenShift operators while allowing
complete transparency for users and developers. The following table compares various
features between the native OpenShift CNI plugin offerings and the ACI CNI plugin.

- Yes Yes Yes Yes

Cluster ClusterOnly ClusterOnly Containers, VM, Bare
- Only Metal
- No No ClusterOnly Yes
- Yes Yes Yes Yes
- No No No Yes
- Required Required Required Not Required
- HAProxy HAProxy HAProxy HAProxy

No No No Yes, EPG with
- annotations

No No No Yes, ACl Contracts,
- NGFW Insertion
- No No No Yes, APICvisibility

Tablel
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5. Cisco ACI CNI Plugin for OpenShift Architecture

The Cisco ACI CNI Plugin for OpenShift Container Platform provides integration between
the APIC controller and one or more OpenShift clusters connectedto a Cisco ACI fabric.
This integration is implemented across two main functional areas:

1. The Cisco ACI CNI plugin extends the ACI fabric capabilities to OpenShift clusters
in order to provide IP Address Management, networking, load balancing and
security functions for OpenShift workloads. The Cisco ACI CNI plugin connects all
OpenShift Pods to the integrated VXLAN overlay provided by Cisco ACI.

2. The Cisco ACICNI Plugin models the entire OpenShift cluster as a VMM Domain on
the Cisco APIC. This provides APIC with access to the inventory of resources of the
OpenShift cluster, including the number of OpenShift nodes, OpenShift
namespaces, services, deployments, Pods, their IP and MAC addresses, interfaces
they are using, etc. APIC uses this information to automatically correlate physical
and virtual resources in order to simplify operations.

The ACI CNI plugin is designed to be transparent for OpenShift developers and
administrators and to integrate seamlessly from an operational standpoint. One of the
main advantages of using the Cisco ACI CNI plugin for Red Hat OpenShift Container
Platform is to allow applications running on OpenShift to communicate with applications
running in other form factors such as bare metal, Virtual Machines or other container
clusters, without constraints or performance bottlenecks. Simply map multiple domain
types to the EPG of your choice and you have a mixed-workload environment in a matter
of seconds! ACI takes care of bridging and routing VXLAN to VLAN, VXLAN to VxLAN and
VLAN to VLAN automatically.

5.1. ACI CNI Plugin Components

The Cisco ACI CNI Plugin for Red Hat OpenShift Container Platform requires certain
configuration steps to be performed on the Cisco ACI fabric and running several
components as Pods on the OpenShift Cluster. Note that the deployment of those Pods as
well as the required ACI configuration is automated to a large extent by tools provided by
Cisco on cisco.com. Some of these components interact with functions implemented by
processes running on the Cisco APIC or on the ACI leaf switches.

© 2019 Cisco orits affiliates. All rights reserved. Page 9 of 89
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The Cisco ACICNI plugin components that run on the OpenShift cluster are the following:

1. ACI Containers Controller (ACC,aci-containers-controller).

[rootRoc-bm-master -~] # -oc ‘get -deployments ---namespace=aci-containers—-systen

NAME --------:-:-------------DESIRED - - -‘CURRENT - - -UP-TO-DATE - - -AVAILABLE - - -AGEY
aci-containers—-controller s+ +1 s+ j BECICIE RN L e nnnnnas 5 IR R R RO ldﬂ

Figure 5

This is a Kubernetes deployment that runs the ‘noiro/aci-containers-controller’
dockerimage deployed to the ‘aci-containers-system’project/namespace. This
controller component communicates with both the cluster masterand with the
Cisco APIC. The ACC handles IP address management, load balancing for services,
keeps track of endpoint state, and pushes configurations to APIC when required.
The deployment runs only one instance of this Pod, and availability is implemented
relying on the OpenShift/Kubernetes deployment controllers. This is a stateless
Pod that can run on any node on the cluster.

2. ACI Containers Host (ACI, aci-containers-host).

[root@oc-bm-master ~]# oc get daemonsets --namespace=aci-containers-system

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE SELECTOR AGE

aci-containers-host 3 3 3 3 3 <none> 1d

aci-containers-openvswitch 3 3 3 3 3 <none> 1d
Figure 6

This is a daemonset running a Pod using the ‘noiro/aci-containers-host’ docker image.
The daemonset configuration is such that this Pod runs once on every node of the
OpenShift cluster, including the Master nodes. This Pod runs three containers:

a. aci-containers-host: it is responsible for keeping endpoint metadata and
configuring interfaces and IP addresses on Pods launched on the node.

b. opflex-agent: it builds an Opflex channel with the ACI leaf (orleaves when
using a vPC) to which the node is connected. This agent queries the ACI
opflex proxy on the connected leaf to learn the policies required for a given
Pod or service. It translates the learned policies into OpenFlow rules to be
programmed on Open vSwitch.

c. mcast-daemon: this daemon handles broadcast, unknown unicast and
multicast packets on the node.

Below we can see the output of the daemonsets running on the
aci-containers-systems namespace on a three node cluster.

© 2019 Cisco orits affiliates. All rights reserved. Page 10 of 89
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3. ACI Containers Open vSwitch (ACI, aci-containers-openvswitch).

[root@oc-bm-master ~]# oc get daemonsets --namespace=aci-containers-system

NAME DESTIRED CURRENT READY UP-TO—-DATE AVATLABLE NODE SELECTOR AGE
aci-containers-host 3 3 3 3 3 <none> 1d
aci-containers-openvswitch 3 3 3 3 3 <none> 1d
Figure 7

This is another daemonset configured to run on every node in the cluster instance of
a Pod using the ‘noiro/aci-containers-openvswitch’ dockerimage. The node’s Open
vSwitch uses this Pod as the control-plane only interface to program the required
security policies, such as Kubernetes Network Policies or ACI Contracts.

The ACI Pods connect to the host local network. All other Pods in the cluster connectto
opflex-configured networks. The ACI CNI plugin adds a configuration file under
/etc/cni/net.d/ as follows (note, version numbering may change):

[root@ocp-bm-master ~]# cat /etc/cni/net.d/10-opflex-cni.conf

{

"cniVersion™: "0.3.1",
"supportedVersions": [ "0.3.0", "0.3.1" ],
"name": "k8s-pod-network",

"type": "opflex—-agent-cni",

"ipam": {"type": "opflex-agent-cni-ipam"}

}

[root@k8s—nested-master ~]#

Figure 8
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In addition to the components running on the OpenShift cluster, there are some functions
that are implemented on APIC and on the ACI fabric.

1. ACI VMM Manager. This process runs on the APIC cluster and communicates with
the ACI Containers Controller to receive required configuration, such as Network
Policies configured via Kubernetes as well as to learn about endpoints created or
deleted on the OpenShift Cluster. The VMM object model for OpenShift represents
many objects, such as hamespaces, deployments, services and Pods. The VMM
manager inventory is key to correlating information between the OpenShift cluster,
the Open vSwitch and the Physical Fabric.

2. ACI Leaf Opflex Proxy. This process runs on the ACI leaf switches to scale out
policy propagation to the connected nodes. When new Pods are launched by
whatever means (a new deployment, or a scale out of an existing one), the ACI CNI
Plugin components provides its interface and IP address configuration. In addition,
they must know to which EPG the Pod must be connected and which security
policies must be configured. This information exists on the APIC cluster. However,
to avoid the opflex agent of every node querying the APIC directly, a two -tier scale
out modelis used. The opflex agent running on the node on the aci-containers-host
Pod queries the ACI leaf to which it is connected. If the leaf has not received policy
for the endpoint, it queries the APIC, transfers the result to the opflex agent of the
node, caches the response, and implements any necessary configurations on the
leaf, such as SVI and VRF, contracts if required, etc. The next time a Pod connects
that requires the same policies, the answer to the opflex agent comes directly from
the leaf.

When the OpenShift nodes receive configuration from the leaf via opflex, the opflex agent
performs all required programming on the Open vSwitch of the node to implement the
required network and security policies. This includes routing configuration, so the first
hop router for every OpenShift Pod is always the local Open vSwitch of the node to which
it is connected. The opflex agent implements other features in software on Open vSwitch .
In particular, opflex programs Open vSwitch to perform distributed load balancing in order
to implement ClusterIP services, as well as to run a stateful distributed firewall to
implement Kubernetes Network Policies and stateless distributed firewall for ACI
Contracts. In section 5.4 we explain how these features are implemented.
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API Server

Etcd
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0 master O‘ node ACI leaf
orewsierT et

Figure 9: General ACI CNI Plugin architecture

5.2. Default ACI Application Profile Configuration and Tenancy Model

Cisco ACI is a multitenant system. The tenancy model in ACI implements isolation at the
administrative and networking levels. Some resourcesin ACI are considered to be
fabric-wide, while others may be tenant specific or shared between multiple tenants.

The Cisco ACI CNI Plugin for Red Hat OpenShift creates a VMM Domain to keep the
OpenShift cluster inventory in APIC. This is a fabric admin resource. However, the
OpenShift cluster as a collection of endpoints that must deployed to an ACI tenant. The
OpenShift cluster can consume ACI configured resources such as L30ut interfaces which
may be in the same tenant selected for the OpenShift cluster, or on the common tenant.
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Figure 10: ACI CNI plugin tenancy options

The nodes of an OpenShift cluster represent two types of endpoints for the ACI fabric:
host endpoints and Pod endpoints.

1. OpenShift nodes require connectivity between them to allow the cluster to function.
This includes traffic such as the Kubernetes API, etcd, storage, access to
repositories, and node management or administration which runs on the node host
IP address.

2. Podsthat run on each of the nodes require connectivity for arbitrary applications
they may implement. In some cases, these Pods are part of the OpenShift cluster
infrastructure. For instance, the integrated docker registry, the web console, the
service catalog, or Prometheus are examples of Pods dedicated to OpenShift
cluster infrastructure. In most cases though, the Pods run applications in one or
more user projects/namespaces.

A basic premise of Kubernetes networking is that the Pod IP addresses must be reachable
from the host IP addresses. Features like Pod health monitoring which are key to auto
scaling capabilities rely on the OpenShift nodes to be able to reach the Pods. The following
table summarizes the connectivity requirements of the elements involved in an OpenShift
Cluster.
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Node Kube-API, etcd, Health-checks, remoteshell, etc. Red Hat Repositories,
storage, etc. Docker Registry, storage,
Logging
Pod DNS Applications, Monitoring, etc. GitHub,
External Admin, API, Web Applications
Console
Table 2

The Cisco ACI CNI plugin allows administrators to deploy multiple OpenShift clusters,
each running its own instance of the plugin, to a single ACI fabric or APIC cluster. In the
case of deploying multiple OpenShift Clusters, each one has its own VMM Domain and
must be deployed to a different ACI tenant.

OpenShift nodes must be connected to fabric leaf switches. When running OpenShift
baremetal nodes, these connections typically happen via virtual port channels.
Corresponding Linux bond interfaces provide network connectivity and redundancy.
When running on virtualized nested environments, OpenShift nodes running as Virtual
Machines connect to the ACI leaf switches overLayer 2 via the supported hypervisor’s
virtual switch. At the time of this writing, this can be either VMware vSphere VDS or Red
Hat OpenStack Open vSwitch.
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