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This document lists the Mac OSX anti-malware, patch management, disk encryption, and 
firewall products that are supported by the ISE Posture Agent. The Mac OSX compliance 
modules are version 4.2.1019.0. 

Anti-Malware 

 

Product Name Product Version 
Definition State 

Check 
Live Update 

Application 
Running Check 

Application Kill 
Application 

Uninstall 
Min. Compliance 
Module Version 

Kaspersky Lab 

Kaspersky Internet Security 15.x yes yes yes - yes 4.2.701.0 

Kaspersky Internet Security 10.x yes yes yes - yes 4.2.701.0 

Kaspersky Internet Security 16.x yes yes yes - yes 4.2.701.0 

Kaspersky Endpoint Security 10.x yes yes yes - yes 4.2.721.0 

Kaspersky Anti-Virus 8.x yes yes yes - yes 4.2.749.0 

GData Software AG 

G Data AntiVirus 1.x - - yes - yes 4.2.749.0 

G Data AntiVirus 3.x - - yes - yes 4.2.749.0 

Trend Micro, Inc. 

Trend Micro Security 2.x yes - yes - yes 4.2.701.0 

Trend Micro Internet Security 5.x yes - yes yes yes 4.2.701.0 

Trend Micro Internet Security 6.x yes - yes yes yes 4.2.701.0 

Bitdefender 

Bitdefender Virus Scanner Plus 3.x yes - yes - yes 4.2.701.0 

Bitdefender Endpoint Security for 
Mac 

4.x - yes yes - yes 4.2.749.0 

Bitdefender Antivirus for Mac 4.x yes - yes yes yes 4.2.749.0 

Bitdefender Virus Scanner 3.x - - yes - yes 4.2.749.0 

AVG Technologies 

AVG AntiVirus 2015.x yes - yes yes yes 4.2.749.0 

Sophos Ltd. 

Sophos Anti-Virus 9.x yes - yes yes yes 4.2.701.0 

Sophos Home 1.x yes yes yes - yes 4.2.701.0 

Sophos Anti-Virus 8.x yes - yes yes yes 4.2.749.0 

McAfee, Inc. 

McAfee Endpoint Security for 
Mac 

10.x yes - yes - yes 4.2.701.0 

McAfee All Access - Internet 
Security 

3.x yes - yes - yes 4.2.749.0 

McAfee Endpoint Protection for 
Mac 

2.x yes - yes yes yes 4.2.749.0 

McAfee Internet Security 1.x - - yes - yes 4.2.749.0 

McAfee Security 1.x yes - yes - yes 4.2.749.0 

Panda Security, S.L. 

Panda Antivirus 1.x yes - yes - yes 4.2.749.0 

Kromtech Alliance Corp. 

MacKeeper 2.x yes yes yes yes yes 4.2.749.0 
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Product Name Product Version 
Definition State 

Check 
Live Update 

Application 
Running Check 

Application Kill 
Application 

Uninstall 
Min. Compliance 
Module Version 

MacKeeper 3.x yes yes yes yes yes 4.2.749.0 

Symantec Corp. 

Norton Security 7.x yes - yes - yes 4.2.701.0 

Symantec Endpoint Protection 6.x yes yes yes - yes 4.2.701.0 

Symantec Endpoint Protection 12.x yes yes yes - yes 4.2.701.0 

Symantec Endpoint Protection 1.x yes yes yes - yes 4.2.701.0 

Symantec AntiVirus 10.x - - yes - yes 4.2.701.0 

Norton Internet Security 5.x yes - yes - yes 4.2.701.0 

Symantec Endpoint Protection 14.x yes yes yes - yes 4.2.749.0 

Norton AntiVirus 12.x yes - yes - yes 4.2.749.0 

ClamWin 

ClamXav 2.x yes yes yes yes yes 4.2.701.0 

F-Secure Corp 

F-Secure Anti-Virus for Mac 1.x yes - yes yes yes 4.2.701.0 

F-Secure Anti-Virus for Mac 16.x yes - yes yes yes 4.2.701.0 

IObit 

MacBooster 2 2.x - - yes - yes 4.2.749.0 

Norman AS 

Norman Antivirus for Mac 3.x - - yes - yes 4.2.749.0 

Chili Security 

Chili Antivirus for Mac 3.x - - yes - yes 4.2.749.0 

AVAST Software a.s. 

Avast Mac Security 10.x yes yes yes yes yes 4.2.701.0 

Avast Mac Security 7.x yes yes yes yes yes 4.2.701.0 

Avast Mac Security 11.x yes yes yes yes yes 4.2.701.0 

Avast Mac Security 12.x yes yes yes yes yes 4.2.749.0 

Malwarebytes Corporation 

Malwarebytes Anti-Malware 1.x - - yes yes yes 4.2.749.0 

Apple Inc. 

Gatekeeper 10.x yes yes yes - yes 4.2.701.0 

ProtectWorks Limited 

ProtectMac AntiVirus 1.x - - yes - yes 4.2.749.0 

Avira GmbH 

Avira Mac Security 1.x yes - yes yes yes 4.2.749.0 

Avira Mac Security 2.x yes - yes yes yes 4.2.749.0 

Avira Mac Security 3.x yes - yes yes yes 4.2.749.0 

Microsoft Corp. 

System Center Endpoint 
Protection for Mac 

4.x yes - yes yes yes 4.2.701.0 

Comodo Group 

Comodo Antivirus for Mac 1.x yes - yes yes yes 4.2.749.0 

Comodo Antivirus for Mac 2.x yes - yes yes yes 4.2.749.0 

Doctor Web 



 

 ©2017 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public. Page 5 of 9 

Product Name Product Version 
Definition State 

Check 
Live Update 

Application 
Running Check 

Application Kill 
Application 

Uninstall 
Min. Compliance 
Module Version 

Dr.Web Light 6.x - - yes - yes 4.2.701.0 

Dr․Web for Mac OS X 9.x yes yes yes - yes 4.2.749.0 

Intego 

Flextivity 1.x yes - yes - yes 4.2.701.0 

VirusBarrier 10.x yes - yes yes yes 4.2.749.0 

Cylance Inc. 

CylancePROTECT 1.x - - yes - yes 4.2.749.0 

ESET 

ESET NOD32 Antivirus 4.x yes yes yes - yes 4.2.701.0 

ESET Cyber Security Pro 6.x yes yes yes yes yes 4.2.701.0 

ESET Cyber Security Pro 5.x yes yes yes yes yes 4.2.701.0 

ESET Cyber Security 6.x yes yes yes yes yes 4.2.701.0 

ESET Cyber Security 4.x yes yes yes yes yes 4.2.701.0 

ESET Cyber Security 5.x yes yes yes yes yes 4.2.701.0 

ESET Endpoint Security 6.x yes - yes - yes 4.2.749.0 

ESET Endpoint Antivirus 6.x yes yes yes - yes 4.2.749.0 

PC Tools 

iAntiVirus 1.x yes - yes yes yes 4.2.749.0 

Pocket Bits LLC 

BitMedic AntiVirus - Malware & 
Adware Security 

2.x - - yes - yes 4.2.701.0 

SecureMac.com, Inc. 

MacScan 3.x - - yes - yes 4.2.701.0 

ThreatTrack Security, Inc. 

VIPRE Business for Mac Agent 1.x yes - yes - yes 4.2.701.0 

Webroot Inc 

Webroot SecureAnywhere 9.x - - yes - yes 4.2.701.0 
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Patch Management 

 

Product Name 
Product 
Version 

Activate 
GUI 

remediation 

Enable 
Remediation 

Update 
Remediation 

Enabled 
check 

Up-to-date 
check 

Application 
Running 
Check 

Application 
Kill 

Application 
Uninstall 

Min. Compliance Module 
Version 

JAMF Software, LLC 

Casper Suite 9.x - - - - - yes yes - 4.2.749.0 

Kromtech Alliance Corp. 

MacKeeper 2.x - - - - - yes yes yes 4.2.749.0 

MacKeeper 3.x - - - - - yes yes yes 4.2.749.0 

Apple Inc. 

Software Update 2.x - - - - - yes yes - 4.2.749.0 

Software Update 1.x - - - - - yes yes - 4.2.749.0 

Dell Inc. 

Dell KACE Agent 5.x - - - - - yes yes - 4.2.749.0 

Patch management remediation is not supported for Mac OSX 
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Disk Encryption 

 

Product Name Product Version 
Encryption State 

Check 
Application 

Running Check 
Application Kill 

Application 
Uninstall 

Min. Compliance Module Version 

Kovell Ventures Ltd. 

iDoctor 1.x yes yes yes - 4.2.749.0 

Hitek Software, LLC. 

AutoKrypt 11.x yes yes yes - 4.2.701.0 

MadowSoft Software 

MacFort 4.x - yes yes - 4.2.749.0 

Apimac, software 

Protect Files 2.x - yes yes - 4.2.749.0 

NCH Software 

MEO File Encryption Software 2.x - yes yes - 4.2.749.0 

ENC Security Systems 

EncryptStick 5.x - yes yes - 4.2.749.0 

BeLight Software Ltd. 

Concealer 1.x - yes yes - 4.2.749.0 

Kromtech Alliance Corp. 

MacKeeper 2.x yes yes yes yes 4.2.749.0 

MacKeeper 3.x yes yes yes yes 4.2.749.0 

Apple Inc. 

FileVault 10.x yes yes yes - 4.2.749.0 

Check Point Software Technologies 

Check Point Endpoint Security 8.x yes yes yes - 4.2.749.0 

Symantec Corp. 

Symantec Encryption Desktop 10.x yes yes yes - 4.2.701.0 

Sophos Ltd. 

Sophos SafeGuard 6.x yes yes yes - 4.2.749.0 
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Firewall 

 

Product Name Product Version 
Firewall Enabled 

Check 
Enable Firewall 

Application 
Running Check 

Application Kill 
Application 

Uninstall 
Min. Compliance Module Version 

Apple Inc. 

Mac OS X Builtin Firewall 14.x yes yes yes yes - 4.2.749.0 

Mac OS X Builtin Firewall 5.x yes yes yes yes - 4.2.749.0 

Mac OS X Builtin Firewall 10.x yes yes yes yes - 4.2.749.0 

Check Point Software Technologies 

Check Point Endpoint Security 8.x yes - yes yes - 4.2.749.0 

ESET 

ESET Cyber Security Pro 6.x yes - yes yes yes 4.2.749.0 

ESET Cyber Security Pro 5.x yes - yes yes yes 4.2.749.0 

ESET Endpoint Security 6.x yes - yes yes - 4.2.749.0 

F-Secure Corp 

F-Secure Anti-Virus for Mac 1.x - - yes yes yes 4.2.749.0 

F-Secure Anti-Virus for Mac 16.x - - yes yes yes 4.2.749.0 

Intego 

Flextivity 1.x yes - yes yes - 4.2.749.0 

NetBarrier 10.x yes - yes yes - 4.2.749.0 

VirusBarrier 10.x yes - yes yes yes 4.2.749.0 

McAfee, Inc. 

McAfee All Access - Internet 
Security 

3.x yes - yes yes - 4.2.749.0 

McAfee Endpoint Protection 
for Mac 

2.x yes - yes yes yes 4.2.749.0 

McAfee Endpoint Security for 
Mac 

10.x yes - yes yes - 4.2.749.0 

McAfee Internet Security 1.x - - yes yes - 4.2.749.0 

McAfee Security 1.x yes - yes yes - 4.2.749.0 

Objective Development Soft. 

Little Snitch 3.x - - yes yes - 4.2.749.0 

Open Door Networks, Inc. 

DoorStop X 2.x yes - yes yes - 4.2.749.0 

Symantec Corp. 

Norton Internet Security 5.x - - yes yes - 4.2.749.0 

Norton Security 7.x - - yes yes - 4.2.749.0 

hanynet.com 

IceFloor 2.x - - yes yes - 4.2.749.0 

WaterRoof 3.x - - yes yes - 4.2.749.0 
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