Cisco SYSTEMS

HIOIE AE

Cisco Clean Access 3.3

Cisco Clean Access= HIE®A HZE A=st= ZEE ZHILE Fdst HIE HX| X A2t X|ZsiF = BF| Yalo] LAZEY O]
X

o [=] -
SRMYLICH 0] ARMS AIAHO| HOt M F4 0RE Holstn oINS XEH £ WEYI IS s8I

HE M

Cisco Clean Accessi= WEY A #HE|27F AREALSL Al2 8o ES A A28 5]83817] def Q1% A%t
end IEY A 55 9 A8 &EFMQUTE o] 17 T3 WEY T Hel B2 oh53) 22 2448 s8]

AN AR, A8 9 AFE AR o] R WAL oy 77} s
59 1o QA £ 095 BRI ek A AL SR £, 4] 47 T
8P g A20E A, A9 9 ARst] uek PAS NPT WF

‘/_,':
o] ghrel we} A 23,

o
o
oy

ol

A5

2 2
0,
0,

ol

>,

2

4

o2,

i,

°

2

24 [ (m
lo

F2 7ls % o|H

Cisco Clean Access7F A&E W EQ T2 A 714 F2 o4& th&3} 251t}

o Hpo]E A U YO g QI VES T TS H A3

o MA|A ZAL F430 A Kok G Ao Al8S wAaeh )

o AR} A AE Y] X W AH ol E LRAAE Agslete] v]8-S Ads] Ag

ol

—

0l

Est
=)=

Cisco Clean Accesst thitdto] 012 g alof 9lo] ¢l T2 72 AHesln] 71822 © 2 Kerberos, LDAP, RADIUS, Active Directory, S/ldent

S5 B,

Flord "ot

Cisco Clean Access= EE Windows® 7|4 9 A, Mac OS®, Linux® A]AE 9l PC 2] YEYZ] ] (of: Xbox®, PlayStation® 2 4!
PDA) ol tjal] 271 7158 Y&t} Cisco Clean Access+= N3 22 Nessus 4 AARE 3fo] YEY A 70 A71dS S35t 2
Qo upg} AxEwpo] =8 1 QlEUTH T3 Lol A|o] A= SFEO)AE AZEY ] ¢lo]% Windows HAAED A7HdS 3

FE g

Cisco Clean Access= % W& AILTE A F3te] Y& o FUTh ol FA shd o] Aute#] s Abdsta A & efizo] thek



z 22
Ao 715 29 AA HA/S Eﬂo]E Hol g A o] 3kl = ?l ¥QIE Hol £F M (o: Cisco Security Agent) Al Fsh= A 7 Av] ol &
H7F A28 = S futh #2lAk= Cisco Clean Access A3 ool EE ARg-ato] o]e|dh sl d TR T3 Ahg 0 AATA] o -5 A
&g = glEy

Z2|XI7F YUO|R MEHEH 4 Ql= M| 2B
2] 5% (Clean List) 7]s& AHgshd th& Wi o= Aeleh gl o] A2E delA7t dese = syt A8 55 4S8 sjAshd, Be
A 2~Elo] YES T AE wuith AdYo] Z=ag Ut vlo]g] A 1 o] Brel wo= o Mo FE o Hu BR2O A&

HE OF7 1K

Cisco Clean Accessi= 11780] A Fah= Z5 Ao X H = AZEY

o Clean Access Server. B7}5 A|&balal AT XQIE 174 54 o] Fo
+ Clean Access Manager. &8F 7AAL 412 W A8 4=
s Clean Access Agent(54). DY FHA 71 7]5S /A8t A5 E sE36H A

a8 1. Cisco Clean Access O}7|HIX]

Host Attempting Network Network-based
Network Access Access Enforcement
A— pevice

Windows
Updates

Antivirus
e.g. Symantec,
McAfee

Custom Checks
e.g. spyware, CSA Clean
Access

Manager

Clean Access Agent

Security Security
Policy Policy
Enforcement Creation




HE ArE

Cisco Clean Access+ T3} 22 3

® 1. X|2== st=dof
=593

Dell

HP

Sun

IBM

MAH 27 AR

Cisco+= Clean Access Server

H 2. MH AJAY 27 AL
IIs

CPU

Hza|

NIC

st ClA3 3t

34 Clean Access Agent: tH2-3}

# 3. O0|TE A2™ 2FAE

stEdof

Eglofol A Aol AFH AT ES o] £FAS0YT

k- |

PowerEdge 350, 750, 1650, 1750

HP ProLiant DL140, DL320, DL360, DL380

Sun LX50 Server, Sun Fire V60x Server, Sun Fire V65x Server
IBM eServer xSeries 305, 335, 345
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O Norton Internet Security Professional Edition 2004, 2003
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