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The Cisco Intelligent Automation for Cloud 3.0 Starter Edition User Guide provides instructions for
setting up, managing, and ordering from the Cloud Portal.

About Cisco Intelligent Automation for Cloud Starter Edition

The Cisco Intelligent Automation for Cloud 3.0 Starter Edition is a simple, compute-only, single
point-of-delivery (POD) cloud solution that provides quick and easy deployment. The Cloud Starter
Edition automation pack that ships with the solution contains content that is designed to work
out-of-the-box so you can get it up and running quickly.

The Cloud Starter Edition integrates with the following products to provide cloud compute and cloud
orchestration:

» Cisco Cloud Portal—Provides the self-service portal from which employees of the organization can
order services

- Tidal Enterprise Orchestrator—Provides the orchestration and reporting for services ordered
through Cloud Portal

» Cisco Server Provisioner—Provides bare metal provisioning of operating systems on physical or
virtual servers

» Cisco UCS Manager—Provides the provisioning of physical servers

Cisco Intelligent Automation for Cloud Starter Edition User Guide
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Figure i-1 Starter Edition—System Architecture
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This guide includes the following sections:
Chapter 1 Introduction Introduces Starter Edition, describes user roles, and
provides information about navigating the Cloud
Portal.
Chapter 2 Managing the Cloud System Guides Cloud Provider Technical Administrators

and Organization Technical Administrators through
maintenance of servers and networks.

Chapter 3 Managing Organizations and Users Guides Cloud Provider Technical Administrators
and Organization Technical Administrators through
managing organizations and end-users.

Chapter 4  Ordering Cloud Services Provides stepsfor all usersfor ordering physical and
virtual servers.

Chapter 5 Managing Services Guides Cloud Provider Technical Administrators
through tracking service requisitions, setting
standards for service items, managing server leases,
and handling Cloud infrastructure errors.

Cisco Intelligent Automation for Cloud Starter Edition User Guide
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Conventions

N

Note

pe

Tip

A

This guide uses the following conventions:

Convention Indication

bold font Commands and keywords and user-entered text appear in bold font.

italic font Document titles, new or emphasi zed terms, and arguments for which you supply
values arein italic font.

[ 1] Elements in square brackets are optional.

{x|ylz} Required alternative keywords are grouped in braces and separated by
vertical bars.

[x]ylz] Optional alternative keywords are grouped in brackets and separated by
vertical bars.

string A nonquoted set of characters. Do not use quotation marks around the string or

the string will include the quotation marks.

courier font

Terminal sessions and information the system displays appear in courier font.

< > Nonprinting characters such as passwords are in angle brackets.
[ ] Default responses to system prompts are in square brackets.
L # An exclamation point (!) or a pound sign (#) at the beginning of aline of code

indicates a comment line.

Means reader take note.

Means the following information will help you solve a problem.

Caution

Q)

Means reader be careful. In this situation, you might perform an action that could result in equipment
damage or loss of data.

Timesaver

A

Warning

Means the described action saves time. You can save time by performing the action described in

the paragraph.

Means reader be warned. In this situation, you might perform an action that could result in

bodily injury.

[ oL-26945-01
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Product Documentation

Documentation Formats

Documentation is provided in the following electronic formats:
« Adobe® Acrobat® PDF files
- Online help

You must have Adobe® Reader® installed to read the PDF files. Adobe Reader installation programsfor
common operating systems are avail able for free download from the Adobe Web site at www.adobe.com.

Guides and Release Notes

You can download the TEO product documentation from Cisco.com. Release Notes can be found on
Cisco.com and the product CD.

Online Help

Online help is available and can be accessed using the following methods:

- Click the Help button on any dialog in the application to open the help topic in a pane to the right
of the dialog.

« Inthe Tidal Enterprise Orchestrator console:

— Click the Help Pane [ tool on the toolbar to open the help topic in a pane to the right of the
consol e results pane.

— Click Help on the menu bar.

Product Naming Conventions

The following product naming conventions are used throughout this document and in the Starter Edition
user interface:

« Tidal Enterprise Orchestrator and TEO are synonymous with Cisco Process Orchestrator in the
Starter Edition user interface

» Cisco Service Portal is synonymous with Cisco Cloud Portal

Open Source License Acknowledgements

Licenses and notices for open source software used in Cisco Tidal Enterprise Orchestrator can be found
in the Open Source License Acknowledgements found on Cisco.com. If you have any questions about
the open source contained in this product, please email external-opensource-requests@cisco.com.

Cisco Intelligent Automation for Cloud Starter Edition User Guide
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Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What's New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general /whatsnew/whatsnew.html

Subscribeto the What's New in Cisco Product Documentation asaRSS feed and set content to be delivered
directly to your desktop using a reader application. The RSS feeds are a free service and Cisco currently
supports RSS Version 2.0.

Cisco Intelligent Automation for Cloud Starter Edition User Guide
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CHAPTER 1

Introduction

Cisco Intelligent Automation for Cloud Starter Edition is a self-service provisioning and orchestration
software solution for cloud computing and data center automation. Starter Edition users access services
and tasks using Cisco Cloud Portal, a browser-based interface that provides links to services and status,
such as ordering servers, viewing requisitions, monitoring system resources.

This section introduces you to the Cloud Portal, organizations, service teams, and user roles. It includes
the following sections:

» Understanding Organizations, page 1-2
» Navigating Cloud Portal, page 1-3

» User Roles and Capabilities, page 1-12
» Portals and Portlets, page 1-9

Cloud Portal is a browser-based set of applications that organizations and service teams log into and
orders and manages services.

[ oL-26945-01
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M Understanding Organizations

Understanding Organizations

In the Cloud Portal environment, organizations are users who are grouped according to function or
business. There are two kinds of organizations: business units and service teams.

Business Units

Business units are groups of end-users who order services. The typical business unit represents a
department or group with a specific purpose—for example, marketing—that has an interest in
maintai ning separate servers from other groups.

This type of organization represents the majority of organizations in the cloud system.
Business units include the following types of users:
« Organization Technical Administrator (Organization Technical Administrator, page 1-13)
« Virtual Server Owner (Virtual Server Owner, page 1-13)
« Virtual and Physical Server Owner (Virtual and Physical Server Owner, page 1-13)

Service Teams

Service teams are units whose members administer and maintain the Starter Edition Solution, which
includes Cloud Portal. Service Teamstypically include employees of the service provider who are Cloud
Provider Technical Administrators and Site Administrators. Cisco technicians might also be part of
service teams.

The Cloud Portal Technical Administrator isamember of the CPTA Organization Unit service team. For
information on the Cloud Provider Technical Administrator role, see Cloud Provider Technical
Administrator, page 1-12)

Cisco Intelligent Automation for Cloud Starter Edition User Guide
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Navigating Cloud Portal 1l

Navigating Cloud Portal
N

Note  Your level of access to services and modules depends on your user role in Cloud Portal.

Accessing Modules

The module drop-down list is located in the upper-right corner of the window. You use it to open any
portal to which you have access.

Figure 1-1 Module Drop-down List

My Services -
Service Portal

Starter Edition

IService Manager

Common Tasks Search for Services Available for o
Requisitions Search for services containing: Search
Req# Submit Date T [T (Title and Keywords onby)

“fou have no open reguisitions

More...
Locate Services for jass S by Category

Commission Server Decommission Server
Provides functionality needed to configure e — Decommissiens an existing physical or
and activate a new server. % wirtual server, including power off and

L _. releasing all associated resources for re-

use.

Server Operations

Performs changes to an existing server,
including configuration and power
operations. Also creates server
snapshots.

?ﬁ i'. I

Modules are role-based containers of services grouped by purpose. Starter Edition features seven
modules:

» My Workspace

« Organization Designer
» Service Manager

- Service Item Manager
« Administration

- Catalog Deployer

Cisco Intelligent Automation for Cloud Starter Edition User Guide
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M Navigating Cloud Portal

My Workspace

My Workspace is your Cloud Portal home page. It provides easy access to the portal pages, where you
can perform the most common tasks, including ordering servers and configuring networks.

S

Note  You can change your page to another module. For instructions, see Changing Your Site Home Page,
page 1-6.

From My Workspace, you can do any of the following:

Figure 1-2

Access portal pages, where you will perform most of your tasks
Edit your profile preferences

Subscribe to pages

My Workspace Home Page

Site Homepage

Starter Edition

[ et Passwords | ¥ Setas Homepage | ) Refresh Portiets

Welcome

Wy Servers

| Profile | Logout

Cisco Intelligent Automation for Cloud

Starter Edition

Adding a Page
To get started adding a portal page to

your workspace, click the new page
icon in the tab area above.

o New Page lcon [+

Subscribe to a Page

To subscribe to a page, open the My
\Workspace folder and selectthe page
(s) of your choice

e My Workspace (]

My Workspace il

Set your Homepage

While viewing another page, click the
“Select as your Homepage™ icon to set it
as your default portal page.

o Select as your Homepage ¥

il
€Isco.

[l Cisco Intelligent Automation for Cloud Starter Edition User Guide
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Navigating Cloud Portal 1l

Adding Portal Pages to My Workspace

Step 1
Step 2
Step 3

Step 4
Step 5

A Y

Note

Step 6

To perform most of the tasks in this guide, you must have access portal pagesin My Workspace in the
form of tabs. If you do not already have access the portlets, use to following steps to add them.

For more information on portals, see Portals and Portlets, page 1-9.

Open Cloud Portal in your browser and log in to the application.
Choose the My Wor kspace from the module drop-down list.
On the page, click the + to open the Open Page dialog box.

Figure 1-3 Adding Portals to My Workspace

Cisco Intelligent Automation for Cloud 00 My Workspace
Starter Edition

Site Homepage

EEdﬂ Passwords | ﬁSetas Homepa News 'Pa-ge fresh Portlets

Expand the Cisco | AC Starter Edition folder.
Click to select a portal, and then click Open to create a tab for the portal.

Figure 1-4 Open Page

Open Page Create Portal Pages

(=43 Cisco IAC Starter Edition
|=] Organization Management
=] Systil ")3etup
[=] User Management

= [Z7] My Workspace

[ 7] System

Open Cancel

The portals shown in Figure 1-4 are not available to all users.

Repeat Step 3 through Step 5 for each portal in the Cisco | AC Starter Edition and My Wor kspace
folders.

[ oL-26945-01
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Changing Your Site Home Page

My Workspaceisthe default Site Home page, but you optionally can change your Site Home page to any

other module or portal page.

To change your Site Home page, navigate to the module or portal page, and then click Set asHomepage.

Figure 1-5 Set as Homepage

Starter Edition

Site Homepage My Servers

[i5] Edit Passwords | ¥ Set as Homepage | ©'|Refresh Portiets

My Servers

Type Name

Virtual Machine (VM) mm-rh-003-tmp
Virtual Machine 0VM} donts{202
Virtual Machine 0V} dont=t101
Take Action

Plzase select equipment above to take action upon.

X

PromoT Lopout "co.
My Workspace = cisco.

Order Servers

ks 3

Primary Metwork
community-network-1
community-network-1

community-network-1

IP Address

192.168.70.2
192.168.71.78
1921887177

Order Date
03/26/2012
0372572012

03/25/2012

Organization Designer

N

Note

Note

Only Cloud Portal Technical Administrators and Organization Administrators have permissions to

access the Organization Designer module.

Cloud Portal Technical Administrators and Organization Administrators use Organization Designer to

create, modify, and remove users.

Organizations can only be modified in the Organization Management portal. See My Workspace,
page 1-4 for how to access portal pages; see Managing Organizations and Users, page 3-1 for

information on modifying an organization.

[l Cisco Intelligent Automation for Cloud Starter Edition User Guide
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Figure 1-6 Organization Designer Module Home Page

Cisco Service Portal 1 TEST] | Profile | Logout sco.

Home People

Home a
Common Tasks Search
@ CreatePerson
3 ] People
] I op 'l Search
Organization Summary
People
Organizational Unitz. 87
Groups 2
Name .a HomeOU -
Queues 10
No records found.
People &1

Service Manager
N

Note  Only Cloud Provider Technical Administrators have permissionsto access the Service Manager module.

Service Manager enables Cloud Provider Technical Administrators to manage, assign, and track
progress on tasks for Service Team members, and to manage remediation of process failures related to
Cloud services.

Figure 1-7 Service Manager Module

Cisco Intelligent Automation for Cloud b ' iy

Starter Edition

Cloud Service Remediation |
Queue =l Requisition =l Status | All Cngoing z| Ssearch [ Giobal
= My Views Search [V Hide Waiting tasks
Avvailable Work Fiter and Search
My Work igiti = Due Date -~ Task Hame
My Late Work
Work Forecasts | v 40 032772012 Aszsign task to queue to be ficed Order a Virtual Machine From Template
Requisttions O v [}\ 42 03272012 Assign task to queue to be fixed Order a Virtual Machine and Install an O
All Queues b
S AN . ) O A 4 48 03/27/2012  Assign task to queue to be fixed  Order a Virtual Maching From Template
& Default Service Delivery (27)
&) Cloud Service Cancellation (1) O Y 51 03/27/2012  Assign task to queue to be fixed Order a Virtual Machine From Template
o Ernkern il s el T Y O v 52 03272012 Agzsign task to queue to be fixed  Order a Virtual Maching From Template
o Cloud Service Lease Administration (5,
L8 Cloud Service Remediation (45) O v 53 032772012 Assign task to queue to be fixed Order a Virtual Machine From Template | _
€ Default Service Delivery (0} ‘| | _>|_I
Service Teams Refresh  Open  Assign M4 to 15 of 45 p p
o~
Task Details
Name: Assign task to queue to be fixed Due On: ¥ 03272012 7:00 AN
Requisition
[ | > )
Requisition Number: 40 Status: Ongoing
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M Navigating Cloud Portal

Service Item Manager
N

Note  Only Cloud Provider Technical Administrators have permissions to access the Service Item Manager
module.

A service item is a product or intangible asset that can be provisioned via a service request. Its history
can be tracked in the Service Item Manager module.

Figure 1-8 Service Item Manager Module

Cisco SeNice:[Portal [ WG IEARET T Service tem Manager ::Il:élt;.

Home Design Service kems Design Standards Manage Service tems  Manage Standards  Import Data

Service item Types Service ltems
[All Service tems]
T Cloud Platform Elements

= Collected Metrics Hame Service ltem ... Service Item ... | Assigned Date = Requisition ID Submitted Date  Customer Organizational...

|+ New | ||_3" Delete z Assign | |,g UnAssign i Export To Excel |MSEVEVDEW |VFmer and Search I

2 Customer/Tenant Management | | soucsiatpean.. LeaseManage.. Managed Lease.. 032012012 105.. 2255 031202012 105... cpadmin Cisco =
IPlanagement
g c2e0226b-3e27... Lease Manage.. Managed Lease... 03/20/2012 10:4... 2253 03/20/2012 10:4... cpadmin Cisco
T Lease Management
=) Physical Servers 2368026e-2392. .. Virtual Applicati Virtual Machine 03/20/2012 10:4... 2252 032002012 1004 Kevin King Cizco
192.168.70.93 IPManagement IPAddress 03202012 10:4... 2252 03/20/2012 10:4... Don Mangan Cisco
) Server Operations
3 System Setup 192.168.70.92 IPManagement IPAddress 032012012 10:3... 2251 032002012 10:3... Kevin King Cizco _I
-
% Virtual Application and Maching| |+ === - e e mmemmmens = e e o
= Virtual Applications and Server: Page 1lof63| B | ] c |Disulay\ng 1-110 of 622

= WVirtual Hardware

Service ltem Details Requested With History Related Services

Name Value

Name c2e0226b-3827-9a6d-c5ch-5898287 1das2 -~
Managed Reguisition ID 2252 j
Warning Date 2 (DD-Mon-¥"""™" [HH:mm]} 18-Apr-2012 10:46

Leaze Expiration Date (DD-Mon-y"¥™y™ [HH:mm]} 189-Apr-2012 10:45

‘Warning Date 1 (DD-Mon-¥"v""" [HH:mm]} 12-Apr-2012 10:45

Storage Expiration Date (DD-Mon-""y™" [HH:mm]} 29-Apr-2012 10:45 LI

| H Save

Administration
N

Note Only Cloud Provider Technical Administrators have permissions to access the Administration module.

Access the Administration modul e to perform administrative tasks, such as editing system-wide settings
and configuring authorizations and reviews.
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Catalog Deployer

N

Note

A

Only Cloud Provider Technical Administrators have permissions to access Catalog Deployer.

Catalog packages are deployed from Catalog Deployer under two specific conditions:

During initial Cloud Portal configuration
The catalog needs to be updated with new or modified services

Caution

You cannot deploy catalog content all at once, nor can the new content be deployed at all sites. Deploying

catalog content developed for one site may adversely affect the functionality of another site, based on
that site’s settings.

Portals and Portlets

Portals

Portals and portlets (subsets of certain portals) contain links to the order forms for services.

Portal groups are contained within modules according to purpose. Portlets are features on some portal

pages.

Portals can serve three purposes:

Provide information—For example, the System Resources portal displays capacity information
about your cloud resources, including UCS blades and virtual datacenters.

Link to forms—For example, the Tenant Management portal provides links to forms for adding or
removing users, viewing and modifying organization properties, removing organization networks,
and so on.

Provide both—For example, the My Servers portal displays tables with specifications and editable
properties of the servers under your control. It also allows you to perform several services on a
server, such as powering up or down, decommissioning, and reverting to snapshots (virtual machines
only).

Starter Edition provides the following portals. Access depends on your role.

Network Management—View network | P addresses and network capacity information. (Cloud
Provider Technical Administrators)

System Resources—View capacity information for virtual clusters, UCS blades, and chassis. (Cloud
Provider Technical Administrators)

System Setup—Manage a variety of cloud resources, including data connections, server templates,
networks, UCS blades and blade pools. (Cloud Provider Technical Administrators)

Organization Management—Add, modify, and remove organizations, and add or remove an

organization network. (Cloud Provider Technical Administrators and Organization Technical
Administrators)

User Management—Add, modify, or remove users in an organization. (Cloud Provider Technical
Administrators and Organization Technical Administrators)
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- My Servers—View and perform actions on your deployed servers, including powering up or down,
decommissioning, and snapshots. (All users)

» Order Servers—Commission a virtual or physical server. (All users)

Portlets

Portlets are subcategories on the System Setup portal in My Workspace.

N

Note  Only Cloud Provider Technical Administrators can access the portlets.

System Setup portal contains the following portlets:
« Administrators—Assign or remove a Cloud Provider Technical Administrator.
» Connections—Connect cloud infrastructure and directory server.

- Bladesand Pools—Register or remove UCS blades, and move blades between maintenance, virtual,
and physical server pools.

» System Settings
— Configure provisioning settings, including time zone and cloning timeout.

— Customize the default email notification templates by specifying email addresses and adding
message content.

» Networks—Add, modify, or remove a network in the cloud system.
e Shared Zone

— Define the attributes for the data center zone, which includes provisioning networks and the
VMware vCenter data center, in which all cloud servers are deployed.

— Assign an organization as the organization administrator for the cloud system.

- Templates—Register, remove, or update the virtual machine, operating system, and UCS server
profile templates that define configurations that users can select when commission a server.

» Standards—Define sets of standard options, including server size and |ease terms, that are available
for users to select when ordering servers.

Cisco Intelligent Automation for Cloud Starter Edition User Guide
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Customization of Table Views

In Cloud Portal, most tables views are customizable for each user. You can sort rows in ascending or
descending order by column. In some cases, you can also choose which columns to show or hide to meet
your needs and make the information easier to read.

Customization of Table Views W

When you change the table view, your personal settings are retained unless or until you change them
again, of if you have cookies disabled in your browser settings.

Re-sort Rows by Column

By default, table rows are sorted by ascending order of the first column. To re-sort the rows by another
column, click the column title.

To re-sort the rows in ascending or descending order by column, hover the mouse pointer over the far
right side of the column title until an arrow appears, click the arrow, and then choose Sort Ascending
or Sort Descending.

Figure 1-9 Sort Ascending by Column
My Servers
Name « Type as IP Address Lease Expira ¥ | Organization User
dontst350 Physical Server & 192.168.206.10 41M%2012 01 El Sort Ascending Chriz Novotny
dontst3s1 Physical Server a8 %] sortDY_tending Randall Allen
dontst350 Physical Server & ... Cisco Chriz Novotny

Add or Remove Columns

Hover the mouse pointer over the far right side of the column title until an arrow appears, click the arrow
and choose Columns. In the Columns menu, check or uncheck the check boxes of any of the available

columns.

Figure 1-10 My Servers—Adding or Removing Columns
Name Service lte * Service lte.. Assigned D... Requisition.. Customer Organizati...
aS68c356-97... | Lease | 4| Sort Ascending [22/20126... 5976 Eric Pardo Cloud Ad... <

Net1 192.168.. IPManag

%l Sort Descending

2272012 5... 5574

Sharon Crawt... Cloud Ad...

Deepa Mohan Cisco

Memory (GB) allocated

Cisco PO Glo... System P2012 5 5073
Net6 192.168.. IPManad (Bl Columns Y| @] Name
V| Service tem Group
| Service tem Type
Service ltem Details Requested With His| 7] Assigned Date
Name V| Requisition ID
Name Submitted Date
Provider VDC name {b Customer
Description | Organizational Unit

Sean Crifasi Cisco LI

( |Displaying 1 - 10 of 1260

-

aging the shared customer ...
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User Roles and Capabilities

Cisco Intelligent Automation for Cloud features pre-defined user roles that determine what individuals
can access and perform. There are four roles:

» Cloud Provider Technical Administrator
» Organization Technical Administrator
« Virtual and Physical Server Owner
- Virtual Server Owner
Capabilities by User Role, page 1-14 compares capabilities by role.

In addition to the four user roles, the system-defined “ Anyone role applies to all people within an
organization. Thisroleisaselectable option for certain user properties that identify individuals who can
order on behalf of the user and read or change the user’s record.

Cloud Provider Technical Administrator

Cloud Provider Technical Administrators manage the underlying infrastructure of Starter Edition—the
Cisco Tidal Enterprise Orchestrator, Cisco UCS Manager, Cisco Server Provisioner, VMware vCenter,
and Cloud Portal. As employees of the Service Provider, Cloud Provider Technical Administrators are
responsible for purchasing, installing, and configuring the Starter Edition solution, and then inviting
customers to be customers of the Cloud solution.

Cloud Provider Technical Administrators have access to the following modules:
» My Workspace—Access and perform tasks from all portals and portlets.
» Organization Designer—Create organizations and users.
- Service Item Manager
— Track ordered service items charged to a particular department within an organization

— Manage standardsfor serviceitems, such aslease terms, network types, operating system types,
platform element types and options, and so on.

- Administration
— Link to and utilize data from your enterprise directory and other sources of user data

— Customize your Cloud Portal environment with colors and branding, and turn on or off various
site-wide settings, such as custom style sheets and directory integration

— Modify standard lists of values used across the site and in related reports
- Catalog Deployer

— Import, configure, and deploy packages services, service offerings, and individual non-service
components. These tasks are performed during Cloud Portal installation and when new services
need to be added to the catalog.

N
Note  Important! Please read the Caution message in Catalog Deployer, page 1-9 before using
Catalog Deployer.
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Organization Technical Administrator

Organization Technical Administrators are employees of the organization with some administrative
access and control over their organization’s environment. The Organization Technical Administrators
manage an organization’s user accounts, virtual data centers, and organization-specific service catalogs
in Cisco Cloud Portal. They also assign users to Server Owner roles within the organization.

The Organization Technical Provider has access to the following modules:
- My Workspace

— My Servers—View alist of all of the servers you own or manage, and perform actions such as
powering up or down, taking a snapshot, or decommissioning.

— User Management—Add, modify, and remove users.
— Order Servers—Commission a virtual machine.
— View Requisitions—Track your requisitions and their fulfillment status.

» Organization Designer—Create users

Virtual Server Owner

The Virtual Server Owner is an employee of the organization who orders and provisions virtual
machines.

The Virtual Server Owner has access to the following portal pages:
» My Workspace

— My Servers—View alist of all of the servers you own or manage, and perform actions such as
powering up or down, taking a snapshot, or decommissioning.

— Order Servers—Commission or decommission a virtual server.
— View Requisitions—Track your requisitions and their fulfillment status.

Virtual and Physical Server Owner

The Virtual and Physical Server Owner is an employee of the organization who orders and provisions
both virtual and physical servers.

The Virtual and Physical Server Owner has access to the following portal pages:
- My Workspace

— My Servers—View alist of all of the servers you own or manage, and perform actions such as
powering up or down, taking a snapshot, or decommissioning.

— Order Servers—Commission or decommission avirtual or physical server.
— View Requisitions—Track your requisitions and their fulfillment status.

[ oL-26945-01
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Capabilities by User Role

Table 1-1 Capabilities by User Role

Task Description

\ vSOo! \V/Psoz\ OTA3 \CPTA4

Cloud Portal—General Tasks

Manage personal profile settings i ° o °
View and perform authorizations . ° ° °
View MyServices Items . . . .
Order services ° ° ° °
View requisitions i ° o °
Server Requisitioning and Operations
Physical server: Commission ° ° °
Physical server: Decommission ° o °
Physical server: Power down ° ° °
Physical server: Power up ° ° °
Physical server: Power cycle ° ° °
Virtual machine: Commission with operating system installed i ° o °
Virtual machine: Commission from template ° ° ° °
Virtual machine: Decommission * * i ®
Virtual machine: Power down ° ° ° °
Virtual machine: Power up i ° o °
Virtual machine: Power cycle ° ° ° °
Virtual machine: Take snapshot * * * ®
Virtual machine: Revert to snapshot ° ° ° °
Virtual machine: Modify configuration ° ° ° °
Extend managed lease instance i ° o °
Managed |ease instance ° ° ° °
Organizations and Users
Add and remove organizations o °
View organization details ° °
Define user roles ° °
Add and remove a user to and from the cloud system ° °
Add and remove a user to and from an organization
Modify a user’s record ° °
Add or remove a Server Owner ° o
Add, assign, or remove an Organization Technical Administrator ° °
Re-assign Organizational Technical Administrator to Server o °
Owner
Cisco Intelligent Automation for Cloud Starter Edition User Guide
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Table 1-1 Capabilities by User Role (continued)

User Roles and Capabilities Il

Task Description

VSO?

V/PS0Q?

OTA®

CPTA*

Re-assign Server Owner to Organizational Technical
Administrator

Add or remove Cloud Provider Technical Administrator

Networks

Add or remove network

Add or remove organization network

Connections

Update Cloud connection infrastructure

Connect Cloud infrastructure

Disconnect platform elements

Remove integration targets

Shared Server Zone

Set up and update shared server zone

Server Templates

Register and remove virtual machine templates

Register and remove operating system templates

Register, update, and remove UCS service profile templates

UCS Blades

Register and remove UCS blades

Manage blade pools

Service Item Metrics

Assign metric service item data for cluster, datacenter, datastore,
I P address, network, resource pool, and UCS

Refresh metrics

System Settings

Configure password rules

Configure email notification templates

Virtual Server Owner

Virtual and Physical Server Owner
Organization Technical Administrator
Cloud Provider Technical Administrator

Ea R o
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Managing the Cloud System

Note  To perform many of the procedures covered in this guide, you must have access to portalsin the form of
tabs in My Workspace. To add portals to My Workspace, see Adding Portal Pages to My Workspace,

page 1-5.

After theinitial set up of your cloud system, there are tasks you must perform the keep the system
running smoothly.

This chapter provides information on managing the resources in your cloud system. It includes the
following sections:

Managing Resources, page 2-2

Change the Server Size of a Virtual Machine, page 2-6
Managing Physical Servers, page 2-13

Managing Cisco UCS Blades and Blade Pools, page 2-17
Managing Networks, page 2-24

Managing Server Templates, page 2-37

Modifying a Default Email Notification Template, page 2-47
Managing Authorization and Review Escalation, page 2-51
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Managing Resources

The My Servers and System Resource portlets provide specifications and status on your virtual and
physical servers, blades, blade chassis, and datacenters.

View Server Status and Properties

The My Servers portal provides information about all of your active servers. You can monitor status,
verify that a server you that ordered has been delivered, and manage power, modify configuration, take
snapshots, decommission, and extend an existing lease."*

Stepl  Choose My Wor kspace from the module drop-down list and the My Servers tab.

The My Serversportal (Figure 2-1 on page 2-2) displays active serversin atable with information about
each server, including type (virtual or physical), operating system, organization, and Server Owner.

Note  Additional columns are available. To add columns to the table, and to re-sort the rows, see
Customization of Table Views, page 1-11.

Figure 2-1 My Servers Portal Page

Cisco Intelligent Automatio My Workspace alioli

Starter Edition cisco.

Site Homepage My Servers %/l Order Servers %/l View Reguisitions %/ [+

Ed'rtPasswnrds *Setaanmepage @RefreshPurtleks

My Servers
Name Type as IP Address Lease Expirati... Organization User
d=t475 Physical Server Q 172.31.1001 THB2012 03:48 Service Team Steven Schneider
DCF-VM Virtual Machine (V... Q 192.168.206.101 5M%/2012 03:10 Documentation Don Foreman
d=t401 Virtual Machine (V... £¥ 172.25.100.0 5M%/2012 02:5% Service Team Steven Schneider
Page 1of11| B Bl
Take Action

Pleaze select eauipment above to take action uoon.
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Step2  Todisplay more details about a server or take action (see list of actions below), click the server namein
the My Servers table to display the Take Action panel.

Figure 2-2 My Servers Portal Page Showing Take Action Panel

Cisco Intelligent Automatio [t : - [y workspace

Starter Edition

Site Homepage My Servers x|l Order Servers %/ View Requisitions *Il [+
Edit Passwords | ﬂSe‘t as Homepage | @Rﬁfresh Porilets
My Servers
MName Type 0s IP Address Leaze Expirati.. Organization User
d=td7s Physical Server a 172.31.100.1 Ti18/2012 03:48 Service Team Steven Schneider
DCF-Finance Virtual Machine (V. a 192.168.206.101 5/19/2012 03:10 Finance Don Foreman
d=td0 Virtual Machine (V. a 172.25.100.0 5/19/2012 02:59 Service Team Steven Schneider
4 4 | page 1et11| b K
Take Action

® ©® ®w © wm © B

Power Up Power Down Power Cycle Modify Take Snapshot Revert to Decommission Extend Lease
Configuration Snapshot
Server details Network settings
Order date: 03/20/2012 3:10 PM Primary P address: 192.168.206.0
Ctatus: ACTIVE Primary (customer) network: Fin-Net-1_192.168.206.092.168.206.0
o i tem: RedHat Management IP address:
perating system: Rednal Management network: Fin-Net_m
Wirtual machine template name: Template-IAC-RHEL Full path: [Templates/Template-LAC-RHEL
Server size: Small
#of vCPUs: 2 Lease information
Memory (in GB): 2 Storage lease expiration: 05/29/2012 08:10 PM

0/5 di=k size (in GB). 20

To take action on a server, click its name, and then click one of the following iconsin the Take Action
pane:

A Y

Power Up—See Power Up a Virtual Machine, page 2-9
Power Down—See Power Down a Virtual Machine, page 2-7
Power Cycle—See Power-cycle a Virtual Machine, page 2-8

Decommission—See Decommissioning a Virtual Machine, page 4-7 or Decommissioning a
Physical Server, page 4-10

Extend Lease—See Extend or Remove a Server Lease, page 5-16

Modify Configuration—\Virtual machines only. See Change the Server Size of a Virtual Machine,
page 2-6

Take Snapshot, Revert to Snapshot, or Delete Snapshot—(Virtual machines only) See Manage
Snapshots of Virtual Machines, page 2-10

Note  If aserverisin the process of being provisioned, all of the icons are disabled.
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View System Resource Capacity

On the System Resources portal you can view the following information for your infrastructure

resources:

- Capacity statistics for virtual clusters and virtual datacenters

« Proportions of bladesin the virtual, physical, and maintenance pools

» Statuses of physical blades in the pool

« Number of unoccupied slots in the physical blade chassis

Stepl1  Choose My Workspace from the module drop-down list and then click the System Resour ces tab.

The System Resources portal (Figure 2-3 on page 2-5) displays following information

Resource

Description

Virtual Cluster Capacity

Indicates CPU and memory resource capacity and allocation for each
vCenter cluster.

e Cluster Name

« CPU Reserved (MH2z)

» CPU Limit (MHz)

« Memory Reserved (GB)
< Memory Limit (GB)

- Last Collected

Datacenter Bar graphs illustrating the CPU and memory resource capacity and
allocation of all resources in the vCenter datacenter.

UCS Blade Pool Pie chart showing the proportions of Cisco UCS blades in the physical,

M anagement virtual, and management pools.

UCS Blade Pool Pie chart showing the proportions of physical bladesin the management

Management Physical

pool that are in of the following states:

« Available—The blade is hot commissioned or in use by end-users
and is available to be commissioned.

* InUse—The blade is commissioned and in use by end-users.
- Pending—The blade isin transition between blade pools.

Note  For information on Cisco UCS blades and blade pools, see
Managing Cisco UCS Blades and Blade Pools, page 2-17.

Physical Blade Chassis
Occupancy

I dentifies the number of unoccupied slots in the Cisco UCS chassis.

Cisco Intelligent Automation for Cloud Starter Edition User Guide
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Figure 2-3 System Resources Portal Page

Cisco Intelligent Automation for Cloud
Starter Edition

My Workspace

silialn
CIsco.

Site Homepage

| Edit Page

Organization Management # | User Management #/ system Resources #l|| Network Management x| sSystem

a Edit Passwords h Set az Homepage @ Refresh Portlets

Virtual Cluster Capacity UCS Blade Pool Management
Cluster Name CPU Reserve (Mhz) CPU Limit (Mhz) Memory Reserve (Mhz) Memory Limit (Mhz) = Last Colected

UCS-tsdoc-01 75 100 50

100 03182012 7:0...
i1 4 | Page 1lof1| b k| e’ Displaying 1 0f 1
Datacenter: CIAC '
100 o0 100 . a
- - = Physical virtual [l Maintenance
75 75 75
UCS Physical Blade Pool Management
50 50 50
25 25 25
o 1) 1)
CPU Memory Storage

Ressrved @ Limt Reserved @ Limit Reserved @ Limit

Available In Use . Pending

UCS Physical Blade Chassis Occupancy

UCS Manager Total Unoccupied Slots

ucs-mgr.tzdoc.local 1

Move Cisco USC Blades Between Resource and Maintenance Pools

Y

Note

Note

Only Cloud Provider Technical Administrators can move blades between blade pools.

Thereis no direct method of transitioning a blade between virtual and physical pools. Instead, you
transition the blade first to the maintenance pool, and then to the other pool.

For example, to transition a blade from the virtual pool to physical pool, you move the pool first to the
maintenance pool, and then to the physical pooal.

Use the maintenance pool to make any of the following transitions:

- Virtua to maintenance
- Physical to maintenance
« From maintenance to either physical or virtua

For steps, see Move a Cisco UCS Blade to or from the Maintenance Pool, page 2-22.

You cannot move a blade between poolsif it contains any active, commissioned servers. You must first
decommission the server or servers.
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Managing Virtual Machines

Change the Server Size of a Virtual Machine

Change the vCPU and VRAM (GB) sizes of avirtual machine.

To commission a virtual machine, see Commissioning a Virtual Machine and Installing an Operating
System, page 4-2 and Commissioning a Virtual Machine from a Template, page 4-5.

Note  ThevCPU and vVRAM values are set for each server size option and cannot be changed individually.

Stepl  Choose My Workspace from the module drop-down list and then click the My Server s tab.
Step2  Onthe My Servers portal (Figure 2-1 on page 2-3), locate and click the server in the My Servers panel.
Step3  Inthe Take Action panel, click the M odify Configuration icon.

Step4  Onthe Modify Configuration form, choose a size from the Virtual Machine Size drop-down list.

Note  Available server size options are customizable by Administrators, and so may vary from the default
options that ship with Starter Edition. To view the vCPU and VRAM values for a server size option,
choose the option from the drop-down list. The vCPU and vVRAM values automatically populate the
display-only fields below the drop-down list.

Figure 2-4 Virtual Machine—Modify Configuration

Manage Virtual Machine: st205 = Close

Modify Configuration
Select a new CPU and memory configuration for the virtual machine from a list of standards.

Reset

Please make selection and submit order.

Action: Modify Configuration
Computer (host) name: =t205
Full path: [Templatez/Template-lAC

Select the hardware
configuration (CPU,

o o . - memory, storage) you'd

Virtual Machine Size: Il.‘edlum VI like to have for your
virtual machine from the
lit.

vCPUs:

VRAM (GB): 2

Reset

Step5  Click Submit Order.
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Power Down a Virtual Machine

Managing Virtual Machines W

Power down an active virtual machine, regardless of its operating system state.

N

Note  Toremove a server from use, see Decommissioning a Virtual Machine, page 4-7.
Stepl  Choose My Workspace from the module drop-down list and then click the My Server s tab.
Step2  OntheMy Servers portal page (Figure 2-1 on page 2-2), click the name of the virtual machine to display
the Take Action panel (Figure 2-2 on page 2-3).
Step3  Click the Power Down icon to open the Power Down Virtual Machine form.

Figure 2-5

Power Down Virtual Machine Form

Manage Virtual Machine: dst01

Power Down Virtual Machine
ﬁ x

Please confirm action and submit order.

Action: Power Down Virtual Machine
Computer (host) name dst01
Full Path (Memplates/Template-1AC

Confirm This Action

Power down the viftual machine if itis up, regardiess of the operating system state.

Close
Reset
Important: Thiz action can lead to loss of
data
Check the box to confirm you want to
proceed with this action
@ Reset
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Step4  Inthe Confirm Action area, check the check box if you are sure the selected server is the one that you
want to power down.

Step5  Click Submit Order.

Power-cycle a Virtual Machine

Use the power-cycle service to power-down a virtual machine, regardless of its operating system state,
and then power it up and start the boot process.

Stepl  Choose My Workspace from the module drop-down list and then click the My Server s tab.

Step2  OntheMy Servers portal page (Figure 2-1 on page 2-2), click the name of the virtual machineto display
the Take Action panel (Figure 2-2 on page 2-3).

Step3  Click the Power Cycleicon to open the Power Cycle Virtual Machine form.

Figure 2-6 Power Cycle Virtual Machine Form
Manage Virtual Machine: dst400 = Close
Power Cycle Virtual Machine
Q Fower down the virtual machine, regardless of the operating system state, and then power it up and start the boot process.
Reset
Please confirm action and submit order.
Action: Power Cycle Virtual Machine
Note: This =ervice will power-cycle a server, or power a server on if in an off
power state.
Computer (host) name: dsta00
Full Path: [Templates/Template-14C-RHEL
Confirm This Action
Important: Thiz action
can lead to los= of data.
* ¥ ves Check the box to confirm
you want to proceed
with this action.
Reset

~

Note  The asterisk * next to afield indicates that it is a required field and must contain a valid value.

Step4  Inthe Confirm Action area, check the check box if you are sure the selected server is the one that you
want to power cycle.

Step5  Click Submit Order.
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Managing Virtual Machines W

Power Up a Virtual Machine

Power up avirtual machine that has been powered-down, and start the boot process.

Stepl  Choose My Workspace from the module drop-down list and then click the My Server s tab.

Step2  Onthe My Serversportal page (Figure 2-1 on page 2-2), click the name of the virtual machine to display
the Take Action panel (Figure 2-2 on page 2-3).

Step3  Click the Power Up icon to open the Power Cycle Virtual Machine form.

Figure 2-7 Power Up Virtual Machine Form

Manage Virtual Machine: dst400 = Close

Power Up Virtual Machine
Fower on the virtual machine and start the boot process.

Reset
Please confirm action and submit order.
Action: Power Up Virtual Machine
Note: This =ervice will power-cycle a server, or power a server on if in an off
power state.
Computer (host) name: dst400
Full Path: [Templatez/Template-lAC-RHEL
Reset

Step4  If you are sure the selected server is the one that you want to power up, click Submit Order.
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Manage Snapshots of Virtual Machines

Create, revert to, view an archive of, and remove snapshots of virtual machines.

Take a Snapshot of a Virtual Machine

Step 1
Step 2

Step 3

Step 4
Step 5

Step 6

Create, name, and store an image of the current settings for a virtual machine.

Choose My Wor kspace from the module drop-down list and then click the My Server s tab.

Onthe My Servers portal page (Figure 2-1 on page 2-2), click the name of the virtual machine to display

the Take Action panel (Figure 2-2 on page 2-3).
Click the Take Snapshot icon to open the Take Snapshot form.

N

Note  The asterisk * next to afield indicates that it is a required field and must contain a valid value.

In the snapshot name field, enter a unique and descriptive name for the snapshot.

Enter a description of the snapshot.

Figure 2-8 Take Snapshot Form

Manage Virtual Machine: dst400

Take Snapshot

|

Enter or Select Snapshot Information

Action: Snapshot virtual machine

Computer (host) name: dst400

Full path: /lAC-vms/RHEL

* Snapzhot name: doc-comm 12-11

* Snapshot description: | This is a description.l

Create a named snapshot of the virtual machine’s current state and data.

Close
Reset
Pleaze enter a descriptive
snapshot name.
Pleaze enter a descriptive
snapshot description.
Reset

Click Submit Order.
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Revert a Virtual Machine Settings to Snapshot

Step 1
Step 2

Step 3

Step 4

Step 5

Revert a virtual machine to a previous state using the snapshot of your choice.

Choose My Wor kspace from the module drop-down list and then click the My Server s tab.

Onthe My Servers portal page (Figure 2-1 on page 2-2), click the name of the virtual machine to display
the Take Action panel (Figure 2-2 on page 2-3).

Click the Revert Snapshot icon to open the Revert to Snapshot form.

N

Note  The asterisk * next to afield indicates that it is a required field and must contain a valid value.

From the Snapshot name drop-down list, choose the snapshot to which you want to revert the selected
virtual machine.

Figure 2-9 Revert to Snapshot Form
Manage Virtual Machine: dst400 [# Close
Revert to Snapshot
Revert a virtual machine to a previous state using the snapshot of your choice.
Reset
Enter or Select Snapshot Information
Action: Revert to Snapshot
Computer (host) name: dst400
Full path: /lAC-vms/RHEL
Pleaze select the desired
Snapshot name: Idoc—comm‘l 12-11 'l snapshot name.
Snapshot dezcription: This is a description.
Confirm This Action
Important: This action can
lead to los= of data.
* ¥ ves Check the box to cqnfirm you
want to proceed with this
action.
{b Reset

Check the Confirm This Action check box if you are sure that you want to revert the virtual machine to
the snapshot, and then click Submit Order.
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View Archived Snapshots

View an archive of snapshots taken of virtual machines within an organization. From the list, you can
view history and related services of a snapshot, and delete a snapshot.

Stepl  Choose Service Item Manager from the module drop-down list and then click the M anage Service
[temstab.

Figure 2-10 Manage Service Items Portal

Cisco Service[Portal [ 11 Profile | Logout bt

Home Design Service ltem=s Design Standards Manage Service tems  Manage Standards  Import Data

Service ltem Types Service ltems

[&ll Service tems]

[ = cloud ph,]mrm Flements 4 tew |||Esloekete. || & Assian ||| 2 unassion | & Export To Excel |8 save view || Fiter and Search |
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| H Save

Step2  Inthe Service Items Types panel on the Manage Service Items portal expand Virtual Applications and
Servers, and then click Virtual Server Snapshot.

Figure 2-11 Service Item Type—Virtual Server Snapshot
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The Service Items panel refreshes to display snapshots taken of virtual machines within an organization.
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Delete a Snapshot

Step 1
Step 2

Permanently delete a server snapshot.

Follow the steps outlined in View Archived Snapshots, page 2-12.
Locate and click the snapshot in the Service Items panel, and then click Delete.

Managing Physical Servers

Power Down a Physical Server

S

Note

Step 1
Step 2

Power down an active physical server, regardless of its operating system state.

For information on removing a physical server from use, see Decommissioning a Physical Server,
page 4-10.

Choose My Wor kspace from the module drop-down list and then click the My Server s tab.

On the My Servers portal (Figure 2-1 on page 2-3), locate and click the physical server that you want to
power down.

Figure 2-12 Power Down Physical Server

| My Workspace
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Starter Edition
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Step3  Inthe Take Action panel, click the Power Down icon.

The Power Down Physical Machine form displays the name of the server.

Figure 2-13 Power Down Physical Server Form
Manage Physical Server: dst360 Close
Power Down Physical Server
Fower down the physical server ifitis up, regardless of the operating system state.
E x
Reset
Please confirm action and submit order.
Action: Power Down Physical Server
Computer (host) name: dst360
Confirm This Action
Important: Thiz action
can lead to loss of data.
* ¥ ves Check the box to confirm
you want to proceed
with this action.
{b Reset

Step4  Inthe Confirm Action area, check the check box if you are sure the selected server is the one that you
want to power down.

Step5  Click Submit Order.

Power-cycle a Physical Server

Use the power-cycle service to reset power on a physical server.

Stepl  Choose My Workspace from the module drop-down list and then click the My Server s tab.

Step2  Onthe My Servers portal (Figure 2-1 on page 2-3), locate and click the physical server that you want to
power cycle.
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Step 3

Step 4

Step 5

Figure 2-14 Power Cycle Physical Server
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Take Action

=

Decommizsion
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In the Take Action panel, click the Power Cycleicon.

The Power Cycle Physical Machine form displays the name of the server.

Figure 2-15 Power Cycle Physical Server Form
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In the Confirm Action area, check the
want to power cycle.

Click Submit Order.

check box if you are sure the selected server is the one that you
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Power Up a Physical Server

Power up a physical server and start the boot process.

Stepl  Choose My Wor kspace from the module drop-down list and then click the My Server s tab.

Step2  Onthe My Servers portal (Figure 2-1 on page 2-3), locate and click the physical server that you want to
power up.

Figure 2-16 Power Up Physical Server

Intelligent Automation for Cloud
Starter Edition 5
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Step3  Inthe Take Action panel, click the Power Up icon.

Figure 2-17 Power Up Physical Server Form
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Step4  Click Submit Order.
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Managing Cisco UCS Blades and Blade Pools

N

Note

Only Cloud Provider Technical Administrators can transition blades between pools or remove blades.

When a blade isfirst registered, it is placed into the Maintenance pool in the Available state. After
registration, the Cloud Provider Technical Administrator manages blades using the Manage Pools and
Remove UCS Blade services.

There are three pool types:

- Maintenance—A holding areafor bladesthat are registered but have not been identified for areason.
Bladesin the maintenance pool are owned and managed by Cloud Provider Technical Administrator
and are not available to Server Owners.

« Virtua—Blades in this pool have been identified for hosting virtual machines. They have been
provisioned with VMware ESXi. Blades in this pool never carry a status of Available, only In Use
or Pending.

» Physical—Bladesin this pool have been assigned for use by Server Owners. They may carry astatus
of Available, In Use, or Pending.

Each registered UCS blade is in one of the following statuses:

» Available—The blade is unassigned and not in use; it is available for physical server provisioning
or VMware ESXi provisioning.

« InUse—Thebladeis assigned and in use by either a Server Owner (running Windows or Linux) or
a Cloud Provider Technical Administrator as aVMware ESXi host.

» Pending—A physical or VMware ESXi server on the blade is provisioning.

— For aprovisioning physical server, the blade isin the physical pool and is not in transition, but
its status is changing from available to pending, or from pending to in use.

— For aprovisioning ESXi server, the blade isin transition from the maintenance pool to the
virtual pool.

Register a Cisco UCS Blade

Step 1
Step 2

Register a UCS blade for use in the cloud system. Registered blades are automatically placed in the
mai ntenance pool.

You must move the blade from the maintenance pool to the virtual or physical pool to make them
available for users to commission physical servers and VMware ESXi hosts.

Before you can register ablade, it must already be installed in a UCS chassis.

Choose My Wor kspace from the module drop-down list and then click the System Setup tab.
In the System Setup portal, click the Blades and Pools tab.

[ oL-26945-01
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Figure 2-18 Blades & Pools Portlet
- ki ; - [l ] | Profile | Logout
CiscoIntelligent Autemation for Cloud o
Starter Edition
| Site Homepage | Organizaticn Management £ || User Management M | System Resources £ .. System Setup X | I\.‘-’
(3] Edit Page | [[0] Edit Passwords | K Set as Homepage | (| Refresh Fortlets
Ilc i 1 [ Blades and Pools [ System Settings Networks || Shared Zone | Templates | Standards

Blades & Pools

B Regster Cisco UCS Blade
® Remove Cisco UCS Blade
®  Manage Blade Pools

Step3  Inthe Blades & Pools portlet, click Register Cisco UCS Blade.

Step4  Onthe Register Cisco UCS Blade form, enter the number of the UCS chassiswherethebladeisinstalled,
and then enter the blade number within the chassis.

Figure 2-19 Register Cisco UCS Blade Form

[x Close
—

Register Cisco UCS Blade

_ Register an existing UCS blade for use within the cloud environment. The blade must already be installed in a UCS
chassis. Registered blades automatically go in the maintenance pool and can be further assigned to another pool in
+ ‘Manage Blade Pools'.

[ suomoer JES

Locate Blade to Add
UCS Manager sjc-ucs-200.tidalsoft local The UCS Manager used for the cloud envirenment
* Chassis |5 Enter the number of the UCS chassis where the blade is installed.
* Blade |3 Enter the blade number within the UCS chassis.

oo I

stluanlne
Technology by cisco

Step5  Click Submit Order.
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Modify Properties of a Cisco UCS Blade

Modify any of the following properties of a UCS blade:
« Organization
« Chassis number

« Blade number in the chassis

« Pool type
« UCS manager
- Status
Stepl  Choose Service Item Manager from the module drop-down list and then click the M anage Service
Items tab.
Step 2

In the Service Items Type panel on the Manage Service Items portal (Figure 2-10 on page 2-12), expand
System Setup, and click UCS Blade.

Figure 2-20 Service Item Types—UCS Blades

Service ltem Types “
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- |3 Cloud Platform Elements
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- I3 Customer/Tenant Management
- I3 IPManagement
- 7] Lease Management
- |7 Physical Servers
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é Cizco Portal Orchestrator Global Variabk
é Password Verification Rule
é Service Profile Template
.ﬁ SP Template
= ucs b
> VirtualApijEliun and Machine Templates
- |3 Wirtual Applications and Servers
- ') Virtual Hardware

Step3  Inthe Service Items panel, locate and click the UCS blade that you want to modify.
Properties of the selected blade appear in the Service Item Details panel.
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Figure 2-21 UCS Blade Details
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Step4  Click inthefields to edit values.
Step5  Click Save.

Remove a Cisco UCS Blade from the Blade Pool

Permanently remove a Cisco UCS Blade from the blade pool. To remove the blade from service without
permanently removing it, you can placeit in maintenance mode. See Move aCisco UCS Bladeto or from
the Maintenance Pool, page 2-22.

Note  Before you can remove a Cisco UCS blade, you must first place it in maintenance mode. See Move a
Cisco UCS Blade to or from the Maintenance Pool, page 2-22.

Stepl  Choose My Wor kspace from the module drop-down list and then click the System Setup tab.
Step2  On the System Setup portal click the Blades and Pools tab.
Step3  Onthe Blades & Pools portlet (Figure 2-18 on page 2-18), click Remove Cisco UCS Blade.

Step4  OntheMy Servers portal page (Figure 2-1 on page 2-2), click the name of the virtual machine to display
the Take Action panel (Figure 2-2 on page 2-3).

Step5  Click the Revert Snapshot icon to open the Revert to Snapshot form.
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N

Note  The asterisk * next to afield indicates that it isarequired field and must contain avalid value.

Step6  The Remove Cisco UCS Blade form, choose the number of the UCS chassis where the blade isinstalled
from the UCS Chassis drop-down list.

Step7  From the Blade drop-down list, choose the blade number within the UCS chassis.

The Resource Pool Type and Blade Status display-only fields populate. If Blade Statusis In Use or
Pending, you must change the status to maintenance before you can proceed with the removal. See Move
Cisco USC Blades Between Resource and M aintenance Pools, page 2-5.

Figure 2-22 Remove Cisco UCS Blade Form

[ Cloze
?

Remove Cisco UCS Blade
_ Removes a registered blade from the cloud system. The blade must first be in the maintenance pool. After being removed, the blade will

1 d no longer be shown.
XK

Reset

Select Blade To Remove

The UCS Manager used for the cloud
UCS Manager: ucs.doc.local environment.

. . Select the number of the UCS
4 Chassis: I3 :I' chassis where the blade is installed.
Select the blade number within the
% Blade [EA—— UCS chassis.
_ . The resource pool type of the UCS
Rezource Pool Type: Maintenance blade.
Blade Status: Available The blade’s availability status
{b Reset

Step8  Review the information to confirm that the selected Cisco UCS bladeis the one that you want to remove,
and then click Submit Order.
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Move a Cisco UCS Blade to or from the Maintenance Pool

N

Note

Note

Step 1
Step 2
Step 3
Step 4

Step 5

You must be a Cloud Provider Technical Administrator to move blades between pools.

In the Blades and Pools portlet, you can move virtual or physical blades between maintenance and
resource pools to create or extend the virtual cloud resource pool, and to repair or run maintenance on,
re-purpose, or remove the blade.

Depending on the type of blade, you may be required to create or remove servers on the blade. If such
an action is required, an alert will notify you.

To move a blade between pools, you need to know the numbers of the Cisco UCS chassisand UCS blade
isinstalled.

Table 2-1 lists blade transition types and any associated requirements.

Table 2-1 Types of Blade Transitions

Origin Pool Destination Pool |Requirements for Move

Maintenance Virtual Server Owner must commission a ESXi server on the blade.

Maintenance Physical None

Virtual Maintenance Server Owner must decommission the ESXi server on
the blade.

Physical Maintenance None

Physical— In Use |Maintenance Server Owner must decommission the physical server on
the blade.

Choose My Wor kspace from the module drop-down list and then click the System Setup tab.
On the System Setup portal page click the Blades and Pools tab.
On the Blades & Pools portlet (Figure 2-18 on page 2-18), click M anage Blade Pools.

On the Manage Blade Pools form, choose the UCS chassis where the server isinstalled from the
drop-down list.

Choose the Cisco UCS blade where the server is installed from the drop-down list.

N

Note  On choosing a Cisco UCS blade, the Resource Pool and Status fields update. A blade is
unavailable if its statusis In Use. (Blades with Pending status are filtered from the list.)

If avirtual blade is In Use, the process to decommission the VMware ESXi host is triggered.

If aphysical blade isIn Use, a message will notify you that the Server Owner must decommission the
physical server before the blade can be moved. In this case, you cannot proceed until the Server Owner
takes the required action.
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Step6  Choose Virtual, Physical, or Maintenance from the New Resource Pool Type drop-down list. Thisis
the pool to which you are re-assigning the server.

Figure 2-23 Manage Blade Pools Form

[ Cloze

Manage Blade Pools

__ Move UCS blades to and from physical and hypervisor pools, or put blades into maintenance mode. Here you control the balance of
resource capacity allocated to each type of cloud use. Blades can only be moved from maintenance to the Hypervisor poal or the
+ FPhysical pool, and vice versa. Moving a blade to the Hypervisor pool provisions it as a hypemvisor host.
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UCS manager: ucs.doc.local environment.
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The type of resource pool the blade
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The blade's availability status. If the
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Status: Available

the maintenance pool and can be
commizsioned for use by end users.
Select The Blade's New Resource Pool

Select the new resource pool to
which the blade will be moved.

New Resource Pool:

Reset

Step7  Click Submit Order.
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Managing Networks

View, add, modify, and remove the following types of networks that exist in the cloud system:
» User Network—Used for deploying virtual machines or physical servers.
- Management Network—Used for management access to cloud servers.

« Community Network—Used by all usersfrom all organizations, without exception. Non-community
user networks reguire explicit organization-level access to be set before users can deploy serversto
it, which can be useful for traffic isolation and better security.

View the List of All Networks

To view alist of your networks and |P capacity information for each network, choose My Wor kspace
from the module drop-down list and then click the Network Management tab.

On the Network Management portal the My Network 1P Addresses panel lists your networks. The
Network Capacity panel displays capacity information for available, assigned, and utilized | Ps.

Figure 2-24 Network Management Portal
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View and Modify Properties of a Network

Step 1

Step 2

View and modify some of the settings of anetwork in the system that may or may not be associated with
an organization.

Choose Service Item Manager from the module drop-down list and then click the Manage Service
[tems tab.

On the Manage Service Items portal (Figure 2-10 on page 2-12), expand |P Management in the Service
Items Type panel, and then click VLAN Instance.
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Figure 2-25 Service Item Type—VLANInstance
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Step3  Inthe Service Items panel, locate and click the network that you want to view or modify.

Properties of the network appear in the Service Item Details panel.

Figure 2-26 Service Item Details—VLANInstance
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Step4  To edit a property, click inits field and enter your changes.

Field Name Action

Friendly Name Enter the name given to the network that appears on service order forms.

Note  The friendly name must be descriptive enough for users easily to
identify the network.

UCS Network (Physical Serversonly) The VLAN name of the blade server that hosts the
Description network.

For example: 172.21.45.x (165)
Gateway Address Enter the address that the network uses to communicate outside the network.

This IP address will not be assigned to any server deployed by the system.
For example: 192.168.206.1

HSRP1 Address Enter a new HSRP (Hot Standby Router Protocol) gateway 1 network
address. This IP address will not be assigned to any server deployed by the
system. For example: 192.168.206.2

or
Accept the default value.

HSRP2 Address Enter the HSRP (Hot Standby Router Protocol) gateway 2 network address.
This IP address will not be assigned to any server deployed by the system.

For example: 192.168.206.3

DNS Address (1) Enter the primary DNS address for clientsin this IP Address Pool. This IP
address will not be assigned to any server deployed by the system.

For example: 172.25.7.31

DNS Address (2) Enter the secondary DNS address for clientsin this|P Address Pool. ThisIP
address will not be assigned to any server deployed by the system.

For example: 172.25.7.32

Step5  Click Save.
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Add a User Network

Step 1
Step 2

Step 3
Step 4

Define a shared or controlled-access network within the cloud system for bare-metal provisioning or to
which users in an organization can deploy servers.

Choose My Wor kspace from the module drop-down list, and then click the System Setup tab.
On the System Setup portal, click the Networ ks tab.

Figure 2-27 Networks Portlet

[RECE] | Profile | Logout Y SETRASTIRIEN

Starter Edition

4 | Site Homepage ization B User b | Systemn Resources | System Setup Ll T 3
(3] Edit Page | 18] Edit F Moot EYRefresh Portiets
C i Blades and Pools | System Settings Networks Shared Zone ) Templates Standards
Networks

B Add MNetwork
m  Modify Network Properties

= Remove Network

Click Add a Network.
On the Add a Network form, specify the following information:

S

Note  The asterisk * next to afield indicates that it is a required field and must contain a valid value.

Field Name Action
Network Name Enter a short network name that will be shown in portal drop-down
selection lists.

Subnet Address Specification Enter the network for this subnet in CIDR notation, for example,
192.0.2.0/24. Enter only an |Pv4 type of IP address.

Note  Only /24 subnets are supported.

[ oL-26945-01
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Field Name

Action

Isthis a Community Network?

Ensure that this check box is unchecked.

Network Type

Choose User from the drop-down list to add a user network.

vCenter Network

Enter the full path of the corresponding vCenter port group.
Note  Port group isthe vCenter term for VLAN.

UCS Network

Enter the name of the corresponding UCSVLAN.

Password

Enter the password assigned to the account used to connect to the
Server Provisioner server.

Subnet Mask

Display only. The subnet mask resulting from the prefix of the UCS
network you entered.

Gateway/Address

Use the default gateway network that is populated from the subnet
address or enter a different gateway network address (for example,
192.0.2.1).

This IP address will not be assigned to any server deployed by the
system.

HSRP1Address

Use the default HSRP1 (Hot Standby Router Protocol) gateway
network address that is populated from the subnet address or enter
adifferent HSRP1 gateway network address (for example,
192.0.2.2).

This IP address will not be assigned to any server deployed by the
system.

HSRP2Address

Use the default HSRP2 (Hot Standby Router Protocol) gateway
network address that is populated from the subnet address or enter
a different HSRP2 gateway network address (for example,
192.0.2.3).

This IP address will not be assigned to any server deployed by the
system.

Broadcast Address

Use the default broadcast address that is popul ated from the subnet
address or enter adifferent broadcast network address (for example,
192.0.2.255).

This IP address will not be assigned to any server deployed by the
system.

Primary DNS Address

Enter the primary DNS address for servers on this network.

This IP address will not be assigned to any server deployed by the
system.

Secondary DNS Address

Enter the secondary DNS address for servers on this network.

This IP address will not be assigned to any server deployed by the
system.

Step5  Click Submit Order.

Cisco Intelligent Automation for Cloud Starter Edition User Guide
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Managing Networks

Define a network within the cloud system that will be used to manage access to Cloud servers.

Stepl  Choose My Workspace from the module drop-down list, and then click the System Setup tab.
Step2  On the System Setup portal, click the Networks tab to open the portlet (Figure 2-29 on page 2-35).

Step3  Click Add a Network to open the form and specify the following information:

~

Note  The asterisk * next to afield indicates that it is a required field and must contain a valid value.

Field Name

Action

Network Name

Enter a short network name that will be shown in portal drop-down
selection lists.

Subnet Address Specification

Enter the network for this subnet in CIDR notation, for example,
192.0.2.0/24. Enter only an IPv4 type of IP address.

Note  Only /24 subnets are supported.

I's this a Community Network?

Ensure that this check box is unchecked.

Network Type

Choose M anagement from the drop-down list to add amanagement
network.

vCenter Network

Enter the full path of the corresponding vCenter VLAN.

UCS Network

Enter the name of the corresponding UCS VLAN.

Password

Enter the password assigned to the account used to connect to the
Server Provisioner server.

Subnet Mask

Display only. The subnet mask resulting from the prefix of the UCS
network you entered.

Gateway/Address

Use the default gateway network that is populated from the subnet
address or enter a different gateway network address (for example,
192.0.2.1).

This IP address will not be assigned to any server deployed by the
system.

HSRP1Address

Use the default HSRP1 (Hot Standby Router Protocol) gateway
network address that is populated from the subnet address or enter
adifferent HSRP1 gateway network address (for example,
192.0.2.2).

This IP address will not be assigned to any server deployed by the
system.

HSRP2Address

Use the default HSRP2 (Hot Standby Router Protocol) gateway
network address that is populated from the subnet address or enter
a different HSRP2 gateway network address (for example,
192.0.2.3).

This IP address will not be assigned to any server deployed by the
system.

[ oL-26945-01
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Field Name Action

Broadcast Address Use the default broadcast address that is popul ated from the subnet
address or enter adifferent broadcast network address (for example,
192.0.2.255).
This IP address will not be assigned to any server deployed by the
system.

Primary DNS Address Enter the primary DNS address for servers on this network.
This IP address will not be assigned to any server deployed by the
system.

Secondary DNS Address Enter the secondary DNS address for servers on this network.

This IP address will not be assigned to any server deployed by the
system.

Step4  Click Submit Order.
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Add a Community Network
Stepl  Choose My Workspace from the module drop-down list, and then click the System Setup tab.
Step2  On the System Setup portal, click the Networks tab to open the portlet (Figure 2-29 on page 2-35).
Step3  Click Add a Network to open the form, and specify the following information:

Y

Note  The asterisk * next to afield indicates that it is a required field and must contain a valid value.

Field Name Action

Network Name Enter a short network name that will be shown in portal drop-down
selection lists.

Subnet Address Specification Enter the network for this subnet in CIDR notation, for example,
192.0.2.0/24. Enter only an IPv4 type of IP address.

Note  Only /24 subnets are supported.

I's this a Community Network Check the Yes check box if thisis acommunity network.

A community network is available to users from all organizations

without exception.

Non-community user networks require explicit organization-level

access to be set before users can deploy serversto it, which can be
useful for traffic isolation and better security.

Network Type Choose User from the drop-down list to add a user network.

vCenter Network Enter the full path of the corresponding vCenter VLAN.

UCS Network Enter the name of the corresponding UCS VLAN.

Password Enter the password assigned to the account used to connect to the
Server Provisioner server.

Subnet Mask Display only. The subnet mask resulting from the prefix of the UCS
network you entered.

Gateway/Address Use the default gateway network that is populated from the subnet
address or enter a different gateway network address (for example,
192.0.2.1).

This IP address will not be assigned to any server deployed by the
system.

HSRP1Address Use the default HSRP1 (Hot Standby Router Protocol) gateway
network address that is populated from the subnet address or enter
adifferent HSRP1 gateway network address (for example,
192.0.2.2).

This IP address will not be assigned to any server deployed by the
system.
Cisco Intelligent Automation for Cloud Starter Edition User Guide
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Field Name Action

HSRP2Address Use the default HSRP2 (Hot Standby Router Protocol) gateway
network address that is populated from the subnet address or enter
adifferent HSRP2 gateway network address (for example,

192.0.2.3).
This IP address will not be assigned to any server deployed by the
system.

Broadcast Address Use the default broadcast address that is populated from the subnet
address or enter adifferent broadcast network address (for example,
192.0.2.255).

This IP address will not be assigned to any server deployed by the
system.

Primary DNS Address Enter the primary DNS address for servers on this network.

This IP address will not be assigned to any server deployed by the
system.

Secondary DNS Address Enter the secondary DNS address for servers on this network.

This IP address will not be assigned to any server deployed by the
system.

Step4  Click Submit Order.
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Set Up the Shared Provider Zone

Define the attributes for the data center zone, which includes provisioning networks and the vCenter
datacenter, in which all Cloud servers are deployed.

Stepl  Choose My Wor kspace from the module drop-down list and then click the System Setup tab.
Step2  On the System Setup portal click Shared Zone.

Figure 2-28 Shared Zone Portlet

[RECE] | Profile | Logout Y SETRASTIRIEN

4 | Site Homepage B User b | Systemn Resources | System Setup Ll T 3
(3] Edit Page | 18] Edit F Moot EYRefresh Portiets
C i Blades and Pools | System Settings Networks Shared Zone Templates Standards

Shared Zone

BE  Set Up Shared Server Zone

Step3  On the Shared Zone portlet, click Set Up Shared Server Zone.
Current settings for the shared zone (display only) appear in the Managing Cloud Elements area.

Step4  On the Set Up Shared Server Zone form, choose a network from the New Provisioning Network
drop-down list.

Step5  Inthe VMware vCenter Datacenter field, edit the vCenter path.

Cisco Intelligent Automation for Cloud Starter Edition User Guide
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Figure 2-29 Set Up Shared Zone Form

[l Close

Set Up Shared Server Zone
Define the attributes for the data center zone in which all end user cloud servers are deployed, such as provisioning networks and vCenter

- data center.

Shared Server Zone Settings

Name of VMware vCenter managing
WMware vienter esxve-01.doc-comm shared zone virtual machines, as
defined in "Define Connections’.

Name of Cizco UCS Manager managing

Cizco UZS Manager esxve-02.doc-comm shared zone physical machines, as
defined in "Define Connections’.

Name of Cisco Server Provisioner
server that performs bare metal

Zisco Server Provisioner 172.31.100.1 provisioning of physical and virtual
servers in the shared zone, as defined
in "Define Connections’.

Select the bare metal provisioning

Provigioning Network | ESXi Provigioning Netwnrkj network to use in the shared zone from
the list.

vienter Provizioning Metwork CIAC/AA-UCS/HDS/portgroupname
UZS Manager Provizsioning Network 198.51.100.x-tsdoc (70}

Enter the complete vCenter path to the
YMware vienter Datacenter |CIAC datacenter to manage the virtual

machines.
Submit ‘hl]rller Reset

Step6  Click Submit Order.
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Delete a Network from the Cloud System

~

Note

Step 1
Step 2
Step 3
Step 4

Step 5

Permanently remove a network.

Before you can remove a network, you must first remove any 1P address assignments associated with the
network.

Choose My Wor kspace from the module drop-down list and then click the System Setup tab.
On the System Setup portal click the Networks tab.

In the Networks portlet (Figure 2-27 on page 2-27), click Remove Network.

On the Remove Network form, choose the network from the drop-down list.

If the network has | P addresses associated with it, an alert will inform you, and you cannot proceed with
the deletion.
Figure 2-30 Remove Network Form

[ Close
?

Remove Network

Remove a defined network including its IP address pool. As a prerequisite to completing this action, there cannot be any cloud server
@ﬁ deployed in this network (or, more specifically, using an IP address belonging to this network).

Reset

Select Network to Remove

Select the network to be

Metwork Name | doc-commMetwork-1 j removed by finding its name in
the list.

Reset

0

Click Submit Order.

Manage IP Address Exclusions

Step 1

Add or remove a usage exclusion for an IP address.

When an IP address in excluded, it is unavailable or off-limits for automated allocation. For example, an
exclusion allows you to set aside a contiguous | P for a future use or allocate an | P address for aresource
outside the Cloud portal.

Choose Service Item Manager from the module drop-down list and then click the M anage Service
[temstab.
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Cisco Intelligent Automation for Cloud Starter Edition User Guide



Chapter2  Managing the Cloud System |

M Managing Networks

Step2  Onthe Manage Service Items portal (Figure 2-10 on page 2-12), expand |P Management in the Service
Items Type panel, and then click | PAddress.

Figure 2-31 Service Item Type—IPAddress

Service ltem Types had
[All Service tems]

1> I3 Cloud Platform Elements

I 3 Collected Metrics

[» 3 Customer/Tenant Management

4 7] IPManagement

E IPAddress
E N ork Azzociations

E Network Organization ACL
E V0LANInstance
7 Lease Management
= Physical Servers
= Server Operations
71 System Setup
T3 Virtual Application and Machine Templates
7 Virtual Applications and Servers
‘o Virtual Hardware

v T T T T T T

Step3  Locate and click the IP address in the Service Items table.

Step4  Click in the Usage field and change the value to one of the following values:
- EXCLUDED—Apply the exclusion
» UNASSIGNED—Remove an existing exclusion

Figure 2-32 IP Address—Exclusion

Cisco Sewice Portal [ WL IR LS Service tem Manager

Home Design Service lems Design Standards Manage Service items Manage Standards  Import Data

Service Item Types | | Service ltems
Al Service b
[’ ;WC'T:“E;T::TDWEW”B |4 ew ||| Dekete ||| & Assion | | 2 Unassion ||| % Export To Excel | | B8 save view | |V Fiter and Search
> |T Collected Metrics Name Assigned .. Requisitio.. Submitte.. Customer Organizati.. Assigned .. IP Address Associate..
» (3 Customer/Tenant Hanagement 192.168.20.. 03212012 5647 03212012 cpadmin Cloud Admi 192.168.20... doc-comm_*|
45 P t
SE ;r:::me" 192.168.20... 0321/2012... 5645 0321/2012... KevinKing  Cloud Admi.. 192.168.20... doc-comm
= ress
— -, 192.168.20... 03212012, 5644 03/21/2012... Don Mangan Cloud Admi.. 192.168.20... doc-comm—]|
E MNetwork Associations
=) Network Organization ACL 192.168.20... 03212012, 5643 03212012... KevinKing  Cloud Admi.. 182.168.20... doc-comm

= vLannstance page,  1|of102 || b | M|/ | |Displaying 1 - 10 of 1012
> [T Lease Management

- |7 Physical Servers

» [T Server Operations Service ltem Details Requested With History Related Services
> |7 System Setup

> |3 Wirtual Application and Machine Templates IS L
> |3 WVirtual Applications and Servers Name 192.168.206 254
> I'g Virtual Hardware Assigned To Machine
IP Address 192.168.206.254
Aszsociated VLAN doc-commMetwork-1_192.168.206.0

Azzigned Date (DD-Mon-¥™""" [HH:mm])
Usage EXCLUDED

| EHzave |
R

Step5  Click Save.
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Managing Server Templates

Starter Edition provides the following types of server templates that users can select when they order
servers.

« Virtual machine (VM) template
» Operating system (from Cisco Server Provisioner)
« UCS service profile template
After registering, the template is then uniformly available to all users.

Register a Virtual Machine Template

Register an existing virtual machine template in the cloud system for users to select when ordering
virtual machines.

S

Note  Before you can register atemplate, it must first be defined in vCenter.

Stepl  Choose My Wor kspace from the module drop-down list and then click System Setup.
Step2  On the System Setup portal click Register VM Template.

Figure 2-33 Templates Portlet

[ | Profile | Logout My Workspace

Starter Edition

4 || Site Homepage ization h =l User = System Resources *| System Setup =N

3 Edit Page | [IH] Edit Woetas &\ Refresh Portiets

C i Blades and Pools | System Settings Networks Shared Zone Templates Standards

Templates

Register VIV Template

Remave VM Template

Register Operating System Template
Remaove Operating System Template
Register Senvice Profile Template

Update Senice Profile Template

Remaove Sewice Profile Template

A

Note  The asterisk * next to afield indicates that it is arequired field and must contain avalid value.
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[ oL-26945-01 .m



Chapter2  Managing the Cloud System |

M Managing Server Templates

Step 3

Step 4

On the Register VM Template form, provide the following information:

Field

Action

VM Template Name

Enter a friendly name for the virtual machine template.

Note The VM template name must be descriptive enough for
users easily to identify the template.

VM Template Description

Enter afriendly description for the virtual machine template that
will help users decide what template to use when ordering virtual
machines.

Operating System Family

Choose the family of the operating system that will be installed
when ordering a server from the template.

Operating System

Choose the operating system to be installed when ordering a server
from the template.

VM Template Path in vCenter

Enter the fully qualified path in vCenter for the template, using the
following format:

Host/Fol der/ Templ ateFol der

Figure 2-34

Register VM Template Form

Register VM Template

VM Template Information

> » Order Register VM Template

. Register an existing virtual machine template to be available for selection when deploying virtual machines. The template must already be
defined in vCenter. The template will then be uniformly available to all users.
+

* Wi Template Mame: | VM Win Server 2008

Friendly description of the template

* WM Template Description:

?

Reset

Enter a ghert name for the VM template.
Thiz name will be shown in template
selection drop-down lists.

LI Enter a friendly description for the WM
template. Include enough details here to
help users make good decisions about

LI which template to choose for their WM.
- . Select an operating system family
* Operating System Family: I Windows hd category for the template.
. - - Select the operating system of this
* Operating System: IWmduws Server 2008 R2 64-bit (x85_64/amd64) LI template

* WM Template Path in vCenter: | SCCwmitemplates

Enter the fully qualified path in wCenter
for the template, following the format
Host\Folder\TemplateFolder

Reset

D

Click Submit Order.
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Remove a Virtual Machine Template

S

Note

Step 1
Step 2
Step 3
Step 4

Step 5

Remove aregistered virtual machine from the record so that it is not available for selection by a user
when ordering a virtual machine.

For information on registering a virtual machine template, see Register a Virtual Machine Template,
page 2-37.

Choose My Wor kspace from the module drop-down list and then click the System Setup tab.
On the System Setup portal click the Templates tab.

On the Templates portlet (Figure 2-33 on page 2-37), click Remove VM Template.

Choose the template that you want to remove from the VM Template Name drop-down list.

The name, description, operating system information, and full path of the template appear under the VM
Template Name drop-down list.

Figure 2-35 Remove VM Template Form

[ Close
?

Remove VM Template

- Remove the record for a registered virtual machine template. Users will no longer be able to select this template for deploying
‘ new virtual machines. Existing VMs that have been deployed from this template will not be affected.
XK

Reset
Select VM Template to Remove
Select the VM template
WM Template Name: Template-14C by finding itz name in this
list.
Name [Templates/Template-l4CE) j
VM Template Description: This iz an RHEL template.
Operating System Family: Linux
Operating System: RedHat
WM Template Path in vCenter: [Templates/Template-14CE}
Reset

{b il

Technology by €isco

Review the information to confirm that the selected template is the one that you want to remove, and
then click Submit Order.
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Register an Operating System Template

a~

Note
Step 1

Step 2
Step 3

Step 4

Register an existing operating system template in the cloud system for users to select when ordering

Servers.

Before you can register atemplate, it must first be defined in Cisco Server Provisioner.

Choose My Wor kspace from the module drop-down list and then click the System Setup tab.
On the System Setup portal click the Templates tab.

On the Templates portlet (Figure 2-33 on page 2-37), click Register Operating System Template.

N

Note  The asterisk * next to afield indicates that it is a required field and must contain a valid value.

On the Register Operating System Template form, provide the following information:

Field

Action

Operating System Template
Name

Enter afriendly name for the operating system template that users
can choose in atemplate drop-down list when ordering servers.

Operating System Template
Description

Enter afriendly description for the operating system template that
will help users decide what template to use when ordering servers.

Operating System Family

Choose the family of the operating system that will be installed
when ordering a server from the template.

Operating System

Choose the operating system to be installed when ordering a server
from the templ ate.

Cisco Intelligent Automation for Cloud Starter Edition User Guide
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Figure 2-36 Register Operating System Template Form

[ Cloze

Register Operating System Template

_ Reqgister an existing bare-metal operating system template from Cisco Server Provisioner to be available for selection when
deploying cloud servers. The template must already be defined in Cisco Server Provisioner. The template will then be uniformly
available to all users.

Operating System Template Information

Enter the name for the operating
system template exactly as
shown in Cisco Server

* Operating System Template Name: | Windows 2008 r2 Provisioner. This name will be
shown in template selection
drop-down lists.

Enter a friendly description for
the operating system template.
Include enough details here to
help users make good decisions
about which template to choose
for their cloud server.

Operating System Template Friendly decription of the template

Description:

LT 1

. ; - Select an operating system
* Operating System Family: IWlndnws :I' family category for the template.

. " - Select the operating system of
* Operating System: IWlndnws Server 2008 R2 64-bit (x85_64/amd64) j this template.

Order Reset

Step5  Click Submit Order.
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Remove an Operating System Template

S

Note

Step 1
Step 2
Step 3
Step 4

Step 5

Remove an operating system template from the record so that it is not available for selection by a user
when ordering a virtual machine or physical server.

To register an operating system template, see Register an Operating System Template, page 2-40.

Choose My Wor kspace from the module drop-down list and then click the System Setup tab.
On the System Setup portal click the Templates tab.
On the Templates portlet (Figure 2-33 on page 2-37), click Remove Operating System Template.

On the Remove Operating System Template form, choose the name of the operating system template that
you want to remove drop-down list.

The name, description, operating system family, and operating system appear below the drop-down list.

Figure 2-37 Remove OS Template Form

[ Cloze
?

Remove Operating System Template

__ Remove the record for a registered bare-metal operating system template. Users will no longer be able to select this
‘ template for deploying new cloud servers. Existing cloud servers that have been deployed using this template will not be
XK

affected.

Reset
Select Operating System Template to Remove
Select the operating
. _ - zystem template by
* Operating System Template Name: Cent0S 5.5 x85_64 Linux - centos5_5_x35_64 j finding itz name in this
list.
£ il Swvatem Tel e
gf;:lt::fc;’ stem Template CentOS 5.5 x26_64 Linux - centosS_5_x35_64
Operating System Family: Linux
Operating System: Cent0S
Reset

0

Review the information to confirm that the selected operating system template is the one that you want
to remove, and then click Submit Order.
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Register a UCS Service Profile Template

a~

Note
Step 1

Step 2
Step 3

Step 4

Register an existing UCS service profile template in the cloud system for users to select when ordering

physical servers.

Before you can register atemplate, it must first be defined in UCS Manager.

Choose My Wor kspace from the module drop-down list and then click the System Setup tab.
On the System Setup portal, click the Templates tab.
On the Templates portlet (Figure 2-33 on page 2-37), click Register Service Profile Template.

N

Note  The asterisk * next to afield indicates that it is a required field and must contain a valid value.

On the Register Service Profile Template form, provide the following information:

Field

Action

Service Profile
Template Name

Enter the path and the name for the new template as defined in Cisco
UCS Manager, using the following format: wdc/devl/sptf/maintemplate

This name will appear in drop-down lists for users to select when
ordering servers.

Service Profile
Template Description

Optional. Enter afriendly description for the UCS service profile
template that will help users decide what template to use when ordering
servers.

Is This a Hypervisor
Template?

Click the YES or NO radio button.

Note  Hypervisor-related templates are available only to Cloud
Provider Technical Administrators.

[ oL-26945-01
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Step 5

Figure 2-38 Register Service Profile Template Form

Cisco Intelligent Automation for Cloud rT— ] My Services
Starter Edition e .

= = Order Register Service Profile Template ?

Register Service Profile Template
Reqgister an existing senice profile template from Cisco UCS to be available for user selection when deploying physical servers, or for administrator selection

Q when deploying hypernvisor hosts. The template must already be defined in UCS Manager. Hypervisor related templates are available to cloud technical
administrators only. Other templates are uniformly available to all users.

Resct

Cisco UCS Service Profile Template Information

Enter the path and the name for the service profile
template that is to be created as defined in Cisco UCS

* Service Profile Template Name | sjc/devlisptfmaintemplate Manager, following the format
wdc/devlisptiimaintemplate. This name will be shown in

template selection drop-down lists.

Friendly description of template LI Enter a friendly description for the service profile
) o . template. Include encugh detailz here to help users make
Service Profile Template Description good decisions about which template to choose for their

_I physical server.
-

Iz This a Hypervizor Template? & YES & NO

Reset

Click Submit Order.

Update a UCS Service Profile Template

Step 1
Step 2
Step 3
Step 4

Update or modify the description, hypervisor, cluster path, VLAN, and service console VLAN of a
registered UCS service profile template in the cloud system.

Choose My Wor kspace from the module drop-down list and then click the System Setup tab.
On the System Setup portal, click the Templates tab.
On the Templates portlet (Figure 2-33 on page 2-37), click Update Service Profile Template.

On the Update Service Profile Template form, choose the service profile template that you want to
modify from the Service Profile Template drop-down list.

The description, hypervisor template designation (Y ES/NO), and vCenter cluster full path automatically
populate with current settings.
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Figure 2-39 Update Service Profile Template Form

[ Cloze

_?I

Update Service Profile Template
a Modify the attributes of a registered Cisco UCS senvice profile template.

Reset

Cisco UCS Service Profile Template Information

Select the service
profile template you

Service Profile Template Name: | 1A-1UCS-401 v[ wizgh to update by
finding itz name in
the list.

Enter a friendly

description for the

service profile
Profile Tempalte for commizsioning new hosts into the 1A-UCS5-401 cluster. 4 | template. Include

_ - enough details here
Service Profile Template to help uzers make
Description: good decisions

~ | about which
template to choose
for their physical
SETVET.

Iz Thiz a Hypervizor Template?: YES -

Reset

0

Make your modifications in any or all of the fields, and then click Submit Order.

Remove a UCS Service Profile Template

Step 1
Step 2
Step 3
Step 4

Remove aregistered UCS service profile template from the system to modify the available selection for
users ordering physical servers.

To register a UCS service profile template, see Register a UCS Service Profile Template, page 2-43.

Choose My Wor kspace from the module drop-down list and then click the System Setup tab.
On the System Setup portal click the Templates tab.
On the Templates portlet (Figure 2-33 on page 2-37), click Remove Service Profile Template.

On the Remove Service Profile Template form, choose the service profile template that you want to
remove from the Service Profile Template Name drop-down list.

The name, hypervisor template designation (Y ES/NO), and vCenter cluster name appear under the
Service Profile Template Name drop-down list.

[ oL-26945-01
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Figure 2-40 Remove Service Profile Template Form

[ Cloze
?

Remove Service Profile Template

De-register a Cisco UCS senvice profile template. It will no longer be selectable when ordering a new physical servers.
Qﬁ Existing physical servers that have been deployed using this template will not be affected.

Service Profile Template
Select the =ervice profile
template you wish to
Service Profile Template Name I l&-UCS-201 VI remove by finding it
name in the list.
Service Profile Template Description Profile Tempalte for commizsioning new hosts into the 1A-UCS-401 cluster.
Iz Thiz a Hypervizor Template? YES -

vCenter Cluster NAa-UCs-401

&

Step5  Review the information to confirm that the selected template is the one that you want to remove, and
then click Submit Order.

Cisco Intelligent Automation for Cloud Starter Edition User Guide
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Modifying a Default Email Notification Template

N

Note

Administrator permissions

To view and configure email notification templates, you must have Cloud Provider Technical

Starter Edition includes a set of default email notification templates that you customize for an
organization. The cloud system sends the email notifications in response to events such as orders and

system errors.

It is recommended that you configure the email notification templates with the relevant sender and
recipient addresses before you start ordering the services described in this chapter so you can verify that
your additions and configurations are successful.

Starter Edition provides the following default email notifications:

Table 2-2

Starter Edition Default Email Notification Templates

Template Name

Recipient

Purpose

Add Role Completion Notification

Administrator who adds a
role

Administrator is notified that the order to add arole
has been compl eted.

Ad-Hoc Task Started

Connect Cloud Platform Elements
Completed Email

CPO Error Notification Physical
Server

Service team member

Service team member is notified that an error has
occurred on an order for a physical server.

CPO Error Notification VM

Service team member

Service team member is notified that an error has
occurred on an order for avirtual machine.

Default late activity

Failure to Create Network

Failure to Create Target Notification

User who orders a service

User is notified that the order has been canceled due
to afailure to create the desired target.

Lease Expiration - First Warning

L ease Expiration - Second Warning

Notification System Error in Service
Request

Order VM from Template Completion
Notification

User who orders a virtual
machine from template

User is notified that the order for virtual machine
from template has been completed.

Process escal ation

Remove Role Completion Notification

Administrator who
removes arole

Administrator is notified that the order to remove a
role has been completed.

Service Canceled Email

Service Canceled Notification

User who orders a service

User is notified that the order has been canceled.

Service Complete Email

User who orders a service

User is notified that the order has been completed.

Service Complete Notification

[ oL-26945-01
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Table 2-2 Starter Edition Default Email Notification Templates (continued)
Template Name Recipient Purpose
Service Confirmation Customer User who orders aservice |User is notified that the order was received and has
Acknowledgement been forwarded to the service team for processing.
Service Link Error on External Task | Service team member Service team member is notified that an error has

occurred on atask outside the cloud system, and
directsthe recipient to consult log filesto investigate

the error.
Service Rejected Notification User who orders a service |User is notified that the order has been rejected.
Service Started Email
Task Fulfillment Escalation Service team member Service team member is notified that an assigned
Notification task is overdue, and directs the recipient to take

action immediately.

Task Fulfillment Pending Notification |User who ordersaservice |User is notified that further action is needed before
the service order can be fulfilled.

Tenant Management Complete
Notification

To modify the default email notification templates, perform the following steps.

Stepl1  Choose My Workspace from the module drop-down list and then click the System Setup tab.
Step2  On the System Setup portal click the System Setup tab.
Step3  Inthe System Settings portlet, click M odify Email Templates.

Cisco Intelligent Automation for Cloud Starter Edition User Guide
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Figure 2-41 Notifications Portal

[ close

Home Directories Authorizations HNotifications Lists Settings Utilities

Search
Email Templates General
Request Center Demnand Center Name: _tco Service Commission Virtual Server Completed | Subject:  RequestCenter: Request #Requisition. RequisitionD# C(
Name = From: RequestCenter To(s): #Requisition. Customer. Emaik
_tco Service Commission Virtual Server Type: ¥ Request Center Language: I US English |

Completed " Demand Center

_tco Service Commiseion Virtual Server Started

Add Role Completion Motification & HTML  Text Part
ext Pa

Ad-Hoc Task Started Part

Connect Cloud Platform Elementz Completed Email EI Source ‘:_] - 5‘3 fab ‘EE EE = = = = J I:l — ’3
CPO Error Motification Physical Server

CPO Error Motification VI @ F

Defaut late activity B I U Format | B Font v N Sizo B " AT @ &
Failure to Create Target Notification -

Dear #Requisition.Customer.FirstName# #Requisition.Customer.LastName#:
Lease Expiration
Your request #Requisition. Requisition|D# for the service noted below has been completed.

ttems 1/ -10 of 33 Go
HoA e i P The Requisition details are:

Request Humber :#Requisition.RequisitionlD#

Service :#Service.SenviceDefinition.Name#

Step4  On the Request Center tab in the Email Templates panel, click the name of the email notification
template that you want to modify.

Step5  Modify any or all of the following attributes:

Field Name Action

Name Enter the name of the template.

Subject Enter The subject of the notification.

From Enter a valid address to use as the sender.

To(s) Enter one or more valid recipient email addresses. For multiple recipients, separate

email addresses using semi-colons.

Note  You can use namespace variables in this field. For information on using
namespaces, see the Cisco Service Portal Namespace Users Guide.

Language Leave asis. In the current release, only US English is supported; any language
selection you make will be ignored.
Type Click of the Request Center radio button.

Step6  Click the HTML Part or Text Part radio button to select the email format.
Step7  Inthe editing panel, add any optional content.

Cisco Intelligent Automation for Cloud Starter Edition User Guide
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Figure 2-42

Notification Template—Editing Panel

@ HTML Part (" Text Part

5 source e E e @& == E E = EEES =
B I U romat ~ | Font > B size ™0 Aem A~ B
Request Number :#Requisition RequisitionlD#
Service :#Service SenviceDefinition.Name#
Customer :#Requisition.Customer FirstMame# #Requisition. Customer. Lasthame®

Virtual Server : #Senice Data. TCOVirtualMachine Mame#, #Senvice Data TCOVirualMachine. service_level# #3envice Data

Server Config :#Senice Data. TCOVirtualMachine.ip_address#, #Senice . Data. TCOVirtualMachine.num_cpu# CPU, #3emvi

Admin Password : #Senvice Data TCOVirtualMachine. user_pwd#

If you need assistance with this request please contact the Service Desk at 1 800 8858-8888.

Thank you!
RequestCenter Team

1 |

body table tbody tr td

AN

Update | New | Delete

Step8  Click Update.

[l Cisco Intelligent Automation for Cloud Starter Edition User Guide

0L-26945-01 |



| Chapter2 Managing the Cloud System

Managing Authorization and Review Escalation

Managing Authorization and Review Escalation

S

Note

You must be a Cloud Provider Technical Administrator to set up and modify authorizations.

An escalation is a sequence of tasks requiring action from an assigned person. The tasks are listed in
Service Manager for the person to view and take action.

An authorization task requires the assigned authorizer to reject or approve a service request.
Authorization sequences are configurable for the following organizations:

« Finance
« Departments
» Service groups

A review task requires the assigned reviewer to sign off on a step in the delivery process. Review
sequences are configurable for the following organizations:

« Departments

» Service groups

Enable an Authorization or Review

Step 1

Choose Administration from the module drop-down list and then click Set Up Authorization Process.

Figure 2-43 Administration—Set Up Authorization Processes

Cisco Service Portal I LTI Administration s

Home Directories Authorizations HNotifications Settings

Home P

| Set Up Authgrization Processes
e Define your fin I, departmental and =ervice-bazed

‘ ) approval and review policies and workflows.

Link to Directories
Configure your 2y=tem to link to and utilize data from your
enterprize directory and other sources of user data

T, ". Manage Email Templates B Personalize Your Site
- kel Define style, content and routing rules for email notification Customize your site's colors and branding. Turn various
Lg templates used in your approval and delivery processes. \:‘l site-wide settings on or off.
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Step2  Click Edit beside the name of the group that you want to enable.

Figure 2-44 Enabling Authorizations and Reviews

Cisco Service Portal ! 1 ot Lognt it

Home Directories Authorizations Notifications Settings

Sequence Name Status Action
1 Departmental Authorization Enabled Edit *
2 Service Group Review Enabled Edit |4 5
3 Financial Autherization Disabled Edit e
4 Departmental Review Disabled Edit e

5 Service Group Autherization Disabled Edit e

Name: Service Group Review

Status: Enabled =

Enabled ]
Disabled Ki
Escalations - Concurrent Process

I— After (hours) First Recipient Second Recipient Third Recipient

Show Notes
m_ Update Delete

Reviews - Concurrent Process

Hame Subject Duration Effort Assign
0.0

| aca FIREED

Step3  Choose Enabled from the Status drop-down list.
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Set Up Escalation Sequences

Step 1
Step 2

Step 3

An escalation sequence is a series notifications triggered when a task remains incomplete within
specified time limits. When a task has not been completed within the specified time, the cloud system
sends an email notification to the assigned person, supervisor, and/or customer for resolution. If the task
remains incomplete after the first notification, the process is repeated for the next tier.

For authorizations, you can specify different notification recipients for each tier in the escalation. For
reviews, all identified recipients receive notifications for each tier.

You can configure one or more tiers.

Follow the steps outlined in Enable an Authorization or Review, page 2-51.
Click Edit beside an authorization group in the list.

N

Note

The asterisk * next to afield indicates that it is a required field and must contain a valid value.

In the Escalations panel, click Add, and then provide the following information:

Field Name
After (hours)

Action

Enter the number of hours to elapse between escalations. For example, if this
valueis 8, then anotification will be sent every 8 hours until the task isresolved.

Note  Thisvalue does not represent the number of hours after the due date that

the first tier in the escalation is executed.

First Recipient Enter up to three valid email addresses, separated by commas, of the persons
who will receive notifications during escalation. You can also use hamespace
variables. For information on using hamespaces, see the Cisco Service Portal

Namespace Users Guide.

Second Recipient
Third Recipient

You can configure as many tiers as needed. To add more tiers, click Add, and
repeat this step for adding recipients and templates.

Email notification For each recipient, choose an email template to use for the notification from the

template drop-down list.
To modify an email notification template, see Modifying a Default Email
Notification Template, page 2-47.
Figure 2-45 Adding an Escalation Sequence
Escalations - Sequential Process
I— After (hours) First Recipient Second Recipient Third Recipient
| rwallen@cizcoe.com rwallen@cizcoe.com rwallen@ciscu.cum
I Leaze Expiration - First Warning LI I Lease Expiration - Second WarninLl I Leaze Expiration LI
{b Update Delete

[ oL-26945-01

Cisco Intelligent Automation for Cloud Starter Edition User Guide


http://www.cisco.com/en/US/customer/docs/net_mgmt/datacenter_mgmt/intel_auto/service_portal/v9_1/user_guides/ServicePortal_9_1_Namespace_Guide.pdf
http://www.cisco.com/en/US/customer/docs/net_mgmt/datacenter_mgmt/intel_auto/service_portal/v9_1/user_guides/ServicePortal_9_1_Namespace_Guide.pdf

Chapter2  Managing the Cloud System |

M Managing Authorization and Review Escalation

Cisco Intelligent Automation for Cloud Starter Edition User Guide
m. 0L-26945-01 |



CHAPTER 3

Managing Organizations and Users

Before users can start ordering Cloud services, you must set up the environment so that they have the
basic tools they will need.

Note  If directory authorization has been enabled for your Cloud environment, then you may not be able to add,
modify, or remove users and organizations, or assign roles, from Cloud Portal. Directory integration can
be configured so that user accounts must be created from the directory, where user roles are also
assigned; in this case, any changes you make to an organization using Cloud Portal will be overwritten
by the directory. For information on whether this affects atask you want to perform, see the section for
the task in this chapter.

This chapter guides you through adding, configuring, and removing organizations user. It includes the
following sections:

- Managing Organizations, page 3-2

e Managing Users, page 3-11

» Assigning User Roles, page 3-17

» Changing the NSAPI User Account Username and Password, page 3-23

Cisco Intelligent Automation for Cloud Starter Edition User Guide
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Managing Organizations

Manage the user, management, and community networks within the cloud system that allow users to
deploy cloud servers.

View Properties of an Organization

View details of an organization, such as number of users and lists of organization administrators and
accessible networks/VLANS.

Stepl  Choose My Wor kspace from the modul e drop-down list and then click the Organization M anagement
tab.

Figure 3-1 Organization Management Portal

Cisco Intelligent Automation for Cloud ofile anrmaw' aliali
Starter Edition

CISco.

4= | Site Homepage Organization M it E User M t #l|| System Resources || System Setup +

@J Edit Page | EI Edit Passwords | .‘Set as Homepage [ @Refresh Portlets

Organization Management

Create Organization

Remove Organization

Add Organization Technical Administrator
Remove Organization Technical Administrator
Add Network to Organization

Remove Network from Organization

View Organization Details
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Step2  On the Organization Management portal click View Organization Details.

Figure 3-2 View Organization Details Form
[ Clf

View Organization Details

“*w*% Select an organization and view its properties, such as members, administrators and networks.

%%ﬁ%ﬂ

User Organization

Select an

Organization: | Documentation = organization
from the list.

Organization Information
Total Member Count: 5
Organization Administrators: van Oliva
Accessible User Networks: doc-userNetwork-1, doc-userNetwork-2

ity Network: ¢ Network

Step3  On the View Organization Details form, choose the organization from the drop-down list.

Number of members, designated Organization Technical Administrators, friendly name, associated user
networks, and community network information appear below the Select organization name drop-down
list.

Create an Organization

Define a new organization of Cloud users.

~

Note  If directory authorization has been enabled for your Cloud environment, then you may not be able to
create a new organization from Cloud Portal. Directory integration can be configured so that
organizations must be created from the directory. In this case, any changes you make to an organization
using Cloud Portal will be overwritten by the directory.

Stepl  Choose My Wor kspace from the module drop-down list and then click the Organization M anagement
tab.

Step2  On the Organization Management portal (Figure 3-1 on page 3-2), click Create Organization.

Cisco Intelligent Automation for Cloud Starter Edition User Guide
[ oL-26945-01 .m



Chapter 3 Managing Organizations and Users |

M Managing Organizations

Step3  On the Create Organization form, enter the following information.

S

Note  Fields marked with asterisks are required.

Field Action

Organization Name Enter a descriptive name for the organization.

Organization Description Optional. Enter any relevant information about the organization
that a user with organization management permissions would need
to know.

VMware vCenter Resource Pool |Enter the full path to the resource pool that will manage the virtual
machines for the organization.

VMware vCenter Datastore Enter the full path to the VMware vCenter datastore that will store
the virtual machines deployed by users in the organization.

Figure 3-3 Create Organization Form

[ Close
?

Create Organization
t*W*$ Define a new organization of cloud users.

§$ﬁ%ﬂ

Reset

General Organization Information

Enter a short name for the

* Organizitien Mame: Documentation organization.
A description of the organization ;I
o o Enter a description with more
Organization Description: details about the organization.
=

Enter the full path to the WMware
- . ) vCenter resource pool that wil
* ViWare vCenter Resource Pool: | esx.doc serve virtual machines deployed by
the organization users.

Enter the full path to the WMware
vCenter datastore from which

* WMware vCenter Datastore: | CIAC/UCS~DS storage will be provided to virtual
machines deployed by the

organization users.

Reset

0

Step4  Click Submit Order.

Cisco Intelligent Automation for Cloud Starter Edition User Guide
m. 0L-26945-01 |



| Chapter3

Managing Organizations and Users

Managing Organizations

Add an Organization Technical Administrator

N

Note

Step 1
Step 2
Step 3

Step 4

Step 5

Assign the role of Organization Technical Administrator to a person in an organization.

If the information shown in Figure 3-4 appears on the Add Organization Technical Administrator form,
itisstrongly recommended that you do not proceed with the Add Organization Technical Administrator
service. In this case, the external directory has already defined the user with an organization and role.
Any changes you make will be overridden by the definitions set in the directory.

Figure 3-4 Directory Authorization Notation

Directory Integration
Status: External authentication haz heen enabled
Import Uzers: SAccounts will be crested from the directary

Role &zsignement: Uzer roles will be automsticaly sssigned by directory mappings

Choose My Wor kspace from the modul e drop-down list and then click the Or ganization M anagement
tab.

On the Organization Management portal (Figure 3-1 on page 3-2), click Add Organization Technical
Administrator.

On the Add Organization Technical Administrator form, choose the organization from the drop-down
list.

In the Select User field, click Select to open the Select Person dialog box.

Figure 3-5 Select Person Dialog Box

Select Person

First Name :
* Search For:

Last Name :

Search Results
Name

4 4 tems O -Doflp M

Cancel OK

Enter the First Name or Last Name of the user, or enter a wildcard *, and click Search to find the user.
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Step 6 In the Search Results area, click the radio button next to the name of the user whom you want to add as
an Organization Technical Administrator, and then click OK.

The User Properties for the selected user display on the form.

Figure 3-6 Add Organization Technical Administrator Form

[ Cloze

Add Organization Technical Administrator
'*,H,* " Select a user that will be added to the organization's technical administrators.

Fisit

User Organization

* Organization: | Documentation j Select an organization from the list

User Properties

Press "Select to locate the user that
Select User: | Carolyn Shafer Clear you want to add to the organization

Login ID: cehafer-doc
Email Address: czhafer-doc@cisco.com
Home Organizational Unit: Documentation
First Name: Carolyn
Last Name: Shafer

Azsign Role: Organization Technical Administrator

G

Step7  Click Submit Order.
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Remove an Organization Technical Administrator

Step 1

Step 2

Step 3
Step 4
Step 5

Step 6

Remove the Organization Technical Administrator role from a user in an organization without deleting
the user.

Choose My Wor kspace from the module drop-down list and then click the Organization M anagement
tab.

On the Organization Management portal (Figure 3-1 on page 3-2), click Remove Organization
Technical Administrator.

In the Select User field, click Select to open the Select Person dialog box (Figure 3-5 on page 3-5).
Enter the First Name or Last Name of the user, or enter awildcard *, and click Search to find the user.

In the Search Results area, click the radio button next to the name of the user whom you want to remove
as an Organization Technical Administrator, and then click OK.

The User Properties for the selected user display on the form.

Figure 3-7 Remove Organization Technical Administrator Form

[ Cloze
?

Remove Organization Technical Administrator

'*,H‘* " Remove a user from the organization's set of technical administrators.
Figad

Reset

User Properties

Press "Select to locate the user that
you want to add remove from the
organization

* Select User: | Craig Berman Clear

Login II: ckerman-doc
Email Address: cberman-doc@cizco.com
Home Organizatienal Unit: Documentation
Firzt Mame: Craig
Last Name: Berman

Current Role: Organization Technical Administrator

Reset

Click Submit Order.
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Remove an Organization

Remove an organization from the cloud system.

S

Note  You can only remove an organization if the unit currently has no provisioned servers. To verify whether
there are provisioned servers for an organization, see Viewing and Tracking Requisitions, page 5-2. To
decommission servers, see Decommissioning a Physical Server, page 4-10 and Decommissioning a
Virtual Machine, page 4-7.

Stepl  Choose My Wor kspace from the modul e drop-down list and then click the Organization M anagement
tab.

Step2  On the Organization Management portal (Figure 3-1 on page 3-2), click Remove Organization.

Step3  From the Organization Name drop-down list on the Remove Organization form, choose the organization
that you want to remove.

Associated physical servers, associated virtual machines, accessible user networks, and community
network appear below the Organization Name drop-down list.

Figure 3-8 Remove Organization Form

[ Close

Remove Organization
t*W* " Remove an existing organizational unit, after verifying that all pre-requisites to removal have been met.

Riasd

Reset

User Organization

Select an

Organization: | Documentation - organization
* J from the list.

Azsociated Physical Servers: doc-archive, doc-01
Associated VM= vm-ivan, vm-jw, vm-cs, vm-dn, vm-jmm, vm-5%

Accessible User Networks: doc-userNetwork-1

Organization Information
Total Member Count: 5

Members List: van Oliva, Dan Nolan, Jennifer Margolis, Carotyn Shafer, Jessica Wei

Reset

Step4  Review the information to confirm that the selected organization is the one that you want to remove, and
then click Submit Order.
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Add a User Network to an Organization

Step 1
Step 2

Step 3

Step 4

Step 5

Grant an organization access to an existing network that users can use when deploying servers.

Choose My Wor kspace from the module drop-down list and click the Organization Management tab.

On the Organization Management portal (Figure 3-1 on page 3-2), click Add Networ k to Organization
to open the Add Network from Organization form

The server owner’s name, email address, and home organization unit appear on the form.

From the Organization Name drop-down list, choose the organization to which you want to grant access
to a user network.

From the Network Name drop-down list, choose the network to which you want to grant the
organization.

The vCenter network path, UCS network description, network address, and management network
associated with the selected user network appear below the drop-down list.

Figure 3-9 Add Network to Organization form

. ________________|

Add Network to Organization
t*,ﬂw " Grantthe organization access to a network. Organization users can then select this network when deploying a cloud server.

ﬁf%fﬁ-%ﬁ‘*

Reset

Tenant Organization

* Organization Name: Choose the organization to configure.
Add Network
Network Name | network1 v | Choose a user network
vCenter Network Path v

UCS Network Description

Network Address 1582.166.110.96
Choose a management network for the tenant
Management Network sweow -managementNetwork Jies organization.
s
vCenterietPath :
UCSHetDesc e ol s
Network Address

Reset

Click Submit Order.

[ oL-26945-01

Cisco Intelligent Automation for Cloud Starter Edition User Guide



Chapter 3 Managing Organizations and Users |

M Managing Organizations

Remove a User Network from an Organization

Remove a network from an organization without permanently deleting it from the cloud system.

Stepl  Choose My Wor kspace from the module drop-down list and click the Organization Management tab.

Step2  On the Organization Management portal (Figure 3-1 on page 3-2), click Remove Network from
Organization.

Step3  On the Remove Network from Organization form, choose the organization from the drop-down list.
Step4  Choose the network you want to remove from the Network Name drop-down list.

Figure 3-10 Remove Network from Organization Form

[ Close

Remove Network from Organization

'*’ki " Remove an organization's access to a network. Organization users will no longer be able to select this
netwark when deploying a cloud server. Any cloud servers already deployed on that network will not be
%*1#*% affected.

Submit Order Reset
Remove Network from Organization
Ch th ization t
Zrganization IDucumentatiun j CUIS;:EFE_E organizationto
Network Name I doc-userNetwork-2 j -ﬁ:?;eetgzgﬁ};%mm remove
Submit Order Reset

Step5  Review the information to confirm that the selected network is the one you want to remove from the
selected organization, and then click Submit Order.
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Managing Users

Create and add a user to an organization, modify user details, assign arole, and remove a user from an
organization.

Create a User

Before you can add a user to an organization, you must first create the user in the Cloud system.

N

Note  If external authentication was configured and enabled when the Cloud system was set up by the Site
Administrator, you should not create the user. See the steps in this section for more information.

Stepl  Choose Organization Designer from the module drop-down list and then click Create Person in the
Common Tasks panel on the left side of the window.

Figure 3-11 Organization Designer—Create Person

Cisco Service Portal i ot Logout ity

Home OrglUnitzs People

Home

Commeon Tasks Search

IOrganizatinnaIUn'm; VI Search

@ Create Organizational Unit

@ Create Pe?s on

Organization Summary

Organizational Units

Name a Type -~ Status - Parent -
Organizational Units 1 - - -

Cloud Administration and Operations Service Team Active
Groups 2

Cloud Initial Site Administration Business Unit Active
Queues 0

4 A ftems 1 -10 of 16 Go p M

People 9
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Step2  On the Create Person form, provide the following information:

S

Note  The asterisk * next to afield indicates that it is a required field and must contain a valid value.

Field

Action

First Name
Last Name
Email

Time Zone

Enter the basic information for the user that is required to create the new
user’s record within the Cloud system.

Note  Thetime zone must be set for the user’slocation and not the location
of the home office or management (if applicable).

Language

Leave asis. In the current release, only US English is supported; any
language selection you make will be ignored.

Home OU

Click the Browse [] tool to open the Select an Organizational Unit dialog
box. Enter the organization name, or enter awildcard *, and then click
Sear ch to find the user.

In the Search Results area, click the radio button next to the organization to
which you want to add the user, and then click OK.

Notes

Optional. Enter any additional information relevant to the user.

Login

Enter alogin ID for the new user.

Password

Confirm Password

Enter and then confirm a password for the new user.

Figure 3-12

Organization Designer—Create Person Form

Home People

Home = Create Person

Create Person

3 First Name

3 Email

3 Language

3 Home QU

3 Login

3 Password

3 Confirm Password

Create | Cancel

Randall

?

§LastName  Allen

rallen@cizco.com 3 Time Zone | (GMT-06:00) Central Time (US and Canada) LI

[us Engish |

Cisco Notes: :I
=

rallen_cizco

Step3  Click Create.
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Add a User

Add an existing user to an organization.

S

Note  If the information shown in Figure 3-4 on page 3-5 appears on the Add User form, it is strongly
recommended that you do not proceed with the Add User service. In this case, the external directory has
already defined the user with an organization and role. Any changes you make will be overridden by the
definitions set in the directory.

Figure 3-13 Directory Authorization Notation

Directory Integration
Status: External authentication haz heen enabled
Import Uzers: SAccounts will be crested from the directary

Role &zsignement: Uzer roles will be automsticaly sssigned by directory mappings

Stepl  Choose My Wor kspace from the module drop-down list and then click the User M anagement tab.

Figure 3-14 User Management Portal Page

Cisco Intelligent Automation for Cloud 1 ; * 1| Profile | Logout . [TIITyreey—"
Starter Edition .

+ #/|| System Resources %/l System Setup £l WMy Servers #l|| User Management Xl -]

(3] Edit Page | [IH] Edit Passwords | MK Set as Homepage | &) Refresh Portiets

User Management

W Add User
m  Remove User
W Modify User Properties
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Step 2

Step 3

Step 4
Step 5
Step 6

Step 7

Step 8

On the Organization Management portal, click Add User to open the form.

S

Note

Fields marked with asterisks are required.

From the Organization drop-down list on the Add User form, choose the name of the organization that
was assigned when the user was created in the cloud system.

a

Note

If the organization you choose is not the user’'s home organization, an alert will appear. You can
either choose the home organization, or keep the other organization you have chosen. On the Add
User form, choosing an organization other than the home organization changes the user’s home
organization.

In the Select User field, click Select to open the Select Person dialog box (Figure 3-5 on page 3-5).
Enter the First Name or Last Name of the user, or enter awildcard *, and click Search to find the user.

In the Search Results area, click the radio button next to the name of the user you want to add to the
organization, and then click OK.

The User Properties for the selected user display on the form.

In the Rolesfield, click one of the following radio buttons to indicate the role to be assigned to the user:
« Virtual Server Owner—User can order virtual servers.
« Virtual and Physical Server Owner—User can order both virtual and physical servers.

Figure 3-15 Add User Form
Add User

«*W* Add an existing user as a cloud end-user within an organization. Determine user's access to order physical servers

& 2 2 b
wrr('p i.‘l"

User Organization

Fress ‘Select to ocate the
user that will be the
organization technical
administrator.

Organization: [ Documentation =]

User Properties

Select User. | Randall Allen Clear
Enter the user's email
address.
Login I rallen_doc

Email As

ss: rallen_doc@cisco.com
Home Organizational Unit: Documentation

First Name: Randall

Last Name: Allen

Current Role
€ Virtual Server Owiner

Roles
& Virtual and Physical Server Owner

Click Submit Order.
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Modify User Details

Step 1
Step 2

Step 3
Step 4
Step 5

Add or change optional information in a user’s record, including addresses, contact information,
employee information, a photo, work hours.

N

Note If the information shown in Figure 3-13 on page 3-13 appears on the Modify User Properties
form, it is strongly recommended that you do not proceed with the Modify User Properties
service. Inthis case, the external directory has already defined the user with an organization and
role. Any changes you make will be overridden by the definitions set in the directory.

Choose My Wor kspace from the module drop-down list and click the User M anagement tab.
On the Organization Management portal (Figure 3-1 on page 3-2), click M odify User Properties.

~

Note  The asterisk * next to afield indicates that it is a required field and must contain a valid value.

In the Select User field, click Select to open the Select Person dialog box (Figure 3-5 on page 3-5).
Enter the First Name or Last Name of the user, or enter awildcard *, and click Search to find the user.

In the Search Results area, click the radio button next to the name of the user whose account you want
to modify, and then click OK.

The User Properties for the selected user display on the form.

Figure 3-16 Modify User Properties Form
EE—-———
Modify User Properties
#**W** Change privileges and roles for an existing user,
¢
82 2 2 id
Wh b bdT
*n 1l '|.‘1I’
Resst
User Organization
Organization: Documentation
Press "Select’ to locate the
- X user that will be the
% SelectUser Randall &llen Clear organization technical
administrator.
Login ID: rallen_doc
Home Organizational Unit: Documentation
Enter the user's email
Email Address: rallen_doc@cisco.com address.
First Name: Randall
Last Name: Allen
Current Role: Virtual and Physical Server Owner
& Virtual Server Owner
Assign Role:
™ Virtual and Physical Server Owner
{b Reset

N

Note  The asterisk * next to afield indicates that it isarequired field and must contain avalid value
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Step6  Modify any of the following information for the user account:
Field Name Action
Email Address Enter the email address for the user.
First Name Enter the first name of the user.
Last Name Enter the last name of the user.
Assign Roles Click one of the following radio buttons to modify the roles for the user:
« Virtual Server Owner—User can order virtual servers.
- Virtual and Physical Server Owner—User can order both virtual and
physical servers.
Step7  Click Submit Order.
Remove a User
Remove a user from an organi zation without deleting the user from the cloud system.
A
Note  If the information shown in Figure 3-13 on page 3-13 appears on the Remove User form, it is strongly
recommended that you do not proceed with the Remove User service. In this case, the external directory
has already defined the user with an organization and role. Any changes you make will be overridden by
the definitions set in the directory.
Stepl  Choose My Wor kspace from the module drop-down list, and then click the User M anagement tab.
Step2  Onthe Organization Management portal (Figure 3-1 on page 3-2), click Remove User to open the form.
)
Note  The asterisk * next to afield indicates that it is arequired field and must contain a valid value.
Step3  Inthe Select User field, click Select to open the Select Person dialog box (Figure 3-5 on page 3-5).
Step4  Enter the First Name or Last Name of the user, or enter awildcard *, and click Search to find the user.
Step5  Inthe Search Results area, click the radio button next to the name of the user you want to remove from

the organization, and then click OK.

The User Properties for the selected user display on the form.

Cisco Intelligent Automation for Cloud Starter Edition User Guide
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Figure 3-17 Remove User Form

Remove User
*#w* " Remove a new user from an organizational unit.

?“wn

Reset

User Properties
From Organization: Documentation

Press "Select' to locate

Select User: | Jessica Wei 1 Clear
the user to remove

Step6  Click Submit Order.

Assigning User Roles

By assigning arole to a user, you are granting a pre-defined set of permissions and access levels,
depending on their purpose. For example, while a Server Owner manages individual servers within an
organization, a cloud provider technical administrator oversees cloud system operations that support
multiple organizations.

Note  If directory authorization has been enabled for your Cloud environment, then you may not be able to
assign roles to users from Cloud Portal. Directory integration can be configured so that user accounts
must be created from the directory, where user roles are also assigned; in this case, any reconfigurations
made in Cloud Portal will be overwritten by the directory. For information on whether this affects atask
you want to perform, see the section for the task in this section.

For more information on User Roles, see User Roles and Capabilities, page 1-12.

Cisco Intelligent Automation for Cloud Starter Edition User Guide
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Add a Cloud Provider Technical Administrator
Assign the role of Cloud Provider Technical Administrator to a user in an organization.

Note If theinformation shown in Fi gure 3-13 on page 3-13 appears on the Add Cloud Administrator form, it
isstrongly recommended that you do not proceed with the Add Cloud Administrator service. Inthiscase,
the external directory has already defined the user with an organization and role. Any changes you make

will be overridden by the definitions set in the directory.

Stepl  Open Cloud Portal and log in as an administrator.
Step2  Choose My Workspace from the module drop-down list, and then click the System Setup tab.
On the System Setup portal page, the Administrators portlet is displayed.

Figure 3-18 Administrators Portlet

[REa] | Profile | Logout Y RETRASTERIEN

Starter Edition

4 | Site Homepage ‘Organization Management || User Management | Systemn Resources | System Setup Ll T 3

(3 Edit Page | [I5] Edit Passwords | ¥ St ss Homepsge | 4| Refresh Portlets

C i Blades and Pools System Settings Networks Shared Zone Templates Standards

Cloud Administrators

W Create Cloud Administration Organization
®  Add Cloud Administrator

®  Remove Cloud Administrator

Step3  On the Cloud Administrators portlet, click Add Cloud Administrator.
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m. 0L-26945-01 |



| Chapter3

Managing Organizations and Users

Assigning User Roles Il

Step4  Inthe Select User field, click Select to open the Select Person dialog box.

Figure 3-19 Select Person Dialog Box

Select Person

First Name :
* Search For:

Last Name :

Search Results
Name

4 4 tems O - 0ofdp M

Cancel OK

Step5  Enter the First Name or Last Name of the user you want to add as a Cloud Administrator, or enter a
wildcard *, and click Sear ch to find the user.

Step6  Inthe Search Results area, click the radio button next to the name of the user, and then click OK.
Properties for the selected user display on the form.

Figure 3-20 Add Cloud Administrator Form

Add Cloud Administrator
i#ﬁ'*b Select a userto be added as a cloud technical administrator.

geld 1]"-'

User Organization

Select an organization

. Organization: | Documentation LI from the list

User Properties

Press "Select' to locate

the user that will be

the Cloud Provider Technical
Administrator

* Select User: | Stan Ferguson Clear

Login ID: stanf_doc
Email Address: stanf_doc@cizcoe.com
Home Organizational Unit: Documentation
First Name: Stan
Last Mame: Ferguson

As=ign Role: Cloud Provider Technical Administrator

Step7  Click Submit Order.
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Add a Server Owner

Note

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Step 7

Step 8

Assign an existing user to a Virtual Server Owner or Virtual and Physical Server Owner rolein an
organization.

For more information about the server owner roles, see Virtual Server Owner, page 1-13 and Virtual and
Physical Server Owner, page 1-13.

If the information shown in Figure 3-13 on page 3-13 appears on the Add Server Owner form, it is
strongly recommended that you do not proceed with the Add Server Owner service. In this case, the
external directory has already defined the user with an organization and role. Any changes you make will
be overridden by the definitions set in the directory.

Choose My Wor kspace from the module drop-down list and then click the User M anagement tab.
On the User Management portal page (Figure 3-14 on page 3-13), click Add User.

On the Add User form, choose the organization to which you want to add the user.

In the Select User field, click Select to open the Select Person dialog box (Figure 3-5 on page 3-5).
Enter the First Name or Last Name of the user, or enter awildcard *, and click Search to find the user.

In the Search Results area, click the radio button next to the name of the user whom you want to add as
a Server Owner, and then click OK.

The User Properties for the selected user display on the form (Figure 3-15 on page 3-14).
For Roles, click one of the following radio buttons:

- Virtual Server Owner

« Virtual and Physical Server Owner
Click Submit Order.

Remove a Server Owner

N

Note

Step 1
Step 2
Step 3
Step 4
Step 5

Remove a Server Owner role from a user in an organization without deleting the user from the cloud
system.

If the information shown in Figure 3-13 on page 3-13 appears on the Remove Server Owner form, it is
strongly recommended that you do not proceed with the Remove Server Owner service. In this case, the
external directory has already defined the user with an organization and role. Any changes you make will
be overridden by the definitions set in the directory.

Choose My Wor kspace from the module drop-down list and then click the User M anagement tab.
On the User Management portal page (Figure 3-14 on page 3-13), click Remove User.

On the Remove User form, choose the organization from which you want to remove the user.

In the Select User field, click Select to open the Select Person dialog box (Figure 3-5 on page 3-5).
Enter the First Name or Last Name of the user, or enter awildcard *, and click Search to find the user.
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In the Search Results area, click the radio button next to the name of the user whom you want to remove
as a Server Owner, and then click OK.

The User Properties for the selected user display on the form (Figure 3-17 on page 3-17).

Figure 3-21 Remove User Form

Remove User

*#w* " Remove a new user from an organizational unit.
é%-ﬁ“?ﬁ?

Reset

User Properties
From Organization: Documentation

Press "Select' to locate

Select User: | Jessica Wei 1 Clear
the user to remove

Click Submit Order.

Reassign an Organization Technical Administrator as a Server Owner

a

Note

Step 1

Step 2

Change auser’srole within an organization from Organization Technical Administrator to Virtual Server
Owner or Virtual and Physical Server Owner.

If the information shown in Figure 3-13 on page 3-13 appears on the Remove Server Owner form, it is
strongly recommended that you do not proceed with the Remove Server Owner service. In this case, the
external directory has already defined the user with an organization and role. Any changes you make will
be overridden by the definitions set in the directory.

For more information about the Server Owner roles, see Virtual Server Owner, page 1-13 and Virtual and
Physical Server Owner, page 1-13.

Follow the steps for removing an organization technical administrator, outlined in Remove an
Organization Technical Administrator, page 3-7.

Follow the steps for adding a server owner, outlined in Add a Server Owner, page 3-20.

[ oL-26945-01
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Reassign a Server Owner to Another Server Owner Role

Follow the stepsin Modify User Details, page 3-15.

N

Note  If the information shown in Figure 3-13 on page 3-13 appears on the Remove Server Owner form, it is
strongly recommended that you do not proceed with the Remove Server Owner service. In this case, the
external directory has already defined the user with an organization and role. Any changes you make will
be overridden by the definitions set in the directory.

Reassign a Server Owner as a Organization Technical Administrator

Change a user’s role within an organization from Virtual Server Owner or Virtual and Physical Server
Owner to Organization Technical Administrator.

~

Note  Change auser’srole within an organization from Virtual Server Owner or Virtual and Physical Server If
the information shown in Figure 3-13 on page 3-13 appears on the Remove Server Owner form, it is
strongly recommended that you do not proceed with the Remove Server Owner service. In this case, the
external directory has already defined the user with an organization and role. Any changes you make will
be overridden by the definitions set in the directory.

For more information about the Organization Technical Administrator role, see Organization Technical
Administrator, page 1-13.

Stepl  Follow the steps for removing a server owner, outlined in Remove a Server Owner, page 3-20.

Step2  Follow the steps for adding an Organization Technical Administrator, outlined in Add an Organization
Technical Administrator, page 3-5.
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Changing the NSAPI User Account Username and Password

During Cloud Portal setup, alocal NSAPI user was created exclusively for use when configuring Cloud
Portal API. You can change the username, password, or both.

Changing the credentials for the NSAPI user involves two steps:
» Change the NSAPI User Credentialsin Cloud Portal
» Update the Associated Extended Target Propertiesin Tidal Enterprise Orchestrator

Change the NSAPI User Credentials in Cloud Portal
N

Note  For information on how the NSAPI User was created, see the Cisco Intelligent Automation for Cloud
Starter Edition Configuration Guide.

Stepl  Choose Organization Designer (Figure 3-11 on page 3-11) from the module drop-down list, and then
click the People tab.

Step2  Inthe People pane on the left, enter NSAPI in the search field, and then click Sear ch.
Step3  Click the NSAPI username to display user information.

Step4  Edit the valuesin either or both the username (Login) and password.

Step5  Click Update.

Step6  Proceed to the next section, Update the Associated Extended Target Propertiesin Tidal Enterprise
Orchestrator.

Update the Associated Extended Target Properties in Tidal Enterprise
Orchestrator

When you change the NSAPI username, password, or both, you must also edit associated the extended
target properties with the new credentialsin TEO.

You will edit the following extended target properties:
» Cloud.Configuration.CloudPortal .API.Password
- Cloud.Configuration.CloudPortal . API.User

Stepl  Open TEO Console and log in.

Step2  Click Definitionsin the navigation pane to display the Definitions workspace, if it is not already
displaying.

Step3  Inthe navigation pane, click Extended Target Properties.

Cisco Intelligent Automation for Cloud Starter Edition User Guide
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Step4  Inthe Extended Target Properties list, right-click Cloud.Configuration.CloudPortal .API.Password and
choose Properties.

Figure 3-22 Extended Target Property—Opening Properties Dialog Box

W Tidal Enterprise Orchestrator M= E3
File Edit Wiew Go Tools  Actions  Help

¢-o-dnE
& & |3/ 5@ X |6 ,

Getting Started Filter by Automation Pack: I <Ma Filters j ‘
Processes
Global ¥ ariables | Display Marne D escription
Calendars  Clous APLPa
9 Targets 2 Clau n.CloudPortal AP ser ' Propetties i Alt+Enter invoke F
Extended Target Properties [V Cloud Configuration. ClaudPartal lsU i ] <3 the Cisee
Targz.et Groups j Cloud. Configuration. CloudPortal. UnixT arget =2 Copy Chr+C U target.
Eﬂ Runtime Users . 3 Cloud. Configuration. S erviceltemSyncD ata >< Delete Del ed data fr
Eztoer:::: Base Articles % Cloud. Configuration. ICS . BootPaolicy fl Refrash . t Policy,
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Step5  Right-click Cloud.Configuration.CloudPortal . API.User and choose Properties.

Figure 3-23 Extended Target Properties—Properties Dialog Box

ﬁ Cloud.Configuration.CloudPortal. APLPassword Properties M= E3

General | Target Values | Target T_l,lpesl Uszed Byl Historyl

Dizplay name:
IEIoud. Configuration. CloudPortal AP Pazsword

Owner:

[rata type:
=l

|Hidden Stiing

Walue:

Description:

Password [hidden] associated with the ;I
Cloud. Configuration. CloudPortal AP User.

-]

Help | QK | Cancel |

Cisco Intelligent Automation for Cloud Starter Edition User Guide
m. 0L-26945-01 |



| Chapter3 Managing Organizations and Users

Changing the NSAPI User Account Username and Password

Step6  Click the Browse [] tool beside the Owner field.
Step7  Inthe Select User or Group dialog box, enter the username.
Step8  Click Check Namesto verify that the user exists.

~

Note  You will be required to log in before the check proceeds.

If the username cannot be verified, double-check the username that you specified in Change the NSAPI
User Credentialsin Cloud Portal, page 3-23.

Step9  Click OK to close the Select User or Group dialog box.
Step 10  In Cloud.Configuration.CloudPortal .API.Password dial og box, change the password in the Value field.

N

Note  The password displays as asterisks. Ensure that you enter the password correctly.

Step11  Click OK to complete the procedure.

Cisco Intelligent Automation for Cloud Starter Edition User Guide
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Ordering Cloud Services

Cloud Portal hosts the customer-facing element of Cisco Intelligent Automation for Cloud Starter
Edition, where users log in and order services.

This chapter provides information and steps for commissioning and decommissioning servers. It
includes the following sections:

Commissioning a Virtual Machine and Installing an Operating System, page 4-2
Commissioning a Virtual Machine from a Template, page 4-5

Decommissioning a Virtual Machine, page 4-7

Commissioning a Physical Server, page 4-8

Decommissioning a Physical Server, page 4-10

[ oL-26945-01
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Commissioning a Virtual Machine and Installing an

Operating System

Deploy avirtual machine with your chosen operating system in the cloud system.

Stepl  Choose My Wor kspace from the module drop-down and click the Order Servers tab.
Step2  On the Order Servers portal click Order a Virtual Machine and Install an OS.

N

Note  The asterisk * next to afield indicates that it is a required field and must contain a valid value.

Step3  Onthe Order a Virtual Machine and Install an OS form, specify the following information.

Field Action
Guest Operating System Choose Windows or Linux.
Family

Operating System

Choose platform and version number of the operating system.

Operating System Template

Choose the template that you want to use to create the new virtual
machine. (The selections in this drop-down depend on the operating
system that you select.)

Computer Name (Host)

Enter a unique name for the new virtual machine.

Virtual Machine Size

Choose a server size form the drop-down list. Your select populates the
display-only fields vCPUs and vVRAM (GB).

Note  ThevCPU and VRAM values are set for each server size option
and cannot be changed individually. To view the vCPUs and
VRAM (GB) values for an option, select the option from the
drop-down list. The values automatically populate the
display-only fields immediately under the drop-down list.

Deploy to Network

Choose a network whose static 1P address will be assigned to the new
virtual machine. Your selection populates the following display-only
fields:

« Network Selection

« Routing Prefix

« Subnet Mask

« Gateway Address

- Broadcast Address

« vCenter Network Path

« UCS Network Description

Cisco Intelligent Automation for Cloud Starter Edition User Guide
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Field Action

Lease Term Optional. Choose a lease term from the drop-down list. Your selection
populates the display-only fields # of Days For Lease, L ease Expiration
Date, and Storage Expiration Date.

For more information server |ease terms and expiration dates, see
Managing Server Leases, page 5-14.

Enter password Enter and then re-enter a password that you will need to configure the
Re-enter password new server on fulfillment. The password must conform to company and
domain policy or the provisioning may fail during configuration.

Cisco Intelligent Automation for Cloud Starter Edition User Guide
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Step 4

Figure 4-1

Order a Virtual Machine and Install OS Form

E

Virtual Machine

Lease Term

Order a Virtual Machine and Install an OS
Requests a new virtual server and installs the selected Operating System.

* Guest operating system family: ILinux VI

Operating System: ICentOS VI

*

* Operating System Template: I Cent0S 5.5 x85_64 Linux - centos5_5_x35_64 j
* Computer Name (Host): | San JoselLinux Centos 5.5

* Vitual Machine Size: [Large 7]

vCPUs: &
vRAM (GB): 4
80

Strorage (GB):

Network Selection

Deploy to Network: | doc-commMetwork-1 j

Term: I & Months hd l

Administrator Password

Enter password: | **eeer

Re-enter password: | ¥+

Select an operating system family

Select the operating system of the desired the
operating system template from the list.

Select the operating system template you wish
to use for deploying the virtual maching from
the list.

Enter a host name for the new virtual machine.
This name must be unigue within the domain.

Select the hardware configuration (CPU,
memory, storage) you'd like to have for your
virtual machine from the list.

Select the network to deploy the physical
server to. The physical server will be assigned
and set up with a static IP address on this
network.

Select the duration of the lease term from the
lizt. The server will be automatically
decommissioned by the end of this term, unless
you extend the lease.

Important: The password your choose should
follow best practices for strong passwords.

+ match

Reset

Click Submit Order.
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Commissioning a Virtual Machine from a Template

Deploy a virtual machine using a template with pre-configured settings.

Step 1
Step 2

Step 3

Choose My Wor kspace from the module drop-down and click the Order Servers tab.

On the Order Servers portal click Order a Virtual Machine From Template.

N

Note  The asterisk * next to afield indicates that it is a required field and must contain a valid value.

On the Order a Virtual Machine From Template form, choose or enter the information shown in the

following table.

Field

Action

Operating system family

Choose Windows or Linux

Operating system

Choose platform and version number of the operating system

VM template

Choose the template that you want to use to create the new virtual
machine. (The selections in this drop-down depend on the operating
system that you select.)

Computer Name (Host)

Enter a name for the new virtual machine. The name must be unique.

Virtual Machine Size

Choose a server size form the drop-down list. Your select populates the
display-only fields vCPUs and vVRAM (GB).

Note  ThevCPU and VRAM values are set for each server size option
and cannot be changed individually. To view the vCPUs and
VRAM (GB) values for an option, select the option from the
drop-down list. The values automatically populate the
display-only fields immediately under the drop-down list.

Deploy to Network

Choose a network whose static 1P address will be assigned to the new
virtual machine.

Term

Choose alease term: 1 month, 3 months, 6 months, 9 months, or 12
months. Your selection populates the display-only fields # of Days For
Lease, Lease Expiration Date, and Storage Expiration Date.

For more information server lease terms and expiration dates, see
Managing Server Leases, page 5-14.

Enter password
Re-enter password

Enter and then re-enter a password that you will need to configure the
new server on fulfillment.

The password must conform to company and domain policy or the
provisioning may fail during configuration.

[ oL-26945-01
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Figure 4-2 Order a Virtual Machine from Template Form

Order a Virtual Machine From Template

- Order a new virtual machine from a template you select.

Virtual Machine

* Operating system family: IWindnws VI

* Operating system: IWindnws Server 2008 54 bit j

* VI template: I Template-lAC-INT-W2KE = l

VM Template Description: This iz a Windows 2008 template

* Computer Name (Host): | SAN JOSE/WIN 2008

* Virtual Machine Size: Ir.ledium VI

vCPUs: 4
vRAM (GB): 2
Strorage (GB): 60

Network Selection

* Deploy to Network: | doc-commMetwork-1 j

Lease Term

Term: I & Months hd l

Administrator Password
* Enter password: | *+ss

* Re-enter password: | *******

[ suomiorser IR

Select the operating system family (Ex:
Windows, Linux) of the desired VM template
from the list.

Select the operating system of the desired the
VM template from the list.

Select the VM template you wish to use for
deploying the virtual machine from the list.

Enter a host name for the new virtual machine.
This name must be unigue within the domain.

Select the hardware configuration (CPU,
memory, storage) you'd like to have for your
virtual machine from the list.

Select the network to deploy the physical
server to. The physical server will be assigned
and set up with a static IP address on this
network.

Select the duration of the lease term from the
lizt. The server will be automatically
decommissioned by the end of this term, unless
you extend the lease.

Important: The password your choose should
follow best practices for strong passwords.

+ match

Reset

Step4  Click Submit Order.

[l Cisco Intelligent Automation for Cloud Starter Edition User Guide

0L-26945-01 |



| Chapter4

Ordering Cloud Services

Decommissioning a Virtual Machine

Step 1
Step 2

Step 3

Step 4

Step 5

Decommissioning a Virtual Machine

Power-off and permanently remove an existing virtual machine from the Cloud resource pool, and

release all associated resources for re-use.

Choose My Wor kspace from the module drop-down and click the My Ser ver s tab.

Onthe My Servers portal (Figure 2-1 on page 2-3), locate and click the name of the virtual machine that

you want to decommission.

Detailed information about the virtual machine and icons for performing actions appear in the Take

Action panel.

Click the Decommission icon.

The Decommission Virtual Machine form displays the computer name, full path, and operating system.

Check the Yes check box to confirm the decommission.

Figure 4-3 Decommission Virtual Machine Form

Manage Virtual Machine: dst401

Decommission Virtual Machine

d dedicated data no longer available.
XK

Decommission Virtual Machine
Computer Name d=t401

Full Path /IAC-RHEL/

Guest Operating System Family Linux

Guest Operating System RedHat

Confirm This Action

Terminate the virtual machine and return its resources to the cloud pool. The system will no longer be accessible and its

[ Cloze

Important: This action can
lead to loss of data.
Check the box to confirm
you want to proceed with
this action.

Click Submit Order.

[ oL-26945-01
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Commissioning a Physical Server

N

Note

Step 1
Step 2

Step 3

Virtual Server Owners do not have permissions to order physical servers.

Deploy a physical server with Windows or Linux operating system installed.

Choose My Wor kspace from the module drop-down and click the Order Servers tab.

On the Order Servers portal click Order a Physical Server.

a

Note

The asterisk * next to afield indicates that it is a required field and must contain a valid value.

On the Order a Physical Server form, choose or enter the information shown in the following table.

Field

Action

Operating system family

Choose Windows or Linux

Operating system

Choose platform and version number of the operating system

Operating System Template

Choose the template that you want to use to create the new
physical server. (The selections in this drop-down depend on
the operating system that you select.)

To register an operating system template, see Register an
Operating System Template, page 2-40.

Cisco UCS Service Profile Template

Choosethe UCS server profile template that you want to useto
create the new physical server. (The selectionsin this
drop-down depend on the operating system that you select.)

To register aUCS service profile template, see Register aUCS
Service Profile Template, page 2-43.

Computer Name (Host)

Enter a name for the new server. The name must be unique. |

Computer time zone

Choosethe time zone of the physical |ocation of the new server.

Deploy to Network

Choose a network whose static IP address will be assigned to
the new virtual machine.

Term

Choose aleaseterm: 1 month, 3months, 6 months, 9 months,
or 12 months. Your selection populates the display-only fields
# of Days For Lease, Lease Expiration Date, Storage
Expiration Date.

For more information server lease terms and expiration dates,
see Managing Server Leases, page 5-14.

Enter password
Re-enter password

Enter and re-enter a password that you will need to configure
the new server on fulfillment.

The password must conform to company and domain policy or
the provisioning may fail during configuration.
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Step 4

Figure 4-4

Order a Physical Server Form

Commissioning a Physical Server

Order a Physical Server

[

Physical Server

o+ Zperating system family | Linux -

* Zperating system | Cent0S -

Service Profile Template | sjc/devlizptiimaintemplate VI

Service Profile Templste Description

&, Cizco U

* Zomputer Name {Host) |RHEL-cent os

* Time Zone | GMT-7 h2

Network Selection

* Cperating System Template | Cent0S 5.5 x86_64 Linux - centos5_5_x385_64 j

* Deploy to Metwork | doc-commMNetwork-1 j
Lease Term

Term |30 Days -

Administrator Password
%* Enter password | ***ess

wmmaman

* Re-enter password

Order a physical server from the cloud poaol, running either the Windows or Linux operating system.

Order Reset

Select the operating system family (Ex: Windows,
Linux) of the desired operating system template
from the list.

Select the operating system of the desired the
operating system template from the list.

Select the operating system template you wish to
use for deploying the physical server from the list.

Select the Cizco UCS service profile template you
wigh to uze for the physical server from the list.

Enter a host name for the new physical server.
This name must be unique within the domain.

Select the time zone of the physical server.

Select the network to deploy the physical server to.
The physical server wil be azsigned and set up
with a static IP address on this network.

Select the duration of the lease term from the list.
The server will be automatically decommizsioned
by the end of this term, unless you extend the
lease.

Important: The paszword your choose should
follow best practices for strong passwords.

< match

Click Submit Order.
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Decommissioning a Physical Server

Power down and permanently remove an existing physical server, including power off, from the Cloud
resource pool, and release all associated resources for re-use.

Stepl  Choose My Workspace from the module drop-down and click the My Ser ver s tab.

Step2  Onthe My Servers portal (Figure 2-1 on page 2-3), locate and click the name of the physical server that
you want to decommission.

Detailed information about the server and icons for performing actions appear in the Take Action panel.
Step3  Click the Decommission icon.

The Decommission Physical Server form displays the computer name, time zone, and operating system.
Step4  Check the Yes check box to confirm the decommission.

Figure 4-5 Decommission Physical Server Form

Manage Physical Server: dontst360 Close

Decommission Physical Server
Terminate the physical server and return its resources to the cloud pool. The system will no longer be accessible and its

d dedicated data no longer available.
XK

Reset
Decommission Physical Server
Computer Name dontst360
Computer Time Zone GMT+5
Iperating System Family Linux
Guest Operating System Cent0S
Confirm This Action
Impertant: This action can
lead to loss of data.
* ¥ ves Check the box to confirm you
want to proceed with this
action.
Reset

Step5  Click Submit Order.
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CHAPTER 5

Managing Services

Cloud Provider Technical Administrators use Cloud Portal to configure standards for service items,
manage server |eases, and monitor service process flowsto ensure they operate smoothly and quickly fix
any problems that might arise.

This chapter provides information and steps for managing the service process flow and configuring
orderable units. It includes the following sections:

« Viewing and Tracking Requisitions, page 5-2

- Adding, Modifying, or Deteling Standards for Service Options, page 5-3
« Managing Server Leases, page 5-14

« Handling Infrastructure Errors, page 5-17
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Viewing and Tracking Requisitions

Look up information about a service request, including its fulfillment status, order date, and the
organization billed for the service.

Stepl  Choose My Wor kspace from the module drop-down list and then click the View Requisitions tab.

The View Requisitions portal displays a table appears listing your requisitions. It includes service ID,
service name, due date, expected duration, and status for each requisition.

Figure 5-1 View Requisitions Portal

Cisco Intelligent Automation for Cloud (s | Profile | Logout r.|‘,rWDrpaoe

Starter Edition

4+ gement %l|| Organization Management %l Order Servers %1l View Requisitions %l|| Getting Start =
@J Edit Page [ EI Edit Passwords | *Set as Homepage [ @Refresh Portlets

Req # Service Name Due Date Expected Duration = Status

5652 Modify User Properties 03/231... 0.0 Clozed

2148 Take Snapshot 03/230... 0.0 Ongoing

2017 Manage Virtual Machine - old 03/200... 0.0 Ongoing

1867 Medify Organization Networks 03M80... 0.0 Closzed

1521 Remove User 033 0.0 Clozed

1517 Add User 033 0.0 Closed

1513 Remove Organization Technical Administrator 03M3.. 0.0 Closed

1512 Add Organization Technical Administrator 03M30.. 0.0 Closzed

1503 Add User 033 0.0 Closed

1199 Add User 0.0 Preparation

[4 4 | page 10f3| b Pl | & Displaying 1- 11 of 22

Step2  Inthetable, locate and click the order that you want to track.

A requisition summary form appears, providing details about the order.
Step3  Toview history or add comments, click Comments & History in the right-hand menu.
Step4  To add an attachment, click Attachmentsin the right hand-menu.

Cisco Intelligent Automation for Cloud Starter Edition User Guide
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Adding, Modifying, or Deleting Standards for Service Options

Service option standards are the options that appear in drop-down lists for usersto choose when ordering
servers. Using the Standards service, you can control the available |ease term options by adding or
modifying of these service option standards.

This section provides instructions for the following tasks:
- View Standards Settings, page 5-3
- Add, Modify, or Delete a L ease Term Standard, page 5-4
- Add, Modify, or Delete an Operating System Standard, page 5-9
« Add, Modify, or Delete a Server Size Standard, page 5-11

You can add, modify, or delete the lease term, operating system, and server size standards for ordering
servers. The values you set will appear as choices for users when ordering servers.

View Standards Settings

View the default standard settings for lease term, operating systems, and server size to determine
whether you want to change the values.

Stepl  Choose My Workspace from the module drop-down list, and then click the System Setup tab.
Step2  On the System Setup portal page, click the Standards tab.

Figure 5-2 Standards Portlet

= = vl
| Frofile | Logout RTINS h €15¢0.

Starter Edition

Site Homepage Organizstion Management #|| User Management % System Resources A System Setup L T

=
_@ Edit Fage | (M| Edit Passwords . Set as Homepage @ Refresh Portlets

Ci Blades and Pools System Settings Networks Shared Zone Templates Standards

Standards

B Define Order Standards
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Step 3
Step 4

Step 5

In the Standards portlet, click Define Order Standards.

In the Standard panel on the left, click L ease Termsin the Service Options folder on the left, and note
the settings.

N

Note Leaseterm settings are defined in seconds. If you add or modify a lease term standard, you
will need to know the number of seconds in the new lease duration. The table in Step 7 of
Add a New Lease Term Standard, page 5-5, lists seconds in hour and day units to help you
calculate the values.

Repeat Step 1 through Step 4 for OS Systems and Server Size.

To add, modify, or delete a standards, see the following sections:
- Add, Modify, or Delete a Lease Term Standard
« Add, Modify, or Delete an Operating System Standard, page 5-9
» Add, Modify, or Delete a Server Size Standard, page 5-11

Add, Modify, or Delete a Lease Term Standard

Note

L ease term standards define the | ease duration options that users can choose from drop-down lists when
they order servers.

A lease is a service option that sets a duration (for example, three months) on a server from the time it
is commissioned. During the |lease period, the server is active and accessible to users. When the lease
term expires, the server is automatically decommissioned and placed into storage for a defined length of
time. (When a server is decommissioned, it has not been deleted, but it is not accessible to users.) When
the storage period expires, the server is deleted and its data is lost.

A Server Owner can extend the lease on the server while it is active, or re-commission the server while
it isin storage. Instructions for extending a lease and commissioning a server are provided in the Cisco
Intelligent Automation for Cloud Starter Edition User Guide.

Each lease term standard has four settings:

« Term—The name of the option describing the duration of the lease. For example, 90 days. Thisvalue
appears in the drop-down list for users to choose, so it must be clear and descriptive.

» Runtime Seconds—The duration of the lease, defined in seconds. The runtime value must always
match the defined term. For example, a 30 day lease has a runtime value is 2592000 seconds. This
value is hidden from users.

N
Note Thetablein Step 7 of Add a New Lease Term Standard, page 5-5, lists seconds in hour and
day units to help you determine values for lease terms.

Cisco Intelligent Automation for Cloud Starter Edition User Guide
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» Storage Seconds—The time period during which the server is stored after the lease expires. The
default setting is 864000 seconds, or 10 days. This value is hidden from users.

«  WarninglSeconds—The number of seconds before the lease expiration date when the first
expiration warning notification is sent to the server owner. The default setting is 604800 seconds, or
7 days after commission. This value is hidden from users.

- Warning2Seconds—The number of seconds before the |lease expiration date when the second
expiration warning notification is sent to the server owner. The default setting is 86400 seconds, or
1 day before expiration. This value is hidden from users.

Starter Edition ships with five pre-configured |ease term standards: 30 days, 90 days, 6 months (180

days), 1 year, and No Lease. You can accept, modify, or delete adefault |ease term standard, and you can
add a new standard.

This section provides instructions for the following modifications:
« Add aNew Lease Term Standard, page 5-5
» Modify alLease Term Standard, page 5-7
» Delete aLease Term Standard, page 5-8

Add a New Lease Term Standard

Stepl  Choose My Workspace from the module drop-down list, and then click the System Setup tab.
Step2  On the System Setup portal page, click the Standar ds tab.

Figure 5-3 Standards Portlet

| Profile | Logout  FYNEm—m"n ~ (I

Eisco Intelligent Aute on for Cloud cisco.
Starter Edition

4 | Site Homepage Organizstion Management #®1| User Management % System Resources %1 System Setup L

(31 EditPage  [I5] Edit Pazswords | M Set s Homepage | () Refresh Portiets

C i Blades and Pools | System Settings Networks Shared Zone Templates Standards

Standards

B Define Order Standards
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Step 3
Step 4
Step 5
Step 6

Step 7

In the Standards portlet, click Define Order Standards.
Click L ease Termsin the Service Options folder on the | eft.
Click Add New. An empty row appears.

In the Standard Datatable, click inside the Term field in the new row and enter alabel for aunit of time
(for example, 60 days). This entry will appear to users in the drop-down list on the order forms.

N
Note Itisrecommended that you avoid using months, because the numbers of days in months vary.
Because lease durations are defined in seconds, and the seconds values would not be consistent
from month to month. It is recommended that you use four-week units instead of months.
Figure 5-4 Add a Standard—Lease Term
Close
Standard “® Standard Data
4 Service Options Term Runtime Secon Storage Seconds Warning15Seconds  Warning2Seconds
P Status 30 Days 2582000 854000 504300 88400
Lease Terms
Netwrork Type 90 Days 7776000 864000 604800 86400
08 Systems 1 year 31536000 864000 604800 86400
0S Types & Months 15552000 864000 604800 86400
Physical Related Services Optionz No Leasze -1 -1 -1 -1
Platform Element Options 50 Days 5124000
Platform Element Types
Power Cycle Manage
Related Service Options
Server Size
Timezone
UCS Blade Pool Options
UCS Blade Status
User defined
» Lo Virtual Data Center
K | »
d Add New | |9 Detete || [ save

Click inside the Runtime Seconds field and enter the number of secondsin the Term duration you defined
in Step 5. Do not include commas in the value.

The Runtime Seconds value must match the Term you have entered. For example, the runtime value for
a 60-day lease term is 5184000 seconds. Use the figures in the following table to calculate the Term
duration in seconds.

Duration Runtime Value (Seconds)
12 hours 43200

1 day 86400

7 days 604800

28 days 2419200

180 days (about 6 months) 15552000

365 days (1 year) 31536000

[l Cisco Intelligent Automation for Cloud Starter Edition User Guide
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Step 8

Step 9

Step 10

Step 11

Adding, Modifying, or Deleting Standards for Service Options

In the Storage Seconds field, enter the amount of time, in seconds, during which the decommissioned
server is held in storage. When this defined storage duration expires, the server will be deleted.

N
Note  The suggested Storage Seconds value is 864000, or 10 days.

In the Warning1Seconds field, enter the amount of time, in seconds, before the lease expiration date
when the first notification of expiration is automatically sent to the server owner.

N

Note  The suggested WarninglSeconds value is 604800, or 7 days before lease expiration.

In the Warning2Seconds field, enter the amount of time, in seconds, before the | ease expiration date
when the second notification of expiration is automatically sent to the server owner.

S

Note Depending on the width of your screen, you may need to scroll to the right to see the
Warning2Seconds field.

N

Note  The suggested Warning2Seconds value is 86400, or 1 day before |ease expiration.

Click Save.

Modify a Lease Term Standard

S

Note

Step 1
Step 2
Step 3
Step 4
Step 5

The Term label and the Runtime Seconds value must match. Do not modify either without modifying
the other.

Choose My Wor kspace from the module drop-down list, and then click the System Setup tab.
On the System Setup portal page, click the Standar ds tab.

In the Standards portlet (Figure 5-3 on page 5-5), click Define Order Standards.

Click L ease Termsin the Service Options folder on the left.

In the Standard Data column, click inside the Term field in the appropriate row and change the label (for
example, 8 weeks). This entry will appear to users in the drop-down list on the order forms.

S
Note  Itisrecommended that you avoid using months, because the numbers of daysin months vary.

Because lease durations are defined in seconds, and the seconds values would not be consistent
from month to month. It is recommended that you use four-week units instead of months.

[ oL-26945-01
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Step6  Usethefiguresin the table Step 7 of Add a New Lease Term Standard, page 5-5, to calculate a duration
in seconds.

N

Note  The runtime must match the number of seconds in the Term you have entered. Do not include
commas in the value.

Step7  For Storage Seconds, WarninglSeconds, and Warning2Seconds, you can change the values, or accept
the default values:

» Storage Seconds—=864000 (10 days)

« WarninglSeconds—604800 (7 days)

» Warning2Seconds—86400 (1 day)
)

Note  Depending on the width of your screen, you may need to scroll to the right to see the
Warning2Seconds field.

Step8  Click Save.

Delete a Lease Term Standard
~

Note Do not delete or modify the No L ease standard unless you want to enforce leases on servers. If you delete
the No Lease standard, users will not be able order servers without leases.

Stepl  Choose My Workspace from the module drop-down list, and then click the System Setup tab.
Step2  On the System Setup portal page, click the Standar ds tab.

Step3  Inthe Standards portlet (Figure 5-3 on page 5-5), click Define Order Standards.

Step4  Click Lease Termsin the Service Options folder on the left.

Step5  Inthe Standard Data column, click inside the Term field for the standard that you want to delete.
Step6  Click Delete, and then confirm the deletion.

Step7  Click Save.
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Add, Modify, or Delete an Operating System Standard

Starter Edition ships with five pre-defined operating system standards that users can choose when
commissioning virtual machines with operating systemsinstalled and that administrators use to register
VM templates:

e Linux—CentOS 5/6 64-bit

e Linux—Red Hat Enterprise Linux 6 64-bit

- Windows—Windows Server 2008 R2 64-bit

- VMware ESXi—ESXi 4.1

» ESXi—ESXi 5.0
You can accept or modify default operating system standards, and add new standards.
This section provides instructions for the following modifications:

« Add an Operating System Standard, page 5-9

» Modify an Operating System Standard, page 5-10

» Delete an Operating System Standard, page 5-10

Add an Operating System Standard

Stepl  Choose My Workspace from the module drop-down list, and then click the System Setup tab.
Step2  On the System Setup portal page, click the Standar ds tab.

Step3  Inthe Standards portlet (Figure 5-3 on page 5-5), click Define Order Standards.

Step4  Click OS Systemsin the Service Options folder on the left.

Step5  Click Add New. An empty row appears.

Figure 5-5 Add a Standard—Operating Systems
Close
Standard had Standard Data
4 Service Options 05 type 05 System
IP Stat
aws Linux Cent0S 5/6 64-bit
Leaze Terms " e — TRl
= erprise 2
Network Type inux at Enterprise Linux 6 6
05 Systems Windows Windows Server 2008 R2 64-bit
0S Types ESKi ESXi4.1
Physical Related Services Options ESXi ESXi5.0

Platform Element Options |
Platform Element Types
Power Cycle Manage
Related Service Options
Server Size
Timezone
UCS Blade Pool Options
UCS Blade Status

User defined

» Lo Virtual Data Center

d Add New ||| 3 Detete || [ save
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Step6  Inthe Standard Data column, click inside the OS Type field in the new row and enter the OS Type
(Windows, Linux, or VMware ESXi). This entry will appear to users in drop-down lists on the order
forms.

Step7  Inthe OS System field, enter the name of the operating system and the version number.
Step8  Click Save.

Modify an Operating System Standard

Stepl  Choose My Workspace from the module drop-down list, and then click the System Setup tab.
Step2  On the System Setup portal page, click the Standar ds tab.

Step3  In the Standards portlet (Figure 5-3 on page 5-5), click Define Order Standards.

Step4  Click OS Systems in the Service Options folder on the left.

Step5  Inthe Standard Data column, click inside the OS System field in the new row and edit the value.
Step6  Click Save.

Delete an Operating System Standard

Stepl  Choose My Workspace from the module drop-down list, and then click the System Setup tab.

Step2  On the System Setup portal page, click the Standar ds tab.

Step3  In the Standards portlet (Figure 5-3 on page 5-5), click Define Order Standards.

Step4  Click OS Systemsin the Service Options folder on the left.

Step5  Inthe Standard Data column, click inside the OS System field for the standard that you want to delete.
Step6  Click Delete, and then confirm the deletion.

Step7  Click Save.
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Add, Modify, or Delete a Server Size Standard
Starter Edition ships with four pre-defined server size standards that users can choose when
commissioning servers: Small, Medium, Large, and Extra Large. Each standard defines the CPU,
Memory GB, and Storage GB, as shown in Table 5-1.
Table 5-1 Default Server Sizes
Server Size CPUs Memory (GB) Storage (GB)
Small 2 2 20
Medium 4 2 60
Large 6 4 80
ExtraLarge 8 16 60
You can accept, modify, or delete a server size standard, and you can add a new standard.
This section provides instructions for the following modifications:
- Add a Server Size Standard, page 5-11
« Modify a Server Size Standard, page 5-12
« Delete a Server Size Standard, page 5-12
Add a Server Size Standard
Stepl  Choose My Workspace from the module drop-down list, and then click the System Setup tab.
Step2  On the System Setup portal page, click the Standar ds tab.
Step3  Inthe Standards portlet (Figure 5-3 on page 5-5), click Define Order Standards.
Step4  Click Server Sizein the Service Options folder on the left.
Step5  Click Add New. An empty row appears.
Figure 5-6 Add a Standard—Server Size
[ Close
Standard @ Standard Data
4 Service Options Server Size CPUs Memory GB Storage GB
L IP Status Small 2 z 20
i Lease Terms = = N N
% Network Type Medium 4 & 60
1 0S Systemz Large E &0
} 05 Types Extra Large 3 16 &0
% Physical Related Services Options Extra Small 1 |
% Platform Element Options
4 Platform Element Types
% Power Cycle Manage
% Related Service Options
% Server Size
% Timezone
% UCS Blade Pool Options
% UCS Blade Status
User defined
» L) Virtual Data Center 5 | | _’I
dk Add New ||| 3 Detete || | save
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Step 6

Step 7

Step 8

In the Standard Data column, click inside the Server Size field in the new row and enter the a label for
the new size (for example, Extra Small). This entry will appear to users in drop-down lists on the order
forms.

Enter the values for CPUs, Memory GB, and Storage GB in the appropriate fields.

N

Note  Depending onthewidth of your screen, you may need to scroll to theright to see the Storage GB
field.

Click Save.

Modify a Server Size Standard

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Choose My Wor kspace from the module drop-down list, and then click the System Setup tab.
On the System Setup portal page, click the Standar ds tab.

In the Standards portlet (Figure 5-3 on page 5-5), click Define Order Standards.

Click Server Size in the Service Options folder on the left.

In the Standard Data table, click in any of the fields to set new values.

Click Save.

Delete a Server Size Standard

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Choose My Wor kspace from the module drop-down list, and then click the System Setup tab.

On the System Setup portal page, click the Standar ds tab.

In the Standards portlet (Figure 5-3 on page 5-5), click Define Order Standards.

Click Server Size in the Service Options folder on the left.

In the Standard Data column, click inside the Server Size field for the standard that you want to delete.
Click Delete, and then confirm the deletion.

Click Save.
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Modifying a Service Item

N

Note

Step 1

Step 2

Step 3

Step 4
Step 5

Madify the attributes of a service item. For example, for a Cisco UCS Blade, you can change the blade
and chassis numbers and the UCS Manager.

Service item names cannot be changed.

Choose Service [tem Manager from the module drop-down list and then click the Manage Service
Items tab.

In the Service Items panel on the Manage Service Items portal (Figure 2-10 on page 2-12), expand any
of the serviceitem group folders to locate the service item whose attributes that you want to modify, and
then click the service item name.

To edit an attribute, click insideitsfield in the Service Item Definition panel and enter your modification.

Figure 5-7 Modify a Service Item

Cisco Service Portal [ ) Proe | Logout e,

Home Design Service tems Design Standards Manage Service ltems  Manage Standards  Import Data
Service ltem Types “| | Service ltems
[F:" %ewcif:u';e:;]form Elements |4 vew || [ Delete ||| & Assign | | 2, unassign ||| 3 Export To Excal |88 save view |||\ Fiter and Search |
> [T Collected Metrics Hame Assigned .. Requisitio.. S3ubmitted.. Customer Organizati.. Organizati.. Associate.. Owning C..
4 & Customer/Tenant Management Cisco 0300912012 ... 1428 03/09/2012 ... EricPardo  Cisco Cisco Shared Pro...
g Ezzzz: Organizaton Training 0310912012 .. 1497 03/09/2012 .. SharonCra.. Cisco Training Shared Pro
E Customer Virtual Datacenter Cloud Admi... 030920112 .. 1477 03/09/2012 ... Chris Novot... Cisco Cloud Admi ... 2 Cloud Admi...
= provider virtual Datacenter
(=l ProvidervocesPTarget Service ltem Details | Requested With | History | Related Services
2 ProvidervDCUCSTarget
= ProvidervDCvCenterTarget Hame Value
> 3 IPManagement Hame Cizco
> (3 Lease Management Organization Name Cisco
: 3 zl’::aéi::::;s Associated RC OU ID
. 5 system Setup Owning Customer Name Shared Provider Zone
> 153 Virtual Applications and Servers Owning Customer SIName Customeridentifier
o 3 Virtual Hardware vC Resource Pool Full Path Rezource Pool 1
Datastore Full Patn IIT
GUID CF4F0056-E623-4ADE-BAS4-BB513A0C2E1C
Enable Global Network YES
| EHsave |
Click Save.

Repeat Step 2 through Step 4 for every service item that you want to modify.

[ oL-26945-01
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Managing Server Leases

A server lease is atime period after which an active server is automatically decommissioned. Leases are
optional and can be set when you order a server. Server leases are optional.

At the end of the lease term, the server is decommissioned automatically. There are two successive
expiration dates:

» Lease Expiration—The server is powered down—>but not deleted. Any stored data is preserved but
cannot be accessed by users unless the lease is extended (see Extend or Remove a Server Lease,

page 5-16).
- Storage Lease Expiration—The server is permanently deleted and any stored datais lost.

Notify a User of Approaching Lease Expiration

Starter Edition provides two customizable email notification templates for notifying a user of an
approaching expiration date:

- Lease Expiration - First Warning
» Lease Expiration - Section Warning

You can choose when each email notification is automatically sent. To view and modify the Lease
Expiration - First Warning template for the user’s organization, see Modifying a Default Email
Notification Template, page 2-47.

View Server Lease Information

View the expiration and storage expiration dates of alease on a server.

Stepl  Choose Service Item Manager from the module drop-down list and then click the M anage Service
Items tab.

Step2  Inthe Service Items Type panel on the Manage Service Items portal (Figure 2-10 on page 2-12), expand
L ease Management, and click Managed L ease I nstance.

Figure 5-8 Service Item Type—Managed Lease Instance

Service ltem Types “®
[All Service temsz]
- |3 Cloud Platform Elements
- [T Collected Metrics
- [T Customer/Tenant Management
- [T IPManagement
4 7] Lease Management
é Managed Lease Instance
> Physical@(ers
- |7 Server Operations
- [T System Setup
- |3 Wirtual Application and Machine Templates
- |3 Wirtual Applications and Servers
- ') Virtual Hardware
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Step3  Todisplay details about alease, click it in the Service Items table. Information about the lease appears
in the Service Item Details panel.

Figure 5-9 Lease Details
Cisco Service Portal L TR LS Service em Manager - 'éll's'c'lo"
Home Design Service lktems Design Standards Manage Service tems Manage Standards  Import Data
Service Item Types hd Service ltems
Al Service B
[|> ﬁeWCIT;ude;.l‘:furmElementx | niew ||| S Dekete ||| & Assign ||| 2 unassign ||| # Export To Excel | |88 save View || |V Fiter and Search
1> I3 Collected Metrics Name Assigned ... Requisitio... Submitte... Customer Organizati.. Managed .. WarningD... Lease Exp...
» @ CustomerTenant Management aSe8c3%6-. 031222012 5703 03/2212012... z-iac-cpad... Cisco 2288 04/1812013... 04/19/2013 %
> @ Pianagement 80b2f2d2-a.. D321/2012... 5380 0321/2012... z-Ac-cpad.. Cisco 101010 04/19/2012... 04/20/2012
4 7] Lease Management
=3 alf5f407-a... 0320/2012.. 3435 03/20/2012... z-iac-cpad... Cisco 2818 O7MTI2012... 0TM&/2012
E Managed Leaze Instance
» 5 Physical Servers 8526a135-.. 03/20/2012.. 3335 03/20/2012.. z-iac-cpad.. Cisco 2818 06/17/2012... 08/18/2012—]
1> I3 Server Operations 6536213c-.. 03/20/2012.. 2823 03/20/2012... z-iac-cpad... Cisco 2818 05M82012... 0SM%2012
i+ I3 System Setup SeBcOfeT-9... 032020M2.. 2819 0320/2012... z-iac-cpad... Cisco 2818 04M&/2012... 04192012
- |3 Wirtual Application and Machine Templates % =
i 3 Wirtual Applications and Servers {44 || Page 1|of4 || b | bl ||| Diplaying 1-100f37
1> 3 Virtual Hardware
Service ltem Details Requested With Hiztory Related Services
Name Value
Name SeBc0fi7-9c5a-e718-a40e-0db24fa17552 -
Managed Requisition ID 2818
VWarning Date 2 (DD-Mon-y vy [HH:mm]} 18-Apr-2012 15:48
Lease Expiration Date (DD-Mon-¥"""" [HH:mm]} 19-Apr-2012 15:48
Warning Date 1 (DD-Mon-™"™"™" [HH:mm]} 12-Apr-2012 15:48 |
Storage Expiration Date (DD-Mon-Y""" [HH:mm]} 29-Apr-2012 1548
Server Type (Virtual or Physical) Physical
Platform Element ID (wCenter or UCS) O0dS5ase1-224f-4abf-aab65-3084181e405a
Server (vCenter path or UCS service profile DN}

| EISEVE |

~

Note  You can customize the your table view to show or hide columns. For more information, see
Customization of Table Views, page 1-11.
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Extend or Remove a Server Lease

Extend the expiration date on which a server is decommissioned but is not deleted. You can extend a
lease during the lease term or after lease expiration but before storage expiration.

You can also remove an existing lease from a server without deleting or decommissioning it. By
removing a lease, you are simply stopping the automatic decommission service.

Stepl  Choose My Wor kspace from the module drop-down list and then click My Servers.
Step2  Onthe My Servers portal (Figure 2-1 on page 2-3), locate and click the server in the table.
Details about the server and icons for actions appear in the Take Action area.

Figure 5-10 Extend Lease

Cisco Intelligent Automation for Cloud

My Workspace
Starter Edition

|- mepage Metwork Management */|| System Resources %\l System Setup %l My Servers Xl Usq=

@JEdﬂPage EEditPasswnrds ‘.Setaanmeuage @Refresthrtlets

My Servers

Name Type 0s IP Address Leaze Expiration Organization
ost-5 Virtual Machine (Vi) -3 192.168.70.99 411972013 02:55 Cisco
dst475 Physical Server a8 192.168.70.102 THMB/2012 03:48 Cizco
dstd20 Virtual Machine (Vi) 8 192.1868.70.101 512012 03:10 Cisco

Take Action

® 9 o=

Power up Power Down Power Cycle Decommizsion Ex‘te:{ias_e

Server details Hetwork settings UCS details

Operating system: Cent035 Primary P address: 192.168.206.0 UCS manager: ucs-doc
Primary (customer) network: doc-userietwork Cizco SP server:

Coemputer domain: Management IP address: Cizco PO owner:

Computer time zone: GMT+5 Management network: doc-managementletwork UCS chassis: 3

Cizco SP template: CentOS 5.5 x86_64 Linux - UCS blade: &

centos5_5_x86_64 Lease information

Order date: 03/20/2012 3:48 PM
Status:
Storage lease expiration: 07/28/2012 08:45 PM

Step3  Click the Extend L ease icon to open the Extend Managed L ease I nstance form.
The name of the server and its expiration date appear on the form.

Step4  From the Term drop-down list, choose the number of days that you want to add to the end of your lease
term, or choose No L ease to remove the lease from the server.

 No Lease
- 30days

- 90 days

- 6 months
* 9 months
e« lyear
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Figure 5-11 Extend Lease Form

Servs

New

Manage Virtual Machine: dst360 [# Close

Extend Managed Lease Instance

oy

Change when the server will be decommissioned automatically.

Reset
er Information
Computer Name: d=t360
Lease Terms
Term: | 6 Months VI
ServerType |~~~

No Lease

30 Days

S0 Days Reszet

6 Months
1 year

Step5  Click Submit Order.

Handling Infrastructure Errors

AsaCloud Provider Technical Administrator, you are entrusted with maintaining the cloud system and
ensuring maximal uptime.

If pr

oblems arise with fulfillment of a customer’s requisition (for example, a new virtual machine), you

receive an email notification error with action summary, links to the knowledge base, and other
information you need to take corrective actions, inside or outside the system, and terminate a service, if
necessary.

Service problems can arise in any of the following conditions:

Blade error has disabled all VMs running on it

Blade error has occurred on a physical blade

Cisco UCS Manager, VMware vCenter, LDAP server, or blades in the physical pool have failed
Connection is lost

Capacity has reached the maximum limit

[ oL-26945-01
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The notification will identify the failing service and provide any or all of the following information:
- Automation summary
» Steps you must take to fix the problem, such as:

— Performing aroll-back and clean-up of the service to free up and reset associated resources,
cancel the requisition, and re-order the service from Cloud Portal

— Taking manual actions outside the system
— Restarting the process from Cloud Portal
— Cancelling certain actions in-flight if necessary

- Referral to a knowledge base article that provides tips and best practices that you can use to
determine the actions to take to recover the process

After the correction, TEO automatically makes a second attempt to run the service. If the second attempt
fails, you must cancel the order, and then notify the requester to resubmit the order.

Assign the Remediation Task for Repair
N

Note  You must have Cloud Provider Technical Administrator permissions to perform this task.

When a service requires remediation, it is automatically added to the Cloud Service Remediation queue
in Service Manager. You receive the notification of failure, and then assign yourself or someone else to
address the issue.

View the Cloud Service Remediation queue and assign a task using the following steps:

Stepl  Choose Service Manager from the module drop-down list.

Step2  Intheleft navigation panel on the Service Manager Home page, expand All Queues in the tree on the
left-hand side, and then click the name Cloud Service Remediation.

Unassigned tasks appear in alist.

Cisco Intelligent Automation for Cloud Starter Edition User Guide
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Step 3

Step 4

Handling Infrastructure Errors

Figure 5-12 Cloud Service Remediation Queue

Cisco Intelligent Automation for Cloud o Service Manager sl
Starter Edition

cisco.

Cloud Service Remediation |
Queus 3| Requisition =l Status | All Cngaing z| search [ ciobal
= My Views search [V Hide Wa iting tasks
Available Work Fiter and Search
My Work z
My Late Work - ) -
Work Forecasts O v 40 032712012 Aszsign task to queue to be ficed  Order a Virtual Machine From Template
Requisttions O A\ d Q 4z 032772012 Assign task to queue to be fixed Order a Virtual Machine and Install an O
=l All Queues b
S AN . . O v 49 03/27/2012  Assign task to queus to be fixed Order a Virtual Maching From Template
& Default Service Delivery (27)
&) Cloud Service Cancellation () O Y 51 03/27/2012  Assign task to queue to be fixed Order a Virtual Machine From Template
o Ernike el s el T { O v 52 03272012 Aszsign task to queue to be fixed  Order a Virtual Machine From Template
o Cloud Service Lease Administration (5
[a) Cloud Service Remediation (45) O ‘ 53 03272012 Assign task to queue to be fixed  Order a Virtual Machine From Template
[» Default Service Delivery (0} 4| | _bl_l
[H Service Teams Refresh  Open  Assign M4 to 15 of 45 p p|
~
Task Details
Name: Assign task to queue to be fixed Due On: ¥ 03p70127:00 an
Requisition
1 | ¥ )
Requisition Number: 40 Status: Ongoing

You can change the view of Service Manager using buttons located on the right-hand side under the
module drop-down list. Click [ to show or hide the tree. Click & to hide the tree, preview panels, and
show only thelist. Click = (default view) to show a split view list and preview panels, without the tree.
Click to show the preview panels only. Service Manager does not save your views.

In the Cloud Service Remediation queue list, click the requisition number.

Display-only summaries of the task and requisition appear under the Cloud Service Remediation queue
list.
Assign the task:

» To assign the task to yourself, choose Check Out from the More Actions drop-down list. The task
is moved to the My Work view in the left navigation panel.

- To assign the task to someone else, expand Service Teams in the tree on the left-hand side, and then
the team to which the user belongs, click the radio button by the user’s name, and then click Assign.
The task is moved to the selected person’s My Work view; the person is notified of the assignment.

After the task is assigned, the assignee must first check out the task from the Cloud Service Remediation
gueue before fixing the failure. Proceed to Remediating a Service.

[ oL-26945-01
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Remediating a Service

After you have checked out the task (see Assign the Remediation Task for Repair) from the Cloud
Service Remediation queue, you then remediate the issue and initiate continuation of the fulfillment
process.

A

Caution  To free up the reserved resources, you must attempt to remediate the issue, even if you know or suspect
the attempt will fail. Do not cancel the order unless your attempt to remediate theissueis
unsuccessful.

Stepl  Choose Service Manager from the module drop-down list.
Step2  Inthetree on the left-hand side, on the Service Manager Home page, and click My Work.
Figure 5-13 Service Manager—My Work
Cisco Intelligent Automation for Cloud " | Service Manager
Starter Edition o
My Work
Qusus ;I Requisition Status | All Ongoing ;I Search ¥ Giobal Search the\'ﬂaitingtasks Filter and Search
= r‘l'\lf':::v . £ Requisiion < Due Date - Task Hame £ Initistor & Customer OU< Custon|
M:E‘J:mk o - Y 73 0372712012 Assign task to queue to be fixed Order a Virtual Machine and Install an OS  Mike Castro Cisco Mike Cas
My Late Work r v 74 03/27/2012  Assign task to queue to be fixed Order a Virtual Machine From Template ~ Andrew 5e_.  Cisco Andrew
:’:;::;::ESB [l Y 31 03272012 Assign task to queue to be fixed Order a Virtual Machine From Template Andrew Se. Cisco Andrew
All Queues - Y 82 032712012 Assign task to queue to be fixed Order a Virtual Machine and Installan 0S  Mike Castro Cisco Mike Casi
Service Teams
Ll | ol
Refresh Open Assign M 416 to 30 of 46 p M
Task Details —
Hame: Assign task to queue to be fixed Due On: ¥ 0372012 7:00 A
Requisition =
Requisition Number: 73 Status: Ongoing
Customer: Mike Castro Initiator: Mike Castro
Step3  Click the requisition number in the Requisition column to view the Task Data page (Figure 5-14 on

page 5-22), which provides detailed information about the task, including:

Error code

Error Description
Automation summary URL
Service information

Server

Customer organization
vCenter or UCS targets

Linksin the right-hand menu provide further information.
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Caution

Step 4

Note

Step 5
Step 6

Do not click Cancel on any of these task detail pages. If you click Cancel, you will terminate the service,
which will require you to contact Cisco Support for assistance with removing resource reservations from
Service Item Manager.

Review the information, and make note of the error code, error description, and automation summary
URL for later reference.

For error code definitions, see the Cisco Intelligent Automation for Cloud Starter Edition Knowledge
Base.

Perform the necessary steps to remediate the issue.

After remediating the issue, return to the Task Data form (see Step 3), and then click Done. This action
changes the status of the task to Complete, and initiates continuation of the fulfillment process.

If the delivery processis successful, proceed to the next section, Checking the Status of an Order.

If the delivery process is not successful, the requisition will appear in the Cloud Service Cancellation
gueue. Skip to Cancelling the Order if Remediation Attempt is Unsuccessful, page 5-22.

Checking the Status of an Order

Step 1

Step 2

If the delivery process is successful, then the ordered service will be fulfilled and the requisition status
changed to Complete, and no further action is needed. To check the status:

Return to the Service Manager Home page and click Cloud Service Delivery Management under All
Queues in the left-hand panel.

L ocate the requisition in the queue, and then click the requisition number to open the Task Data page.

The statusis listed in the Service Information panel.

[ oL-26945-01

Cisco Intelligent Automation for Cloud Starter Edition User Guide



Chapter5 Managing Services |

M Handling Infrastructure Errors

Figure 5-14 Task Data

Virtual Machine
Name dacfi9co-ef@a-c38b-0315-212772952M09

* Guest operating system family: ILlnux -
* Operating System: |Rau Hat Enterprize Linux & 64-bit j
* Operating System Template: IRad Hat Enterprize Linux 6 x85_64 j
* Computer Name (Host): |mm-rh-005-o0s
* Virtual Machine Size: ISma\I 4
wCPUs: 2
vRAM (GB): 2
Strorage (GB):. 20

ErrorDescription Update virtual machine failed: Can not fing
ErrorCode |5001

Customer Organization
Mame |AC Regression Testing Developers
OrganizationMame |IAC Regression Testing Developers
AszsociatedRCOUID

nertlame | CGloud Admin QU

CustomersiName | Customerldentifier
CResourcePool | CIAC ONLY (DO NOT USEMA-UCS-401/C
DatastoreFulPath | CIAC OMLY (DO NOT USE)Nia-ucs-401-pri

GUID

EnableGlobalNetwork | YES

Provider VDC CSP Target
Mame ProviderVDCCSPTargetidentifier
ProvidervDCSName | ProviderVDCldentifier
CSPTargetsiName | 172.21.46.96
CenterProvisioninghetwork  CIAC ONLY (DO NOT USEMA-UCS-401/14

Cancelling the Order if Remediation Attempt is Unsuccessful
A

Caution  To free up the reserved resources, you must attempt to remediate the issue before cancelling the order,
asinstructed in Remediating a Service, evenif you know or suspect the attempt will fail. Cancel the order
only if your remediation attempt is unsuccessful.

If your attempt to remediate the issue fails to complete the service, you must terminate the service to
release the resources that may be tied up by the stalled process.

Stepl  On the Service Manager Home page, click Cloud Service Cancellation under All Queuesin the
left-hand panel.

Step2  Locate the requisition in the queue, and then click the requisition number to open the Task Data page.
Step3  Click Cancel. This action terminates the order and change service status to Cancel.

Cisco Intelligent Automation for Cloud Starter Edition User Guide
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Constructing Paths Using Cisco UCS Manager
and VMware vSphere

This appendix provides guidelines for determining paths for input when setting up and configuring
resources in Cisco Cloud Portal.

- Cisco UCS Paths on page A-2
» VMware vCenter Paths on page A-4

Note  To follow the instructions in this appendix, you must have access to Cisco UCS Manager and
VMware vSphere Client.

Cisco Intelligent Automation for Cloud Starter Edition User Guide
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W Cisco UCS Paths

Cisco UCS Paths

Note

Step 1
Step 2
Step 3

Step 4

Cisco UCS paths always adhere to the following conventions:

» For most resources, the path begins at the root organization.

A

Note  The exception to this convention are VLANS, which have no “path”; when referring to a
UCS VLAN, you only need to provide the name of the VLAN.

» Theroot organization and sub-organization names are prepended by org-, e.g., org-root or org-cpta.

N

Note  Theresource is never prepended by org-.

« For all service profiles, the resource is prepended by Is-. This applies only to service profiles.
A Cisco UCS path is constructed as shown in the following example;
org-root/org-sub-organi zationl/org-sub-organi zation2/resource

A path for aUCS service profile is constructed in the same manner; however, the resource is prepended
by Is-, as shown in the following example:

Service profile: org-root/org-sub-organizationl/org-sub-organization2/s-resource

The number of sub-organizations will vary, depending on the directory structure in your Cisco UCS
environment.

To find the path to a resource using Cisco UCS Manager, perform the following steps.

Open Cisco UCS Manager and log in.
In the tree, click the Serverstab to display the Servers view.

Expand the resource set (e.g., Service Profiles or Pools) to which the resource belongs, expand the root
organization, and then locate the resource in one of the sub-organizations.

~

Note  In UCS Manager, organizations and sub-organizations are identified by the [£2] icon.

Construct the path, beginning with org-root, then adding each subsequent sub-organization with the
prepended org-, down to the resource. Separate each with forward slashes.

See the example on the next page.
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Example

Figure A-1 illustrates how to determine the Cisco UCS path for an example Cisco UCS blade,
chassis-3-blade-7-1, which islocated in a sub-organization of the Service Profiles root organization.
Because it is a service profile, the blade resource

Cisco UCS Paths

The resulting path is org-root/org-cpta/org-blades/Is-chassis-3-blade-7-1. Note that the two levels
containing the root are not included in the path, and that because the resource is a service profile, its

name is prepended by -Isin the path.

Figure A-1

UCS Manager—Servers View

L]

=l

Equipment | Servers | Lan | sam | wh | admin

Filter: all -

[Elasp Servers
EHE5 Service Profiles

EIE rcu:I:I
Fm o 5IC-CS-201-101

=5 S1C-UCS-201-102

T 51C-UCS-201-201

S5 5IC-UCS-201-202

=5 TSP_C1B3

=5 TSP_C2E3

org-root/

E}% Sub-Organizations
E@ CPTA|

= &, Sub-Organizations

org-cptal

=&z Blades

|——— org-blades/

[+ g8, Chassis-1-ES%
- g2 Chassis-2-E5%
[+ g2 Chassis-3-E5%
[#- 83 ESH-Servers

="E chassis-3-blade-

[l Service Profile Templates
Policies

&85 Pools
-

5-1

7-1 {z-chassiz-3-blade-7-1

.= chassis-3-blade-3-2
----- &% Sub-Organizations
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M VMware vCenter Paths

VMware vCenter Paths

Paths to vCenter resources (datastores, networks, and hosts and clusters) are constructed according to
the following convention, where objectl is the datacenter name;

object1/object2/object3/resource

The path never includes the top-level (server).

~
Note  The number of objects will vary, depending on the directory structure in your vCenter environment.
Stepl  Open VMware vSphere Client and log in.
Step2  Choose Datastores, Networks, or Hostsand Cluster sfrom the Inventory drop-down list to view the set
of resources where the resource resides.
Step3  Expand the server in the tree, and then drill down to the resource.
Step4  Construct the path, beginning with the server name as it appears in the Client and drilling down to the

resource. Separate each object with forward slashes.

See the example below.

Example

Figure A-2 illustrates how to construct the path in VMware vSphere Client for an example network,
172.21.45.x 165. The resulting path isiac/vc-01/vlan/172.21.45.x 165. Note that the server at the
top-level, ESXVC-01, is not included in the path.

Figure A-2 VMware vSphere Client—Networking View
Eile Edit View Inwentory Administration Plug-ins Help
E d £y Home b gF] Inventory b _@_ Metworking
v E
ERRIE=
=l | Iac iac/
E)zu=n B
= & [LAN] vian/
B wC-switch-DVUplinks
& [FZZl a5 xIes ——————172.21.45 165
=
=
=
=
8
[ Es=
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Anyone (role) 1-12

B

blade pools
managing 2-17
blades
managing 2-17

C

capacity
networks 2-24
servers 2-4
virtual clusters 2-4
virtual databases 2-4
Cloud Provider Technical Administrator
responsibilities 1-12

INDEX

H

HSRP address
networks 2-26

IP addresses 2-24
exclusions 2-35
viewing 2-24

N

networks 2-24
capacity 2-24
deleting from system  2-35
DNS address  2-26
gateway address 2-26
HSRP address  2-26
IP address exclusions  2-35
modifying properties 2-24
removing from organization 2-35

D UCS network path  2-26
DNS address viewing 2-24
networks 2-26
O
G .
operating system
gateway address templates 2-37
networks 2-26 organization
removing network 2-35
Organization Technical Administrator
user roles 1-13
Cisco Intelligent Automation for Cloud Starter Edition User Guide
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W index

P

power
powering-off 2-7,2-13
powering-on 2-9, 2-16
resetting 2-8,2-14

R

resetting servers. See power-cycling a server
roles
See also user roles and responsibilities

U

UCS blades
managing 2-17
UCS network path
networks 2-26
UCS service profile template
removing 2-45
UCS service profile templates  2-37
user roles
Anyone 1-12
Cloud Provider Technical Administrator 1-12

Organization Provider Technical Administrator 1-13
Virtual and Physical Server Owners 1-13
S Virtual Server Owners 1-13
Server Owners
Virtual  1-13 Vv
Virtual and Physical 1-13
servers Virtual and Physical Server Owners
capacity 2-4 user roles 1-13
power-cycling 2-8, 2-14 virtual clusters
powering-off 2-7,2-13 capacity 2-4
powering-on  2-9, 2-16 virtual databases
properties 2-2 capacity 2-4
status  2-2 Virtual Server Owners
server templates  2-37 user roles 1-13
virtual servers
changing server size 2-6
T templates 2-37
templates 2-37 virtual server template
operating system removing 2-39
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