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Chapter 2 - Objectives

= Explain the purpose of Cisco 10S.

= Explain how to access and navigate Cisco 10S to configure network
devices.

= Describe the command structure of Cisco 10S software.

= Configure hostnames on a Cisco I0OS device using the CLI.

= Use Cisco I0S commands to limit access to device configurations.
= Use Cisco I0S commands to save the running configuration.

= Explain how devices communicate across network media.

= Configure a host device with an IP address.

= Verify connectivity between two end devices.




Cisco IOS

Operating Systems

All networking equipment dependent on operating systems
= End users (PCs, laptops, smart phones, tablets)

Switches
Routers

Wireless access points

Firewalls

Cisco Internetwork Operating System (10S)
= Collection of network operating systems used on Cisco devices




Cisco 10S

Operating Systems

Operating System

CLI
Shell

Kernel

Hardware

Shell: The user interface that allows users to request specific tasks from the computer.
These requests can be made either through the CLI or GUI interfaces.

Kernel: Communicates between the hardware and software of a computer and manages
how hardware resources are used to meet software requirements.

Hardware: The physical part of a computer including underlying electronics.




Cisco IOS

Purpose of OS

= PC operating systems (Windows 8 & OS X) perform technical
functions that enable

+ Use of a mouse
* View output
*  Enter text

= Switch or router IOS provides options to
« Configure interfaces
- Enable routing and switching functions

= All networking devices come with a default I0S

= Possible to upgrade the I0OS version or feature set



Cisco IOS
Location of the Cisco I0OS

|OS stored in Flash

Non-volatile storage — not lost when power is lost

Can be changed or overwritten as needed

Can be used to store multiple versions of IOS

|OS copied from flash to volatile RAM

Quantity of flash and RAM memory determines IOS that can be used
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Cisco I10S _
|OS Functions

Major functions performed or enabled by Cisco routers and
switches include:

Routing
QoS

Intemetwork Operating System for Cisco networking devices

Addressing Interface
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Accessing a Cisco IOS Device

Console Access Method

Most common methods to access the Command Line Interface
= Console

= Telnet or SSH

= AUX port
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Accessing a Cisco IOS Device

Console Access Method

Console port

Device is accessible even if no networking services have been
configured (out-of-band)

Need a special console cable
Allows configuration commands to be entered
Should be configured with passwords to prevent unauthorized access

Device should be located in a secure room so console port can not
be easily accessed
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Accessing a Cisco IOS Device

Telnet, SSH, and AUX Access Methods

Telnet

= Method for remotely accessing the CLI over a network

- Reqfuire active networking services and one active interface that is
configured

Secure Shell (SSH)

= Remote login similar to Telnet but utilizes more security
= Stronger password authentication

= Uses encryption when transporting data

Aux Port -
. TR
= Out-of-band connection 5 i &
= Uses telephone line o A
T

= Can be used like console port ~—"= L



Accessing a Cisco IOS Device

Terminal Emulation Programs

Software available for
connecting to a networking
device

= PUTTY
Tera Term
SecureCRT

HyperTerminal
OS X Terminal

PuTTY
g PuTTY Configuration ‘M
Category
[=)- Session Basic options for your PUTTY session
e Loglgrg Specify the destination you want to connect to
=/~ 1emina
Keyboard Host Name {or IP address) Post
: Bel 22
i Features Connection type
[=)- Window Raw ' Telhet ) Rlogn @ SSH Senal
::a’e 51 Load, save or delete a stored session
i SVIOUr
L. Transtation Saved Sessions
i~ Selection
: CObIJfS e |
Default Settings
= Connection | Load |
i Data Save
i~ Proxy
- Teinet | Delete
- Riogn
+- SSH
— Sesl Close window on exit
Aways Never @ Only on clean ext
Mot [ Heb | [ open || Cancel
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Navigating the 10S

Cisco I0S Modes of Operation

I0S Mode Hierarchical Structure

TUser EXEC Command-FRouter:
ping

show {limitad)

enables

etc.

Privileged EXEC Commands—Routerd
gll Dser EXEC commrdds
debig comrands

reload Global Configuration Commands-Router (config)#
configqure hostname
ete. enable zacract
ip route
interface ethernet Interface Commands-Router(config-if)#
gerial ip address
dsl ipwh address
ELC, encapaulaticn
smitdowny no =shutdown
etec.
romter rip ) Eﬂul:l.uE Engine Commands-Router (config-router) #
pant TECwOT
elgrp Tersion
e, auta summery
eto.,
line vty Line Commands-Router (config-line)#
console pas=word
eho. login

modem comreEnds
etec.



Navi_gating the I0S
Primary Modes

' User EXEC Mode

Limited examination of router.
Femote access.

switch=

The Privileged EXEC mode, by
default, allows all monitoring
commands, as well as execution of
configuration and management
commands.

The User EXEC mode allows anly
a limited number of basic

monitoring commands and is often
referred to as view-only mode.

Router: I

Privileged EXEC Mode

Detailed examination of router. Debugging
and testing. File manipulation. Remote
8CCess.

switch#
Routerd




Navigating the I0S
Global Configuration Mode and Submodes

Privileged EXEC Mode

Privileged EXEC Mode el T L

Detailed examination of router, Debugging and testing.
File manipulation. Remote access.

Router»ping 192.168.10.5

EI‘lt.I E:: Routerdizhow running-config
Router (config)#Interface FastEthernet 070
Router (config-if) #ip address 15F.168.10.1 Z55,255.%55.0

Global Configuration Mode

Global configuration commands. The prompt changes to denote the current CLI mode.

Switch (config) #
Router (config) # Switch>ping 192.168.10.9
l Switchiizhow running-config
. Switch (config)#Interface FaztEthernet 071
Other Configuration Modes g
Specific service or interface configurations. Switch (config-if) #Cescription connection to WEST LAN4

switch (config-mods) #
Router (config-mode) #




Navigating the 10S

Navigating between I0S Modes

Ecouter con{ iz now awvailahle.

Press RETURN to get started.

User Access Verification
Pas=sword:

Router> < User-Mode Prompt
Ecuter>enable \

Password: .

Routerd - | Privileged-Mode

Eouter#disable
Router> (—[ User-Mode Prompt

FEocuter»axit

Router



Navigating the 10S

Navigating between IOS Modes (cont.)

switchrenable

switchfconfigure terminal

Enter configuraticn commands, one per line,
End with CHTL/Z.

switchi{config) finterface vlan 1
switch{config-if) bexit
awitch{config} faxit
switchs

switchifconfigure terminal
Enter configuration commands, one per line.

End with CHTL/Z.

switch{config) fvlan 1

sawitch{config-vlan} fand
switch#

switchfconfigure terminal

Enter configuration cammands, cne per line.
End with CHTL/Z.

switch{config)fline vky 0 4
awitch{config-line) finterface fastethernet 0/1
awitch{config-if) yend

switchi



The Command Structure

|IOS Command Structure

Switch>ping 152. 158 10.5

= 1

Argument

‘ Keywaord or

|

Ew1t:h}shnw ip Prﬂtﬂﬂﬂlﬂ



The Command Structure

Cisco I0S Command Reference

To navigate to Cisco’s Command Reference to find a particular
command:

Go to www.cisco.com

Click Support.

Click Networking Software (I0S & NX-OS).
Click 15.2M&T (for example).

Click Reference Guides.

Click Command References.

N o O~ w0 D E

Click the particular technology that encompasses the command you
are referencing.

8. Click the link on the left that alphabetically matches the command
you are referencing.

9. Click the link for the command.
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The Command Structure_ _
Context Sensitive Help

Context Sensitive Help

switch#el? Command options - dizplay
clear clock . a list of commands or
keyvwords that start with the
characters cl
switch#eclock sat 7 Command explanation - the
hh:mm:;ss Current Time --f 105 displays what

command arguments ar
variables can be next, and
provides an explanation of
each

switch#elock sat 19:50:00 ?
<1-31> ©Day of the month --f
MONTHE  Month cf the year

Command explanation with
more than one argument or
variable option

Switch#elock set 19:50:00 25 June 2012
Switch#




The Command Structure

Command Syntax Check

Ewitch#»clock set
¥ Incomplete command.

Switch$clock set 19:50:00
¥ Incomplete command.

Switchte
% Ambiguous command: "'c'

The |05 returns a help message

indicating that required keywords
or arguments were left off the end
of the command.

The |O5 returns a help message
to indicate that there werne nat
enough characters entered for the
command interpreter to recognize
the command.

marker.

Switoch#eclock set 19:50:00 25 &

% Invalid input detected at '*'

-

The OS5 returns a "*" to indicate where the
command interpreter can not decipher the

command.




The Command Structure

Hot Keys and Shortcuts

Tab - Completes the remainder of a partially typed command or
keyword

Ctrl-R - Redisplays a line
Ctrl-A — Moves cursor to the beginning of the line
Ctrl-Z - Exits configuration mode and returns to user EXEC

Down Arrow - Allows the user to scroll forward through former
commands

Up Arrow - Allows the user to scroll backward through former
commands

Ctrl-Shift-6 - Allows the user to interrupt an IOS process such
as ping or traceroute.

Ctrl-C - Aborts the current command and exits the configuration
mode




The Command Structure

|OS Examination Commands

Switch#show wvarsion

Switch#show flash

Switch#show interfaces

;

RAM NVREAM Flash
Internetwork Operating system
Backup :
Active b q Configuration %IJE[[':;E‘IHHEQ Interfaces
Programs | Configuration TEB ?Lfs gl File ¥s
File e

T

1

1

switché#show processes

Switché#show cdp neighbors

L

switch#show arp
Switch#show mac-address-table

Ewitch#show wlan

Switch#show running-config

switché#show startup-config

|05 showcommands can provide information about the configuration, operation and
status of pars of a Cisco router.



wfra]n
CISCO.

The Command Structure

The show version Command

Fouterishow wersion 4 |
Cizco ICS Software, CL300 Software (CL900-UNIVERSALES-M), Verszicon
15.2 (4)M1, RELEASE SOFTWARE ({£cl)

Technical Support: bttp:/fwww.clsco.con/techasupport

Copyright (=) 1986-2012 by Cisco Syatems, Inc,

Compiled Thu 26-Jul-12 19:34 by prod rel team

BOM: Svatem Bootatrazp, Verzicn 15.0{1z-)M15, RELEASE SOFTWARE (fcl)

cizcol?d]l uptime iz 41 minutes

Syatem returned to BEOM by power-on

Syzatem image file iz ""flashl:cl800-universalk%-mz.5PA.152-
4.Ml.bin™"

Last reload type: Hormal Relosd

Last reload reason: powser—-on

Thiz product contazinos cryptographic festures and iz subject to
United

Statesz and local country lawa governing imoort, export, tranafer
and

uge, Delivery of Cizco cryptographic producta does not imply

third-party authority to import, export, distribute or use
encryption,

4

Fouter$show warsion



Hosthames

Device Names

Some guidelines for naming conventions are that names should:

Start with a letter

Contain no spaces

End with a letter or digit

Use only letters, digits, and dashes

Be less than 64 characters in length

Without names, network
devices are difficult to
identify for configuration
purposes.




Hosthnames

Hostnames

Hostnames allow
devices to be
identified by
network
administrators
over a network or
the Internet.

Configuring Device Names

Swi-Floar-3

Swi-Floor-2

Swi-Floar-1




Hostnames

Configuring Hostnames

Configure a Hostname

Configure the switch hostname to be "AtlantaHG Swl”.

Iwitchi configqure terminal

Enter configuration commands, one per line. End with CHTL/Z.
Jwitch (configl ¥ hostname AtlantaHIwl

AtlantaHD3wl [configl §

You successfully configured the switch hostname.




Limiting Access to Device Configurations

Securing Device Access

The passwords introduced here are:

* Enable password - Limits access to the privileged
EXEC mode

= Enable secret - Encrypted, limits access to the
privilieged EXEC mode

= Console password - Limits device access using the
console connection

= VTY password - Limits device access over Telnet

Note: In most of the labs in this course, we will be
using simple passwords such as cisco or class.




Limiting Access to Device Configurations

Securing Privileged EXEC Access

= use the enable secret command, not the
older enable password command

= enable secret provides greater security because
the password is encrypted

Sw-Floor-lrenablea

Sw-Floor-1#%

Sw-Floor-l#conf terminal
Sw-Floor-1(config) fanable secret class
Sw-Floor-1(config) fexit

Sw-Floor-1#%

Sw-Floor-l#disable

Sw-Floor-lraenableae

Password:

Sw-Floor-14



Limiting Access to Device Configurations

Securing User EXEC Access

Sw-Floor-1({config) #line console 0
Sw-Floor-1{config-line) fpassword cisco
Sw-Floor-1{config-line) #login
Sw-Floor-1(config-line) fexit
Sw-Floor—1 (config) #
Sw-Floor-1(config)#line vty 0 15
Sw-Floor-1{config-line) fpassword cisco
Sw-Floor-1{config-line) #login
Sw-Floor-1l(config-line} #

= Console port must be secured
* reduces the chance of unauthorized personnel physically
plugging a cable into the device and gaining device access

= vty lines allow access to a Cisco device via Telnet
« number of vty lines supported varies with the type of
device and the IOS version



Limiting Access to Device Configurations

Encrypting Password Display

Configuring Password Encryption service password-
encryption
Enter the command to encrypt the plain text passwords. u preventS

Gwitch (configl § =service password-encryption

Exit globkal configuraticn mode and wview the running configuraticn.

Gwitch (configl § exit
Gwitchf show running—config
]
<putput omitted:>
!
line con O
pazsword T 054F271A1A0R
login

line vy O 4
pazs=word 7 03055A0P034F30435B45150A1015

lopgin

passwords from
showing up as
plain text when
viewing the
configuration

= purpose of this
command is to
keep unauthorized
individuals from
viewing passwords
H the configuration
ile

= once applied,
removing the
encryption service
does not reverse
the encryption



Limiting Access to Device Configurations

Banner Messages

= Important part of
the legal process in
the event that
someone is
rosecuted for
reaking into a
device

wording that _
implies that a login
IS "welcome" or
"Invited" is not
appropriate

often used for legal
notification
because it is
displayed to all
connected
terminals

Limiting Device Access - MOTD Banner

LAB A{config)#banner motd # This is a seoure system. futhorized Acosss oupr!l! 4

Thiz configuration
results in this message
of the day banner.

Delimiting characters are not included in the

messdage.

i
ll -/m

Swl-Floor-1 conl i= now available

Freas=s BETUEN to get started.

Tzer Access Verification
pazsword:
Swl-Floor-1»enable
Fazsword:

Swl-Floor-14#




Saving Configurations

Configuration Files

Saving and Erasing the Configuration

= Switch# reload

System configuration has
been modified. Save?

[Ewit-::h#ﬂhuv running-config ] [yeS/nO] n

Liztz the complete
configuration currenthy
active in FAM.

The active configuration
can be copied to

Proceed with reload?

Switch#show running-config

Building configuraticn.. . [Conflrm]

Current configuration @ 2904 bhytes . ) )

i Lzst configuration change at 00:02:32 - Startup Conflguratlon IS
UTC Mon Mar 1 1933 removed by using _
e kel the erase startup-config
el i UV —— Switch# erase startup-config

service timestarmps log datetime msec
no service password-encryption

' = On a switch you must

'\:'IIILItl:ILIt omitted=

| also issue the delete

vlian.dat

M LA, ;
Switch# delete vlan.dat
Delete filename [vlan.dat]?
[Ewitch#ﬂupy running-config startup-config J Delete flash:vlan.dat?

[confirm]



Cisco.

Saving Configurations

Capturing Text

Saving to a Text File in Hyper Terminal Reving fo-ailac kil sadenm

B Sehp B Contdl Wndon el
few opwectan...  Mewn 181 Scitware (CII41-JPEASEXS-N). Verston 12 4(13)7, BELEASEA

<] IR ;| v cieco contechespport

r % by Cisco Systeasx. Inc
‘f"”‘ o } 15:20 by prod_rel_tees

Send Text Fie... Pause oy drecrrs Versios 12 M8r)T8. RELEASE SOFTVASE {fcl)

RACL e e M lnutes
Capture to Printer RS € by relosd at 01 3¢ 15 UTC ¥y
T Oscsrect *$1lash ci841-ipbasekd-nz 124-11.T
Interface Seriall . o Losk . [ L Wy Docmants ORYF. 1+ 3
inter c seriall -

[This porodect contains cryprographic festures and is w

descripticon Seriall Interface on the ATA router I5tates snd local COURtTy 1ave QOVeTRieg IAgORt. eNport ) = . o
2 vt P ARE TRE SRE 4 wse  Deliver 1500 CTYPLOFTephic Prodects doss not
P address 192.168.4.69.1 " .. <240 ERLYG-Party Sthority 10 separt. export. distribute or
ne ip directed-broadcast Isporters, esporters. distridwiors and users are respod

jecmpliance vith U.S. and locel comntry lows. By using
egroe Lo comply vith sgpliceble lovs and regulaticas
alias exec atop @ elecad o coaply with U. S a=d locel lews. seturz this produc

Alias exer = ropy run srart 4 zusaary of T 5 lawve governing Cisco cryptograpbic p
o L —Hore—

[ N LTI Oy [
line con 0

password cisco
legin

Fieanme: sl

" . oo - 1. Start the log process e |
2. Issue a show running-config command |
3. Close the log :

m -

Uytes transtered: wn

| Close Pause Help

1. Start the text capture process

2. Issue a show running-config command
3. Stop the capture process

4. Save the text file




Ports and Addresses

IP Addressing in the Large

= Each end device on a
network must be
configured with an IP
address

= Structure of an IPv4
address is called dotted
decimal

= |P address displayed in
decimal notation, with
four decimal numbers
between 0 and 255

= With the IP address, a
subnet mask is also
necessary

= |P addresses can be
assigned to both
physical ports and virtual
Interfaces

Internet Protocol (TCP/IP) Properties 1

Genexal |

You can get IP settings sstigned sutomatcaly § your netwock supposts
thes capabilty. Otheswaze, pou need to ask yous network. administrator for

the appropnate IP satings.

" Dblain an 1P address automatically
(% Use the followang IP adckess:

IP address: 12 188 1 1
Subnet mask | 255 .255.255, 0
Defauk gatewsay |12 168_ 1 . 99

aly|
(v Use the lolovang DNS terver addiesses

Prefesred DNS seever | 17216 . 55 , 150
Altemate DNS server | 17216 _ 55 . 200
Advanced

2]

0K

Cancel




Ports and Addresses

Interfaces and Ports

Network communications depend on end user device interfaces,
networking device interfaces, and the cables that connect them

Types of network media include twisted-pair copper cables, fiber-
optic cables, coaxial cables, or wireless

Different types of network media have different features and benefits
Ethernet is the most common local area network (LAN) technology

Ethernet ports are found on end user devices, switch devices, and
other networking devices

Cisco 10S switches have thsi(_:aI ports for devices to connect to, but
also have one or more switch virtual interfaces (SVIs - no physical
hardware on the device associated with it; created in software)

SVI provides a means to remotely manage a switch over a network




Addressing Devices

Configuring a Switch Virtual Interface

Switch#configure terminal

Enter configuration commands, one per line. End with
CNTL/Z.

Switch (config) #interface VLAN 1

Switch (config-if) #ip address 192.168.10.2 255.255.255.0

Switch (config-if) #no shutdown

= |P address - together with subnet mask, uniquely identifies end device
on internetwork

= Subnet mask - determines which part of a larger network is used by
an IP address

= interface VLAN 1 - interface configuration mode

= |p address 192.168.10.2 255.255.255.0 - configures the IP address
and subnet mask for the switch

= no shutdown - administratively enables the interface

= Switch still needs to have physical ports configured and VTY lines to
enable remote management



Addressing Devices
Manual IP Address Configuration for End Devices

Addressing End Devices

am]
Conmaot uang

[ln Int={R) PRO/1DDVE Netwerk Cornecton

Components checked an 1amd by the corecton

Wi 29 Chert for Micsonolt Network s
¥ 2 Fie and Printer Sharing for Micsosot Neswodks
v nat Pactocol [TCPAS B —

For manual static assignments, enter
addresses:

IP Address ===

Subnet magk =] Sns e [ % = o
Default gateway 4——‘701'0)9*»& [1 W 1 ®
£ 3t =
~ 1% Uk the elowing DS senve addusies:
Prsfesied NS servey |t."z % %5 150
adrced. |

[irternes protocol (109/19) Properties
sc.al

You can oot 1P setings smigned automstically i jour retvword, wpp0ts
cacabilly. Oharvms, pou naed ¥ Atk your rebword, adminstuor dor

.- o -
e sppropaste 17 setogn

\— O8N o0 IP sdchess asovatcdy

(% Usathe 1P aachesy:
P aMen 1R.165. 1 1

2xi

[T TT]  caen |




Addressing Devices
Automatic IP Address Configuration for End Devices

Assigning Dynamic Addresses

Gererd | Abprate Configuanon

) Uge the lodoverg 1P addess

lgﬁ(t—nﬁ P—tiﬁ&d (T(WP)Punnm _2_-“3

You can oot 1P seling: asngred sulomatic iy | yous etwork, suppots

(3) Optan DNS server addess auscaancsly
) Usg the lolowing DNS sarver addesies

s capadilty Otherwae, you reed 10 a5k, your network. adoursal shor o
the appropaate IP sedngs |'
© Dl 1P adons sy | to obtain an IP address

automatically.

This property will set the device

[ ox || Cancel




Addressing Devices

IP Address Conflicts

Network Error x|

Windows has detected an IP address conflict

Another computer on this network has the same IP address as this computer. Contact your network
administrator for help resolving this issue. More details are available in the Windows System event log.




Verifying Connectivity
Test the Loopback Address on an End Device

Testing Local TCP/IP Stack

/"L tocal Area Connection Properties x|

o Geretd  Aghentication  Advanced
Pinging the local host confirms D Pt eyl 17

that TCP/IP is installed and Connect usng
working on the local network VIA Rhine i Fast Efheenet Adaph :
adapter. ‘ - e -

This connechion uses the folowing tems

¥ 005 Packet Scheduler &
W §™ Network Manitor Derver
| %= Intemet Pictocol (TCPAF) |

'E:\>ping 127.0.0.1 g PUEERES >
— ;

S0 [ gwal. | [ Ueestar | [ Properies |

Allows poux compuies 10 acCess resources on & Mcionoll
network

T [¥] Show 1won in notification sres whan connected
Pinging 127.0.0.1 causes a [#] Natify me when thes cornection has lmited of no connectivity
device to ping itself.

L0k ][ Cancel |




Verifying Connectivity _
Testing the Interface Assignment

Sltshow 1p interface brief

Interface IE-Eddress 0OE? Method sStatus Frotacol
FastEthernetid/l unassigned YEE menual up up
FaztEthernetn/2 unassigned YEZ menual up up
<output omithed=

wlanl 1%2.108.10.2 YEZ menual up up
SZ2¢show 1p interface brief

Interface IE-Eddress 0OE? Method sStatus Frotacol
FastEthernetid/sl unassigned YEE menual up up
FastEthernetd/s2 unassigned YTESE menual up up
<output omitted=

wlanl 1%2.108.10.32 YEZ menual up up



Cisco.

Verifying Connectivity

Testing End-to-End Connectivity

C:isping 192.168.10.2

Finging 1%2.1€8.10.2 with 32 bvtes of data:

Reply from 192.166.10.2: bytez=3Z time=838ms TTL=35
Reply from 192.166.10.2: bytes=3Z time-820ms TTL=35
Reply from 192.166.10.2: bytes=3Z time=883ms TTL=3&

Reply from 192.166.10.2: bytes=3Z time=E828ms TTL=3&

Fing statistics for 192.168.10.2:

Packetz: Sent = 4, Received = 4, Lost = 0 (0% lozs),
Bpproximate round trip times in milli-szeconds:

Minimum = 820mz, Maximum = 233mz, Average = 242ms

C:y»ping 192.168.10.11

Finging 1%2.1€8.10.11 with 32 bytez of data:

rReply from 192.166.10.11: bytes=32 time=338m3 TTL=3%
Reply from 192.166.10.11: bytez=32 time-820ma TTL=-35%
Reply from 192.166.10.11: bytez=32 time-383ma TTL=-3&
Reply from 192.166.10.11: bytes=32 time=-328mg TTL=3&

Ping statistics for 192.168.10.11:

Packets: sSent = 4, Beceived = 4, Lost = 0 (0% loss),
Bpproximate round trip times in milli-szeconds:

Minimum = 820mz, Maximum = 233mz, Average = 242ms

oy



Configuring a Network Operating System

Chapter 2 Summary

= Services provided by the Cisco I0S accessed using a command-line
interface (CLI)

- accessed by either the console port, the AUX port, or through
telnet or SSH

« can make configuration changes to Cisco I10S devices

* a network technician must navigate through various hierarchical
modes of the I0S

= Cisco I0S routers and switches support a similar operating system

= Introduced the initial settings of a Cisco I0S switch device
« setting a name
 limiting access to the device configuration
« configuring banner messages
 saving the configuration




Configuring a Network Operating System

Chapter 2 Summary

User EXEC Command-Routars
ping

show (limited)

enabhle
LEt-:.




Configuring a Network Operating System

Chapter 2 Summary

Privileged EXEC Commands-Routerd

all Tlzer EXEC
delbng comrmancs
reload
configqure

ato.

DHImEnds

Global configuration Commands-Router (config)#

hostnams
enable =80
ip route

interface

router

line

rect

eCharnst
serial
dsl

eto.

rip
oEpL
elgro
e,

congola
eto.

Intarface Commands-Routar (config-if)#
ip address

ipwh address

encapsulation

shutdown/ no shutdown

eto.

Routing Engine Commands-Router (config-router)#
network

TEra1on

auto summary

eto.

Line Commands-Router (config-line)#
pasasword

login

MOOdsmn COnEnancsE

eto.



