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Getting started with Cisco
WebEx Administration Tool

The Cisco WebEx Administration Tool enables Organization Administrators to
monitor, manage, control, and enhance user access to Cisco WebEx. The
Cisco WebEx administrator is known as the Organization Administrator. The
Organization Administrator controls what features are available to Cisco
WebEXx users and determines how they can use these features.

This section includes a summary of tasks to quickly get started using the
Cisco WebEx Administration Tool. Refer to the following links for the latest
tool and associated resources:

= http://download.webexconnect.com/connect/webexconnect.exe
= http://download.webexconnect.com/connect/webexconnect.msi

= http://'www.webex.com/webexconnect/orgadmin/help/index.htm

Desktop requirements

The following are the minimum and recommended desktop requirements to
install and run the Cisco WebEXx Client.

Important: MS Outlook and IBM Lotus Notes are for desktop clients only. They are not
for web-based or mobile versions.

MS Outlook 2010 (64 bit) and IBM Lotus Notes for Cisco WebEX client 7.1 or higher only.
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Component

Operating System

CPU

Disk Space

RAM

Browser

I/0 Ports

IM Only
Windows XP SP3

Windows Vista 32-
bit

Windows 7 (32-bit
or 64-bit)

Mac OS X 10.7
Lion, version
10.7.1 (or later)
Mac OS X Snow
Leopard, version
10.6.8 (or later)

Intel Pentium
Processor

Intel Core 2 Duo
Processor

80 MB

300 MB of free
disk space
recommended for
Mac

512 MB (1 GB
recommended)

Internet Explorer
6,70r8

Mozilla Firefox 3.0
or 3.5

Safari 4.0 for Mac

USB 2.0 (for video
camera)

IM With Spaces

Windows XP SP3
Windows Vista 32-bit

Windows 7 (32-bit or
64-bit)

Intel Pentium processor
(1.8 GHz
recommended)

80 MB

1GB

Internet Explorer 6, 7 or
8

Mozilla Firefox 3.0 or
35

Safari 4.0 for MAC

USB 2.0 (for video
camera)

Cisco Unified
Communications
Integration for Cisco
WebEx

Windows XP SP3
Windows Vista 32-bit

Windows 7 (32-bit
application on a Win 7, 64
bit OS)

Mac OS X 10.7 Lion,
version 10.7.1 (or later)
Mac OS X Snow Leopard,
version 10.6.8 (or later)

1.5 GHz Intel Pentium M
Centrino (for laptop
computer)

1.8 GHz Intel Pentium
Processor

2.4 GHz Intel Pentium IV
(for desktop computer)

Intel Core 2 Duo
Processor

80 MB

300 MB of free disk space
recommended for Mac

1 GB; 2 GB (for Windows
Vista)

512 MB RAM (1024 MB
recommended)

Internet Explorer SP2 for
XP

Internet Explorer 7 for
Vista

Firefox 3.5
Safari 4.0 for Mac

USB 2.0 (for video
camera)



Component

Internet
Connection

Email Program

Make sure you have
selected the Cisco
WebEXx setting
permitting MS
Outlook integration

Calendar
integration for
meetings

Audio

Video
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IM Only

MS Outlook 2010
(32 bit & 64 bit)

MS Outlook 2007
(32 bit - Sender
field only, IM only)

MS Outlook 2007
(32 bit), Outlook
2010 (32 bit & 64
bit), IBM Lotus
Notes 8.5.1 and
8.5.2 (32 bit)

Full duplex sound
card and a
headset

At least 1.8 GHz
CPU, 800x600
resolution, 256
colors or more,

IM With Spaces

MS Outlook 2010 (32 bit
& 64 bit)

MS Outlook 2007 (32 bit
- Sender field only, IM

only)

MS Outlook 2007 (32
bit), Outlook 2010 (32
bit & 64 bit)

MS Outlook 2007(32 bit
- Sender field only, IM
only), IBM Lotus Notes
8.5.1 and 8.5.2 (32 bit)

Full duplex sound card
and a headset

At least 1.8 GHz CPU,
800x600 resolution, 256
colors or more, and a

Cisco Unified
Communications
Integration for Cisco
WebEx

Broadband connection

MS Outlook 2007 (32 bit),
Outlook 2010 (32 bit & 64

bit)

MS Qutlook 2007 (32 bit,
Sender field only)

MS Word 2007 & 2010,
Excel 2007 & 2010

MS Outlook 2007 (32 bit),
MS Outlook 2010 bit & 64
bit)

Full duplex sound card
and a headset

For Click-to-Call: Your
organization must have
Cisco Unified
Communications Manager
(CUCM) already deployed
and available. Contact
your CUCM system
administrator to obtain
account and server
information. Unit
ServerUnity Connection
server must be available
to use voicemalil services.

VolP codec: iSAC from
Global IP Sounds Inc

At least 1.8 GHz CPU,
800x600 resolution, 256
colors or more, and a

11
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Cisco Unified

Communications

Integration for Cisco
Component IM Only IM With Spaces WebEx

and a webcam. webcam. webcam.

Quad core, or dual
core + HT(Hyper  Quad core, or dual core

thread) support + + HT(Hyper thread) Quad core, or dual core +

HT(Hyper thread) support

working speed support + working )
HD Video 2.4GHz, or dual speed 2.4GHz, or dual + working speed 2.4GHz,
or dual core + no HT
core + no HT core + no HT support +

support + working speed

support + working  working speed 2.8GHz, 2.8GHz, 1 GB

speed 2.8GHz,1 1GB
GB

Network requirements

12

The following network requirements are required to access the Cisco WebEx
Service. The client computer must have Internet connectivity and be able to
connect to the following hosts and ports.

Specific requirements differ between Cisco WebEXx versions 6.x and 5.x. This
topic lists requirements for each version separately.

Note: Cisco WebEx Client uses the Web Proxy information configured in Internet
Explorer to access the client configuration service. If the proxy in the customer network is
an authenticated proxy, the proxy will be appropriately configured to allow access to this
URL without requiring any authentication.

Network Access requirements for Cisco WebEx version after 6.x

You need to open connectivity over ports 80 and 443 for the following
domains:

= webex.com
" webexconnect.com
= all the sub-domains of webex.com and webexconnect.com.

If you intend to use third-party XMPP clients such as Adium, you need to open
port 5222 as well. For more information about using third-party XMPP clients,
see Supporting third party XMPP IM Clients (on page 19).

WebEX services are offered over the following IP ranges:

= 66.163.32.0 - 66.163.63.255
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= 209.197.192.0 - 209.197.223.255
= 173.243.12.0 - 173.243.12.255 (Subnet)

It is generally not recommended to restrict access based on IP ranges
because WebEx may acquire new IP addresses or reassign IP addresses.

To receive notifications from Cisco WebEX, set your SPAM Filter to allow
emails from mda.webex.com. Notifications typically include important
information about new Cisco WebEx accounts, password resets and similar
information, communicated to users through emails.

In order for Cisco WebEx High Availability to function correctly for Cisco
WebEXx, add the following URL to your firewall whitelist:

" http://msdl.microsoft.com/download/symbols/index2.txt

= http://msdl.microsoft.com/download/symbols/wininet.pdb/
9241CE8FD46D4D28BOC1AAAS96FD93222/wininet.pdb

Network Access requirements for Cisco WebEx version 5.x

You need to open connectivity over ports 80 and 443 in the manner described
below for the following domains:

= webex.com, webexconnect.com, and allthe sub-domains of
webex .com and webexconnect.com require both ports 80 and 443 to
be open.

* slogin.oscar.aol.com requires only port 443 to be open.

" https://aimpro.premiumservices.aol.com/cc/ClientConfigu
rationWS.jws requires ports 80 and 443 to be open

* components.premiumservices.aol.com requires ports 80 and 443
to be open optional

* aimpro.premiumservices.aol.com requires ports 80 and 443 to be
open optional

* radaol-prod-web-rr.streamops.aol.com requires ports 80 and
443 to be open optional

WebEX services are offered over the following IP ranges:

"= 66.163.32.0 - 66.163.63.255

= 209.197.192.0 - 209.197.223.255

In addition to the WebEXx IP ranges, you also need the following IP ranges

from AOL to be opened up:

13



Chapter 1: Getting started with Cisco WebEx Administration Tool

= 205.188.0.0 — 205.188.255.255
= 64.12.0.0 - 64.12.255.255

It is generally not recommended to restrict access based on IP ranges
because WebEx or AOL may acquire new IP addresses or reassign IP
addresses.

To receive automatic Username and Passwords, set your SPAM Filter to
allow emails from mda.webex.com.

Port and bandwidth requirements for audio-video sessions

14

This section lists the recommended port and bandwidth requirements for the
Video sessions initiated from the Cisco WebEx Client.

Video is provided over random ports that include both TCP and UDP. In
general, audio and video functionality is offered over the following ports:

Iltem Port Type Port Number
A/V Server port TCP 80 and 443
UDP 5101
STUN server TCP 80
UDP 8070/8090
P2P port TCP Random
UbP Random

The UDP port 5101 is used to establish the server connection. If the
connectivity fails, ports 80/443 are used to establish connectivity. For
additional information, see the following note.
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Note:

Typically, when a Cisco WebEXx user starts an audio or video call, the Cisco WebEX client first
attempts to establish a direct connection to another user's Cisco WebEXx client. Direct connections
are possible if the other user is on the same network and is not separated by a firewall. If a direct
connection is established, then the P2P ports listed in the table are used for audio and video
communication.

If a direct connection cannot be established (due to a firewall or other network device), the Cisco
WebEXx client will establish a connection to a Cisco WebEXx server for audio and video
communication. The Cisco WebEXx client will first attempt to connect to the server using a UDP
port. If the port connection cannot be established (due to firewall restrictions), the Cisco WebEx
client will then establish a server connection using the TCP ports listed in the table.

Bandwidth Requirement for video

P2P
Resolution Bandwidth Remarks
90p 0~120kbps Additional bandwidth may be consumed
if severe packet loss is detected. This
will compensate for lost packets.
180p 120~360kbps Additional bandwidth may be consumed
if severe packet loss is detected in
order to compensate for lost packets.
360p 360~1200kbp Actual resolutions include 360p, 432p,
S and 512p. Additional bandwidth may be
consumed if severe packet loss is
detected. This will compensate for lost
packets.
720p 1200kbps~20 Actual resolutions include 576p and
00kbps 720p. Additional bandwidth may be

consumed if severe packet loss is
detected. This will compensate for lost
packets.

Note: The bandwidth matrix is intended as a guideline. Additional bandwidth might be
required depending on your usage. In general, it is recommended to have a minimum
bandwidth of at least 50 Kbps for using the IM, video, VolP and desktop sharing
capabilities of Cisco WebEx.

If the video call goes through the audio/video server, the maximum resolution supported
is VGA (360p).

15
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Cisco WebEx federation with other instant
messaging providers

16

Cisco WebEx can federate with users of leading instant messaging providers
such as AIM, IBM Lotus Sametime, Microsoft Office Communicator Server
(OCS), and XMPP-based IM networks like GoogleTalk and Jabber.org. A list
of public XMPP-based IM networks is available at the XMPP Standards
Foundation website: http://xmpp.org/services.

Federation requirements for Cisco WebEx version 6.x and later

This section provides information on federating Cisco WebEXx version 6.x and
later with several leading IM providers.

Federating with the AOL Instant Messaging network

Cisco WebEx can federate with AOL'’s instant messaging network. Contact
your Cisco WebEx account representative if you would like to federate with
AOL’s instant messaging network.

Federating with IBM Lotus Sametime

Federation between Cisco WebEx and IBM Lotus Sametime requires the IBM
Lotus Sametime XMPP Gateway to be configured and running in the IBM
Lotus Sametime environment and the publishing of a XMPP service (SRV)
record in DNS for your domain. IBM Lotus Sametime XMPP Gateway is
available from IBM.

For example, if your domain is acme . com and the IBM Lotus Sametime
domain you want to federate with is mysupplier.com, you will need to
publish a XMPP Service record for your domain, acme . com in DNS. For more
information, refer to Specifying settings for XMPP IM Clients (on page 67,
http://lwww.webex.com/webexconnect/orgadmin/help/cs_im_fed.htm). The
owner of the mysupplier.com domain will need to configure and run the
IBM Lotus Sametime XMPP gateway in their environment.

Federating with Microsoft Office Communication Server Release 2 and
Lync


http://www.webex.com/webexconnect/orgadmin/help/cs_im_fed.htm
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Federation between Cisco WebEx and Microsoft Office Communication
Server (OCS) and Lync requires an XMPP Gateway to be configured and
running in the Microsoft environment and the publishing of a XMPP service
(SRV) record in DNS for your domain. Additionally, confirm that TCP Dialback
is set in the XMPP Configuration settings on the XMPP Gateway server.
Microsoft Gateway is available from Microsoft.

For example, if your domain is acme . com and the Microsoft domain you want
to federate with is mysupplier.com, you will need to publish a XMPP
Service record for your domain acme . com in DNS. For more information,
refer to Specifying settings for XMPP IM Clients (on page 67,
http://www.webex.com/webexconnect/orgadmin/help/cs_im_fed.htm). The
owner of the mysupplier.com domain will need to configure and run the
Microsoft XMPP gateway in their environment.

Federation with XMPP-based IM networks or IM solutions that support
XMPP

Federation between Cisco WebEx and XMPP-based Instant Messaging
networks or IM solutions that support XMPP requires the publishing of a
Service (SRV) record in DNS. Examples of XMPP-based IM networks include
Google Talk, and Jabber.org. Examples of IM solutions that support XMPP
include IBM Lotus Sametime and Microsoft Office Live Communications
Server when configured with an XMPP Gateway. For more information on
enabling XMPP federation, refer to Specifying IM Federation settings (on
page 97,
http://www.webex.com/webexconnect/orgadmin/help/cs_im_fed.htm).

The following example shows how XMPP federation is provisioned for an
organization called Acme.com.

If acme.com wants federation with external domains (domains not within the
Cisco WebEx Collaboration cloud), it publishes the following Service (SRV)
records in DNS:

_xmpp-server. tcp.acme.com. 86400 IN SRV 5 0 5269
s2s.acme.com.webexconnect.com

Notes:

= The SRV records for your domain can be found in IM Federation under the
Configuration tab. For more information, see Specifying IM Federation settings
(on page 97).

= The TCP port, 5269 should be open to enable XMPP federation.
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Configuring a DNS server sample

[ R e e N N =

SRV (Service):

Service = _xmpp-server

Protocol = _tcp

Name = acme.com (domain name)
Priority =5

Weight =0

Port = 5269

Target = s2s.acme.com.webexconnect.com

us# A i - Pobefn Eand [CL -] L] A Hei

Grlem Selrgn o W Fedarstien 3
ARG W TS
Croraasin
Feuourcs B ugeran
LWL Confguribes e s erll g PR bEn [ afra ins 00 F i laf, mad (g NS SEledh @8RS RIS fehb] W
[re—— Ul pour DHES S recon rh B ey sririen
[ ——— _ATpp-perve_kp couvish doam BEABD IR B 6 0 3ED 0T0 o movisd Com weseranss i can
Erusd Temeaaset

Liar Prvessanrg

i orwwic] Dl o

Garwrd M
Condutl Lisl
Pl S
™ A SERS S
P R

Ackdfna Servcen i
Wil g

\vaapi] (e il el
B et st

2 & D
Cory  Doivte B

L Apesy

Lo CnAMS (Adases)

L X (A8 Exchange)

W TXT (o)

L SRV (Servica)

v Serwee @ Pretocol  Name

T _amppaerve

o @, @, @

L S Ohne Senvers)

Tion Mices P w0l © Conves | SMFP i CheniL 0 SUSTE R0 488 10 Y4 CORFSC] MU 1), PN UpGiMe
P DR BT rptomd wilh e Falkwieg erine

ampp-chenl_fra cresdab com BS400 IN BV 4 B 2277 20 cmostad comy we beec prrwc o

emovisheom o

Advanced Mode

Reset te Dufonit Sattngs | Add tom A Roced
Rasat to Dutandt Sottings  Add N 40X Havned

Add P 3% Racand Add e TXT Rav ek

! '_\bﬂdm 4 .m_n--u-n J

Pty Weight Pont Target m Actsons
s 2249 123 emovlab com metwxianced ante 1 Hoor 7 o

| Add Naw A3 Racord



Chapter 1: Sign in to the Administration Tool

Supporting third party XMPP IM clients

Instead of the Cisco WebEXx client, third party clients (for example, Pidgin for
Linux) that support XMPP can also be used for basic IM communication.
However, organization policies cannot be enforced on third party XMPP
clients. Additionally, features such as end-to-end encryption, desktop sharing,
video calls, computer-to-computer calls, and teleconferencing are not
supported with third party clients. A list of third party clients that support
XMPP is available at the XMPP Standards Foundation website
http://xmpp.org/software/clients.shtml.

To allow the use of third party clients within Cisco WebEX, you need to enable
the setting in Cisco WebEx Administration Tool. For more information refer to
Specifying IM Federation settings (on page 97,
http://lwww.webex.com/webexconnect/orgadmin/help/cs_im_fed.htm).

You will also need to publish a Service (SRV) record in DNS to enable third
party XMPP clients to work with the Cisco WebEx Collaboration cloud. For
example, the Cisco WebEx Organization, Acme.com publishes the following
SRV record in DNS to allow the use of third party XMPP clients:

_xmpp-client. tcp.acme.com. 86400 IN SRV 5 0 5222
c2s.acme.com.webexconnect.com

Notes:

= The SRV records for your domain can be found in IM Federation under the
Configuration tab. For more information, see Specifying IM Federation settings (on
page 97).

= The TCP port 5222 should also be opened to enable the use of third party XMPP
clients.

= Polices cannot be enforced when users in your Cisco WebEx Organization use third
party XMPP clients to connect to your domain. Policies can only be enforced on
users who use the Cisco WebEXx client.

Sign in to the Administration
Tool
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This topic describes the procedure for signing in to Cisco WebEXx
Administration Tool using the Web interface.

Important: If your Cisco WebEx Organization is enabled with Single sign-on integration,
the following settings are applicable:

= The URL that you need to type in your Web browser should be in this format:
https://loginp.webexconnect.com/cas/sso/<Org domain name>/orgadmin.app

= If your Cisco WebEx Organization is running Cisco WebEx version 5x, the URL that
you need to type in your Web browser should be in the following format:
https://swapi.webexconnect.com/wbxconnect/sso/acme.com/orgadmin.

app.
where acme. com is the Cisco WebEx Organization enabled with Single sign-on integration.

To sign in to Cisco WebEx Administration Tools:

2 Type the following URL in your Web browser:
http://www.webex.com/go/connectadmin. The Cisco WebEXx
Administration Tool page is displayed.

Cisco

X Administration Tool

Sign In

Username:

“four username is usually your email address

| Remember Usernarme

Password:

i

Sign In

o Fargat Password?

3 Enter your sign in details in the Username and Password fields.

4 Select Remember Username if you want to avoid typing in the username
each time you sign in.

5 Click Sign In to sign in to Cisco WebEx Connect Administration Tool.
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Note: Customers with Single sign-on or Directory Integration enabled need to contact a
Cisco WebEXx representative for assistance in getting started with launching Cisco
WebEx Administration Tool.

Cisco WebEx Connect Administration Tool
Interface

The following graphic explains the tabs available in Cisco WebEx Connect
Administration Tool.

User Configuration Faolicy Editor Group Report About Help

User Add and configure user information.

Configure settings for various features of Cisco WebEx such as general
information about your organization, domains, password enforcement,
user provisioning, IM settings, and additional services such as IM
federation, IM archiving, and unified communications.

Configuration

Policy Editor Set policies and rules for users.

Group Assign group policies.

Report View usage reports on users.

About View Cisco WebEXx version information.
Help View Cisco WebEx Connect documentation.

From the Administrative Tools tab, you can:
= Enable self-registration.
= Customize various system-generated emails sent to Cisco WebEXx users.

= Add new Cisco WebEXx users and assign Roles and Groups to these
users.

= Enforce password requirements
= Import and export users from or to comma-separated value (CSV) files.

= Define and apply policies and policy actions.
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Note: When a User-Only administrator signs into Organization Administration, only
the User, Report, About, and Help links will be displayed

22



Overview of User
Management

The User tab enables you to manage users in your organization. Typical user
management tasks include searching for users, viewing a specific user's
details, creating new users, activating and deactivating existing users, and
assigning policy groups to users. The User tab is the default tab that is
displayed when an Organization Administrator signs in to Cisco WebEXx
Connect. The following graphic shows the default view of the User tab after
you sign in into Cisco WebEx Connect.
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4. Click Ssarch

The default view of the User tab provides a search box that is always visible,
and instructions for searching users in your Cisco WebEx Connect
Organization. A toolbar provides additional options for accomplishing specific
tasks with respect to users in your Cisco WebEx Connect Organization.

The following topics describe some of the major tasks you can accomplish
using the User tab.

= Searching users (on page 24)

= Adding individual users (on page 25)
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= Exporting or Importing users from a CSV file (on page 32)

= Deactivating users (on page 36)

= Assigning policy groups to users (on page 34)

Searching for users and administrators

The User tab provides a powerful search facility to quickly and easily locate
specific users in your organization. The search facility is especially handy
when your organization contains hundreds of users because it offers several
ways or filters, which you can use to search for specific users.

24

Filters enable you to limit the number of user records showing at any one
time. The following table lists the different filters available to search for users.

List by

All Users

Employee ID

Inactive Users

Organization
Administrators

User Administrators

Meeting Users

Logged Users

Definition

Enter at least one letter of the user's first or last name. All active users
with a name matching those letters are displayed in the search results.

Enter the exact employee ID of the user. This function is only visible when
the organization has been turned on as a directory integrated
organization.

Select Inactive Users and click Search to view all inactive users. To
narrow down the search results, specify the starting letters of the user's
first name or last name.

Select this option and click Go to display all users with Organization
Administrator privileges.

Select this option and click Go to display all users with User Administrator
privileges.

This option is displayed only if your Cisco WebEx Connect Organization is
integrated with Cisco WebEx Meeting application.

Select Meeting Users and click Go to view all users that have a Cisco
WebEx Meeting application account. In this case, you cannot search for
users who do not have a Cisco WebEx Meeting application account.

Select Logged Users and click Go to view all users whose IM sessions
are currently being logged for archival. The search results also show the
archiving endpoint these users are associated with.
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To search for users or administrators:

1 Inthe Search drop down list, select the applicable search criteria. See the
preceding table for a description of each search criterion.

2 Depending on what search criterion you have selected, enter the
corresponding search term. For example, if you have selected All Users,
enter at least one letter of the user name in the search field.

3 Click Search to display the list of users that match the search criteria as
shown in the following graphic.

Cisco )
EX Connect Administration Tool

Usar Conbgurabon Palicy Editor Group Report About Healp

All Usars 4] Seach
First Name Last Name Emaill Address Usamarmé
bbc WEN bbc@@cleversoftcom bloc @clew
a b percy5932@Eclevarsofcor percy5932
aa bb tinal23@cleversoftcom  bnaz@cle

4 If the search result displays more users than can fit on one page, you can
use the arrow icons (>> and <<) at the bottom of the page to navigate
through the search result.

Note: Searching for only active users is currently unsupported. To view a list of
active users, you need to first export all the users in your Cisco WebEx Connect
organization and then view the active users in Microsoft Excel or a CSV editor of
your choice. To learn how to export users, see Importing and exporting users (on
page 32).

Creating new users

An Organization Administrator can add new users, one at a time from the
User tab. A newly-created user does not necessarily belong to any group
unless the Organization Administrator explicitly assigns the user to a specific
group. A new user's default role is Member unless the Organization
Administrator does not explicitly assign the Organization Administrator role.
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The Organization Administrator role can only be assigned to users who are
members of the top level group. A top level group, with the name of the Cisco
WebEx Connect Organization is provided at the time of provisioning. The
name of the top level group typically begins with the name of the Organization
where Cisco WebEx Connect is provisioned.

In addition to manually adding and editing users and groups, the process is
different for adding and editing users when Single sign-on (SSO) and
directory integration are enabled. For more information on adding users with
SSO and Directory Integration enabled, see Adding Users with Single Sign-on
and Directory Integration Enabled (on page 38).

The Org Administrator can determine if users are permitted to change their
profile. This includes specifying if users can upload their profile pictures from
within the Cisco WebEx Connect client. In this case, the Org Administrator
can upload the user's profile picture from the corporate database.

The primary purpose of the User Administrator role is to have administrators
who can perform only User Management actions. These users will not have
the authorizations to make configuration or policy changes at an Organization
level. Additionally, they will also not have the authorization to create or update
Policy Groups.

To create a new user or administrator:

1 In Cisco WebEx Connect Administration Tool, click the User tab.
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2 Click the Add icon to open the Add User dialog box.

Note: Organization Administrators have the ability to create User-Only
Administrator roles. These User Administrators have rights pertaining to User
Management only.

User Administrators cannot create new Organization Administrators.
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& Add User x

Account Settings Profile Information Tracking Cods Pollcy Group Assgnment Linified Communicatians

* Fir st Naame:

Foode:
1) Lsar v
" Last Hame: Meeting Account
Cresbe or Link Mecfing acoount
Tracking Codes are reduired
9 It prading Connect with Mesting sccount
l“'““""" H— | ensinles the usar 1o access the Mesting
' Business Email: Upgrade Site:
] 0| |<hot Assignad:= o

Username:

Same Wilh Business Email

 Slorage Allocatiean:

12641280 WE Storage Lsed 0 MB Uzed

[ save || cancel || Appy |

Enter the applicable information in each field. Note that the fields marked

with a red asterisk (*) are mandatory. The default Role is User (non-
administrator).

Note: The Business Email is the Username. You cannot edit the Username.
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A Add User ®
Account Settings Profile Information Tracking Code Palicy Group Assigmment Unified Communications
Saarch
Search Result Policy Group
I
14 4 Fage of1 & ki L Reliamye
Save || Cancel | Apply |

Optionally, click the Policy Group Assignment tab to assign a policy
group to the user. For more information on assigning policy groups, see
Assigning Policy Groups to Users (on page 34).

If IM Archiving is enabled for your Cisco WebEx Connect Organization, the
Archive IMs check box is displayed on the Add User dialog box. The
checkbox will appear grayed out if archiving endpoints have not been
configured. To configure an archiving endpoint, see Setting up IM
Archiving (on page 102).

To log IMs for this user for archival, select the Archive IMs checkbox. The
name of the Archiving endpoint is displayed.

To change the endpoint, select a different endpoint from the drop down
list. Archiving endpoints are defined in the IM Archiving screen of Cisco
WebEx Connect Administration Tool. Selecting Default will assign the
user to the endpoint preconfigured as the default endpoint in the IM
Archiving screen. For more information, see Setting up IM Archiving (on
page 98).
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To assign this user to an upgrade site, select the appropriate site from the
Upgrade Site drop down list as shown in the following graphic. For

information about upgrade sites, see Creating upgrade sites (on page 74).

%, Edlit Uger %
Aot Settings Profike Informalion Palicy Group As=inmsnt Linifead Communicaions
! First Hame: Rde
L (@]
' Last Mame: o Meeting Account
Display Name:
Upegr acle Site:
' Business Email: <Mat Assigred:
@
Usermame:
' Storage ANocatiom
=] Storsge Usac 0 M3 Lized
| sae | cancel || Apply

9 If your Cisco WebEx Connect Organization is enabled with Cisco Unified
Communications, the Unified Communications tab is displayed on the
Add User dialog box as shown in the following graphic.

10 Click the Unified Communications tab to view the settings available for
Cisco Unified Communications.
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o% Add User x

dzcourl Settings Profile Infarmation Paolicy Group Assignment Unified Commumnications

Clugler Type

save | cCancel || Apply

11 Under Cluster, select the applicable Cisco Unified Communications
cluster to which you want to add this user. For more information, see
Creating unified communications clusters (on page 141).

12 If your Cisco WebEx Connect Organization is enabled with Cisco WebEXx
Meeting Center integration, the Add User dialog box will be displayed.

Notes:

= The Meeting Account check box will be selected by default if you have enabled
Automatically enable Meeting account when creating a new user in the Meetings
screen. In such a case, you cannot clear the Meeting Account check box. For more
information, see Enabling Tightly Coupled Integration for a New Cisco WebEx Connect
Deployment with an existing Cisco WebEx Meeting Center deployment (on page 89).

=  When the Meeting Account check box is selected, it means a corresponding Cisco
WebEx Meeting Center account will be created for this user.

13 To assign the Organization Administrator role to the user, select the
Organization Administrator check box.
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14 Click Save to add the new user to your Cisco WebEx Connect

Organization. New users receive a welcome email based on the Welcome
Email template in Cisco WebEx Connect Administration Tool. For
information on email templates, see Notifications, Emails, and Alert
Templates.

Repeat the previous steps to continue adding new users.

Note: If there is missing information or errors when you add new users, the errors
are highlighted in yellow and a message is displayed.

Editing users and administrators

An Organization Administrator can edit all the properties of an existing user
including altering the policy groups that the user is assigned to.

To edit a user or administrator:

1

In the User tab search for the user whose information you want to edit. For
information about searching for users, see Searching Users (on page 24).

In the search results, select the user whose information you want to edit.

Click the Edit User icon to open the Edit User dialog box. The existing
information of the user is displayed.

Note: Organization Administrators can update the roles and profiles of User
Administrators. The User Administrators have rights pertaining to User
Management only. User Administrators cannot update the roles of Organization
Administrators but they can update other profile information including first name,
last name, and business email.

31



Chapter 2: Overview of User Management

Edit User X

Account Proie Tracking Code Polcy Group Assignment Unified Comimsnications
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4 Make the applicable changes to the user's information.
= Select User Administrator from the "Role" pull-down list as applicable.
5 Click Apply to save and continue making changes.

6 Click Save to save your changes and return to the User tab.

Note: To reset a user's password, select the user in the User tab and click the
Reset Password icon.

Importing and exporting users

You can easily import a large number of users from a comma separated
values (CSV) file into your Cisco WebEx Connect Organization. Similarly, you
can export your Cisco WebEx Connect Organization users to a CSV file.
Importing is a useful way of painlessly adding a large number of users to your
Cisco WebEx Connect Organization thereby saving the effort of manually
adding each user.
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Note: Use an UTF-8 Encoded spreadsheet for optimal results.

To import users from a CSV file:
1 In the Cisco WebEx Connect Administration Tool, select the User tab.

2 Click More Actions and select Import/Export Users to open the
Import/Export Users dialog box.

5 Import/Export User

Import User

To upload a comma or tab-delimited file, click Browse to =earch for vour file. Then gelect
Comma or Tab to set the delimiter uzed in vour file. After vou gelect vour file and delimiter,
click Import. If the impert file containz non-ASCI characters, usze a Unicode file delimiter
gither by commaz or tabz.

Pleaze zelect a C3Y file {.cav) or a zip file (. zip) that containg CSV file.

zelect your file.. Browse ] [ Import

Deliriter: (@) Comma Tab

Export User
Exporting uzerz may take a few minutes. Click the Export button; after export starts, you
may leave the process and come back later to get the exported resulis.

[ Close ]

You can import/export a large number of users from a comma separated
values (CSV) file into your Cisco WebEx Connect Organization.

3 Click Browse and select the CSV file that contains the list of users you
want to import.

4 Click Import to begin the import process.

After the import is complete, the Organization Administrator who initiated
the import will receive an email with the status of the import. The email
states whether the import was a success, failure, or terminated.
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The CSV file is imported and the users appear in the User tab. For more
information on CSV file format and a sample file, see CSV File Format (on
page 207).

5 To export users in your Connect Organization, click Export in the
Import/Export User dialog box. A progress message indicates that the
progress of the export process. A success message indicates that your
Connect Organization users have been successfully exported.

6 To view the CSV file that contains the exported users, click the time stamp
of the export message. A confirmation prompt appears.The message
resembles the following example:Last export: 2009-06-24
09:02:01.

7 At the confirmation prompt, click Open to view the CSV file containing
your Connect Organization's users. Alternatively, click Save to save the
CSV file to your local computer.

Assigning users to Policy Groups

34

When you assign a user to a policy group, all policies applied to that particular
group will automatically apply to the user. You can assign only one policy
group to a user. When you try to assign a different policy group to the same
user, the new policy group will replace the currently-assigned policy group.
You can assign a policy group to both new and existing users.

Additionally, you can add multiple users to a group by importing a CSV file
containing user information. For more information, see Importing and
exporting users (on page 32).

Note: By default users are not assigned to any policy group and have access to all Cisco
WebEx Connect features. After you assign a policy group to users, they are governed by
the policies associated with that policy group.

For more information about applying policies to groups, see Applying policies
to groups.

To assign users to policy groups
1 In Cisco WebEx Connect Administration Tool, click the User tab.

2 If you want to assign a policy group to a new user, create the new user
first by clicking the Add User icon. For information on adding a new user,
see Adding individual users (on page 25).
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3 If you want to assign a policy group to an existing user, search for the
user. For information on searching for users, see Searching Users (on
page 24).

4 In the search result, double-click the appropriate user's name to open the
Edit User dialog box.
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5 Click the Policy Group Assignment tab to open the Policy Group
Assignment dialog box.
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6 Inthe Search field, enter at least one letter of the policy group that you
want to search for and assign to this user.

7 Click Search.

8 Inthe Search Result pane, select the appropriate policy group and click
Assign to assign the policy to this user.

9 Click Save to save the policy group assignment and return to the User
tab.

Deactivating and reactivating users

36

Users can be deactivated for a variety of reasons. For example, they leave
the company or violate policies. When you deactivate users, they are not
removed from the Cisco WebEx Connect system but are disabled. You can
reactivate deactivated users at a later time as required.
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A user with an inactive status can also indicate a user of the Guest Edition of
Cisco WebEx Connect version 5.x. Such a user is typically not yet migrated to
the Business Edition. For more information about migration, see Migrating
Guest Edition users to Business Edition users (on page 39).

To deactivate users

Note: Primary Administrators cannot be deactivated.

1 In the User tab search for the user to deactivate. For information about
searching for users, see Searching Users (on page 24).

2 In the search results, select the user to deactivate.

3 Click More Actions and click Deactivate to display a confirmation
message.

4 Click Yes in the message box to deactivate the selected user.

To reactivate users

1 To reactivate a deactivated user (or to migrate Guest Edition users),
search for the appropriate user using the Inactive Status search filter. For
more information on search filters, see Searching Users (on page 24).

2 In the search result, select the user to activate.

3 Click More Actions and then select Activate User to display a
confirmation message.

4  Click Yes in the message box to reactivate the selected user.

Customizing the user tab view

You can customize the default view of the User tab to suit your needs.
Customization settings include hiding or showing columns and sorting the
order in which users are displayed.

To customize the user tab view

1 Onthe User tab, click More Actions and then select Customize View to
display the Customize View dialog box.
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Customize User Record Display

Select columns for display in the user tab

v|First Name v|Enterprise Edition
v|Last Name vIM
v|Email Address “JCUCM Cluster
Policy Group | % Other column define before%
v|User Status

Select default sort order of user records
First Name @ Ascending

Descending

Save Cancel

2 Under Select columns for display in the user tab, select or clear the
applicable fields. If you have enabled integration with Cisco WebEx
Meeting application, the Meeting Account field is displayed in addition to
these default fields. Similarly, if you have enabled IM Archiving, and Cisco
Unified Communication Manager, the IM Archiving Endpoint and CUCM
Cluster fields are displayed.

3 Under Select default sort order of user records, select the field (or
column) by which you want to sort the list of users.

4  Select either Ascending or Descending as the sort order.

5 Click Save to save your customization and return to the User tab.

Adding users enabled with Single sign-on and
Directory Integration

The procedure for adding users who are enabled with Single sign-on and
Directory Integration is different from adding users who do not have these
features enabled. For more information on single sign-on and Directory
Integration, see Single sign-on and Directory Integration.
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When single sign-on and Directory Integration are enabled, you cannot use
the following features in the User tab:

= Importing and exporting users

= Resetting user passwords

= Editing existing user information

= Creating new users

When Directory Integration is implemented with Cisco WebEx:

= Users and groups are created from corporate directory files provided by
the company.

= QOrganization Administrators cannot directly edit the user and group data.
When the user and group data needs updating, the company provides an
updated corporate directory file that can be imported into Cisco WebEx.

= The CSV file import function is not available.
When Single sign-on is implemented with Cisco WebEX:

= New user accounts are automatically created when the user signs in to
Cisco WebEXx for the first time.

= User accounts are automatically provisioned the first time the user signs
into Cisco WebEXx.

Migrating Guest Edition users to Business
Edition users

When Cisco WebEx Connect is provisioned with specific domain names, any
Guest Edition users with the same domain names will be prevented from
signing in to Cisco WebEx Connect. These users will receive an emalil
notifying that their Cisco WebEx Connect accounts have been deactivated.

The earlier versions of Cisco WebEx Connect displayed the Migration tab in
Cisco WebEx Administration Tool. The Migration tab displayed the list of
Guest Edition users pending migration to the Business Edition of Cisco
WebEx Connect The Migration tab was hidden in case there were no users
pending migration.
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The Migration tab will no longer appear in Cisco WebEx Connect version 6.0
or later. Guest Edition users pending migration will now appear as “inactive”
users. The Organization Administrator needs to complete the following steps
to migrate the Guest Edition users to the Business Edition of Cisco WebEx
Connect:

1

Review the list of "inactive" users in the Cisco WebEx Administration Tool
and identify the users who need to be migrated to Cisco WebEx Connect
Business Edition.

Send instructions to the selected users with the download URL for the
latest version of Cisco WebEXx client. The URL can be found in the email
that the administrator would have received at the time when the service is
provisioned.

Set the status to "active” and reset the password for the selected users.
For more information on activating inactive users, see Deactivating and
reactivating users (on page 36). These users will receive emails with a
password reset link. The link allows users to specify a new password.
Users can then use this new password to sign in to the latest version of
Cisco WebEx Connect Business Edition. Users' contacts will not be
transferred to the Business Edition.

After migration, the user will be subject to the policies configured by the
Organization Administrator. All the resources that the user consumes as a
Business Edition user including the Cisco WebEx Connect license, will form
part of the total amount of resources (user licenses and storage) assigned to
the Cisco WebEx Connect Organization.



Understanding the
Configuration tab

The Configuration tab enables you to specify settings that control different
features of Cisco WebEx Connect and impacts overall administration of Cisco
WebEx Connect. These settings typically impact areas such as licensing,
policies, user administration, and integration with additional services.
Changing a specific setting therefore might have an organization-wide impact.
It is recommended that you plan thoroughly before making configuration
changes.

This topic explains the interface of the Configuration tab with brief
descriptions about the different items in the interface.
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|lzer Configuration

©)

Syatemn Settings

Crganization
Information
Domain(s)
Rezourze
Management
LRL
Caonfiguration
Directory Seftings

Securty Settings
Email Templates

Connect Client

@
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Falizy Editar Graup Repaort Abaout Hel
Domain(s) (2
Domainiz):
Ciomain Whitelizt; Separate mul

Configuration category. Displays items that you
can configure under a particular category. For
example, you can configure domain names and
URLs under the System Settings category and
contact list settings under the Connect Client
category.

Configuration work area. Where you enter the
actual configuration settings for a specific
configuration item. This graphic, for example,
shows configurable details for Organization
Information.

Specific configuration item. When you click a
particular configuration item, configurable details
of that item are displayed. For example, clicking
Resource Management lets you view license
information for your Organization and allows you
to enable storage enforcement for users.
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Entering organization information

The Organization Information screen enables you to provide relevant
information about your Cisco WebEx Connect Organization. A Cisco WebEx
Connect Organization signifies any organization where Cisco WebEx Connect
has been purchased and provisioned.

To provide Cisco WebEx Connect Organization information

1

Click the Configuration tab to open the Organization Information
screen as the default view.

Organization Information @

Crganization Information
Company: cnctesti-cnel32

Company Addrezs1:

Company Addreszs 2:

City:

State:

Lip Code:

Country:

EBuzingzs Fhone;

Fan:

Webasite:

Primary Administrator
Mame: org admin
Email: lydial@cnctestd webex.com

" Motification Email: |[lydiali@cnctest9 webex. com

[ Save ][ Reset ]

Enter the appropriate information in each of the settings fields.
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3 Verify that the name and email address of the Primary Administrator of
your Cisco WebEx Connect Organization is already present. This
information is set when your Cisco WebEx Connect Organization is
provisioned. All critical information about Cisco WebEx services, such as
the availability of newer versions and maintenance schedules will be sent
to this email address. To change this information, contact your Cisco
WebEXx representative.

4 In the Notification Email field, specify the email address used for sending
alerts to Administrators when a critical event occurs. A typical example of
a critical event is when storage usage for an organization exceeds its
allocated limit.

Notes:

=  You cannot enter or modify the Company name. This name is the same name provided
at the time of purchase.

=  Contact information such as address and business phone is for information purposes.

= The Notification Email address is the Organization Administrator's email address by
default. You can change it to any other email Id including a distribution list.

5 Click Save to save your organization information.

Entering domain information

44

The Domain(s) screen enables you to view the domains provisioned for your
Cisco WebEx Connect Organization. Additionally, you can specify a Domain
Whitelist, which is a list of "trusted" domains outside your Connect
Organization.

The process of provisioning the Cisco WebEx Connect Organization begins
when the Cisco WebEx Connect provisioning team receives a provisioning
request from the company or organization that has purchased Cisco WebEx
Connect. When you create the Cisco WebEx Connect Organization as part of
the provisioning request, you will typically enter domain names or sub domain
names that will be part of this Cisco WebEx Connect Organization.

Examples of a domain include acme.com, mydomain.net, myorg.com,
and so on. Examples of sub domains include test.acme . com,
docs.mydomain.net, prod.myorg.com and So on.
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A domain whitelist is a list of trusted domains that are external to your Cisco
WebEx Connect Organization's domains and sub domains. A trusted domain
is one that has a relationship of trust established with your Cisco WebEx
Connect Organization's domains. For example, if acme . com is your Cisco
WebEx Organization, you can add customeracme. com,

vendoracme . com to your domain whitelist after establishing a relationship of
trust with such (external) domains.

To enter domain information

1 Click the Configuration tab to open the Organization Information
screen as the default view.
2 Under System Settings, click Domain(s) to open the Domain(s) screen.

Domain(s) "-5“.

Domainis):

bhtz3.webhex.com

Domain Whitelist: Separate multiple domainz with a semicolon

Save ] [ Reset

Note: The list of domain names that appear in the Domain(s) box is already
created by the Cisco WebEx Connect provisioning team when the Cisco WebEx
Connect Organization is provisioned. To add, modify or remove domain names,
contact your Cisco WebEXx representative.
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3 Inthe Domain Whitelist box, enter the names of "trusted" domains. The
domain names appearing in the domain whitelist are external to your
Connect Organization. The domain whitelist is used in conjunction with the
policies. For more information, see Using Policy Actions Available in Cisco
WebEx Connect (on page 172).

Note: The domains you enter in the Domains and Domain Whitelist boxes impact
how contacts are added in the Cisco WebEx Connect client.

Contacts belonging to the whitelisted domains will be treated the same as domains
within the Cisco WebEx Connect Organization with regard to the behavior of adding
contact lists. For more information, see Entering contact list settings for Cisco
WebEx Connect client (on page 61).

4  Click Save to save your domain information settings.

Specifying resource management information

46

Resource management information includes specifying details about the
number of user licenses and storage space allotted for your Cisco WebEx
Connect Organization.

You can only view the number of user licenses purchased for your Cisco
WebEx Connect Organization. You can also view the number of active users
in your Cisco WebEx Connect Organization. Active users are users who are
actually using Cisco WebEx Connect. The number of active users is
automatically updated when you activate or deactivate users. For information
on activating and deactivating users, see Deactivating and reactivating users
(on page 36).

To increase the number of user licenses, contact your Cisco WebEx
representative.
To specify resource management information

1 Click the Configuration tab to open the Organization Information
screen as the default view.

2 Under System Settings, click Resource Management to open the
Resource Management screen.
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Resource Management

License and Storage
Used| Purchased
HI 181 I'1'I.'I1‘IL|.'.en:i:L
Enterprice Edition | 178111111 Licenses
Storage 853648 ME| 1,024 000 MB

+ Enable storage enforcemeant for each user

Detault fils storage allocation per user: 200 ME

Show waming if used storage sxcesds % of otal allocated siorage

| Allow storage overflow for my onganization.

Save || Reast

Notes:

You cannot edit user license information and the Storage Purchased information.

The total amount of storage you have already used is indicated by Storage Used. Total
storage used includes space consumed by files and persistent chat in all spaces created
by users in your Connect Organization.

Space used up for storing NBR (Network based recording) is not calculated for
computing the storage used.

The IM Logging User Licenses Purchased and IM Logging User Licenses Used
fields are displayed if your organization has purchased the IM Archiving feature. For
more information, see Setting up IM Archiving (on page 98).

To allocate a fixed amount of storage space for each user in your Connect
Organization, click Enable storage enforcement for each user.

In the Default file storage allocation per user, enter the number of
megabytes you want to allocate for each user as the default storage
space.

Notes:
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= By default, storage enforcement is not enabled for each user. In such a case, storage is
used based on the “First Come First Served” basis until the total storage utilization
reaches the licensed storage limit.

= When storage enforcement for each user is enabled, the Organization Administrator can
specify a default storage limit when creating new users.

=  When you change this value, it does not change the storage limit that you have specified
for a user in the Add User or Edit User dialog box

5 Click Save to save your resource allocation information.

Specifying URL configuration information

The URL Configuration screen enables you to specify URLSs for the following
websites:

= Password retrieval: enables users to retrieve their password.

= Cisco WebEx Connect support website: for users to log their support
requests.

To specify URL configuration information

1 Click the Configuration tab to open the Organization Information
screen as the default view.

2 Under System Settings, click URL Configuration to open the URL
Configuration screen.

URL Configuration @
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3 Inthe Forgot Password URL field, enter the URL of the password
retrieval page. The Organization Administrator can override the default
URL by specifying a custom Forgot Password URL. This can be
customized in special cases where a company or organization has
enabled SAML integration.

4 Inthe Connect Support URL field, enter the URL of the Cisco WebEXx
Connect support page. The Organization Administrator can override the
default Cisco WebEx Support URL by specifying an internal first level
support page.

5 Click Save to save the URL configuration information.

Specifying security settings

The Partner Delegated Authentication screen enables you to specify
options for integrating a Cisco WebEXx certified Delegation Authentication
partner Organization with your Cisco WebEx Connect Organization. This
option is available only when a pre-configured correlation has been setup via
a Super Administrator configuration. Integrating a partner Organization simply
means you allow the partner Organization to authenticate with your Cisco
WebEx Connect Organization as a Member, an Organization Administrator, or
both. When such an authentication is enabled, users using applications
developed by these Cisco WebEx certified partner Organizations can access
Cisco WebEx Connect without the need to use a separate set of credentials.

For example, acme.com is a Cisco WebEx Connect Organization that has
enabled integration with Verizon Communications, a Cisco WebEx Connect
certified partner. Users of acme.com can authenticate to an application
offered by Verizon Communications and access Cisco WebEx Connect
without having to enter different sign in credentials.

If you grant Organization Administrator access, your partner Organization will
be able to perform administrative tasks on your Cisco WebEx Connect
Organization and the partner Organization. You can enable partner
Organization integration with more than one partner Organization.

You can disable the partner Organization integration at any time.

To enable partner organization integration:
1 Sign in to the Cisco WebEx Administration Tool.

2 Click the Configuration tab to display the System Settings screen as the
default view.
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Wabsite inaclivity imeout perod: ] day(sy 8 haur(s)

\WebEx mobile session imeout period: 14 day(s) 0 hour(s)

& Links posted in Feeds and comments are clickable.
+ Showwamning message when user clicks the links

5 Under SSO Related Options:

a) Click Partner Delegated Authentication to display the dialog for an
administrator whose organization is not “Delegated Authentication”.

Note: The SSO Related Options link display is set by the super administrator.
<L, partner Delegated Authentication ®

Delegated Authentication Org Membier Org Admin
connectdey-delegaied-org cisco com
connectprd-celegated-org oo com
Chethotned com
gladetpsst-connett-delegalad-ong Wwekss SO

connectsty-celegabed-0ng cisco.com

| sawe l Close

b) Click Federated Web SSO Configuration to display the dialog for an
administrator who has turned on single sign-on. More...

c) Click Organization Certificate Management to display the dialog for
an administrator who has turned on single sign-on or is a “Delegated
Authentication” administrator. More...

d) Click WebEx Certificate Management to display the dialog for an
administrator who has turned on single sign-on. More...

e) Click Partner Web SSO Configuration to display the dialog for an
administrator who is “Delegated Authentication”. More...

Use the following table to determine the SSO Related Options link display.
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SSO Org Delegated Authentication Org Display

S50 Aalatea Options

False False Sawm | | Foma

True False P ———
L= 4
550 Related Options
“poeraed Ve 550 condigurson
Qg CertFcaion managemers
isesEY Crrbte iy marace—ars
True True e ———

Save | Fess

530 Relatea Opbions

Cfg ST LS%Gh “GR S0ETTENT
Parrer e S50 configursion

False True

Sem | | ot

6 Select Member or Organization Administrator as the applicable level of
access to permit for each partner Organization. If you select Organization
Administrator, Member is selected by default.

The NamelD selection should match the identifier for your organization in
Cisco WebEx Connect. For example, if your organization is authenticated
based on “EmployeelD”, your Delegated Authentication Partner must use
“‘EmployeelD” to federate your user account. The available selections are
“‘UserName”, “Email”, and “EmployeelD”.

7 Click Save to display a confirmation message.
g8 Click Grant Partner Access to save the partner Organization integration
settings.
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Specifying directory settings

This topic applies only if your Cisco WebEx Connect Organization has
enabled directory integration. For more information, see Directory Integration
(on page 187) and Directory Integration Import Process and File Formats (on
page 187).

Specifying password settings

52

An Organization Administrator can specify password settings for users in your
Cisco WebEx Connect Organization. Password settings determine how
passwords are enforced in various scenarios such as when a new user signs
up for a Cisco WebEx Connect account or existing users want to change their
passwords.

A password does not come into effect until it meets all the rules you have set
for it in this screen.

To specify password settings

1 Click the Configuration tab to display the Organization Information
screen.

2 Under System Settings, click Password Settings to open the Password
Settings screen.
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Password Settings @

ol
el

v
el

Mimmum number of alphabetic characters 1

Minimum nurmber of numeric characters 1

Iinimum number of zpecial characters ]

Kimimum Length ]

(Must be equal to or greater than the zumof the entries in the first three fisld
Required mixed case

List of unacceptable pazswords

Separate stringz with a comma, as in thiz example: paszs, pazsword
password, passwd, pass, wehex,cisco, xehew,
ocsic

P
Restrict "reusze’ of last |3 passwords
Require uzers to change password every |3 clays

Do not allow passwonds that contain dynamic text, such as the organization
LUSErnames

Lock out after (10 failed attempts to zign in

| Unlock account after 10 minutes

[ Save ][ Reset ]

Set the applicable choices by following the on-screen instructions. Note
that by default, every Cisco WebEx Connect Organization is provisioned
with the following password settings:

Minimum password length = 6

Minimum number of alphabets = 1

Minimum number of numerals = 1

If you want to reset these minimum password length requirements, contact
your Cisco WebEXx representative.
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4 Inthe List of Unacceptable Passwords box, enter the words or terms
that are prohibited to be used in a password. Typically, this includes terms
such as your organization name, the word "password,"” URLs, and so on.
Separate each term with a comma.

5 Click Save to save the password setting information.

Using email templates

Cisco WebEx Connect Administration Tool provides templates for email
notifications and alerts that Cisco WebEx Connect users receive.
Organization Administrators can customize email templates. Once
customized, any updates made to these templates by Cisco WebEx will be
lost. You can however, revert to the default templates at any time.

You can use variables to more fully customize email templates. For detailed
information about using variables to customize email templates, see Email
Templates (on page 57).

To use email templates

1 Click the Configuration tab to open the Organization Information
screen as the default view.

2 Under System Settings, click Email Templates to open the Email
Templates screen.
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Email Templates @

Emall Name Emall Subject Last Modifled
Email Sentwhen activate Cisco WebEx M geling 15 now '-I'ue.sday_ March
center ascount znabled for vour Connect Account 23,1800
7 ai wh o Cisco WebEx Meeting iz disabled | Tuesday, March
ceantsr account for your Connect Account 23,1500
et ffiliate Ue ::;hC«;tneLmtﬂmnunthmhean Original
Gt or Reset Password Your password has been reset Onginal
Matification regarding
Motity Spacs Members %2 ObjectMame: in Cnginal
“sSpaceMame:
' Request to copy application to the .
Add To Public Library Bequest Public Library has been denied Cnginal
Space Invitation Message - % SPACEOWMER®: has invited Original
Connect Ussr you to join 2. SPACEMAME=:
ace Invitation Mesaags - % 5PACECWMER: has invited Original
Mon-Connect User you to join S SFACEMAMES:
Tueszday. March
ae (="
[ |we i Welcome %USERNAME™ 23,1900
| Reset to Default |

3 Click the email template that you want to modify. The Edit Email
Template dialog box is displayed.
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56

Edit Emad Template

Email Name Storage Limit Exceeded
Farmat HTML (o
From Name E_‘
From Emasl &!ﬁ‘nw.‘wunnw_x_;r-vw.l,l corr
Reply To connactAdmin@webex.com
SIJtljl'.flll Your WebEx Connect storage limd
@ Rich Text Plain Text
g BIBIUS|Ezaa

Yau'e exceeded your storage limit in WebEx Connect. Yo

of 1o lh WebEx Connect, and are now past that hl‘nl
S ps and files can l’n Ip fm,, use y )

act and chick on the Spaces 1a

If you naed addtional storage space plaase ‘contact ,‘DJ admanss

ADMINEMAIL%}

n'l}up
c ral\ S rnpl- log

Save Cancel

Enter the appropriate information in each field starting with Email Name.

From the Format drop down list, select the format to send the email in:
HTML or Text.

Note: If you change the email format from HTML to Text, you need to manually
remove the HTML tags in the body of the email template.

In the Message box, enter the text of the email template.

Note: Every email template contains pre-existing message text in the Message
box. You can customize or change it according to your requirements.

Click Save to return to the Email Templates screen.

Note: Cisco WebEx will continue to enhance the content of email templates from
time to time. Organization Administrators who do not customize their email
templates will get the updated content automatically.

Once email templates are customized, only the customized templates will be used.
Organization Administrators revert to using Cisco WebEx default email templates by
selecting the email template and clicking Reset to Default.
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Any changes made to email templates will be lost once they are reset to Cisco
WebEx default email templates.

Email template variables

This topic describes the various email templates available in Cisco WebEXx
Connect and how you can edit or customize these templates. Typically, you
can customize an email template by editing its built-in variables. Variables are
building blocks that define what an email template (and emails based on that
template) will contain. For example, the Welcome Message email template
contains the $USERNAMES variable. This variable will display the Cisco
WebEx Connect user's username in the email that is sent to the user.

The following table describes each email template, the variables used in each
email template and their definitions.

Note: Cisco WebEx Connect email templates are pre-populated with appropriate
templates for out of the box use.

Email Template Variables and Macros
%USERNAME%—The name of the user.
Welcome Message—Default email contains %CLIENTDOWNLOADURL%—The URL that

links to reset password, download the client, takes the user to the welcome message.
documentation, and community finks. %NEWPASSWORDURL%—The new password
variable.

%SPACEOWNER%—Name of the Space owner
Space Invitation Message—Connect User— %SPACENAME%—Name of the Space

Default template includes information on how to % USERDEFINEDMESSAGEY%—Text entered
getto the Space and link to the community. by the Space owner at the time of creating the
Space

%SPACEOWNER%—The name of the Space
owner.

Space Invitation Message Non-Connect %SPACENAME%—The name of the Space.
User—Default template includes information on
where to get a Cisco WebEx Connect account, YUSERDEFINEDMESSAGE%— Text of any

how to open a new Space, and link to the message that the Cisco WebEx Connect user
community. enters.

%REGISTERURL%—URL where the user can
register as a Space user

Get or Reset Password Email—Email is sent

0, 0/f—| 1
when Cisco WebEx Connect Administrator WNEWPASSWORDURL%—URL that will take
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Email Template Variables and Macros
resets password. the user to reset password.

%UserMessage%—The message the user

writes.
Notify Space Members Email—Default %0bjectLink%—The URL that takes the Space
template for manual notifications sent from member to a particular location specified by the
within Spaces. user.

%SpaceName%—The name of the user's
Space.

o %USERNAME%—The name of the user.
Add to Public Library Request—A request to o
copy an application to the public library. %APPNAME%—The name of the application to

copy to the library.

Deny Add to Public Library Request—A
denied request to add to an application to the
public library.

%APPNAME%—The name of the application to
copy to the library.

The following is an example of the Welcome email template that a new user
will receive:

A& new WebEx Connect Beta account has been created for you

WebEx Connect brings everythng your team nes<ds to secursly instant message, share files, collaborate, mest
othne, manage projects. Start workeng weith your customers, partners and wendors arcund the world m real nme
and get more things dene today!

Follewr these 3 smaple steps to get stasted

Step 1: Set the pasgwrord for your new account Y our Screen Mame 3 % TTSERMANEY
Step 2: Download WebEx Connect Beta Clent

Step 3: Start using WebEx Connect. Please refer to the Gethng Started Cwds for assistance.

We also mwite you to the Introducing WebEx Connect Webanar, Flease chck hers to register.

Enjoy WebEx Conmect! We will be contactng wou soon for vour feedback

WebEx Connect Beta Tearn
PS5 Are you an Org Admuestrator? Flease refer to the Admun Cwele Start Crude
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Entering user provisioning information

User provisioning includes specifying user-provisioning information such as
registration, and fields required when creating a user's profile. The settings
you make here impact when users are provisioned in your Cisco WebEx
Connect Organization. For example, if you set specific fields as mandatory
here, the user needs to compulsorily fill in those fields when creating the user
profile.

Cisco WebEx Connect customers can enable self-registration when there is
no SAML or Directory Integration enabled. In such a case, the Organization
Administrator does not need to specify the registration URL. When registration
is not enabled, customers can specify a custom web page. Any user trying to
register with an email address that matches with customer’s domain will be
redirected to the custom web page. Customers can use this webpage to
display information about their internal processes required for creating a new
Cisco WebEx Connect account. For example, To obtain the Cisco WebEx
Connect service, send an emalil to ithelpdesk@mycompany.com, or call +1
800 555 5555.

To enter user provisioning information

1 Click the Configuration tab to open the Organization Information
screen as the default view.

2 Under System Settings, click User Provisioning to open the User
Provisioning screen.
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3

User Provisioning @)

| Enable uzer zelf-registration uzing Cizco WebEx registration page

Send notifization to Administrator when users zelf register using Cizco
WebEx registration page

Set mandatory fields for user profile

Firzt Mame State

Lazt Mame Zip

Email Addrezs Country
Address Euszinezs Phone
Address 2 Mobile Fhone
City

[ Save ] [ Reset ]

To enable users to self-register for an account on Cisco WebEx Connect,
click Enable user self-registration using Cisco WebEXx registration
page. The URL for the self-registration page is

www.webex.com/go/wc. The Cisco WebEx Connect Organization
Administrator typically provides this URL.

Notes:

If you do not select Enable user self-registration using Cisco WebEx
registration page, the Custom Registration URL field and the Custom
Message box is displayed.

In this case, you will need to enter the URL for the custom user registration page.
See the next step for information on entering the custom user registration page.

In the Custom Registration URL field, enter the URL of the customized
self-registration page. If you do not enter a custom URL, the following self-
registration page (default) URL will be displayed:
www.webex.com/go/wc.

In the Custom Message box, enter a description for the custom self-
registration page.
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6 To notify the Organization Administrator via email each time a user
registers using the self-registration page, select Send notification to
Administrator when users self register using Cisco WebEx
registration page.

7 Under Set mandatory fields for user profile, select the fields that should
be compulsorily displayed each time a user's profile is created or viewed.
These fields will always appear each time you:

= create a new user
= edit an existing user profile
= import users from a CSV file

8 Click Save to save the user provisioning information.

Entering contact list settings for Cisco WebEX
Connect client

The Contact List screen enables you to specify settings for how users of your
Cisco WebEx Connect Organization can manage their contact lists. These
settings control features such as displaying contact pictures, displaying quick
contacts and observer group in the user's Contact List.

To specify contact list settings for the Cisco WebEx Connect client

1 Click the Configuration tab to open the Organization Information
screen as the default view.

2 Under Connect Client, click Contact List to open the Contact List
screen.
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Contact List i

Allow usersto set "Show contact pictures in rmy contact list'

Show contact pictures in my contact list

v | Allow usersto set "Show quick contacts”

Show quick contacts

| Allow usersto set "Show observer group”

Show obaerver group

| save || Reset

Specify the appropriate settings based on the description given in the

following table:

Select

Allow users to set "Show
contact pictures in my contact
list"

This option is applicable only
to Cisco WebEx Connect
versions 6.x or earlier.

Show contact pictures in my
contact list

This option is applicable only
to Cisco WebEx Connect
versions 6.x or earlier.

Allow users to set "Show
quick contacts"

This option is applicable only
to Cisco WebEx Connect
versions 6.x or earlier.

To

Allows the Organization Administrator to directly control
whether users can see contact pictures.

If this option is selected, the Show contact pictures in my
contact list check box is shown in the Cisco WebEx
Connect client and users can specify their preferences for
showing contact pictures.

If this option is not selected, the Show contact pictures in
my contact list check box is not shown in the Cisco
WebEx Connect client.

If this option is selected, contact pictures are displayed in
the users' contact list on the Cisco WebEx Connect client.
Contact pictures are displayed at the right side of the
contact name.

This option will be grayed out if Allow users to set "Show
contact pictures in my contact list" has been selected.

Enables the Organization Administrator to directly control
whether users can see the Quick Contacts group in the
Cisco WebEx Connect client.

If this option is selected, the Show quick contacts check
box is shown in the Cisco WebEx Connect client and users
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Select To
can specify their preferences accordingly.

If this option is not selected, the Show quick contacts
check box is not shown in the Cisco WebEx Connect client.

If this option is selected, Quick Contacts are shown in the
Show quick contacts users' contact list on the Cisco WebEx Connect client.
Quick Contacts is a way of grouping your contacts in the

This option is applicable only Cisco WebEx Connect client

to Cisco WebEx Connect
versions 6.x or earlier. This option will be grayed out if Allow users to set "Show
quick contacts" has been selected.

Allows the Organization Administrator to directly control
whether users can see the Observer Group in the Cisco

Allow users to set "Show WebEx Connect client.
observer group on my contact ) o
list" If this option is selected, the Show observer group on my

contact list check box is shown the Cisco WebEx Connect

This option is applicable only  cjient and users can specify their preferences accordingly.
to Cisco WebEx Connect ) o
versions 6.x or earlier. If this option is not selected, the Show observer group on

my contact list check box is not shown in the Cisco
WebEx Connect client.

Selecting this option shows the Observer Group in the
Cisco WebEx Connect client. The Observer Group is a
special grouping of your contacts in the Cisco WebEx
This option is applicable only  Connect client. By default, this option is selected.

to Cisco WebEx Connect
versions 6.x or earlier.

Show observer group on my
contact list

This option will be grayed out if Allow users to set "Show
observer group on my contact list" has been selected.

4 Click Save to save the Contact List settings.

Entering user profile view settings

The Profile Settings screen enables you specify who can view users in your
Cisco WebEx Connect Organization. Additionally, you can permit users to
change their profile view settings in the Cisco WebEx Connect client. The
user profile is typically displayed in the Cisco WebEx Connect client similar to
the user's business card.

To specify user profile view settings

1 Click the Configuration tab to open the Organization Information
screen.

2 Under Connect Client, click Profile Settings to open the Profile
Settings screen.
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Profile Settings (]

| Allow users o change thair profile view settings
Default user profile view settings

& Anyons
My Crganization & My Network | My Network: Represents a user’s contacls.

My Drganization

i Save [ Resat ]

3 Select Allow users to change their profile view settings if you want to
allow users to edit their profile view settings directly in the Cisco WebEx
Connect client. If you enable this option, users can open and edit their
profiles directly in the Cisco WebEX client.
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5 Edit Profile

VWebEx Communications, Inc.

Company:
Department:
Title:
Email:
Jabber ID:
Phone: 3 -
Mokbile: 5 o
Preferred: Select a Preferred Number. .. -
Fax: 5 o
Address: ;I
=
United States of America -
Web Site:
H_'uﬂ | Cancel
Notes:

= When clearing the Allow users to change their profile view settings check
box, users will be unable to change any information about their profile in the

Cisco WebEXx client.

= The Organization Administrator can restrict users' ability to change profile view
settings by applying the Edit View Profile Setting policy action. If this policy
action is set to FALSE, the ability to change profile view settings will be
disabled even if the Allow users to change their profile view settings check

box has been selected.

For more information about this policy, see Using Policy Actions Available in Cisco

WebEx Connect (on page 172).
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4 Under User profile view settings, select one of the following options:

= All: Permits all users to view the user's profile information. This
includes users external to your Cisco WebEx Connect Organization
with whom a relationship of trust has been established.

= Organization & Network: Permits all users within both your Cisco
WebEx Connect Organization and network to view the user's profile
information.

= Network: Permits all users within your network to view the user's
profile information. A user's network includes users in the contact list
and users who share Cisco WebEx Connect Spaces with the user.

= Organization: Permits all users within your Cisco WebEx Connect
Organization to view the user's profile information. Users who can view
your profile are determined according to how your Cisco WebEx
Connect Organization was provisioned.

= User: Permits users to view only their own individual profiles.

5 Click Save to save your user profile view settings.

Entering instant message blocking settings
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Instant message (IM) blocking settings include specifying the following:

= file types that you want to prohibit from being exchanged over IM
communications

= URLSs that you want to prohibit from being accessed over IM
communications

To enter instant message blocking settings

1 Click the Configuration tab to open the Organization Information
screen as the default view.

2 Under Connect Client, click IM Block Settings to open the IM Block
Settings screen.
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IM Elock Settings 7

Blocked File Types:

vhE:.exe:.zip

Elochked LIHLs:

blockedurl.com;badurl.com; nour l.net

[ Save | | Ressl

3 Inthe Blocked File Types box, enter the file types that you want to block
in IM communications. Separate each file type with a semicolon.

4 Inthe Blocked URLSs box, enter the URLSs that you want to prohibit in IM
communications.Separate each URL with a semicolon.

5 Click Save to save the IM blocking settings.

Specifying settings for XMPP IM Clients

The XMPP IM Clients screen allows you to specify whether users within your
Cisco WebEx Connect organization are permitted to sign in using a third party
XMPP standard client.

Instead of the Cisco WebEx Connect client, third party clients (for example,
Pidgin for Linux) that support XMPP can also be used for basic IM
communication. However, Organization policies cannot be enforced on third
party XMPP clients. Additionally, features such as end-to-end encryption,
Desktop sharing, video calls, computer-to-computer calls, and
teleconferencing are not supported with third party clients. A list of third party
clients that support XMPP is available at the XMPP Standards Foundation
website http://xmpp.org/software/clients.shtml.
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To specify settings for XMPP IM clients

1

Click the Configuration tab to open the Organization Information
screen as the default view.

Under Connect Client, click XMPP IM Clients to open the XMPP IM
Clients screen.

XMPP IM Clients @

| Allow uze of non-Connect XMPF 1M clients

[ Save ][ Reset ]

Select Allow use of non-Connect XMPP IM clients to allow users in your
Cisco WebEx Connect Organization to sign in using a third party XMPP-
based IM client. The SRV records for your domain can be found in the IM
Federation screen under the Configuration tab. For more information,
see Specifying IM Federation settings (on page 97).

Click Save to save the XMPP IM clients settings.

Specifying upgrade management settings

The Upgrade Management screen enables you to specify how upgrades to
the Cisco WebEx Connect client should be rolled out to users in your
organization. You can roll out upgrades using the following upgrade modes:
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Default: where all users are automatically upgraded to the latest version
of Cisco WebEx Connect. This is the default upgrade mode.

Custom: where you can manually configure how you want to roll out the
upgrades to users. In this case, you need to select a baseline version and
create an upgrade task, which defines how the upgrades are rolled out.

You can switch between the two upgrade modes at any point time but this will
have an impact on how upgrades are rolled out. For example, if you select a
specific version (using the Custom mode) to roll out to users, and then change
the mode to Default, the specific version will be discarded and users will be
upgraded to the latest version.
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The following graphic explains the steps for using the Custom upgrade mode.

Custom Upgrade Mode Steps

Select Custom U le Mode 5 Select a Baseline Version

for «Operating System-

¥

Create Upgrade Task

S pecify:

~Tazget Version

Diownloadable URL

*Orpelonal & Mandarory Upgrade Dare &
Time

*Rolled out 1o enrire Organizarion or Specific
Sives

Fimnish
The selected versions of Cisco WebEx Connect
Setup Program will be applied to the encire
Orrganiration or specific wsers on the ser dare.

To specify upgrade management settings:

1

Click the Configuration tab to display the Organization Information
screen.

Under Connect Client, click Upgrade Management to display the
Upgrade Mode screen.
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3

Upgrade Management 9

Upgmata Kiode

Dedmult - Auicmabcally upgrads all ussm o the lalesd version of Cisco WebE s Corresct

& Cusem - Manage uses upgiads manually

Baseling Wersions

£y Windows 72016443 Fslease notes | Downkod Changs
‘-_ [T T 6.2 18515 Fslaass noes | Dotk Chprige
Upgrehs Task
£ Windows

Ny upsads task | LCreate Upgrade Task
e

Mo uppuads kask ! Cisate Upgrads Task |
Upgence S

Add L i |
Upgraes Sibe Mame View Users
Click Change to view the available upgrade modes.
Upgrade Mode

The upgrade mode for vour Craanization is Default. Cancel

& Default - Autornatically upgrade all uzers to the latest version of Cisco WebEx Connect

() Custom - Manage user upgrade manually
Select the baseline as applicable.

Baseling Yarsions

£F Windows  7.2.0.16843 Falaase notes | Downkos Changs
L M 6.2 18515 Bslans noles | Dewericd Change

Select the version to deploy and click OK.
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Note: If you do not select a baseline, the following message is displayed:
You have not set baseline versions.

The URL in the Welcome email to download the Cisco WebEx
Connect client will be directed to the latest versions of
Cisco WebEx Connect for both platforms.

Upgrade Management (%

Upgrade Mode
The upgrade mode for your Crganization is Custom. Canc el
Default - Automatically upgrade all users to the latest version of Cisco WebEx Connect

@ Custom - Manage user upgrads manually

Baseline Versions

£ Windows Mo baseling version selected Sadect
Mo Mo baselne version selacted Sedect
Upgrade Task

£ Windows:

No upgrads task | Create Upgrade Task
K Mac

Me upgrade task | Create Upgrade Task
Upgrade Site

6 Click Yes to view the selected version on the Upgrade Management
screen listed under Baseline Versions. If you have selected an older
version (than the latest version) in step 6, all newer versions are displayed
above Baseline Versions.
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't Change Baseling Version for Windows o
ou have saf follow l‘l; wErsions as baseine version for Wndows

E¥ 72018843
Ligars with an sarker varaion can optionally wpgrade io the basaing werson immedabely or
wihin $ days. After £ days. users wih the earker version will be forced to upgrade io the
bas&ing verson

Ang you BUNE you want to confirm this baselne sstting?

| Yes [ Ho |

Upgrade Mode

The upgrade made for your Organization is Custom. Change
in this mode, upgrade in your orpanizaton /s managed manualffy.

=] £ Mewerversions for Windows available

7.0.1.15047 Belsase notes | Download

7.0.1.15048 Belzase notes | Download

7.0.1.14943 Belzase notes | Download

7.0.1.145836 Belsase notes | Download

Baseline Versions

f}' Windows: 7.0.1.1472% (Belsase notes | Download) Chanas
Upgrade Task
£ Windows:

Mo upgrade task, [ Create Upgrade Task

7 Click Download next to the applicable version.

8 Click Release Notes next to the release notes for that version.

Note: The version listed under Baseline Versions is the version that will be
deployed to your organization.
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To create an upgrade task:

1

Click Create Upgrade Task to open the Create Upgrade Task for
Windows in the Upgrade Management work area.

;, Create Upgrade Task for Windows *
Target sion
F de Customized UR
Optional Upgrade Skip
IManda grade Sk
Time Zone
Targe e A ars
Specific Upgrade Sie
| Save Cancel

From the Target Version drop down list, select the applicable version to
deploy.

Note: If a baseline has been selected, you cannot select a Target Version. Deselect the
baseline version prior to creating the upgrade task.

3

Click Provide Customized URL to specify a custom link from where the
Cisco WebEx Connect Setup Program can be downloaded. This field is
optional.

In the Optional Upgrade box, select a date and time on which the
upgrade will be optionally deployed. Or click Skip to skip applying the
optional upgrade.

In the Mandatory Upgrade box, select a date and time on which the
upgrade will be deployed. Or click Skip to skip applying the mandatory
upgrade.

From the Time Zone drop down list, select the time zone based on which
the upgrade will be deployed. The date and time that you select for
optional and mandatory upgrades will be calculated according to this time
zone.
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7 Under Target User, select:
= All users: to deploy the upgrade to all the users in your organization.

= Specific Upgrade Sites: to deploy the upgrade to the selected
upgrade sites. In this case, the upgrade will be deployed to all users
within those sites. If no upgrade sites are listed, you will need to create
them. For more information, see Creating upgrade sites (on page 74).

g8 Click Save to save the upgrade task. The upgrade is displayed on the
Upgrade Management page.

Upgrads Task
7 Wirdkws

Verslon Target User Upgrade Type & Activation Dabe Stabus Action
70115047 All Lizers Ciptianal « 2001-01-28 0845 PR GMT #0000 Mat Started [Ediin ,
| Close Upgiade Task |

9 Click Edit to edit the details of the upgrade task.

10 Click Close Upgrade Task to display (and cancel the deployment) as
shown in the following graphic.

,r.’;’ Close Upgrade Task for Windows

This wyill stop Cizco WebEx Connect Version 7.0.1 15047 from being
deployed to;
Al Users

Are you sure youl wwart to stop the deployment’?

i Yes E [ No ]

11 Click Yes to delete the upgrade task.

Creating upgrade sites
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An upgrade site helps you add specific users to whom upgrades of the Cisco
WebEx Connect client should be deployed. An upgrade site is used when you
create an upgrade task to deploy the upgrade to specific users in your
organization. For information on creating an upgrade task, see Specifying
upgrade management settings (on page 68).



To create an upgrade site:

1

4
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Click the Configuration tab to open the Organization Information

screen as the default view.

Under Connect Client, click Upgrade Management to open the Upgrade

Management screen.

Scroll down if required to locate the Upgrade Site section. If you have

selected Default as the upgrade mode, the Upgrade Site section will not

be displayed. Additionally, if no upgrade sites have been created, this

section will be blank.

Upgrade Management F

bl rocde, MpGvEe [ 0L CHgETYTEN0n B managed manusii

Baseline Wersions

7 Windows 7. 7015843 [Eeleass nues | Downicad)

"_ Mac 86718515 (Balesss noles | Dosrboad)

Upgrade Task

I wondows
Mo upgrade aak Creals Lipgratde Task
". Kac
o upgrade {ask | Cieate Lipgiade Task ]

Upgrade Site

Upgradda Site Mame

Bestgite

Wl coaal branch

Click Add to open the Add Upgrade Site dialog box.

Add Upgrade Site

Upgrade Site Mame: |Dioc

Howy to add members to upgrade site’?

Changg

Chanie

Save

] [ Cancel
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5

In the Upgrade Site Name box, enter a name for the upgrade site and
click Save. The new upgrade site appears on the Upgrade Management
screen. You can add any number of upgrade sites in your organization.

Upgracle Sie

Lpgracis Site Mamsa

To view users belonging to an upgrade site, click the View Users icon. To

learn how to add users to an upgrade site, see Creating new users (on
page 25).

Cisco

X Connect Administration Toaol

User  Conliguration  Palley Bditor Group | Bepon

Abaut  Help
Al Lisers | semch |
You are wiewing users for upgrade site; Doo
First Mame Las! Hame Ernall Addrass Lisemanme Folicy
Bilah Blah percyBEEEs pincy2 com pErcyBBEDET percy? com
Bz User PEFCYZEST PErY2.LOM pENCYZ@ET percy2.com
To delete an upgrade site, select it and click Delete. If the upgrade site is
scheduled for an upgrade task, a message is displayed indicating that you
cannot delete it.
%, Delete Upgrade Site
Yau carnol delete fallvedng ste batause they are curremly baing uparaded
Testing
Yes

Specifying P2P settings

The P2P Settings screen provides the following options for configuring P2P
settings:

Manual configuration of TCP/UDP ports: Where the administrator at the

customer's organization can manually provide a range of TCP/UDP ports
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to be used by the Cisco WebEx Connect client when it attempts to
negotiate a direct P2P connection. Allowing the customer's administrator
to manually specify a port range helps minimize security risk because the
Cisco WebEx Connect client will only ping the ports within this range when
attempting to establish a direct P2P connection. Port range is specified as
port numbers allowable within a minimum and maximum port number.

= Enabling or Disabling P2P connections within the same Organization:
Where the administrator at the customer's Organization can enable or
disable Internet transmission from negotiating P2P connections within the
same Cisco WebEx Connect Organization or domain. Typically, this
involves disabling Audio/Video Server communications within the same
Cisco WebEx Connect Organization or domain. Allowing the customer's
administrator to disable A/V Server communications is useful when both
the Cisco WebEx Connect clients are within the same Organization or
domain because it helps conserve bandwidth when applications like P2P
video are used.

Notes:

Disabling P2P connections within the same Organization or domain may result in the
following:

= The firewall penetration feature of P2P communications maybe disabled.

= Using Cisco WebEx Connect servers as a proxy to the connection will be disabled.
This will reduce bandwidth consumption outside the corporate network.

= A possible increase in the failure rate of call attempts.

The P2P Settings screen is applicable only for customers with Cisco WebEx
Connect version 7 or higher.
To specify P2P port settings:

1 Click the Configuration tab to open the Organization Information
screen as the default view.

2 Under Connect Client, click P2P Settings to open the P2P Settings
screen.
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P2P Settings

P2P Multipoint Audio&Vedio Setting.

This setting is only applicable to Cisco WebEx ManU

| Allow P2P Multipoint Audio& Video

P2P Port Settings.

This setling is only applicable 1o Cisco WebEx Connect client 7.0 or higher

! Configure Ports Manually

UDP/TCP Port Rangs
Min | 1024 - 65525
Max | 1034 - &

Disablz internet transmizsion to negotiate P2P connections within the same Crganization
Enabling thiz s2tting may havs the following impact

o The firewall penstraton feature of P2P communicatons maybe dizabled
e Lzing Cisco WebEx Connect servers as a proxy to the connsation will be disabled

Thiz will raduce bandwedth consumption autside the corporate natworl

o Pozsible increase in the failure rats of call attenipts

| save || Reset |

| Disable internet transmission 10 negotiate P2P connections within the same Organization
Enabiing this seting may have the Howing impact

e The firewall penatration eature 0f P2P communications maybe dsabied

o Using Clsco WebEx Connecl servers as a proxy 1o the connechion will b2 disabled
This will recuce bandwicth consum ption outsiae the Cornporak network
e Possible increase in the fallure rae of call atiempis
Save \ Reset }

3 Select Configure Ports Manually to specify the UDP/TCP port range
manually. If you do not select this option, the system establishes direct
connectivity by randomly choosing a port.

4 Under UDP/TCP Port Range, enter:
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= The minimum port number in the Min box. You can enter any port
number between 1024 and 65525.

= The maximum port number in the Max box. You can enter any port
number between 1034 and 65535.

Notes:

= For example, if your UDP/TCP range is 7050—7550, the Cisco WebEx
Connect client will scan all ports only in this range to negotiate a direct P2P
connection.

= Ensure that the Max port number is always greater than the Min port number.
For example, Min=1034 and Max=1024 is an invalid port range.

= The lower and upper values for the Min and Max port ranges are system-
defined. You can only enter a port number that falls within these predefined
ranges; between 1024—65525 and 1034—65535.

Select Disable internet transmission to negotiate P2P connections
within the same Organization if you want to restrict A/V Server
communication for users within the same Cisco WebEx Connect
Organization. The impact of enabling this option has been described
earlier in this topic. If you do not select this option, the connection will be
established through the A/V server.

Click Save to save your P2P port configuration.

To revert to a previous configuration of P2P settings, click Reset.

Understanding additional services

Cisco WebEx Connect provides certain additional services over and above
the regular or default options that are part of every Cisco WebEx Connect
deployment. Additional services involve separate configuration so they can be
seamlessly integrated into Cisco WebEx Connect.

The following additional services are available:

Integration with Cisco WebEx Meeting application: You can enable
integration between Cisco WebEx Connect and Cisco WebEx Meeting
application to simplify administration and user experience. For information
about specifying Cisco WebEx Meeting application integration details, see
Understanding Cisco WebEx Connect integration with Cisco WebEXx
Meeting application (on page 80).

Integration with Unified Communication: Enables your Cisco WebEx
Connect Organization's users to use Click-to-Call and Cisco Unified Call
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Manager (CUCM) directly from Cisco WebEx Connect. For information
about specifying unified communications integration information, see
Understanding Cisco Unified Communications integration with Cisco
WebEx (on page 133).

= |M Federation: Enables you to specify IM federation settings so your
Cisco WebEx Organization's users can communicate with public XMPP
networks such as Google Talk. For information about specifying IM
federation settings, see Specifying IM Federation settings (on page 97,
http://lwww.webex.com/webexconnect/orgadmin/help/cs_im_fed.htm).

= [MLogging and Archiving: Cisco WebEx Connect allows you to log and
archive IMs that users in your Organization exchange with each other. For
more information, see Overview of IM Archiving (on page 98).

Understanding Cisco WebEx Connect integration with the
Cisco WebEx application
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You can enable integration between Cisco WebEx Connect and the Cisco
WebEx application to simplify user administration and user experience. This
integration is available at two levels: Tightly Coupled and Loosely Coupled.
Administrators need to select the appropriate level of integration based on
their requirements and the specific deployment scenario involved. The
following table lists major features and differences between the two levels of
integration.

Tightly Coupled Integration Loosely Coupled Integration

All Cisco WebEx Meeting application
users are required to have a Cisco WebEx
Connect account. Provides the "Click-to-
meeting" experience to users with no
additional settings

Provides the "Click-to-meeting" experience to users
with no additional settings

Cisco WebEx Connect and Cisco WebEx Meeting
application are managed as independent services. Not
all Cisco WebEx Connect users need to have a Cisco
WebEXx application account and vice-versa.

Provides a Single point of User
Provisioning, User Password
Management, and User Administration

Enables use of just one set of sign in Users can continue to use their Cisco WebEx
credentials across both Cisco WebEx application sign in credentials for signing into the Cisco
Connect and the Cisco WebEx application WebEx web site.


http://www.webex.com/webexconnect/orgadmin/help/cs_im_fed.htm
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In general, Tightly Coupled Integration is recommended for enterprises that
have not deployed a single sign-on system. Loosely Coupled Integration is
recommended for enterprises that have deployed a single sign-on system.
However, you can enable the Loosely Coupled Integration even for
enterprises that have not deployed a single sign-on system. For detailed
information about each level of integration, see:

= Overview of Tightly Coupled Integration (on page 81)

= Overview of Loosely Coupled Integration (on page 92)

Both Tightly Coupled and Loosely Coupled levels involve different scenarios
in the integration process and can vary accordingly.

Note: Tightly and Loosely Coupled Integration applies if your Cisco WebEx Messenger
organization supports an existing Cisco WebEx Meeting Center site for starting a WebEXx
meeting from the client.

Overview of Tightly Coupled Integration

Tightly Coupled Integration provides a single point of user management from
the Cisco WebEx Connect Administration Tool. Organization Administrators
can create Cisco WebEx Connect accounts with or without enabling the Cisco
WebEx Meeting application service for such accounts. Organization
Administrators can access the Cisco WebEx Meeting application
administration tool from the Cisco WebEx Connect Administration Tool to
perform administration functions specific to Cisco WebEx Meeting application
accounts.

Tightly Coupled Integration provides significant value for customers who have
not integrated with the Enterprise Single sign-on infrastructure. Customers
who have integrated with the Enterprise Single sign-on infrastructure use
Enterprise Identity Management system as their primary means of user
management. Loosely Coupled Integration is recommended for such
customers.

Three typical scenarios are available for enabling a Tightly Coupled
Integration for an enterprise as shown in the following table.

Integration
Scenario Cisco WebEx Connect Cisco WebEx Meeting application
1 New deployment New deployment
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Integration
Scenario Cisco WebEx Connect Cisco WebEx Meeting application

Existing deployment. The enterprise
2 New deployment already has a fully functional deployment
of Cisco WebEx Meeting application.

Existing deployment. The
enterprise already has a fully
functional deployment of Cisco
WebEx Connect.

New deployment

The steps for enabling a Tightly Coupled Integration between Cisco WebEx
Connect and Cisco WebEx Meeting application vary for each of these
scenarios. For more information about each scenario, see the following topics:

= Verifying the success of Tightly Coupled Integration for a New deployment
of both Cisco WebEx Connect and Cisco WebEx Meeting application (on
page 86)

= Verifying the success of Tightly Coupled Integration for a New Cisco
WebEx Connect Deployment with an existing Cisco WebEx Meeting
application (on page 89)

= Verifying the success of Tightly Coupled Integration for a New Cisco
WebEx Meeting Connect Deployment with an existing Cisco WebEx
application (on page 92)

System requirements for Tightly Coupled Integration

Ensure that the following system requirements are met before you enable the
Tightly Coupled Integration.

Iltem Requirement

Cisco WebEx Connect .
. Version 6 or later
client

Version T27L with Service Pack 9. Note that you can integrate only one
Cisco WebEx Meeting application site with Cisco WebEx Connect.

To know which version of Cisco WebEx Meeting application you are
currently running, type the URL of your Cisco WebEx Meeting application

Cisco WebEx Meeting i the address bar of your Browser in the following format:
application
https://[sitename] .webex.com/version/wbxversionlist.do

?siteurl=[sitename]

Alternatively, contact your Cisco WebEx sales representative to obtain the
version.
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Iltem Requirement
XML API version 5.3.0 or later

= ATightly Coupled Integration does not support Single sign-on for
authentication.

Organization = A non-Single sign-on enabled Cisco WebEx Connect Organization
can only be integrated with a non-Single sign-on enabled Cisco
WebEx Meeting application site.

Note: Tightly coupled or loosely coupled integration for Cisco WebEx Connect and Cisco
WebEx Meeting application is not supported if Cisco Unified MeetingPlace audio is
enabled.

Provisioning steps for Tightly Coupled Integration

This topic describes the provisioning steps for each of the three Tightly
Coupled Integration scenarios. For more information on the different
scenarios for Tightly Coupled Integration, see Overview of Tightly Coupled
Integration (on page 81).

Scenario 1: Tightly Coupled Integration between a new deployment of
both Cisco WebEx Connect and Cisco WebEx Meeting application

Make sure that the following preparatory steps are completed prior to enabling
tightly coupled integration between Cisco WebEx Meeting application and
Cisco WebEx:

1 The Cisco WebEXx provisioning team creates a brand new Cisco WebEx
Meeting application site.

2 The Cisco WebEXx provisioning team creates a brand new Cisco WebEx
Connect Organization with the Cisco WebEx Meeting application site
(URL) specified for the Tightly Coupled Integration.

3 The integration is successful if the Meetings screen under the
Configuration tab shows the Cisco WebEx Meeting application site URL.
Additionally, when the Organization Administrator signs in to the Cisco
WebEx Meeting application site, a corresponding Administrator account
will be automatically created in the site. For more information, see
Verifying the success of Tightly Coupled Integration for a New deployment
of both Cisco WebEx Connect and Cisco WebEx Meeting application (on
page 86).
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Scenario 2: Tightly Coupled Integration for a New Cisco WebEx Connect
Deployment with an existing Cisco WebEx Meeting application
deployment

Make sure that the following preparatory steps are completed prior to enabling
tightly coupled integration between Cisco WebEx Meeting application and
Cisco WebEx Connect:

1

Modify the email addresses of all the Cisco WebEx Meeting application
user accounts. The domain of the modified email addresses should match
the Cisco WebEx Connect Organization's email domain. For example, if
the existing email address of the Cisco WebEx Meeting application user
account is user@domain.com and the new Cisco WebEx Connect
Organization's email domain is acme.com, modify user@domain.com in
Cisco WebEx Meeting application to user@acme.com.

Create Cisco WebEx Connect accounts for existing Cisco WebEx Meeting
application accounts. If you do not create Cisco WebEx Connect accounts
for existing Cisco WebEx Meeting application users, the Cisco WebEx
Meeting application users will be unable to sign in to their Cisco WebEx
Meeting application site. The remaining steps describe the procedure for
creating Cisco WebEx Connect accounts for existing Cisco WebEXx
Meeting application users.

Export all the Cisco WebEx Meeting application user accounts.

Open the exported file containing Cisco WebEx Meeting application user
accounts. Modify the column headers as shown in the following table.
There may be additional column headers than the ones listed below,
however, they do not need to be modified or deleted.

Tracking Codes:

Trsck wam Trackng Ciodes Grous rgui Mads Fruckoreg code b Font: Prolis

g Aadimba B boa i Prolls iof Fuchat
sinpsd |5 the ot



Column Header Name

UserName
FirstName
LastName
Email
Address1
Address2
City
State/Prov
Zip/Postal
Country/Region
PhoneCntry
PhoneLocal
CellCntry
CellLocal

All tracking codes
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What to do

Delete this column

Rename to firstName

Rename to lastName

Rename to emalil

Rename to addressl

Rename to address2

Rename to city

Rename to state

Rename to zipCode

Rename to country

Rename to phoneBusinessCountryCode
Rename to phoneBusinessNumber
Rename to phoneMobileCountryCode
Rename to phoneMobileNumber

Rename to "TC#" based the amount of defined
tracking codes.

5 Save the file in the UTF-8 format or UTL-16 LE format.

6 Import this modified file into your Cisco WebEx Connect Organization via
the Cisco WebEx Connect Administration Tool.

7 Verify the Cisco WebEx Connect accounts are created for Cisco WebEx
Meeting application users by viewing the “status” and “statusMessage”

columns in the import status file.
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After the Tightly Coupled Integration is active, Cisco WebEx Meeting
application users will no longer be able to sign in with their previous sign in
credentials (username/password). Cisco WebEx Meeting application users
signing in to Cisco WebEx Meeting application will be required to use their
Cisco WebEx Connect sign in credentials (username/password). Ensure
that all users are aware of this change and the time of change. It is
recommended for the Organization Administrator to notify all users of the
proposed change well in advance.

Request the Cisco WebEXx provisioning team to enable the Tightly
Coupled Integration between Cisco WebEx Connect and Cisco WebEXx
Meeting application.

8 See Verifying the success of Tightly Coupled Integration for a New Cisco
WebEx Connect Deployment with an existing Cisco WebEx Meeting
application deployment (on page 89) to verify successful integration.

Scenario 3: Tightly Coupled Integration for a New Cisco WebEx Meeting
application deployment with an existing Cisco WebEx Connect
deployment

The provisioning steps for enabling a Tightly Coupled Integration for a New
Cisco WebEx Meeting application deployment with an existing Cisco WebEXx
Connect deployment is similar to enabling a Tightly Coupled Integration for a
New Cisco WebEx Meeting application deployment with a new Cisco WebEXx
Connect deployment. For information, see the section titled Scenario 1
described earlier in this topic.

Verifying the success of Tightly Coupled Integration for a new
deployment of both Cisco WebEx and Cisco WebEx Meeting
application

Make sure you have completed all the provisioning steps before verifying the
success of a Tightly Coupled Integration between a new deployment of both
Cisco WebEx and Cisco WebEx Meeting application. For more information,
see Scenario 1 under Provisioning Steps for Tightly Coupled Integration (on
page 83)

To verify the Tightly Coupled Integration has been successful

1 Click the Configuration tab to open the Organization Information
screen.

2 Click Meetings under the Additional Services section to display the
Meetings screen.
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Verify that the Cisco WebEXx "ball" is displayed before the URL of the

Cisco WebEx Meeting application site. The site URL cannot be changed.

Mestings 7

< | Enable Mesting Imegratior

Indicates the Cisco WebEx Mesting Cenber Sile hal is inlegrated with Cisco
WabEx Connecl Enabling & Cisco WiebEx Maweting Centar account will
autormatically create Cisco WebEx Mesting Cenler acoounts far users in this
Cisco WebEx Corméc] Organization

LY

ﬂf""‘“’l Site URL Brief Description Comman User kientity el as
© chibeslwe bes por Connect email | Cender gma -

welcome. welbes .com A
Aufloer 3t ally enable Meetng aocounl when crealing & new Used
S Hasat
Select Enable Meeting Integration to enable the integration between
Cisco WebEx and Cisco WebEx Meeting application. If you are using
Cisco WebEXx version 7.0 or later and this checkbox is disabled, all

meeting-related preference options and features will be hidden for the
users in the Cisco WebEXx client.

Select the Display to User check box to display the Cisco WebEXx

Meeting application site URL to users in the host account setup section of

the client.

In the Brief Description box, enter a meaningful description for the Cisco

WebEx Meeting application site.

You cannot change the value in the Common User Identity box. The
common user identity indicates a one-to-one mapping relationship for
users between Cisco WebEx and Cisco WebEx Meeting application.

Common User Identity is a mechanism to recognize and authenticate

users between the two systems. For example, Email is one of the methods

for establishing a Common User Identity. This is configured during

provisioning and cannot be changed in Cisco WebEx Administration Tool.

Notes:
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[0 Email Address :: Meeting Account Email Address (recommended)
[0 Username :: Meeting Account Email Address
[0 Username :: Meeting Account Username

Select the Select as Default button against a particular Cisco WebEx
Meeting application URL to indicate it as the default site to be displayed as
the default site when a user sets up the host account in the client. If there
is one Cisco WebEx Meeting application URL, it will be selected as
default.

Verify that Automatically enable Meeting account when creating a new
user is selected by default. This automatically creates a corresponding
Cisco WebEx Meeting application account for each new user you create in
your Cisco WebEx Organization. The following graphic illustrates the
automatic creation of a Cisco WebEx Meeting application account when
you create a new user. If you do not plan to provide the Cisco WebEXx
Meeting application service to all users by default, clear this check box.

4, Add User x
Account Sethings Profie Indormeaon Trasching Code Policy Croup Aspignment Linwfiessd Ccameraanac akion:s
* First Harme: Rribe:

John Liser
*Last Hame: | Meeting Account
Smith L
Trmcirn Codleds are redguinsd
izplay Harme:
Jahn Smith
" Buskness Emaik: Archive ks
john.smith @ chprwebeccom
Upgradhe Site:
s&inairme:

‘Mot Asngneds
b, smithi@e Gpri webex com

" Storage Allocation:

201 HlE: Slorags Lisad 0 MB Used

Notes:
= To verify if the Cisco WebEx Meeting application account was automatically
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created, open the newly-created user's profile and click Advanced Settings. The
Cisco WebEx Meeting application Site Administration page opens showing the
user's profile. For more information about viewing a user's profile, see Editing
Users (on page 31).

= If you clear Automatically enable Meeting account when creating a new user,
you need to manually enable the Cisco WebEx Meeting application account for

each new user you create. For more information on creating new users, see
Adding Users (on page 23).

9 Click Save.

Verifying the success of Tightly Coupled Integration for a New Cisco
WebEx Deployment with an existing Cisco WebEx Meeting
application deployment

Make sure you have completed all the provisioning steps before verifying the
success of a Tightly Coupled Integration between a new deployment of both
Cisco WebEx and Cisco WebEx Meeting application. For more information,
see the section titled Scenario 2 under Provisioning Steps for Tightly Coupled
Integration (on page 83).

To verify the Tightly Coupled Integration has been successful

1 Click the Configuration tab to display the Organization Information
screen.

2 Click Meetings under the Additional Services section to display the
Meetings screen.

Verify that the Cisco WebEx "ball" is displayed before the URL of the
Cisco WebEx Meeting application site. The site URL cannot be changed.
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Mestings 7

#| Endable Mieling Irigratior

Indicabes Te Cised WabEx Mesting Cenler Site that s mlegrated with Crsca
WebEx Connect Enabling a Cigco WebEx Mesting Cener account will
automatically creabe Cisoo WebEx Masling Cenler actounks for users in hhis
Cigco WebEx Conric] OrganiZa®on

-

Sl a%
Defaul

Cormnact amail | Conter sma &

Biried Descrgihon Common User identity

welonme webes oom MIA
Aubomatc ally enable Meeling acoounl when creslng & mew usar

Smm | | Feset

Select Enable Meeting Integration to enable the integration between
Cisco WebEx and Cisco WebEx Meeting application. If you are using
Cisco WebEXx version 7.0 or later and this checkbox is disabled, all
meeting-related preference options and features will be hidden for the
users in the Cisco WebEXx client.

Select the Display to User check box to display the Cisco WebEXx
Meeting application site URL to users when they host and join meetings.

In the Brief Description box, enter a relevant description for the Cisco
WebEx Meeting application site.

You cannot change the value in the Common User Identity box. The
common user identity indicates a one-to-one mapping relationship for
users between Cisco WebEx and Cisco WebEx Meeting application.

Notes:
[0 Email Address :: Meeting Account Email Address (recommended)
[0 Username :: Meeting Account Email Address
[0 Username :: Meeting Account Username

Select the Select as Default button against a particular Cisco WebEXx
Meeting application URL to indicate it as the default site to which users will
be directed for setting up their host account in the client. If there is one
Cisco WebEx Meeting application URL, it will be selected as default.
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8 Verify that Automatically enable Meeting account when creating a new
user is selected by default. This automatically creates a corresponding
Cisco WebEx Meeting application account for each new user you create in
your Cisco WebEx Organization. The following graphic illustrates the
automatic creation of a Cisco WebEx Meeting application account when
you create a new user. If you do not plan to provide the Cisco WebEx
Meeting application service to all users by default, clear this check box.

4 Add User %
Accournt Settings Profibe I ormation Trmeching Ciodie Policy Crougp Assigniment LI Fad] CCoTiLIna a 0an:3
* First Harme: Rk
John User
* Last Hamme: | Meeting Account
Srnith .
Trsciirug Codless are réguirsd
Dieplay Marme:
Jahn Smith
' Business Email Archive IMs
john. smuth & chpnwebeccam
Upgrade: Site:
Ibger mnarmee:
<Mot Asagned:
phin, smith@cBpri webex com
" Storage Allocation:
201 HlE: Serages Lsad 0 MB Ussd
S Cancel Rpphy
Notes:

= To verify if the Cisco WebEx Meeting application account was automatically
created, open the newly-created user's profile and click Advanced Settings. The
Cisco WebEx Meeting application Site Administration page opens showing the
user's profile. For more information about viewing a user's profile, see Editing
Users (on page 31).

= If you clear Automatically enable Meeting account when creating a new user,
you need to manually enable the Cisco WebEx Meeting application account for
each new user you create. For more information on creating new users, see
Adding Users (on page 23).

9 Click Save.
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Verifying the success of Tightly Coupled Integration for a New Cisco
WebEx Meeting application deployment with an existing Cisco
WebEx Connect deployment

Make sure you have completed all the provisioning steps before verifying the
success of a Tightly Coupled Integration for a New Cisco WebEx Meeting
application Deployment with an existing Cisco WebEx Connect deployment.
The provisioning steps are similar to that of a Tightly Coupled Integration for a
New Cisco WebEx Meeting application deployment with a new Cisco WebEXx
Connect deployment. For information on the provisioning steps, see the
section titled Scenario 3 under Provisioning Steps for Tightly Coupled
Integration (on page 83).

The steps for verifying if the Tightly Coupled Integration is successful is the
same as described in the topic for Verifying the success of Tightly Coupled
Integration for a New deployment of both Cisco WebEx Connect and Cisco
WebEx Meeting application (on page 86).

After the Tightly Coupled Integration is complete, the Cisco WebEx Connect
Organization Administrator typically performs the following administrative
tasks:

= Creates Cisco WebEx Meeting application accounts for existing or new
Cisco WebEx Connect users. For more information on creating users, see
Adding Users (on page 23).

= Imports Cisco WebEx Meeting application accounts directly into Cisco
WebEx Connect using a CSV file. For more information, see Importing
multiple users from a CSV file (on page 32).

Overview of Loosely Coupled Integration

92

Loosely Coupled Integration enables customers to minimize the configuration
required for the Cisco WebEx Connect client. Users benefit from Loosely
Coupled Integration by not having to manually configure the Cisco WebEx
Meeting application accounts in the Cisco WebEx Connect client.

Loosely Coupled Integration is typically recommended for Organizations that
have:

= users who are Cisco WebEx Meeting application users but not Cisco
WebEx Connect users

= existing Cisco WebEx Meeting application sites but do not want to change
how users sign in to Cisco WebEx Meeting application sites



Chapter 3: Understanding the Configuration tab

Two typical scenarios are available for enabling a Loosely Coupled Integration
for an enterprise:

= Enterprises with Single sign-on Integration
= Enterprises without Single sign-on Integration

The steps for enabling a Loosely Coupled Integration between Cisco WebEx
Connect and Cisco WebEx Meeting application vary for each of these
scenarios. For more information about each scenario, see the following topics:

= Customers with Single sign-on Integration (on page 94)

= Customers without Single sign-on Integration (on page 95)

System requirements for Loosely Coupled Integration

Ensure that the following system requirements are met before you enable the
Loosely Coupled Integration.

Iltem Requirement

C!SCO WebEx Connect Version 5.1 or later
client

Version T26L with Service Pack EP 20
or
Version T27L with Service Pack 9

) ) To know which version of Cisco WebEx Meeting application you are
Cisco WebEx Meeting  currently running, type the URL of your Cisco WebEx Meeting application
application in the address bar of your Browser in the following format:

https://[sitename] .webex.com/version/wbxversionlist.do
?siteurl=[sitename]

Alternatively, contact your Cisco WebEx sales representative to obtain the
version.

= A Single sign-on enabled Cisco WebEx Connect Organization can
only be integrated with a Single sign-on enabled Cisco WebEx

o Meeting application site.
Organization ) ) . o
= A non-Single sign-on enabled Cisco WebEx Connect Organization

can only be integrated with a non-Single sign-on enabled Cisco
WebEx Meeting application site.

Note: Tightly coupled or loosely coupled integration for Cisco WebEx Connect and Cisco
WebEx Meeting application is not supported if Cisco Unified MeetingPlace audio is
enabled.
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Provisioning steps for Loosely Coupled Integration

This topic describes the provisioning steps for enabling Loosely Coupled
Integration between Cisco WebEx Connect and Cisco WebEx Meeting
application. The provisioning steps are the same for Organizations with or
without single sign-on infrastructure. Organizations without single sign-on
infrastructure can integrate only one Cisco WebEx Meeting application site
with Cisco WebEx Connect. For more information on Loosely Coupled
Integration, see Overview of Loosely Coupled Integration (on page 92).

Verify the following preparatory steps are completed before enabling a
Loosely Coupled Integration between Cisco WebEx Connect and Cisco
WebEx Meeting application.

= Request the Cisco WebEXx provisioning team to set up a Loosely Coupled
Integration with a single sign-on enabled Cisco WebEx Meeting
application site.

= Provide the Cisco WebEx Meeting application site URLs and Common
User Identity between Cisco WebEx Connect and Cisco WebEx Meeting
application.

= Verify the success of the Loosely Coupled Integration by sign in to the
Cisco WebEx Connect Organization's Administration Tool.

Verifying the success of Loosely Coupled Integration for
Organizations with Single sign-on infrastructure

This topic describes the procedure for verifying the success of a Loosely
Coupled Integration for Organizations with Single sign-on infrastructure. Make
sure that you have completed the provisioning steps before verifying the
success of the integration. For more information, see Provisioning Steps for
Loosely Coupled Integration (on page 94).

To verify the success of the Loosely Coupled Integration

1 Click the Configuration tab to open the Organization Information
screen.

2 Click Meetings to open the Meetings screen.
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If you have enabled the integration with multiple Cisco WebEx Meeting
application sites, verify that all these sites are listed.

Select Set as default for the Cisco WebEx Meeting application that will be
the default for the Cisco WebEx Connect Organization. Each time a user
starts the One-Click Meeting from the Cisco WebEx Connect client, this
default site will be used.

Note: The Common User Identity determines a one-to-one mapping of users
between the Cisco WebEx Connect and Cisco WebEx Meeting application. In the
example graphic, the user needs to have the same email address in both Cisco WebEx
Connect and Cisco WebEx Meetings application to schedule and start One-Click
Meetings.

Click Save to save any changes you have made.

Verifying the success of Loosely Coupled Integration for
Organizations without Single sign-on infrastructure

This topic describes the procedure for verifying the success of a Loosely
Coupled Integration for Organizations without Single sign-on infrastructure.
Make sure that you have completed the provisioning steps before verifying the
success of the integration. For more information, see Provisioning Steps for
Loosely Coupled Integration (on page 94).

To verify the success of Loosely Coupled Integration

1

2

Click the Configuration tab to open the Organization Information
screen.

Click Meetings to open the Meetings screen.
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3 Verify that the Cisco WebEx Meeting application site URL for which you
have enabled the Loosely Coupled Integration is displayed.

Note: The Activate Integration button activates Tightly Coupled Integration with Cisco
WebEx Meeting application. Further information can be found at Overview of Tightly
Coupled Integration.

Integrating older Cisco WebEx Connect Organizations with
Cisco WebEx Meeting application

This topic describes the procedure for integrating older versions of Cisco
WebEx Connect Organizations with the Cisco WebEXx application. The
instructions in this topic are applicable only if your Cisco WebEx Connect
Organization is provisioned with Cisco WebEx Connect versions 5.0 or older.

When you enable integration of older Cisco WebEx Connect Organizations
with the Cisco WebEx application, you can only enable Loosely Coupled
Integration. You will still need to use separate credentials to sign in to Cisco
WebEx Connect and the Cisco WebEXx application. For more information, see
Understanding Cisco WebEx Connect integration with Cisco WebEx
application (on page 80).

To enable integration between a Cisco WebEx Connect Organization and the
Cisco WebEx application

1 Click the Configuration tab to open the Organization Information
screen.

2 Click Meetings to open the Meetings screen.
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Site Options _ _
‘he Configuration tab
I Automatica Iy record all sessions using Network Based Recording

[T Enable Teleconference Keep-Alive
Default setting
" Enabled

& Disabled

Device Options

Allow users to join meeting from selected mobile device
[¥ iPhone WebEx application
[¥ Blackberry WebEx application
x Meeting
co WebEx Connect
st time.

3 [¥ Android WebEx application

Update

Note: After the site url has been configured, the Meetings, Site Options page will be
displayed.

4 Inthe Brief Description box, enter a description for the Cisco WebEXx
application site you want to enable the integration for.

5 Click Save to save your Cisco WebEx Connect and the Cisco WebEXx
application integration settings.

Specifying IM Federation settings

Cisco WebEx Connect can be configured to enable federation with public
XMPP-based IM networks such as Google Talk. It also permits the use of third
party XMPP clients to connect to your Cisco WebEx Connect domain.

To specify IM Federation settings

1 Click the Configuration tab to open the Organization Information
screen.

2 Click IM Federation to open the IM Federation screen.
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3 Update your DNS SRV records according to the information displayed on
the IM Federation screen.

Notes:

You can publish two types of records to DNS:

=  Publishing the first SRV record enables your users to communicate with users of public
XMPP networks.

= Publishing the second SRV record enables your users to use third party XMPP clients
and connect to your Cisco WebEx Connect domain

Overview of IM Logging and Archiving
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Cisco WebEx Connect allows you to log and archive Instant Messages (IMs)
that users in your Organization exchange with each other or with users
outside your Organization as your Organization allows it. IM logging and
archiving allows your Organization to monitor and review IM exchanges. In
most cases, this is done to comply with the enterprise's information audit
processes.

You can enable IM logging and archiving for users in your Cisco WebEx
Connect Organization. Cisco WebEx Connect can send the logged messages
for archival to the following archival solutions:

= |ron Mountain's DRC-CM

= Global Relay's Message Archiver
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= Secure SMTP Service: This option allows you to configure a SMTP server
to receive IMs as emails. In this case, IMs become part of the same
archival system as your emails enabling you to use the same archival and
auditing solution that you use for email.

Iron Mountain DRC-CM and Global Relay Message Archiver are Saas-based
message archiving services.

Information logged in an IM session

The following is logged in an IM session:

= Date and Time

= Participants (user names)

= Plain text

= HTML (including the text equivalent of an emoticon)

= System messages such as invitations and participants joining and leaving.

= File transfer initiation and termination, including name of file, and size of
file.

= Video call initiation and termination

= PC-to-PC call initiation and termination

= Audio conference initiation and termination

= Cisco WebEx Meeting initiation and termination
= Desktop Share initiation and termination

= Phone call initiation and termination

For a complete list of messages logged in an IM session, see the following
topics:

= M Logging and Archiving Messages

= IM Logging and Archiving Messages for WebIM
Restrictions for logged IM users

The following restrictions are applicable for logged IM users:

= Users whose IM needs to be logged must use the Cisco WebEx Connect
version 6.5 desktop client or the Web IM client. However, other
participants can be using an older version of the Cisco WebEx Connect
client or any third party IM clients (where XMPP or AIM federation is
enabled) while participating in an IM session with the logged user.
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= The logged user cannot be logged onto a Cisco WebEx Connect client
lower than version 6.5 or on any 3rd party IM client.

= Logged users must not have end-to-end (AES encryption enabled)
encryption enabled. If a logged user has end-to-end encryption enabled,
the “logged” status of the user will take precedence and end-to-end
encryption will be disabled for the user.

= A logged user will be unable to join a group chat session that is encrypted.

= A logged user cannot participate in a group chat hosted by a federated
user (e.g. user on the AIM or GoogleTalk network). However, federated
users can participate in a group chat hosted by a logged user.

Each participant in an IM session with a logged user will see the following
notification after the first IM is exchanged:

All instant messages sent in this session to and from this account, as well as the initiation and termination of any other communication modes

(e.g- voice call, video call) will be logged and are subject to archival, monitoring, or review and/or disclosure to someone other than the recipient.

If both users are set up to be logged, they will see this notification twice (once
for each logged user). This is also true for participants in a group chat. Each
logged user will generate one notification (per head). This notification will be
repeated every hour for long-running IM sessions. The notification frequency
is reset every time the logged user logs out of the Cisco WebEx Connect
client.

IMs are temporarily stored in Cisco data centers before they are transmitted to
the customer's servers over a secure channel. Once the transmission is
complete, these IMs are permanently deleted from Cisco data centers. The
following graphic shows the IM logging and archiving process.
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Defining an IM archiving Endpoint

Setting up IM archiving for your Cisco WebEx Connect Organization involves
configuring the archiving endpoint in Cisco WebEx Administration Tool. The
IM archiving endpoint is the place where the logged IM data will be sent to.
You can configure multiple endpoints but set only one endpoint as the default.

Endpoint configuration involves specifying the following parameters:

= Endpoint name

= Endpoint type

= Endpoint parameters: Parameters vary according to the endpoint type.

To learn how to set up IM archiving endpoints, see Setting up IM Archiving
(on page 102).

After configuring IM archiving endpoints, you need to assign users in your
Cisco WebEx Connect Organization to be logged. There are several
provisioning methods that allow you to assign users to be logged as listed
below:
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= By creating new users. For more information, see Creating new users (on
page 25).

= By using CSV files. For more information, see CSV File Format (on page
207).

= Through Directory Integration. For more information, see Directory
Integration Import Process and File Formats (on page 187).

= Using SAML. For more information, see Single Sign-On Configuration in
Cisco WebEx Connect Administration Tool (on page 124).

Licensing

IM Archiving is a separate solution that you need to get provisioned from
Cisco WebEXx. For information on how get IM Archiving provisioned for your
organization, contact your Cisco WebEx Customer Success Manager.

Provisioning information is displayed in Cisco WebEx Administration Tool
under Resource Management in the Configuration tab. IM Archiving will not
work for users over and above the number of users your Cisco WebEXx
Connect Organization has been provisioned with. For more information, see
Specifying resource management information (on page 46).

Setting up IM Archiving

The IM Archiving screen enables you to set up endpoints for archiving
instant messages exchanged between users in your Cisco WebEx Connect
Organization. You can set up more than one endpoint. However, a user can
be assigned to only one endpoint at a time.

To set up IM Archiving
1 Click the Configuration tab.

2 Click IM Archiving to open the IM Archiving screen. If you have not set
up any endpoint, the IM Archiving screen will be blank.
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IM Archiving )

Set up archiving endpoints for instant messages.

| A || Retresh |
Detautt View
Encpaint Mams Siatus Endpoint  Usars
snip @  Active since Fab 05 2010, 02:20AK GMT - 3
GlobalBelay [=] Active since Feb 15 2010, 21 :30PM GMT ;
lornklountain @ Active since Feb 15 2010, 21:31FPK GMT 2

Click Add to open the Add Archiving Endpoint dialog box.

'S)- Add Archiving Endpoint

* Enclpoirt Mame: [Demo_Endpaint |
Type: |Secure SMTP Service 1O |

SMTP Host: |demof@sz. webex. com |
SMTF Port: |25 |

The Mail Exchange (MX) recard for the domain specified inthe SMTP Recipient
parameter will be used to dizcover the SMTP Server and SMTP Port. Please fill out
the twa parameters above only if you wwart to uze an atternate SMTP ServerPort.

* SMTP Sender: | dermoisz. webex. corm |
* SMTP Recipiert: |dema. sz@webex. com |
SMTF Username: | |
SMTP Passward: | |

Test Please test this configuration before saving i, Y ou will only be
ahle to save the endpoint if the test is successiul.

[ Save ][ Close ]

In the Endpoint Name field, type a name for the endpoint. Your endpoint
name should not contain spaces.
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5 From the Type drop down list, select the endpoint type:
= Global Relay Message Archiver
= |ron Mountain DRC-CM
= Secure SMTP Service

Note: Depending on the type of endpoint you select, the fields that you need to fill
in will vary. The graphic shows the fields for the endpoint type, Secure SMTP
Service.

Cisco WebEx Connect will always negotiate a secure connection to the archiving
endpoint. The archiving endpoint needs to be configured to support STARTTLS.

For the Secure SMTP Service endpoint type, use port 465 instead of port 25 if you
want to use SSL. In either case the SMTP server will need to support STARTTLS.
For information on how to configure SMTP MX records, see

6 After you have filled out all the fields, click Test to test the endpoint
configuration. You cannot save the endpoint unless the test is successful.
If the test falls, a failure message is displayed as shown in the following
graphic (the failure message is highlighted in yellow in the graphic).

rs Add Archiving Endpoint

* Enclpaint Mame: |Dermo_Endpoint
Type: |Secure SMTP Service

SMTP Host: |mailserer] . szowebex. com
ShTP Part: |25

The Mail Exchanges (MX) recard for the domain specified inth
parameter will be used ta dizcover the SMTP Server and Shi’
the twao parameters above only if you wwart to use an atterns

* ZMTP Sender: |demo@sz. webex. com

* SMTP Recipiert: |demof@sz. webey com

SWTP Uzername: [demo
SMTP Pazsword: |demol1Z3

E Test failed. Wiewe results.
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7 Click View Results to view the configuration problems that resulted in the
test failure. You can correct the problems and then click Test again. If the
test is successful, a success message is displayed.

8 After the configuration test is successful, click Save to save the endpoint
configuration and return to the IM Archiving screen. Your newly-
configured IM archiving endpoint will be displayed as shown in the
following graphic.

Conliguration ooy Ecbior wcup | Psport | Hsip

Syalam Hakings 1M Arehliving v
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Bal up archivieg andpoirta for inatant seiaged,

Endpoint haims SR

M F s i
B ArEhiving

9 To add another endpoint, follow the same steps described earlier in this
section.

10 Click Refresh in case the endpoint you have successfully configured
doesn't appear in the list of endpoints in the IM Archiving screen.

11 To set an endpoint as the default endpoint, select the appropriate button
under the Default Endpoint column.

12 If you have associated users with an endpoint, click View Users to view
the list of users associated with that endpoint as shown in the following
graphic.

Note: The endpoint will begin to receive logs within a maximum of one hour. The
system takes this time to register the endpoint.
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System behavior if an archiving endpoint is not reachable

In case the archiving endpoint is not reachable, Cisco WebEx Connect will
retry delivering to the endpoint at 1 hour, 2 hour, 4 hour, and 8 hour intervals.
Beyond this, Cisco WebEx Connect will retry once a day for a maximum
period of 90 days. At each retry, an email notification will be sent to the email
address configured for your Organization Administrator. To view the log of
each retry and response for the archiving endpoint, click Configuration > IM
Archiving > View Results.

Format of the IM transcript sent to the archiving endpoint

The following graphic shows the format of the IM transcript that is sent to the
archiving endpoint when instant messages are logged. The transcript contains
details of the IM such as who has logged in, participants and number of
participants in the IM session, and the actual message contained in the body
of the IM.
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Single sign-on

This topic provides an overview of using single sign-on to sign in to the Cisco
WebEx Administration tool.

In a standard configuration, the users' sign in name and password are
independent from the authentication credentials used by their company or
organization. This requires users to remember another set of sign in
credentials. Additionally, Organization Administrators are required to manage
a separate set of user accounts.

Single sign-on also permits companies to use their on-premise single sign-on
system to simplify the management of Cisco WebEx Administration. With
single sign-on, users securely sign in to the application using their corporate
sign in credentials. The user's sign in credentials are not sent to Cisco
WebEX, protecting the user's corporate sign in information.

As a single sign-on configuration option, user accounts can be automatically
created the first time a user signs in. Single sign-on also prevents users from
accessing Cisco WebEx application if their corporate sign in account has
been deactivated.

The Cisco WebEXx application supports single sign-on systems based on the
industry standard Security Assertion Markup Language (SAML) protocol.
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Using SSO with the Cisco WebEx and Cisco
WebEx Meeting applications

110

One of the goals of the Cisco WebEXx services is to provide comprehensive
management of user identities for an organization. User identity management
involves providing secure mechanisms for passing credentials and related
information between different websites that have their own authorization and
authentication systems. These mechanisms facilitate ease of use and policy
controls based on the user’s role and group affiliations inside the organization.

Federated Single sign-on standards such as SAML (Security Assertion
Markup Language) and WS-Federation provide such secure mechanisms for
managing user identities. SAML-compliant websites exchange user credential
information via SAML assertions. A SAML assertion is an XML document
containing trusted statements about a subject. Typically, these trusted
statements include information such as user name, contact information, and
access privileges. SAML assertions are digitally signed to ensure their
authenticity.

Normally, enterprises deploy a federated Identity and Access Management
system (IAM) to manage user identities. These IAM systems use SAML, and
WS-Federation standards for user identity management activities. Some of
the more prominent enterprise-class IAM systems include CA SiteMinder,
Ping Federate, and Windows Active Directory Federation Services (ADFS).
These IAM systems form part of an organization's corporate intranet which
handles the user authentication and single sign-on requirements for
employees and partners. IAM systems use the SAML or WS-Federation
protocols to interoperate with partner websites outside their firewalls.
Customers, partners, and vendors can utilize their IAM systems to
automatically authenticate their users to Cisco WebEXx services. This will
increase efficiency as users will not be required to recall their username and
password to use Cisco WebEx meetings.

Additionally, employees leaving an organization do not have to be explicitly
disabled in external administration tools. As soon as they are removed from
the customers IAM system, they will not be able to authenticate against any of
the Cisco WebEX services.

Note: Contact your Customer Success Manager to enable Single sign-on for Cisco
WebEx Connect.
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Single sign-on requirements

The following system requirements are required to implement federated single
sign-on for your Cisco WebEx organization. These system requirements are
the same for Cisco WebEx Connect and the Cisco WebEx Meeting

applications.
Item Requirement Notes
Customers can develop their own SAML-compliant
Any |IAM that conforms  |AM system using programming libraries such as
Identity and to SAML versions (for OpenSAML or purchase commercial third party
Access Cisco WebEx Meeting  IAM systems such as Ping Federate, CA
Management only) 2.0 or WS- SiteMinder, Microsoft Windows Server ADFS,
(IAM) system Federation 1.0 Oracle Identity Federation/OpenSSO, Novell
standard. Identity Manager and IBM Tivoli Federated Identity
Manager.

X509 Certificate From trusted

has public key, organizations like
digitally sign uses VeriSign and Thawte in

Alternatively, customers can serve their own X.509
certificates developed in house using self-signed
certificates.

private key the PEM format.

The following items are also required:

a standard SAML 2.0 or WS Federate 1.0 compliant IAM.

a corporate X.509 public key certificate. SAML assertions sent to the
Cisco WebEx system are signed with the private key.

a Cisco WebEx supported Identity and Access Management system (IAM)
for tasks such as enabling single sign-on, authentication management,
policy-based authorization, and identity federation. Supported systems
include CA SiteMinder, ADFS, Ping Identity, SAML 2.0 or any WS-
Federation 1.0-compliant Identity Management System.

IAM configured to provide a SAML assertion with the user account
information and SAML system IDs required by Cisco WebEXx.

URL for the corporate 1AM service to be entered in Cisco WebEXx
Administration tool.
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Single sign-on Configuration in the Cisco WebEXx
Connect Administration Tool

The Cisco WebEx Connect Administration Tool allows the Organization
Administrator to configure Single sign-on settings and modify the security
setting and certificates for your Cisco WebEx Organization. Options will be
displayed based on user authorizations. Not all options will be displayed at all
times.

When configuring Cisco WebEx Connect, an SSO request will be required.

Note: Organization Administrators and User Administrators cannot be created using the
single sign-on process.

Note: All SSO Organization Administration related settings must match the configuration
in 1dP.

1 Sign in to the Cisco WebEx Connect Administration Tool.

2 Click the Configuration tab to display the System Settings options.
3 Click Security Settings.

4  Select the option as applicable:

= Click Federated Web Single sign in Configuration (on page 113) to
configure the administrator display.

= Click Organization Certificate Management (on page 120) to display
the dialog for an administrator whose organization has turned on single
sign-on or is a “Delegated Authentication” administrator.

= Click WebEx Certificate Management (on page 118) to display the
dialog for an administrator whose organization has turned on single
sign-on.

= Click Partner Web Single sign-on Configuration (on page 123) to
display the dialog for an administrator whose organization is
“Delegated Authentication”.
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WeDEX Connect Administration Tool

Ligar Configuration

Drganization Information
Diormaingz)

Ressoure & Manageman
URL Configuration
Security Settings
Ernail Templates

Connact Clignt v

General |M

Contact List

Profile Seftings

IM Block Settings
EMPP 1M Clients
Upgrads Management
PP Settings

Additicnal Services o

Mestings

Unified Communications
IM Fedesation

1M Archiving

Pelicy Editer
Systern Sellings L7

Group  Repost || Abowt  Help
Security Settings )l

550 Related Options

il W 50 1gieral
) & 3
WebEx Cettificate Managemesnt
Partner Delegated Authentication

550 Related Semings
] Allow Connect account usemams and password login via CAS AP

i Save ] [ Hesat ]

Federated Web SSO Configuration

Configuring for SAML

on

1 Click Federated Web SSO Configuration to display the Federated Web
SSO Configuration dialog box.

113



Chapter 4: Single sign-on

«%, Federated Web 550 Configuration *

Federation Protocal

SAML 2.0
S20 Profie: (& SP Infigted
AuthnRequesal Signed
Destinalign
P lhEated
Target pags LRL Parameter TARGET

mport SAML Ketadata

VirabEx SANML Bauer (3P ID

arssod. webex. com

lsBuer For SANL (P B
Beuer For SAML (dF D arased

Cugtomer 550 Senvice Logn URL -
N - v ElEEEN EIonCl Cemva v BOEET v S8 Sl Al st

ou can &xpor a SAML metadats VeebEx SP configuration file Elpﬂl't

WamediD Formst

lrspecfied
AultinComtexiCssRit R TR Tt eI - Bl 312 == 1R L
Default WebEx Target page UR
Customer S50 Eror URL
Single Logout for Wed Clhent

Cusbomer 550 Service

| Auto Account Creatign
& | Auto Account Update

Remove v Domain Suffe for Active Directory UPN

[ Save | Close

2 From the Federation Protocol drop down list, select the federation
protocol SAML 2.0 The fields displayed in the Federated Web SSO
Configuration dialog box vary based on the selected federation protocol.
By default, the configuration fields for SAML 2.0 will be displayed each
time the Federated Web SSO Configuration dialog box is opened.

3 Click Imnnrt SAMI Metadata tn nnen the Federated \Weh SSQO

-".\, Federated Web 550 Configuration - SAML metadata b
4 ow can import 8 SAML metadata P con figuration fie here
| seiect your fie [ Browse | Impart J

he federated

" Back

Imported metadata fields include:
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= AuthnRequestSigned Destination
= |ssuer for SAML (ldp ID)
= Customer SSO Service Login URL

Or

Enter the following information:

Field
SSO Profile

WebEx SAML
Issuer (SP ID)

Issuer For SAML (IdP
ID)

Customer SSO
Service Login URL

Description

SP Initiated - When a user visits a service provider (SP) site via a
browser bookmark and first accessing resources that do not require special
authentication or authorization. In an SAML-enabled deployment, when
they subsequently attempt to access a protected resource at the SP, the
SP will send the user to the IdP with an authentication request in order to
permit the user to sign in.

AuthnRequest Signed Destination - When selected, a WebEx
certificate and destination must be specified. This destination address must
match the authnRequest signed configuration in the IAM.

IdP Initiated Target page URL Parameter - The user will
authenticated at the IdP prior to accessing a protected resource at the
Cisco WebEXx service (SP).

The URI identifies the Cisco WebEx Connect service as an SP. The
configuration must match the settings in the customer Identity Access
Management.

The default value is http://www.webex.com.

A URI uniquely identifies the IdP.The configuration must match the settings
in the customer IAM.

URL for your enterprise's single sign-on service. Users in your enterprise
will typically sign in via this URL.

You can export an SAML metadata WebEx SP configuration file:

Exported metadata

fields include:

= AuthnRequestSigned Destination

Issuer for SAML (Idp ID)

= Customer SSO Service Login URL

NamedID Format

This field must match the IAM configuration. The following formats are
supported:

= Unspecified (default)

=  Email address
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Field

AuthnContextClassR
ef

Default WebEx
Target page URL

Customer SSO
Error URL

Single Logout for
Web Client

Customer SSO
Service Logout
URL

Auto Account
Creation

Auto Account
Update

Remove uid
Domain Suffix for
Active Directory
UPN

Description
= X509 Subject Name
= Entity Identifier

= Persistent Identifier

The SAML statement that describes the act of authentication at the identity
provider.This field must match the IAM configuration.

Optional. Upon authentication, displays a target page assigned for the Web
Client only. The request does not contain a RelyState parameter.

Optional. In the event of an error, redirects to this URL with the error code
appended in the URL.

Check to require a sign out and set the log out URL. The IdP does not
support SLO and does not participate in the SLO protocol.

Note: This option is only applicable to the web IM client.

Enter the url to be redirected to upon sign out. This field is active when
Single Logout for Web Client is set checked. This field must match the IAM
configuration.

Select to create a user account. UID, email, and first and last name fields
must be present in the SAML assertion.

Specify the “updateTimeStamp” attribute in the SAML assertion and check
this field to update an existing user account.

The “updateTimeStamp” value is the last update time of a user’s profile in
the customer’s Identity store. For example, in Active Directory, the
“whenChanged” attribute has this value. If “updateTimeStamp” is not in the
attribute, the user profile would not be updated since the last update. It
updates the first time when the user profile is updated via Auto Account
Update or Auto Account Creation.

Unchecked indicates no updates will occur.
The Active Directory domain part will be removed from the UPN when
selected.

WebEx Connect uid’s require the email domain; therefore, when this field is
checked, it will cause an error. In this case, use “ssoid” to identify the user.

The default is unchecked for SAML 2.0 and WS-Federation 1.0.

After the SAML Metadata file has been successfully imported, verify the
relevant fields in the Federated Web SSO Configuration dialog box have

been populated.
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Configuring for WS-Federation

1 From the Federation Protocol drop down list, select the federation
protocol WS-Federation 1.0. The fields displayed in the Federated Web
SSO Configuration dialog box vary based on the selected federation
protocol.

%, Federated Web S50 Configur ation £
Fausration Protocol [w5-Federation L.0f
*yviehEx Service URI urnfederationwebex

" Federation Service URL

* Customer 550 Service Login LIRL hitp:ffabts1stmb07 webex.comfatteebseraces/public/sa
DrataLl YWabEsx Tarpet peage URL

Customer S50 Error LIRL

« | Single Logoud far Wt Clhenl

* Cusiorner S50 Service Logout URL |h11p.|-'|-'.:|bt51 stml001 webex.com/atheebseraces/public/sa

& Aulo Aocount Update

Remoe uid Domain Suft: for Achve Directary LIFR

[ Sanve Close ]

2 Enter the following additional information:

Field Description
WebEx Service URI The URI identifies the Cisco WebEx Service relying party.

Federation Service The URI identifies the enterprise's single sign-on service (IdP).
URI

Customer SSO URL for your enterprise’s single sign-on service. Users in your enterprise

Service Login URL  will typically sign in via this URL. Depending on the single sign-on Profile,
the IdP-Initiated login URL and SP-Initiated sign in URL would be set
accordingly to match IdP settings.

3 Click Save to save the Federated Web single sign-on Configuration details
and return to the SSO Related Options screen.
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WebEx Certificate Management

118

Used as a management tool for Organization Administrators to create service
provider certificates, this tool is used for SP-initiated situations. A self-signed
certificate by Cisco WebEx will be generated and will require upload to the
IAM system. Certificates are generated:

= for signing the authNreq
= for SAML assertion encryption
= to enable Single Logout

A self signed certificate or a certificate authority will have been previously
generated and made available for import. Administrators can select which to
apply to the organization.

1 Click WebEx Certificate Management to open the WebEx Certificate
Management dialog box displaying previously generated Cisco WebEXx
certificates.

WebEx Certificate Management .

I bl Wiisle Cerbificats. ..

Active Certificate Alias Expiration Date

Testing 2010-08-270 054520

- U=k 2021-07-08 02:23:2(

Save ] Close ]

2 To generate a new certificate, click Generate New Certificate. New
certificates are typically generated when an existing certificate is about to
expire.

WebEx Certificate Management e

Mew  Alias

Certificates from swstenn:

Choese Tae Lmanedl by Expiration Dot

WsbEx Communicstiore, Inc. 201D0-06-23 08:45:20

L] werSign Ca=sx 5 S=ore Serwer O . G2 O 0708 022320
linpoit Ciose |
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3 Inthe WebEx Certificate Management dialog box, enter the following

information:
Field Description
Alias An alias that identifies the WebEXx Certificate.
Val The number of days the WebEXx Certificate is valid. A WebEx Certificate is

valid for a minimum of 90 days and maximum of 3652 days.

4  Click a Certificate Alias to view the complete details of the generated

certificate.

% WebEx Certificate Management

Warsion:

Sarial Mumber

Signature Slgoritiem 100
lzzuar Mame: (CH, O, C)
S Ehcilty Tram

el to:

Subject Mame: (Ch, O, C)

Subject Public Key Info

W3

1256308027844

SHATwWIhRSA

Chi=vyabEx Communications Inc. CA, C=US
2013-10-3013.07.07

2014.02.07 13:07:07

WIGT MADG CEaG Sh3 DEER ACILA A4GN ADCE CHE goCl 0sYie FIzU whds
qpda QNJY dEZy &+ES WRFK Subd QLMD ppDd ellpe nESG GDAG XohV chuz 4100
winWH X 7BA SEsr DApN EBY SrPE w™D dEd] g=Lm KDCS G8+0 tgll ulSm gP3b
Tl bl O nunB Ot niNPU KOKYY dHZv Y40 il 93 15ch =Gl AaaB

Remove | Expot || Close |

5 In the generated certificate screen, click:

= Remove: to delete the certificate. Active certificates cannot be

removed.

= Export: to export and save the certificate as a . cer file to your

computer.

6 Click Close to return to the WebEx Certificate Management screen.

7 Select the Active option to apply this (newly-generated) WebEXx Certificate
as the active certificate for single sign-on related authentication purposes.

g8 Click Save to save your WebEx Certificate changes and return to the SSO
Related Options screen.

9 Import the certificated to the IdP.

119



Chapter 4: Single sign-on

Organization Certificate Management

Used to manually import, validate, or review X.509 certificates, Organization
Certification Management is a management tool for Organization
Administrators.

1 Click Organization Certificate Management to display the Organization
Certificate Management dialog box and available certificates. Previously
imported X.509 certificates will be displayed.

Note: Certificates are limited to a maximum of three and only one can be active at any
given time.

& Organization Certificate Management

Active Cearificate Alias Expiration Date

2013-04-07 0321

L it T}

P .
= N=1

2013-04-07 032213

Save | | Close

2 Click Import New Certificate to display the Organization Certificate
Management dialog box.

% Drganization Certificate Management

Aliaz

Select Cerificate | mevear pour S Erowise

Koter Suppart tor X509 certficate anlky. Pleaze choose a
filzname with " .cer or " crt™ extension

mpart | | Close |

3 Inthe Organization Certificate Management dialog box:

= Enter your company's Cisco WebEx Organization name in the Alias
field.
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= Click Browse to navigate to the X.509 certificate. The certificate
should be ina cer or crt file format.

1 Only certificates with 1024, 2048 or 4096 encryption bits and RC4-MD5
algorithms are supported.

= Click Import to import the certificate. If the certificate is not according
to the format specified for an X.509 certificate, an error will be
displayed.

4 Click Close twice to return to the SSO Related Options screen.

5 Click Save to save your Federated Web single sign-on Configuration
details and return to the SSO Related Options screen

Partner Delegated Authentication
When to configure partner delegate authentication?

Partner delegation allows administrators to setup up a single user name and
password authentication sign on page for partner applications. Administrators
should use this functionality to increase security and reduce multiple sign on
and password requirements, eliminating the need for users to track multiple
sign on credentials.

Requirements for partner delegated authentication

A trust must be established between a customer and a partner. The partner
acts on behalf of its customer’s user to log on to the Cisco WebEXx service via
the partner route. Partner Delegated Authentication consists of the following
attributes used to build trusted and consented relationships:

= Customer and Cisco WebEXx service (trust)

= Partner and Cisco WebEXx service (trust)

= Customer and Partner (trust and consent)

Configuring partner delegated authentication

1 Use WebEx Certificate Management to upload the certificate.

2 Use Partner Web SSO Configuration to configure SAML 2.0 settings.

3 Set SAML 2.0 configurations. Attributes are displayed in the following
table:
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Attribute
uid
firstname
lastname
email
groupid

updateTimeStamp

displayName
companyName
businessFax
streetLinel
streetLine2

city

state

zipcode
jobTitle
mobilePhone
businessPhone
employeeid

imloggingenabled

imloggingendpointname

ISOCountry

Required
(Yes/No)

Yes
Yes
Yes
Yes

No

No, but
recommend
ed

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

Usage

Supports only create, not update

Supports long value, UTC time format, & LDIF time
format

When an organization has IMLogging enabled, and
if no such attribute exists, it would be setto false.

When an organization has IMLogging enabled, and
if no such attribute exists, it would be set to
wbx default endpoint.

2-letter ISO country code
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Required
Attribute (Yes/No) Usage
upgrade site No If there is a not-null ‘upgradesite’ attribute, the action

will correspond with the (enabled/disabled) auto
account creation and auto account update features.

If the ‘upgradesite’ attribute is not provided or the
value is empty, no action is required.

4 Click Partner Delegated Authentication to display the dialog for an
administrator whose organization is not “Delegated Authentication”.

5 Trust the partner to act as member or member plus an organization
administrator

6 Set the corresponding NamelD field.

Partner Delegated Asthenication ®

Delegated Authenticatian Ong Memibier O Adimin MarmE Field
connectdey-delegated-org cisco com Emai Address

connectprd-delegated-org CiscD .com
b - e Emal Address

Chatbotned com
Emal Address

Partner Web Single sign-on Configuration

Note: This procedure applies to the Partner Web single sign-on Configuration in the
Organization Administration tool.

1 Click Partner Web SSO Configuration.
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Partner Web 550 configuration

Single Sign On for Web Client: OFF

Federshon Protocot CAML 20
SAML Metsdata
Ingor SAM, Metidats

" Partner EsusridF D]
" Partmer Ll Login URL
"WiebEx SAML zuer (5P ID

o Can only expor when 5P ID e provided | Export j
Dataidl WebEr Tar el page LIFL
Pariner S50 Fror LRL
MeemediD Formest Urespeecified o
* AuthnConfedClassRef
" IdP Inbialed Targel page URL Parameler

Remaree ubd Domain Suttoc for Actve Dwechory PN

Save Cancel

2 If you have not imported SAML configurations, click Import SAML
Metadata to open the Partner Web single sign-on Configuration - SAML
metadata dialog box.

= See Partner Web Single sign-on Configuration - SAML metadata (on
page 124) for additional information.

Partner Web Single sign-on Configuration - SAML metadata

Single sign-on Configuration in Cisco WebEx
Connect Administration Tool

The Cisco WebEx Administration Tool allows the Organization Administrator
to configure Single sign-on settings and modify the security setting and
certificates for your Cisco WebEx Organization. Options will be display based
on user authorizations. Not all options will be displayed at all times.
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= Click Federated Web SSO Configuration to display the dialog for an
administrator whose organization has turned on single sign-on. more...

= Click Organization Certificate Management to display the dialog for an
administrator whose organization has turned on single sign-on or is a
“‘Delegated Authentication” administrator. more...

= Click WebEXx Certificate Management to display the dialog for an
administrator whose organization has turned on single sign-on. more...

= Click Partner Web SSO Configuration to display the dialog for an
administrator whose organization is “Delegated Authentication”. more...

Note: Organization Administrators and User Administrators cannot be created using the
single sign-on process.

Note: All settings must match the configuration in IdP.

1 Sign in to the Cisco WebEx Connect Administration Tool.
2 Click the Configuration tab to display the System Settings options.
3 Click Security Settings.
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Cisco

webeX Connect Administration Tool

User  Configursation

System Setlings

Organization |nforrmation
Comainis)

Rescure & Managemaent
URL Configuration
Security Settings
Password Setlings
Email Templates

User Provisioning

Policy Editor
9

Group  Repodt About | Help
| Security Settings (@

Connect Client

Genatal IM

Contact List

Profile Settings

IM Block Settings
XWPE IM Cliants
Upgrade Managemant
P2P Settings

Additonal Servicas

MMastmgs

Unified Cornmunications
IM Federation

IM Archiving

§50 Related Options

Panner Delegated Authentication



Sample installation for Cisco WebEx Connect
Client for Single sign-on

When single sign-on is enabled, the Cisco WebEx Connect client must be
installed with a command specifying the company or organization's name.
This enables single sign-on in the Cisco WebEx Connect client and identifies
the Cisco WebEx Connect Organization to be used for single sign-on.

Use the following example for installing the Cisco WebEx Connect client:
For a non-single sign-on msi installation
msiexec.exe /i apSetup.msi
For an SSO msi installation
msiexec.exe /i apSetup.msi /SSO. ORGNAME EXAMPLE.com
or

Connect.exe (installation package) or apSetup.exe to install non-single
sign-on

Connect.exe (installation package) or apSetup.exe /ISSO_ORG_NAME
EXAMPLE.com to install single sign-on

Note: Connect.exe installation package and Connect.exe run-time executable are two
different files.

To enable/disable the single sign-on Connect.exe (run time executable):
Enabled:
Connect.exe /SSO.ORG NAME EXAMPLE.com
Disabled:

Connect.exe /SSO_ ORG NAME NONE
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Using Single sign-on integrated with Cisco
WebEx Meeting application

The Single sign-on integration with Cisco WebEx Meeting application enables
users with Cisco WebEx Meeting application accounts to schedule and launch
meetings directly from the Cisco WebEx Connect client without having to
enter their sign in credentials again.

The Organization Administrator can specify the default Cisco WebEx Meeting
application site to be used for starting meetings. Additionally, a user can
change the default site to another Cisco WebEx Meeting application site
associated with Cisco WebEx Connect or specify any Cisco WebEx Meeting
application site where the user has an account. For detailed information about
enabling Cisco WebEx Meeting application integration with Single sign-on
enabled Cisco WebEx Connect Organizations, see:

= Understanding Cisco WebEXx integration with Cisco WebEx Meeting
application (on page 80)
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SAML assertion attributes

This topic provides a list of attributes that you can include in a SAML

assertion.

Attribute
uid
firstname
lastname
email
groupid

updateTimeStamp

displayName
companyName
businessFax
streetLinel
streetlLine2
city

state

zipcode
jobTitle

mobilePhone

Required
(Yes/No) Usage

Yes

Yes

Yes

Yes

No Supports only create, not update
No, but Supports long value, UTC time format, & LDIF time
recommend format

ed

No

No

No

No

No

No

No

No

No

No
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Attribute

businessPhone
employeeid

imloggingenabled

imloggingendpointname

ISOCountry

upgrade site

Required
(Yes/No)

No
No

No

No

No

No

Usage

When an organization has IMLogging enabled, and
if no such attribute exists, it would be setto false.

When an organization has IMLogging enabled, and
if no such attribute exists, it would be set to
wbx default endpoint.

2-letter ISO country code

If there is a not-null ‘upgradesite’ attribute, the action
will correspond with the (enabled/disabled) auto
account creation and auto account update features.

If the ‘upgradesite’ attribute is not provided or the
value is empty, no action is required.



Understanding Cisco Unified
Communications integration
with Cisco WebEX

The Cisco Unified Communications (UC) integration with Cisco WebEx
enables you to create and configure new clusters for each of the following
types of Cisco UC integration available for Cisco WebEXx:

= Cisco WebEx Click-to-Call

= Cisco UC Integration with Cisco WebEx

= Cisco UC Manager Express Integration with Cisco WebEx

It is recommended that the following topics be reviewed prior to proceeding:

=  Getting started with Cisco Unified Communications Manager for Click to
Call (on page 151)

= Cisco Unified Communications Manager (on page 152)

= Cisco Unified Communications Manager Express documentation available
at
http://lwww.cisco.com/en/US/docs/voice_ip_comm/cucme/admin/configurat
ion/guide/cmeadm.html

Typically, an enterprise will be comprised of several Cisco Unified
Communications Manager (CUCM) clusters. Each of these clusters can be a
Cisco WebEx Click-to-Call cluster or Cisco UC integration with Cisco WebEx
cluster. Users are assigned to a CUCM cluster based on certain predefined
grouping criteria. A typical example of a grouping criterion is to assign users
to a CUCM cluster based on their phone numbers.
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Cisco WebEx Click-to-Call

Cisco WebEXx Click-to-Call settings work only for users on Cisco WebEx client
versions 6.x or earlier. Cisco WebEx Click-to-Call enables you to use Cisco
WebEXx to make calls to another computer or phone. You can specify the
settings for a specific Click-to-Call cluster or use the default settings provided
for the entire organization. For more information, see Specifying unified
communication settings (on page 141).

Cisco UC Integration (CUCM) Cisco WebEx

The Cisco UC Integration for Cisco WebEx adds a phone tab to Cisco
WebEXx. This new space turns your computer into a full-featured phone,
permitting you to place, receive, and manage calls. The Cisco UC Integration
with Cisco WebEx comprises these following broad steps:

= Configuring the CUCM with the Device Type, and setting dial rules. For
more information, see the CUCI-Connect Configuration Guide available at
http://www.cisco.com/en/US/products/ps10627/products_installation_and__
configuration_guides_list.html.

= Specifying the Cisco UC Integration with Cisco WebEXx settings in the
Cisco WebEx Administration Tool. For more information, see Specifying
unified communication settings (on page 141).

= Visual Voicemail is available with only Cisco WebEXx client version 7 or
later. Visual Voicemail is an alternative to the audio voicemail service. For
more information, see Specifying Visual Voicemall settings (on page 138).

Cisco UC Call Manager Express (CME) Integration with Cisco WebEx

This is portion of the application is only available to Cisco WebEx Connect
7.2.1 and the above clients. For more information, see the Cisco Unified
Communications Manager Express documentation available at
http://lwww.cisco.com/en/US/docs/voice_ip_comm/cucme/admin/configuration/
guide/cmeadm.html

Understanding the unified communications
screen

Cisco Unified Communications integration with Cisco WebEXx includes
specifying configuration options for these components:

= Cisco WebEx Click-to-Call
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= Cisco UC Integration for Cisco WebEXx
= Cisco UC Manager Express Integration for Cisco WebEXx

You can configure these components at either your Cisco WebEx

Organization level or by creating a cluster for each component. The following

graphic explains the Unified Communications screen.

1 Click the Configuration tab.

2 Click Unified Communications to open the Unified Communications

screen.

Cisco Unified Communications Clusters

Cisco WebEx Connect Click-to-Call Settings

v| Enable Ciaco WebEx Connect Chick-%o-Call by default
Cizco Unified Communications Manager (CUCM): jiop
| Allow user 1 anter manual settings

Cisco UC Integration for Cisco WebEx Connect Settings

Cisco UC Integrabon for Cisco WebEx Connect Setup Download URL

Enables you to specify Cisco WebEXx Click-to-Call
settings and the URL to download the Cisco UC
Integration for Cisco WebEx Setup Program. For more
information, see Specifying Cisco WebEx Connect Click-
to-Call settings (on page 136).

Note: Applies only to Cisco WebEXx 6.x.

Enables you to specify Visual Voicemail settings. For
more information, see Specifying Visual VVoicemail
settings (on page 138).

Enables you to create, modify and delete Cisco UC
Clusters.
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Specifying Cisco WebEx Click-to-Call Settings

Cisco WebEXx Click to Call settings work only for users on Cisco WebEXx client
versions 6.X. This topic describes the procedure to configure the following:

= Cisco WebEx Click to Call Settings
= Cisco UC Integration for Cisco WebEXx Settings

The configuration settings will apply only to users in your Cisco WebEx
Organization that do not belong to any cluster. For more information about
creating Cisco Unified Communications Clusters, see Creating unified
communications clusters (on page 141).

Additionally, we recommend referring the following documentation resources:

= Getting started with Cisco Unified Communications Manager for Click to
Call (on page 151)

= Cisco Unified Communications Manager (on page 152)

» Understanding Cisco Unified Communications integration with Cisco
WebEx Connect (on page 133)

= CUCI-Connect Configuration Guide available at
http://www.cisco.com/en/US/products/ps10627/products_installation_and__
configuration_guides_list.html

To specify Cisco WebEXx Click-to-Call settings:

1 Click the Configuration tab to open the Organization Information
screen.

2 Click Unified Communications to open the Unified Communications
screen.
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Unified Communications ?

Cisco Unified Communications Clusters

Gereral Voicamal Clusters

Cisco WebEx Connect Click-to-Call Settings

v Enable Cizco WebEx Connect Click-to-Call by default
Cisco Unified Communications Manager (CUCMY: liop
Allow user 1 enter manual 2eftinga

Clsco UC Integration for Clsco WebEx Connect Settings

Cisco UC Intagration for Cisco WebEx Connect Setup Download URL

Save | Reset

3 Under Cisco WebEXx Click-to-Call Settings:

Select Enable Cisco WebEx Click-to-Call by default to enable Click-
to-Call integration for your organization by default. This option enables
Click-to-Call integration for your organization whether or not you have
created a separate Click-to-Call cluster.

In the Cisco Unified Communications Manager (CUCM) box, enter
the IP address or server name for the CUCM server configured for
your Cisco WebEx Organization. Note that unless you select Enable
Cisco WebEx Click-to-Call by default, you will be unable to enter
settings for CUCM.

Select Allow user to enter manual settings to permit the users of
your Cisco WebEx Organization to manually specify Click-to-Call
settings. If you select this option, the user-entered settings will override
the default Click-to-Call settings entered by the Organization
Administrator.
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4 Under Cisco UC Integration for Cisco WebEx Settings, enter the URL
for Cisco UC Integration for Cisco WebEx Setup Download URL. This
URL enables your Cisco WebEx Organization's users to download the
Setup program, which installs the Cisco Unified Communications
Integration (CUCI) feature on to their Cisco WebEXx client.

5 Click Save to save the Cisco UC settings for your Cisco WebEx
Organization.

Specifying Visual Voicemail settings
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Visual Voicemail is available with only Cisco WebEX client version 7 or later.
The Visual Voicemail application is an alternative to the audio voicemalil
service. With Visual Voicemail, you can use the screen on your phone to work
with your voice messages. You can view a list of your messages and play
your messages from the list. You can also compose, reply to, forward, and
delete messages.

Note: Cisco UC Integration for Cisco WebEx must also be configured to use this
service.

When you enable the integration of Cisco WebEx with Visual Voicemail, you
can directly view your Visual Voicemail from within the Cisco WebEXx client.
Before enabling the integration of Cisco WebEx with Visual Voicemail, we
recommend reading the following documentation:

= Planning to Install Visual Voicemail available at
http://www.cisco.com/en/US/docs/voice_ip_comm/cupa/visual_voicemail/7
.0/english/install/guide/plan.pdf

= Installation and Configuration Guide for Visual Voicemail available at
http://www.cisco.com/en/US/docs/voice_ip_comm/cupa/visual_voicemail/7
.0/english/install/guide/Installation_and_Configuration_Guide_for_Visual _
Voicemail_Release_70.pdf

= CUCI Connect Configuration Guide available at
http://lwww.cisco.com/en/US/products/ps10627/products_installation_and_
configuration_guides_list.html
(http://lwww.cisco.com/en/US/products/ps10627/products_installation_and
_configuration_guides_list.html)

Visual Voicemail settings do not work if you are using a Cisco WebEXx version
prior to 7.x.


http://www.cisco.com/en/US/products/ps10627/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps10627/products_installation_and_configuration_guides_list.html
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To specify Visual Voicemail settings:

1 Click the Configuration tab to open the Organization Information
screen.

2 Click Unified Communications to open the Unified Communications
screen.

Unified Communications @

Cisco Unified Communications Clusters
Gereral Voicamail Clusters

Cisco WebEx Connect Click-to-Call Settings

v Enable Cizco WebEx Connect Click-to-Call by default
Cisco Unified Communications Manager (CUCMY: jiop

Allow user © enter manual seftings

Clsco UC Integration for Clsco WebEx Connect Settings

Cisco UC Intagration for Cisco WebEx Connect Setup Download URL

Save || Reset

3 Click Voicemail to open the Default settings for Visual Voicemail for
CUCI screen.
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Cisco Unified Communications Clusters

General Volcemail Clusters

Default settings for Visual Voicemail for CUCI

| Enable Visual Voikcemai
Allew ussr o enter manual setings
Voizemail Server: fast
Fratocol: HTTPS Faort (8443

KMailstore Server tast

Frotocol: | TLS Fort 993
IMAF IDLE Expire Time: |29 mranutss
IMailstore Inbax Falder Mame: [inbox
Mailstare Trash Falder Mame: daleted iterns

| sae || Resat

Note: Unity Connection customers should enter the Unity Connection server IP Address or
DNS name into the "Voicemail Server" and "Mailstore Server" fields. It is recommended that
all other settings remain as the defaults.

4 To enable Visual Voicemail, select Enable Visual Voicemail.

5 If you want to manually enter the Visual Voicemail settings, select Allow
user to enter manual settings.

6 Enter the following information:

= Voicemail Server: Name of the Visual Voicemail server with which the
Cisco WebEXx client should communicate for retrieving voicemail.

= Protocol: Protocol used for communicating with the Visual Voicemail
server. You can select HTTPS or HTTP.

= Port: Port associated with the Visual Voicemail server.
= Mailstore Server: Name of the mailstore server.

= Protocol: Protocol used by the mailstore server. You can select TLS
or Plain.

= Port: Port associated with the mailstore server.
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7

= |IMAP IDLE Expire Time: Time (in minutes) after the expiry of which
the server stops automatically checking for voicemail.

= Mailstore Inbox Folder Name: Name of the inbox folder configured at
the mailstore server.

= Mailstore Trash Folder Name: Name of the trash folder (typically, the
deleted items folder) configured at the mailstore server.

Click Save to save the Visual Voicemail configuration.

Note: The settings entered in these tabs are the default visual voicemail settings
for Clusters and are not configured for a specific server. Additionally, each cluster
must be individually enabled. More... (on page 141)

Creating unified communications clusters

This topic describes the procedure to configure Cisco WebEXx for the following
components of Cisco Unified Communications:

Cisco Unified Communication settings for Click-to-Call

Cisco Unified Communication Manager integration with Cisco WebEx
Connect

Cisco Unified Communication Manager Express integration with Cisco
WebEx Connect

Cisco TelePresence Video Communication Server

Because the configuration steps vary between these UC components, the
configuration instructions are explained in multiple parts within this topic.
Refer to the following documentation resources:

CUCI-Connect Configuration Guide available at
http://www.cisco.com/en/US/products/ps10627/products_installation_and_
configuration_guides_list.html.

Cisco Unified Communications Manager Express documentation available
at
http://cisco.com/en/US/docs/voice_ip_comm/cucme_webex/configuration/
guide/webexconnect_cme.html
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Specifying Cisco Unified Communication settings for Click-
to-Call

To specify Cisco Unified Communication settings for Click-to-Call

Important: Organization administrators should contact their customer support
representative for CUCI provisioning.

1 Click the Configuration tab to open the Organization Information
screen.

2 Under IM, click Unified Communications.

Unified Communications (9

Cisco Unified Communications Clusters

Generad Yok amal Clustess

Cisco WebEx Connect Click-to-Call Settings
Enable Cisco WebEx Connect Click-to-Call by default
Cisco Unified Communications Manager (CUCM)

Allow user to enter manual settings

Cisco UC Integration for Cisco WebEx Connect Settings

Cisco UC Integeation for Cisco WebEx Connect Setup Download URL

| save |[ Reset

3 Click Clusters to display the Clusters screen. Previously created clusters
will be displayed.
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eneral iz email Clusters
" w Add || Delete
Clustar Type View Users
« CME1 Cisco UC Manager Express imtegration with Cisco WebEx Connect
CLICK Cisco UG Manager mbegration with Cisco WebEx Connect

Cisco WebEx Connaect Click-to-Call

Save || Resel

= To delete a cluster, select the checkbox next to the cluster name and
click Delete. A confirmation message will be displayed.

= Click Yes in the confirmation message box to delete the selected
cluster. Clusters with associated users cannot be deleted.

4  Click Add to view the New Cluster dialog box.

New Cluster x

uster Name: New Cluster 1

5 Enter a name for the new cluster in the Cluster Name box.
6 Ifitis not already selected, click Enable Cisco WebEx Click-to-Call.

7 Select Allow user to enter manual settings to permit all users belonging
to this cluster to specify their Cisco Unified CM settings.

Note: When you enable this option, user-entered settings will override the default or
global Click-to-Call settings specified for the Cisco WebEx Organization.
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8

In the Cisco Unified Communications Manager (CUCM) box, enter the
IP Address of CUCM configured for your Cisco WebEx Organization.
Make sure that your CUCM includes a Device Type called Client
Services Framework (CSF). For more information on configuring your
CUCM to work with CSF, refer to the section titled Preparing Cisco Unified
Communications Manager in the CUCI-Connect Configuration Guide
available at
http://lwww.cisco.com/en/US/products/ps10627/products_installation_and_
configuration_guides_list.html.

Click Save to save the Click-to-Call cluster settings and return to the
Unified Communications screen. The new Click-to-Call cluster is now
displayed under Cisco Unified Communications Clusters.

Ciseo Unified Communications Clusters
Filler: A [ Aaa |

Chusier Type View Usars

- [T Crsco WebEx et Chak-1o-Cal
Clust=r ; VebE mrisct Clhis k-4 all ;4

Specifying Cisco Unified Communication Manager
integration with Cisco WebEx Connect
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To specify Cisco Unified CM integration with Cisco WebEx Connect

1

Click the Configuration tab to open the Organization Information
screen.

Under IM, click Unified Communications.
Click the Clusters tab.
Click Add to view the New Cluster dialog box.

Select Allow Cisco UC Manager integration with Cisco WebEXx
Connect.
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Wy Cluster

Clster Name: Maw Cluster

Enatie Cisco VieEx Conmect Chck 3
& Allew Cmco UC Manager nt=gration with Csco 'WebEx Connect
o Alow user io enter manual sethings

Cisco Unified Communications Manager Server Sattings
& Beaic Server Settings
Fnmary Server
Backup Server

Agvanced Server Setings

Cizgca UC Integration for Cisco WebEx Connect Settings

‘Woicemail Pilot Number

LOWP Server Setlings

LD&P Sarver
Search Base DN
aximum Cachs
Wizual Voicermnail Settings
Enakis Visual Voicemal

Specific vocemail 3enagr for ths clusier

{TFTR, CTL snd COMOE

(TFTR, CTL and CCMOP|

M aximum Relum Reguls

Schedule interva

6 Select Allow user to enter manual settings to permit users to change
the Primary Server values in basic mode or the TFTP/CTI/CCMCIP Server

values in advance mode.

Note: When this option is enabled, the user-entered settings will override the
default or global CUCM settings specified for the Cisco WebEx Organization.

Cincg Unified Communications Manager Sarver Satlings
Basic Server Seltings

& Advanced Server Settings

* TFTF Saaner.

* LT Sarer.

* CCMOP Server.

Baciup Serdar #1

Backup Ssreer #2:
BEackup Server

Backup Server:

7 Under Cisco Unified Communications Manager Server Settings,

select:
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= Basic Server Settings: to enter the basic settings for the CUCM
server.

= Advanced Server Settings: to enter advanced or more detailed
settings for the CUCM server.

Note: The Server configuration options will change based on: Basic or Advanced.
8 Enter the following values for Basic Server Settings:

= Primary Server: Enter the IP address of the primary CUCM server.
This server will be configured with TFTP, CTI, and CCMCIP settings.

= Backup Server: Enter the IP address of the backup CUCM server.
This server will be configured with TFTP, CTI, and CCMCIP settings
and will provide failover support in case the primary CUCM server fails.

9 If you have selected Advanced Server Settings in Step 4, specify each
setting for TFTP (Trivial File Transfer Protocol), CTl (Computer Telephony
Integration), and CCMCIP (Cisco Unified Communications Manager IP
Phone) servers.

Ny Cluster

Cigco Unified Communications Manager Sarver Settings

& Easic Server Settings

Ry e— TETE. T and CCMCE
Backup Sarver TFTF, CT1, and CCHMCF
Agvanced Server Setings
Cigeo UC Integration for Cigco WebEx Connecl Sattings
oicemai Piot Numbe
LOAP Server Setlings
LOWP S Laximum Re Esuls
sarch Bass D edu a
1 n Cache

Visual Voicemail Setngs
Enabie Visual Voicams

Specific yoicemail aerer for thia cluabe

146



Chapter 8: Understanding Cisco Unified Communications integration with Cisco WebEx

10 Enter the IP address for each of the following servers:

11

12

13

= TFTP Server
=  CTI Server
= CCMCIP Server

Notes:

= You can specify up to two backup servers for the TFTP server and one backup server
each for the CTI and CCMCIP servers. Enter the appropriate IP addresses for each
Backup Server.

=  For detailed information about the TFTP, CTI, and CCMCIP servers, see CUCI-Connect
Configuration Guide located at
http://www.cisco.com/en/US/products/ps10627/products_installation_and_configuration_
guides_list.html.

In the Voicemail Pilot Number box, enter the number of the voice
message service in your Cisco Unified Communications system.

Note: The Organization Administrator typically provides a default voice message
number for your entire Cisco WebEx Organization. However, you can select the
Allow user to enter manual settings check box to enable users of the cluster to
override this default voice message number.

Enter the LDAP Server Settings information if you Cisco WebEx
Organization is set up with Directory Integration. To obtain LDAP server
settings, contact your company or Organization's IT administrator. LDAP
server settings are applicable only for users on Cisco WebEXx client
versions 6.x or earlier.

Click Voicemail.
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14

15

16

17

18

Cisco Unifled Communications Clustars

agnaral Voicamal Clusters

Detault settings for Visual Voicemail for CUCH

E nabde Visual Vo email
Allow user 1o enter manual settings

Velcamall Servars

Protoeal: v Powt:
Mailstore Senver

Protocal: ¥ Poit:

IMAP IDLE Expire Tims: rminutes

Mailstore Inbox Folder Nama:

Mailstore Trash Foldar Narmi

Have  Hesel

Select Enable Visual Voicemail. The Visual Voicemail settings entered
here will be applicable only to the users belonging to this cluster.

Select Specific voicemail server for this cluster to specify a voicemail
server, which is different from the voicemail server settings provided for
the entire organization. For information about specifying default Visual
Voicemail settings for the entire organization, see Specifying Visual
Voicemail settings (on page 138).

Select Allow user to enter manual settings to permit users to manually
enter Visual Voicemalil settings for this cluster.

For information on entering specific Visual Voicemail settings, see
Specifying Visual Voicemall settings (on page 138).

Click Save to save the Unified Communications configuration.
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Specifying Cisco Unified Communication Manager Express
integration with Cisco WebEx Connect

To specify Cisco Unified CME integration with Cisco WebEx Connect

1 Click the Configuration tab to open the Organization Information
screen.

2 Under IM, click Unified Communications.
3 Click the Clusters tab.
4  Click Add to view the New Cluster dialog box.

5 Select Allow Cisco UC Manager Express integration with Cisco
WebEx Connect.

Rew Cluster

ster Name: [ew Clusiel

= Cmco WebBx Connect Click-ig .
5 L 4
& A s ag 55 infegra h Cisco Vebfx Connect
Dewnicad the Ciace UC Manager Express nSegration dewnipgd
This package is compatible with al Csco WebEx Connect applications versions 7.2.1 and abowe and will nesd 1o be instaled with
sl Cmco WebEx Connect apphcabons on the user's machins

Crsco Unified Communications Manager Express Ssrver Sstings

o | ABow UBer bo anber manesl astlings

Cisco UC Manager Express integration for Cisco WebEx Connect Settings

Viicamail Pile! Huméer

Save || Close

6 Click the Download link to obtain and download the latest software
release.

Note: The Cisco Unified CME integration download server settings will not be auto
populated. The download should be considered a plugin for Cisco WebEx Connect.
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7 Select Allow user to enter manual settings to permit organization
administrators to provide default values and permit users to modify their
Primary Server values.

8 Click Save.

Specifying Cisco TelePresence Video Communication Server

1 Click the Configuration tab to open the Organization Information
screen.

2 Under IM, click Unified Communications.

3 Click the Clusters tab.

4 Click Add to view the New Cluster dialog box.

5 Select Allow Cisco TelePresence Video Communication Server.

6 Select Allow user to enter manual settings to permit organization
administrators to provide default values but allow users to modify their
Internal/External Server and SIP Domain values.
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New Cluster

Cluater Mame. Naw Cluster

Enabde Ciaco VWebEx Connest Chck-1e-Cal
Abpw Cisco UC Manager mbegration with Cisco WebEx Connect
Abow Cisco UC Managsr Expreas inbsgration with Ciacs WebEx Connect

W Abopw Ceco TelePresence Video Communicaton Server

ehng a 8L JabEe

& abpw user io enber manual settings
nb=mal Server
External Server

3P Domain

Save || Cloge

Getting started with Cisco
Unified Communications
Manager for Click to Call

Cisco's call-processing software, telephones, and endpoint devices allows
your company or organization to efficiently run voice, data, and video
communications over a single, converged network.
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Cisco provides call-processing solutions for organizations of all sizes and
types. These industry-leading IP private-branch-exchange (PBX) solutions
manage voice, video, mobility, and presence services between IP phones,
media processing devices, voice-over-IP (VolP) gateways, mobile devices,
and multimedia applications. Cisco call-processing solutions include:

= Cisco Unified Communications Manager: This enterprise call-
processing system is the core of Cisco Unified Communications. It
provides voice, video, mobility, and presence services to IP phones,
media-processing devices, VolP gateways, mobile devices, and
multimedia applications. A single system can support up to 30,000 users
and scale to support up to 1 million users at up to 1000 sites.

The Cisco Unified Communications Manager Click-to-Call service is an
optional feature and not available in Cisco WebEx by default. Click-to-Call is
offered as a free service. However, your Organization Administrator needs to
enable it. Contact your Cisco sales representative for more information.

Cisco Unified Communications Manager

Cisco Unified Communications Manager is an enterprise-class IP telephony
call-processing system that provides traditional telephony features as well as
advanced capabilities, such as mobility, presence, preference, and rich
conferencing services. This powerful call processing solution can help:

= Build productivity with feature-rich unified communications that help
workers spend less time chasing people, and more time being productive.

= Enable mobility with software that has embedded unified mobility
capabilities so mobile workers can remain productive wherever they are.

Cisco Unified Communications Manager creates a unified workspace that
supports a full range of communications features and applications with a
solution that is highly:

= Scalable: Each Cisco Unified Communications Manager cluster can
support up to 30,000 users.

= Distributable: For scalability, redundancy, and load balancing.

= Available: Support business continuity and improve collaboration with
high availability that provides a foundation for multiple levels of server
redundancy and survivability.
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Setup tasks

To get started, open the Cisco Unified CM Administration tool. Tasks for
setting up Cisco Unified Communications Manager include:

= Configuring phones More... (on page 153)

= Configuring the Cisco Unified Communications Manager for Click to Call
More... (on page 155)

Configuring Cisco Unified IP Phones

Before a Cisco Unified IP Phone can be used, you must use this procedure to
add the phone to Cisco Unified Communications Manager. You can also use
this procedure to configure third-party phones that are running SIP, H.323
clients, CTI ports, the Cisco ATA 186 Telephone Adaptor, or the Cisco IP
Communicator.

To configure the phone
1 Select Device > Phone.

2 Select the Add New button.

3 From the Phone Type drop-down list, select the appropriate phone type or
device and click Next. After you select a phone type, you cannot modify it.

4 If the Select the device protocol drop-down list displays, choose the
appropriate protocol of the device and click Next.

The Find and List Phones window will be displayed.
5 Enter the appropriate settings.

6 Select Save.

Option Description

Enter the Media Access Control (MAC) address that identifies Cisco
Unified IP Phones (hardware phones only).

The Media Access Control (MAC) address is a unique, 12-character
hexadecimal number that identifies a Cisco Unified IP Phone or other
hardware device. Locate the number on a label on the bottom of the
phone (for example, 000B6A409C405 for Cisco Unified IP Phone
7900 family of phones or SS-00-0B-64-09-C4-05 for Cisco IP Phone

MAC Address
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Option Description
SP 12+ and 30 VIP).

Do not enter spaces or dashes and do not include the "SS" that may
precede the MAC address on the label.

For information on how to access the MAC address for your phone,
refer to the Cisco Unified IP Phone Administration Guide for Cisco
Unified Communications Manager that supports your phone model.

Cisco Unified Communications Manager converts the MAC address
for each device by

= Dropping the first two digits of the MAC address

=  Shifting the MAC address two places to the left

= Adding the two-digit port number to the end of the MAC address
(to the right of the number)

EXAMPLE

MAC Address for the Cisco VG248 1is
000039A44218

the MAC address for registered port 12 in the
Cisco Unified Communications Manager is

0039A4421812

Enter a name to identify software-based telephones, H.323 clients,
Device Name and CTI ports. The value can include 1 to 15 characters, including
alphanumeric characters, dot, dash, and underscores.

Adding a directory number to the phone

If you are adding a phone, a message is displayed, confirming that the phone
has been added to the database. To add a directory number to this phone,
click one of the line links, such as Line [1] - Add a new DN, in the
Association Information pane that displays on the left side of the window.

To add a directory number:
1 Enter a dialable phone number.

Values can include route pattern wildcards and numeric characters (0
through 9). Special characters such as a question mark (?), exclamation
mark (), backslash (\), brackets ([,]), plus sign (+), dash (-), asterisk (*),
caret (), pound sign (#), and X are also allowable. Special characters that
are not allowed are a period (.), at sign (@), dollar sign ($), and percent
sign (%).
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At the beginning of the pattern, enter \+ if you want to use the international
escape character +. For this field, \+ does not represent a wildcard;
instead, entering \+ represents a dialable digit.

Note: When a pattern is used as a directory number, the display on the phone and
the caller ID that displays on the dialed phone will both contain characters other
than digits. To avoid this, Cisco recommends that you provide a value for Display
(Internal Caller ID), Line text label, and External phone number mask.

The directory number that you enter can appear in more than one
partition.

Select Save.
Select Reset Phone.

For more information, see "Resetting a phone" in the Cisco Unified
Communications Administration Guide.

Note: Restart devices as soon as possible. During this process, the system may
drop calls on gateways.

Configuring Cisco Unified Communications
Manager for Click to Call

Now that you have set up phones and users, you need to complete these
tasks in the Cisco Unified Communications Manager:

Activate the click-to-dial application on the Cisco Unified Communications
Manager More... (on page 155)

Verify the CTI Manager is running on
Cisco Unified Communications Manager More... (on page 156)

Verify the CCMCIP Service is running on
Cisco Unified Communications Manager More... (on page 157)

Verify the correct phone devices are associated with the user More... (on
page 157)
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Activating Cisco WebDialer on Cisco Unified
Communications Manager

Note: Click to Call uses the SOAP interface to interact with the WebDialer servlet on
Cisco Unified Communications Manager. Because Click to Call does not use the HTTP
interface, the application does not interact with the Redirector servlet.

To activate the Cisco WebDialer

1

Select Cisco Unified Communications Manager Serviceability > Tools
> Service Activation.

Select the Cisco Unified Communications Manager server from the
server drop-down list.

In CTI Services, check Cisco WebDialer Web Service.
Click Save.

Verifying the CTI Manager is running on Cisco Unified
Communications Manager

156

The CTI Manager must be running on
Cisco Unified Communications Manager for Click to Call to function properly.

1

Select Cisco Unified Communications Manager Serviceability > Tools
> Control Center - Feature Services.

Select the Cisco Unified Communications Manager server from the server
drop-down list.

In CM Services, verify Cisco CTIManager is running.
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Verifying the CCMCIP Service is running on Cisco Unified
Communications Manager
Click to Call retrieves the phone type for the user from the CCMCIP (Cisco
CallManager Cisco IP Phone Services) service, and displays the phone type
on the Phone Preferences screen in Click to Call. Because the CCMCIP
service only runs on Cisco Unified Communications Manager release 6.x or

later, this procedure is only applicable if you are running this
Cisco Unified Communications Manager release.

1 Select Cisco Unified Communications Manager Serviceability > Tools
> Control Center - Network Services.

2 Select the Cisco Unified Communications Manager server from the server
drop-down list.

3 In CM Services, verify Cisco CallManager Cisco IP Phone Services is
running.

Verifying the correct phone devices are associated with the
user

You need to verify that the correct phone devices are associated with the user
on Cisco Unified Communications Manager. If a phone device is not correctly
associated with the user on Cisco Unified Communications Manager, the
phone is not listed on the Phone Preferences screen in Click to Call.

1 Select Cisco Unified Communications Manager Administration > User
Management > End User.

2 Click Find.
3 Click on the appropriate user ID.

4 In the Device Association section, verify the correct devices are listed in
the Controlled Devices window.

Note: If you need to associate a phone device with the user, click Device Association.
Consult the Cisco Unified Communications Manager online help for further information.
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How to configure application dial rules

You can configure dial rules for applications that automatically strip numbers
from, or add numbers to, a telephone number that a user dials. For example,
you can use dial rules to automatically prefix a digit to a telephone number to
provide access to an outside line.

You configure application dial rules on

Cisco Unified Communications Manager from Cisco Unified
Communications Manager Administration > Call Routing > Dial Rules >
Application Dial Rules.

This section provides a brief description of application dial rules. For detailed
information on configuring the application dial rules on
Cisco Unified Communications Manager, refer to these documents:

= The "Application Dial Rules Configuration" section in the Cisco Unified
Communications Manager Administration Guide

= The "Dial Plans" section in the Cisco Unified Communications Manager
Administration Guide

=  Sample Application Dial Plan (on page 158)

» Configuring Cisco WebDialer to automatically use application dial rules on
Cisco Unified Communications Manager (on page 160)

Sample Application Dial Plan
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Number Number of Total Digits Prefix

Name/Description Begins With Digits to be Removed with Pattern
International 12 Digit + 12 1 9011
International 13 Digit + 13 1 9011
International 14 Digit + 14 1 9011
International 15 Digit + 15 1 9011
Local 7 Digit

7 9
XXX-XXXX
Local 10 Digit 510 10 3 9
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Number Number of Total Digits Prefix
Name/Description Begins With Digits to be Removed with Pattern

(510) XXX-XXXX

National 10 Digit
(XXX) XXX-XXXX

10 91

National 11 Digit
L(XXX) XXX-XXXX

11 9

In the sample application dial plan above, 9 represents the off-net access
code for outside dialing. For domestic calls, you append the appropriate
quantity of digits to the off-net access code to call either a local number or a
national (long-distance) number. In each international dial rule, you replace
the "+" with the off-net access code and the appropriate international dialing
access code.

These application dial rules are configured in the sample dial plan above:

= Any international number, the application dial rule removes "+" from the
number, and prepends the off-net access code 9 and the international
dialing access code 011 to the remaining digits.

= Any local seven digit number, the application dial rule prepends the off-net
access code 9.

= Any local ten digit number that begins with 510, the application dial rule
removes 510 from the number and prepends the off-net access code 9 to
the remaining digits.

= Any national ten digit number, the application dial rule prepends the digits
91.

= Any national eleven digit number beginning with 1, the application dial rule
prepends the off-net access code 9.

If the Number Begins With field is blank, you leave the number of initial digits
open that you wish to apply to the dial rule. For example, the initial digits 1,
1408, or 1408526 will each match the dialed number 14085264000.
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You must configure the application dial rule list in order of priority.

Cisco Unified Communications Manager applies the first dial rule match that it
finds for the dialed number in the dial rule list; it does not attempt to find the
best match in the list. For example, if you configure the dial rule conditions
listed below, on receipt of the dialed number 14085264000,

Cisco Unified Communications Manager will ignore dial rule 1, and apply dial
rule 2 because it is the first match. Although dial rule 3 is the best match,
Cisco Unified Communications Manager ignores any subsequent rules in the
list after finding the first match.

1 Begins with 9 and is 8 digits long, then do X.
2 Begins with 1 and is 11 digits long, then do Y.
3 Begins with 1408 and is 11 digits long, then do Z.

Note: You can also configure directory lookup rules on

Cisco Unified Communications Manager. Directory lookup rules transform the number
the user dials into a directory number. For further information, refer to the "Directory
Lookup dial Rules Configuration™ in the Cisco Unified Communications Manager
Administration Guide.

Configuring Cisco WebDialer to automatically use application
dial rules on Cisco Unified Communications Manager
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You can configure the Cisco WebDialer service to automatically apply the
application dial rules that are configured on

1 Select Cisco Unified Communications Manager Administration >
System > Service Parameters.

2 Select the Cisco Unified Communications Manager server from the Server
menu.

3 Select Cisco WebDialer Web Service from the Service menu.
4 Click True for the Apply Application Dial Rules on Dial parameter.

5 If you are running Cisco Unified Communications Manager release 6.x or
7.x, click True for the Apply Application Dial Rules on SOAP Dial
parameter.

6 Restart the Cisco WebDialer service.
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Troubleshooting

The following topics provide troubleshooting information when you encounter
problems when using Cisco Unified Communications Manager:

= Click to Call log files and configuration files
= Click to Call Log Files

= Error Messages (on page 161)

Error Messages

This table provides a list of error messages can appear in the Click to Call
application and describes a recommended action for each error message.

Error message Problem and recommended action

A connection error
occurred. Verify Click
to Call is running .

A directory error
occurred. Contact your «
phone administrator

A service error
occurred. Retry the
call. If the problem .
persists, contact your
phone administrator

Cannot make call.
Verify Click to Call is "
running

Click to Call cannot

find Cisco IP .
Communicator. Verify

it is running or select
another phone

A call was attempted using the Click to Call functionality when the
Click to Call application is not running.

Ask the end user to restart the Click to Call application.
The Cisco Unified Communications Manager directory service may
be down.

Allow a short time lapse and retry your connection. If the error occurs
again, contact your Cisco Unified Communications Manager system
administrator.

An internal error occurred in the WebDialer application.

Contact your Cisco Unified Communications Manager system
administrator.

Ask the end user to restart the Click to Call application.

Ask the end user to verify that their Cisco IP Communicator soft
phone is running properly or to select a phone to use with the Click to
Call application.
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Error message

Click to Call is not fully
configured

Destination cannot be
reached

Login failed. Verify
your user name and
password are correct

No phone is available.
Verify contact your
phone administrator

No phone has been
selected for use with
Click to Call. Select a
phone

Proxy authentication
rights could not be

found. Contact your
phone administrator

Service is temporarily
unavailable. Retry the
call. If the problem
persists, contact your
phone administrator

The service is
overloaded. Retry the
call. If the problem
persists, contact your
phone administrator

The URL you
requested is not
available. Contact your
phone administrator

The XML command is
not available in the

Problem and recommended action

One or more mandatory fields in the sign in screen have been left
blank.

Ask the end user to enter the missing information on the sign in
screen and retry.

The end user dialed the wrong number or you have not applied the
correct dial rules.

Check that the Cisco WebDialer service is configured to use the
application dial rules on Cisco Unified Communications Manager.

Provide the end user with the correct username and password for the
Cisco Unified Communications Manager server.

Ask the end user to enter the username and password at the sign in
screen and retry.

Ask the end user to verify and refresh the phone preferences in the
Phones screen of the Click to Call Preferences.

The end user has no phone selected to use with the Click to Call
application.

Ask the end user to select a phone to use with the application from
the Click to Call.

Cisco WebDialer service sends this error. Contact your
Cisco Unified Communications Manager system administrator.

The Cisco Unified Communications Manager service is overloaded. It
has reached its limit of two concurrent sessions.

Allow a short time lapse and retry your connection. If the error occurs
again, contact your Cisco Unified Communications Manager system
administrator.

The Cisco Unified Communications Manager service is overloaded. It
has reached its limit of two concurrent sessions.

Allow a short time lapse and retry your connection. If the error occurs
again, contact your Cisco Unified Communications Manager system
administrator.

Provide the end user with the correct Cisco Web Dialer and/or Device
Query service IP address.

Ask the end users to enter this information in the sign in screen and
retry.

This is an error sent from the Cisco WebDialer service. Contact your



Error message
request. Contact your
phone administrator

<Number> cannot be
converted to a valid
phone number

The maximum phone
number length is 32
digits

Invalid XML command.
Contact your phone
administrator

Cisco WebDialer
service cannot be
found. Verify the
address

The call failed. Verify
you are logged into
your Extension Mobility
device. If the problem
persists contact your
phone administrator
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Problem and recommended action

Cisco Unified Communications Manager system administrator.

The phone number the end user has entered is invalid.

Ask the end user to edit the phone number and retry the call.

The phone number the end user has entered is too long.

Ask the end user to edit the phone number and retry the call.

Cisco WebDialer service sends this error. Contact your
Cisco Unified Communications Manager system administrator.

Provide the end user with the correct Webdialer server address.

Ask the end user to enter this server address on the sign in screen
and retry.

A call request is already in progress or the Cisco WebDialer service
could not get a line on the phone device from the CTI.

Wait a few moments and then retry your connection. If the error
occurs again, contact your Cisco Unified Communications Manager
system administrator.
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Using the Policy Editor to
define and apply Policies

Cisco WebEXx provides a Policy Editor to define and apply policies for your
groups. Policies can be used to enable or disable features such as file
transfer, desktop sharing, archiving IM sessions, and automatically upgrading
Cisco WebEXx. You can apply policies for all the users within your Cisco
WebEXx organization or to a specific groups of users.

You cannot apply policies to an individual. For more information about how
policies and policy actions work, see Understanding policies and policy
actions (on page 165).

Understanding policies and policy actions

A policy is a set of rules that includes actions which determine the Cisco
WebEXx features available to groups of users or to an entire Cisco WebEXx
organization. Thus, a policy can include multiple actions which are enabled,
disabled, or available for advanced configuration. For example, a customer
who wants to restrict certain Cisco WebEx capabilities for Contractors can
create a policy named Contractor Policy. This policy can restrict the
capabilities that need to be disabled by setting specific actions to FALSE. For
instance, a Contractor Policy may disable External File Transfer and
External IM for Contractors as shown in the following graphic.
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Example of Contractor Policy with some features disabled

_ Actions associated

Rokcyname with Contractor Acvan Tog Nomg_Btumsl i >

po"cy e Sxberes A‘-.- et C rbQe stem

Definition of each Policy Action

An action is a Cisco WebEXx capability that can be regulated via policies. For
example, the External File Transfer action corresponds to the capability of
exchanging files with users outside the Cisco WebEx Organization.

Defining and applying policies
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It is important to understand the difference between Organization level
policies and group level policies.

When you create new users in your Cisco WebEx Organization, they do not
belong to any groups by default. All default policy actions will therefore apply
to your entire Cisco WebEx Organization. This is because the top-level group,
typically created at the time of provisioning includes all the users of the Cisco
WebEx Organization.

When the Organization Administrator creates groups and applies specific
policies to these groups, the group-level policies will override the organization-
level policies. Users belonging to these groups will now be governed by the
group-level policies instead of the organization-level policies. For example, if
the Organization Administrator applies a policy that prohibits external VOIP
communications for a particular group, users of that group will be unable to
communicate using VOIP. However, external VOIP communications may still
be enabled for all other users in the organization.
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You can apply policies at the Organization level or to specific groups.
However, if there is a conflict in policy settings between the Organization level
and group level (or between a parent group and its sub-groups), the most
restrictive actions will take effect. For example, if VOIP capability is turned on
(set to TRUE) at the Organization level, but turned off (set to FALSE) at the
group level, VOIP capability for all users within the group will be disabled.
However, if VOIP capability is turned off at the Organization level but the
group has enabled it, VOIP capability will still be disabled for the users of the
group. The following graphic illustrates how policies are applied at the
Organization and group levels.

l |

Join External

Contractors e Employees
{Group) EALSE (Group)
s— HR (Child
group)
*External File
Transfer=FALSE )
«External IM=FALSE i IT(Child
group)
External File Transfer= g—Finance
FALSE (Child group)

Policy applied at Group level will automatically
applyto child groups under it. Thus, Join External
Workspace will apply to the Finance child group
in addition to External File transfer.
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About the Policy Editor

Use Cisco WebEx Administration Tool to set policies. You can set different
policies for each group and make changes to your policies at any time. If your
Cisco WebEx Organization is newly provisioned, all capabilities are enabled
for all users by default, except the capability that requires users to use AES
encryption.

Note: If you have modified or updated any policy, you need to first sign out of Cisco
WebEx and then sign in again for the updated policy to take effect.

To learn how to apply policies to your groups, see Assigning policies to
groups (on page 184).

Adding policies
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To add or edit policies:

1

2

Sign in to Cisco WebEx Administration Tool.

Click the Policy Editor tab. The Policy List appears to the left and the
Action List appears at the right of the Policy Editor screen as shown in
the following graphic.

Policy Name: Demo Policy

Policy List Action List

L) Add || X Delete Q) Add | X Delste Edit
Folicy Mame Applied Action Mame
Contractor Policy ] Upload Widgets
Demo Palicy [v] External DesktopShare
Organization Policy O External VOIP

Under Policy List, click Add. "New Policy "appears as the policy name
by default.

Enter a unique name for the policy.

To add Actions for this policy, see Adding actions to a policy (on page
169).
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6 Select the Applied check box to view a message as shown in the
following graphic.

Confirm Change

The Policy "Demo Palicy™ will be applied ta all the uzers within
your Cizco WebEx Connect Organization.

If you weant to apply this policy to & specific group, click "Cancel"
and then click the Group takb, From the list of groups, select the
group to which you want to apply thiz policy.

[ OK ][ Cancel ]

7 Click OK in the message box to apply the policy for the entire Cisco
WebEx Organization.

8 To apply policies to specific groups, see Assigning policies to groups (on
page 184).

Adding actions to a policy

To add actions to a policy:
1 Signinto Cisco WebEx Administration Tool.

2 Click the Policy Editor tab. The Policy List appears to the left and the
Action List appears at the right of the Policy Editor screen as shown in
the following graphic.

Policy Name: Dermo Policy

Policy List Action List

() Add || % Delste QAdd | X Delets Edit
Folicy Mame Applied Action Mame
Contractor Policy M Lpload Widgets
Demo Palicy [v] External DesktopShare
Organization Policy |l External WOIP

3 Under Policy Name, select the policy to which you want to add actions.

4 To add actions, click Add Action under Action List. The Action Editor
screen appears.
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Action Editor x
Action Tag Hame: |AutumaticUpdates | o |
) Enahled
() Dizabled
D Advanced
[ Save ] [ Cancel ]

5 Select a policy action from the Action Tag Name drop down list. The list
of available action tags appears.

Note: For more information on these actions, see Understanding policies and policy
actions (on page 165).

Action Editor o

Action Tag Name: |HD video u |G |

-~

Join Wurksiace

External Desktop Share
Internal Desktop share :]
| Workspace Feature

Invite Users To Workspace _

Invite External Users To Workspace

Support AES Encryption for IM

Support S5L Encryption for IM

Support no Encryption for IM

Internal IM (induding whitelisted domains)

Upload Widgets

Allow user to edit profile

Allow user to edit the view profile setting

Internal Screen Capture

External Screen Capture

Send Internal Broadcast Message

Send External Broadcast Message

Allow user to send broadcast to a directory group
[HD video | -

{Li]
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After selecting the appropriate policy action, select:
= Enabled: to enable the selected policy action.
= Disabled: to disable the selected policy action.

= Advanced: to open the advanced configuration options for the
selected policy action.

When you select Advanced, in the previous step, the Action Editor dialog
box expands to show the advanced configuration options.

Action Editor
Action Tag Hame: External IM

Enabled
Dizakled
# Advanced
— true Action Details Configuration
Action Mode Type: Term Element

Element Description:  true
Type: True

Under Action Details Configuration, select the appropriate Action Node
Type: Term Element or Logic.

If you have selected Logic, select the relevant logical operator: OR, AND,
or NOT from the logical operators drop down list.

If you have selected Term Element, select the relevant Element
Description Type. The Element Description Type determines the
behavior the policy action, that is, whether the policy action will be turned
on or off or under what conditions the policy action will be turned on or off.
The following types are available:

= Pair Element

=  EXists
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= Requires
= True

= False

= Call

Note: The True and False values indicate whether the policy action will be
enabled or disabled. The rest of the values determine the condition under which
the policy will be enabled or disabled.

11 Click Save.

Using policy actions available in Cisco WebEx

172

This section describes the policy actions available in Cisco WebEx. The
description also includes information about the impact a policy action has on
the features that it controls. This in turn enables you to set the most
appropriate policies on the groups that you administer. For information on how
to view and set policy actions, see Adding actions to a policy (on page 169).

By default, a newly provisioned Cisco WebEx Organization has all the
capabilities granted to all the users. This means all Cisco WebEXx features are
available to all users by this default policy action.

Notes:

=  Only the end-to-end encryption policy is not enabled by default. The Organization
Administrator needs to explicitly enable this policy. Administrators then need to create policies
only if specific capabilities for all the users or specific groups of users need to be disabled.

= Policy actions cannot be enforced on users using third-party XMPP IM clients.

= No more than 10 VolP conference attendees can be connected to the same VolP conference
simultaneously.

External users are users who do not belong to the Cisco WebEXx organization
but can still use Cisco WebEx to communicate with users who belong to the
Cisco WebEx organization.

Policy Action Description Impact Default Value
External File Controls file transfer ~ Setting this policy action to FALSE TRUE
Transfer in an IM session will stop all file transfers between

between the organization users and external

organization users users, including multi-party IM
and users outside sessions with at least one external



Policy Action

Internal File
Transfer

External IM

External VOIP

Internal VOIP

External Video

Internal Video
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Description
the organization.

Controls file transfer

in an IM session
between users
within the
organization.

Controls IM sessions
between users in the

organization and
users outside the
organization.

Controls VOIP
communications in
IM sessions

between users in the

organization and
users outside the
organization

Controls VOIP
communications in
IM sessions
between users
within the
organization.

Controls video
services in IM
sessions between
users in the
organization and
users outside the
organization

Controls video
services in IM

Impact
user.

Setting this policy action to FALSE
will stop all internal file transfers.

When this policy action is not
explicitly set to FALSE, all the
users within the organization will
have the ability to exchange files
with the internal users.

Setting this policy action to FALSE
will stop all IM sessions between
users in the organization and users
outside the organization. This will
also stop all dependent services
like voice, video, and VOIP.

Setting this policy action to FALSE
will stop all VOIP communications
in IM sessions between users in
the organization and users outside
the Organization. However, other
services like text-based IM
sessions and file transfers will be
available

Setting this policy action to FALSE
will stop all VOIP communications
in IM sessions between users
within the organization. However,
other services like text-based IM
sessions and file transfers will be
available.

When this policy action is not
explicitly set to FALSE, all the
users within the organization will
have the ability to use VOIP
communications in IM sessions.

Setting this policy action to FALSE
will stop all video services in IM
sessions between users within the
organization and users outside the
organization. However, other
services like text-based IM
sessions and file transfers will be
available.

Setting this policy action to FALSE
will stop all video services in IM

Default Value

TRUE

TRUE

TRUE

TRUE

TRUE

TRUE
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Policy Action

Local Archive

External
Desktop Share

Internal
Desktop share

Description
sessions between
users within the
organization.

Controls the ability
of the user to locally
archive IM text
messages.

Controls the ability
of users within the
organization to
share their desktop
with users outside
the organization.

Controls the ability
of users within the
organization to
share their desktop

Impact Default Value
sessions between users within the

organization. However, other

services like text-based IM

sessions and file transfers will be

available.

When this policy action is not
explicitly set to FALSE, all the
users within the organization will
have the ability to use video
communications in IM sessions.

Starting with the 7.1 client, previous TRUE
stored local history will be deleted
when this policy is set to FALSE.

In the Cisco WebEXx client, the
following option is disabled: Edit
>Settings>General IM>Message
Archive.

If you are upgrading from Cisco
WebEXx version 5.x to 6.x, the chat
history archive stored on the users'
local computers will be deleted and
cannot be recovered. It is
recommended that the
Organization Administrator
communicates this to all Cisco
WebEx Organization users.
Additionally, users need to backup
their individual chat archives before
Cisco WebEx is upgraded to a
newer version.

Beginning with 7.1, local history will
be deleted when this policy is set to
FALSE.

Setting this policy action to FALSE TRUE
prevents users within the

organization from sharing their

(local) desktop with users outside

the organization.

When this policy action is not
explicitly set to FALSE, users can
share their (local) desktop with
users outside the organization.

Setting this policy action to FALSE TRUE
prevents users within the

organization from sharing their

desktop with other users within the



Policy Action

Support AES
Encryption For
IM

Support SSL
Encryption For
M
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Description
with other users
within the
organization.

Enables users to
specify support for
end-to-end
Encryption for IM
sessions.

Enables users to
specify support for
SSL Encryption for
IM sessions.

Impact Default Value
organization.

When this policy action is not
explicitly set to FALSE, users can
share their desktop with other
users inside the organization.

Setting this policy action to FALSE FALSE
will disable support for end-to-end
Encryption for IM sessions.

If a user is designated to be
logged, the end-to-end encryption
policy setting will be overridden to
be FALSE. End-to-end encryption
is not supported for logged users.
For more information, see

Overview of IM Archiving (on page
98).

Note To apply this policy
exclusively, the Support SSL
Encoding For IM, and Support
No Encoding For IM policies
should be set to FALSE. If they
are set to TRUE, the encryption
level negotiated will be the
highest level that the other
party supports. This policy
action is set to FALSE by
default.

For more information about
encryption levels, see About
Encryption Levels (on page 178).

Setting this policy action to FALSE TRUE
will disable support for SSL
Encryption for IM sessions.

Notes:

= This policy action is applicable
only if you are using Cisco
WebEXx version 5.x. It is not
applicable to Cisco WebEx
version 6.X.

=  To apply this policy
exclusively, the Support AES
Encoding For IM, and
Support No Encoding For IM
policies should be set to
FALSE. If they are set to
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Policy Action Description Impact Default Value
TRUE, the encryption level
negotiated will be the highest
level that the other party
supports. For more information
about encryption levels, see
About Encryption Levels (on

page 178).

Internal IM Controls IM Setting this policy action to FALSE TRUE
(including communication will prevent users within the
White Listed between users organization from being able to IM
domains) within the users within the domains specified

organization and in the white list. However, users

specific domains on within the organization will continue

the white list. to be able to IM each other. Setting

this policy action to FALSE will also
disable other dependent services
such as VOIP, Video and
FileTransfer.

Allow userto  Controls the ability ~ Setting this policy action to FALSE TRUE
edit the view to restrict groups of  prevents users from changing their
profile setting  users from changing user profile view settings.

their user profile

. . This policy action impacts the
view settings. policy P

Allow users to change their
profile view settings check box in
the Profile Settings screen under
the Configuration tab.

When this policy action is set to
FALSE, the Allow users to
change their profile view
settings check box will have no
impact even if it is selected.

Allow userto  Controls the ability ~ Setting this policy action to FALSE TRUE

edit profile to restrict users from will prevent users from editing their
editing their profile profile information.
information.

This policy action impacts the
settings in the Profile Settings
screen under the Configuration

tab.
Internal Screen Controls users' Setting this policy action to FALSE TRUE
Capture ability to send a prevents users within the
screen capture to organization from sending screen
users within the captures within the Organization.

Organization.
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External
Screen
Capture

Send Internal
Broadcast
Message

Send External
Broadcast
Message

Allow user to
send
broadcast to a
directory group

HD Video

File Upload

External File
and Meeting
Archive
Sharing

Chapter 9: Using the Policy Editor to define and apply Policies

Description

Controls users'
ability to send a

screen capture to
users outside of the

Organization.

Controls users'
ability to send

broadcast messages
to users within the

Organization.

Controls users'
ability to send

broadcast messages
to users outside of
the Organization.

Controls users'
ability to send

broadcast messages
to a directory group

within the
Organization.

Controls the HD
Video feature on

computer to

computer calls when
External Video or

Internal Video

policies are enabled

Controls file upload
to the Cisco WebEXx

file library

Controls Cisco
WebEX file and
meeting space

sharing with external

users

Impact

Setting this policy action to FALSE
prevents users within the
organization from sending screen
captures outside of the
organization.

Setting this policy action to FALSE
prevents users within the
organization from sending
broadcast messages inside the
Organization.

Setting this policy action to FALSE
prevents users within the
organization from sending
broadcast messages outside of the
Organization.

Setting this policy action to FALSE
prevents users within the
organization from sending
broadcast messages to a directory
group within the Organization.

Setting this policy action to FALSE
will prevent HD Video for all
computer to computer calls.

Setting this policy action to FALSE
will prevent all file uploads to
WebEX file library. Disabling file
uploads will not affect content
previously uploaded. The policy
takes effect the next time the user
attempts to uploads a file

Setting this policy action to FALSE
will prevent external users from
accessing any WebEx file and
meeting space content.

Content previously shared with
external users will continue to be
shared if this policy action value is
changed to FALSE from TRUE

Default Value
TRUE

TRUE

TRUE

TRUE

TRUE

TRUE

TRUE
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Policy Action Description Impact Default Value
Public File Controls whether file Setting this policy action to FALSE FALSE
Sharing owners can share will prevent file owners from

the direct file link sharing the direct file link to other

without requiring users and will require them to

users who received  explicitly name the users they
the file link to login ~ would like to share the file with.
to download the file.

Note: Organization Administrators who want to disable the following policy actions for all
users should set their value to FALSE:

= |nternal VoIP

= External VolP

= |nternal Video

= External Video

= |Internal File Transfer

= External File Transfer

= Internal Desktopshare
= External Desktopshare

The value for both "internal" and "external" must be set to FALSE.

About Encryption Levels

Typically, all IM communication between Cisco WebEXx clients will be
encrypted both within the Cisco WebEx Organization and outside of it. The IM
communication will be encrypted at the originating Cisco WebEXx client and
decrypted at the destination client. This encryption applies to all forms of IM
communication including text, desktop (and application) sharing, file transfer,
VOIP, and video.

Cisco WebEx provides three levels of encryption:

= 256-bit Advanced Encryption Standard (AES)/End-to-End encryption:
Provides an additional layer of security, where data is encrypted using
AES at the client and decrypted only at its destination.

= 128-bit Secure Sockets Layer (SSL): Connectivity between a client and
the SSL termination point in the data center is encrypted. In Cisco WebEXx
version 6 or later, Cisco WebEXx clients always use SSL (Secure Sockets
Layer) to connect to Cisco WebEx Data Centers.
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= No encryption: The data is not encrypted, but connectivity maybe SSL
(for Cisco WebEx version 5.x). For Cisco WebEXx version 6 or later,
connectivity is always SSL.

The level of encryption depends on the policy set by the Organization
Administrator. The Organization Administrator can apply the encryption policy
either across the Cisco WebEx Organization or to specific groups.

The Cisco WebEXx client automatically determines its encryption level from the
policy applicable to the user logged into the client. Therefore, if a Cisco
WebEXx organization's policy settings do not allow a particular encryption level,
the IM session will be disallowed and the applicable error message will be
displayed to all clients in the IM session.

Note: In a group IM scenario, the encryption level will be negotiated between all the
users when the initial invite is sent out. After the IM session is established, subsequent
attendees will need to support the negotiated encryption level to be able to participate.

The following example explains a typical encryption policy for IM sessions.

An organization that chooses to adopt end-to-end encryption can choose from
these policy options:

= Allow only end-to-end encryption. Do not set end-to-end encryption
exclusively if you have users that you need to log IMs for. This is because
IM logging will take precedence over end-to-end encryption.

= Allow both end-to-end encryption and SSL encryption. This option is
applicable if you are using Cisco WebEXx version 5.x.

= Allow end-to-end encryption, SSL encryption, and no encryption.

The following table illustrates the impact of these policy options.

Client B Encryption Level

End-to-end
encryption SSL SSL
Client A Policies
Only end-to-end encryption | End-to-end Don't allow Don't allow
encryption
End-to-end encryption or End-to-end SSL Don't allow
SSL encryption
End-to-end encryption or End-to-end SSL No encryption
SSL or no encryption encryption
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In the Action Editor, you need to set TRUE or FALSE for each of these
encryption levels based on the policy option you choose.
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Understanding Groups

The Cisco WebEx Connect Organization Administrator organizes users into
groups (or policy groups). The groups are assigned group policies to
determine what actions should be applied to users belonging to a particular
group. Users can be members of one or more groups.

A top-level group, named with your company, or organization's name is
created when your Cisco WebEx Connect Organization is provisioned. The
Organization Administrator role can only be assigned to users who are
members of the top level group.

Note: Cisco WebEx Connect sees a personal library appear as a group associated with
a user, but this group cannot be modified.

To view the Group screen
1 Signin to the Cisco WebEx Connect Administration Tool.

2 Click the Group tab to open the Group screen.

Ussr | Conbigaeaion  Paolicy Editer | Growp  Feperd | About | Heh
Q ganrch | [(Qhaga | [ F F-nn@)ﬁ Dslats Wors At 'T_d:cl_'m“u::""” ('D
Hame Hama
Do Garoup O] Do eroup Pdicy
[ L1 ] @

Where you enter the search terms to search for the group you want.
Icons or tools that let you perform tasks related to groups.

Where the list of groups is displayed.

®©® © ©® 6

List of policies assigned to the currently-selected group.
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Note: The following options are not available when your Cisco WebEx Connect
Organization is set up with Directory Integration and single sign-on integration:

Creating new groups
Editing existing groups
Deleting existing groups

Adding groups

Only Organization Administrators can create new groups.
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To create a new group:

1

2

4

5

Sign in to Cisco WebEx Connect Administration Tool.

Click the Group tab to open the Group screen.

Llssr Configuraton Paliay Editor Growp  Fepon Abcan Hek
search D) Add Fisramne 3 Dielsie are Sations pF“T::FT M:ﬂ::"?"
Hams Mare
[Ooc Ceoup [0 Demo Bolicy
trciestd [ | Dor oo Policy
E=ample Policy

Click the Add Group icon to open the Add Group dialog box. The name
of the Parent Group is always displayed at the top of this dialog box.

,{, Add Group
Parent Group: Doc Group
Group Mame: |Design

[ OK ” Cancel ]

In the Group Name field, enter a name for the group.

Click OK to create the new group and return to the Group screen.
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Editing groups

Editing a group involves only renaming it. Only Organization Administrators
can edit groups.

To edit a group:
1 Signinto Cisco WebEx Connect Administration Tool.

2 Click the Group tab to open the Group screen.

Llzar Conlguraton Foliay Editor Group Reepon Aot Helr
Saarch ] i._._i Aatd Fizramme ¥ Dalste Mars Agticnz l:lTr:f “ﬁflk:f:?m
Hams HMam@
[Ooc Ceoup [0 Demo Bolicy
trciestd Ll | Dot Grous Policy
Ezample Policy

3 Inthe Search field, enter at least one letter of the group that you want to
edit and click Search to view the group that you want to edit.

Liser Caonfiguration Palicy Editor Group Raport About Help
d | Search &) Add " Rename ¥ Delete Iore Actions
MHarme
Design
Dioc Group

4 Select the group and click the Rename Group icon to view the Rename
Group dialog box.

5 Inthe Group Name field, enter the new name for the group and click OK
to return to the Group screen. Your renamed group is now visible in the
Group screen.

Deleting groups

A group can only be deleted if the group is empty and has no users
associated with it. However, if a group is not empty, you can delete any users
that belong to multiple groups. You cannot delete the top-level group, which
was created when your Cisco WebEx Connect Organization was provisioned.
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To delete a group:
1 Signinto Cisco WebEx Connect Administration Tool.

2 Click the Group tab to open the Group screen.

Llsar Coonfiguraion Puliay Editor Growp | Fegon Albcan Hek
Search | o Add Ferame * Dislstz Mars Actions i":':r:' M_:*:”"
Mare Hamg
Dot Geoup [0 Demo Folicy
crclestd [ Door Grows Polics
Exaimple Podicy

3 Inthe Search field, enter at least one letter of the group that you want to
delete and click Search to view the group that you want to delete.

Lser Configuration Folicy Editor Group Report About Help
d | Search | £ Add " Aename ¥ Delote More Acticns
Marne
Design
Dioc Group

4  Select the group and click the Delete Group icon to view the Delete
Group confirmation message.

5 Click OK in the message box to delete the selected group. You cannot
retrieve a deleted group.

Assigning policies to groups

Assigning a policy to a group involves selecting the group and the policy that
you want to apply to it. You can assign multiple policies to a group. If a group
contains child groups, the policies you assign to the parent group will also
apply to the child groups. However, the policies that you assign to a child
group do not apply to the parent group. For more information about policies,
see Understanding policies and policy actions (on page 165).

To assign policies to groups
1 Signinto Cisco WebEx Connect Administration Tool.

2 Click the Group tab to open the Group screen.
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Ly Comilguaraiian. Palioy Editor Lrougs Peageceri Abcan Hek
Saalch ] :__',' Ackd Fiarairms M D=lsis Mars Agticns nF'Tr:f Mf?:mm
Haire Marms
Dot Geoup [0 Cemo Folicy
crclests | Dot o Polcy
Ezample Policy

3 Inthe Search field, enter at least one letter of the group for which you
want to assign policies and click Search.

Llzer Configuration Folicy Editor Group Report About Help
d | Search | £ Add " Aename ¥ Delote More Acticns
Marne
Design
Dioc Group

4 In the list of groups that match your search term, select the group for
which you want to assign policies.

5 Under Policy Assignment, select the policies that you want to apply. You
can select one policy at a time. A brief pause indicates that your policy is
being assigned.

6 To unassign a policy, clear the check box next to the appropriate policy.

Viewing top level, parent, and child groups

An Organization Administrator can organize groups in a hierarchical manner
by creating parent and child groups. The topmost group in the groups
hierarchy is always the top-level group created when your Cisco WebEx
Connect Organization was provisioned. You cannot create another parent
group above the top-level group. You can create any number of parent and
child groups under this top-level group.

A parent group can also be a child group and vice versa.

To view top-level, parent and child groups
1 Sign in to the Cisco WebEx Connect Administration Tool.

2 Click the Group tab to open the Group screen.
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[REFT, oo rvliguarariio s Paliay Edior o Pz Aboan Hek
- Pl i Ao bgiiems il
Saarch & Add Feramme | | X Delsts Mare Agtions F .rr N _.“k:'lll \

Haire Mams
Ooc Geoup O  femo Policy

crclests L Dwe Grows Polcy

Emample Podicy

3 Inthe Search field, enter at least one letter of the group whose parent or
child groups you want to view.

4 Click Search to view the list of groups that match your search term.

[RELT; Caonfiguration Policy Editor Group Raport About Help
d | Search | &) Add " Rename X Delete More Actions
Marme
Design
Dioc Group

5 Select the group and click More Actions.

6 In the the More Actions drop down list, select one of the following as
required:

= Top Level Group: to view the top level group of the selected group.
The top level group is always the group created when your Cisco
WebEx Connect Organization was provisioned.

= View Child Groups: to view the child groups of the selected group.
= View Parent Group: to view the parent group of the selected group.

= View Group Users: to view the list of users belonging to the selected
group. Note that the list of users is displayed in the User screen under
the User tab.
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Directory Integration

With Directory Integration, the following are enabled for your Cisco WebEx
organization:

Automating user provisioning and de-provisioning.

Keeping user profile information in the Cisco WebEx Administration Tool
updated with the information from the corporate directory.

Exposing groups (for example, distribution lists) to users in Cisco WebEXx
so that users can add “Groups” to their contact list without having to add
individual members directly.

Categorizing users into Policy groups. For information about applying
policies to groups, see Assigning policies to groups (on page 184).

Notes:

= |f your Cisco WebEx organization is enabled with directory integration, users
cannot edit the directory information in their profiles. Users need to contact the
Organization Administrator for updates to their profiles.

= If your Cisco WebEXx organization is enabled with directory integration, you can
deactivate users manually in case a user's account needs to be deactivated
immediately.

Directory Integration Import Process and File

Formats

Note: Organization Administrators and User Administrators cannot be created using the
Directory Integration process.
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Cisco WebEx Connect customers who plan to enable Directory Integration for
their organizations need to:

= Contact the Cisco CSM to request for Directory Integration. Cisco will
provide the necessary credentials and relevant settings.

= Sign in to the Cisco WebEx Connect Administration Tool to configure
Directory Integration settings with the credentials and other settings
provided by Cisco.

= Develop and run a script or tool to do the following:
= Extract the relevant pieces of information from the directory

= Convert the extracted information to a CSV file. For information about
CSV files, see CSV File Format (on page 207) and User File Formats
(on page 190).

= Upload the CSV file to Cisco’s Secure FTP server

Note: Contact your Cisco WebEx Customer Success Manager to enable Directory
Settings in the Cisco WebEx Connect Administration Tool and provide the necessary
credentials and relevant settings.

To specify Directory Integration settings:

1 Click the Configuration tab and click the Organization Information
screen.

2 Under System Settings, click Directory Settings to open the Directory
Settings screen.
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Directory Settings (@)

Job Scheduling: D010 7 **

SFTP Server
" Server Address: |10.224 101 163
* Fort: |22
“Uszer|D:jack

kx> xd

" Pazsword:

" Input Folder Path: |fhomefexamplefolderfinput

" Qutput Folder Path: |fhomelexamplefolder/output

" Error Folder Path: [fhomelexamplefolder/arrar

File Fassward:

In Job Scheduling, enter the schedule at which the job should run. The
schedule is a CRON expression and should be entered in the following
format:

0 0 10 ? * * In this example, the schedule is set at 3 AM PDT every day.

Notes:
= CRON jobs are run in the GMT time zone.
= The format to schedule a job to run multiple times in a day is as follows:

CRON expression Run1,CRON expression Run2,CRON expression Rung

= The following example shows how you can schedule a job to run multiple times
in a day.

0015,16 7 **

In this example, the job runs daily at 3 PM and 4 PM
GMT.

Under SFTP Server, enter the following details in each of the fields:
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= Server Address: IP address of the SFTP server.

= Port: Port number of the SFTP server. Typically, the default port
number of an SFTP server is 22.

= User ID: ID of the person who has access to the SFTP server. This is
typically an administrator of the customer's Cisco WebEx Connect
organization.

= Password: Password associated with the user ID.

= Input Folder Path: Path of the folder on the SFTP server where the
organization administrator will download the input CSV files.

= Error Folder Path: Path of the folder on the SFTP server where any
errors in the output file are stored.

= File Password: If encrypting the input CSV files, enter the password
for the CSV file. Cisco WebEx Connect supports the standard gpg
encryption system. For more information about gpg, see
http://www.gnupg.org/. Alternatively, field can be left blank. In such a
case, input CSV files will be treated as plain text.

Note: The SFTP server is hosted by Cisco, which provides access to customers
for uploading and downloading CSV files in a secure manner.

5 Click Save to save the Directory Integration settings.

User File Formats

The directory information for users and groups is imported using files with the
following formats. User and group data is imported in separate files.

User file name format: userfileyyyy-mm-ddn.csv

Format Description

The date on which the job is run. The date is based on the GMT time

yyyy-mm-dd zone.

n The job instance number for that particular day.

Example: If the job is scheduled to run four times a day, and the job was
running on 28th July 2008, the files would be named

userFile 2008-07-28 1.csv, userFile 2008-07-28 2.csv,
userFile 2008-07-28 3.csv, userFile 2008-07-28 4.csv
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User file format

A header record should not be present in the file. The file format is:

userSSOld displayName firstName,lastName email jobTitle,addressi,addressz city,state zip,country,phoneOffice,phoneCell, homeGroupSSOld,ho

meGroupName,businessUnit,userProfilePhotoURL,center,storageAllocated, CUCMClusterName,IMloggingEnable, EndPointName, TC

Format

userSSOID

displayName
firstName

lastName

email

jobTitle
addressl
address2
city

state

zip

country
phoneOffice

phoneCell

homeGroupSS

OID

Description

The SSO ID used internally by the Cisco WebEx Connect
Organization. This is the main field which is used to determine the
record to be updated. If users with the same userSSOID already exist
in the Cisco WebEx Connect database, then such users' details are
updated. If not, a new user is provisioned for the Cisco WebEx
Connect Organization with all the details.

User's display name on the Cisco WebEx Connect client.

The user's first name.

The user's last name.

The user's email address.

Whenever the address is updated or changed, the username, sign in
and IM contact list will be automatically migrated from the old
username to the new username. All the user’s contacts will
automatically receive a new presence subscription request with new
username.

The user's job title.

The user's mailing address.

The user's alternate mailing address if any.

City where the user resides.

State where the user resides.

ZIP code of the user's city.

Country where the user resides.

The user's work phone number.

The user's cell phone number.

Used internally by an Organization to identify a group. It determines
whether a group has already been created in Cisco WebEx Connect.

Remarks

Mandatory field

Mandatory field

Mandatory field

Mandatory field
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Format

homeGroupNa
me

businessUnit

userProfilePhot
oURL

center

storageAllocate
d

CUCMClusterN
ame

IMLoggingEnabl
e

EndPointName

TC

Description Remarks
If it has already been created, the group information is updated. If it
has not been created, a new group is created. If a value is present,

the user will be associated with that group.

The name for the group. If a name is not provided, the
homeGroupSSOID itself will be used.

If present this information will be placed in the user's profile area.

A URL where the user's profile photo is provided. This URL will be
used as-is by the Cisco WebEx Connect client to display the photo.

The user's Cisco WebEx Meeting application account if an account
has been created.

The amount of storage allocated (in Mb) to the user in Cisco WebEx
Connect.

Name of the CUCM cluster to which the user is assigned if any.

This value can
be used in
conjunction with

The value of this field can be True or False. the
EndPointName
field described
below.

If no endpoint is
configured for the
user and if
IMLoggingEnab
leissetto
True, the user's
endpoint can be
set to the Cisco
WebEx Connect
organization's
default endpoint.

Name of the IM archiving endpoint if any, configured for the user.

Tracking code for the user's Cisco WebEx Meeting application
account when Cisco WebEx Connect and Cisco WebEx Meeting
application are integrated.
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User inactivation file name format

User inactivation file name format: userssoid, mactivate

Format Description
userSSOld SSO Id of the user to inactivate.
Optional. The value can be True or False. If no value is provided for this

Inactivate field, the user will be deleted from Cisco WebEx Connect. If the value is
set to True, the user will be deactivated.

A header record should not be present in the file.

This file contains only userSSOIDs whose record must either be deactivated
or deleted.

Group File Formats

The directory information for users and groups is imported using files with the
following formats. User and group data is imported in separate files.

Group file name format

Group file name format: groupFile yyyy-mm-ddn.sv

Format Description

-mm-dd The date on which the job is run. The date is based on the GMT time
vy zone.
n The job instance number for that particular day.

Group file format
A header record should NOT be present in the file.

The group file contains three different types of records—Group Information,
Child group information and Member information. Each of these types of
records are differentiated by providing a recindicator (Record Indicator).

= Group Information record the record indicator— g
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= Child group record the record indicator is — gg

= Group members record the record indicator is — gu

Group Records
The following table lists the group information records.

reclndicator,ssoGroupld,groupName,groupType

Format Description

This field is used to determine if a group has been created in Cisco
SSOGrouplD WebEx Connect. If already created, the group information is updated.
Otherwise, a new group is created.

Optional. If present, it needs to have a numeric value. groupType can take
on the following values:

= 0 - Normal. Typically, most groups belong to this type.
groupType . . .
= 4 - Presence. These groups will be available for searching on the

Cisco WebEx Connect client.

If groupType is not specified, the value defaults to 0.

Child Group Records
The child group record fields are:
Vedndicator,ssoGvoupld,RECURR]NG,suvaoupSSOlD

For example, the subgroupSSOIDs are provided in a comma separated
format after the parent record indicator and parent group id to which they
belong to.

Group Member Records
The group member record fields are:
Vedndicator,sson‘oupld,RECL{RR]NG‘membeYSSOlD

The member SSOIDs are provided after the record indicator and group ID to
which they belong.

The group file can have many types of records, in any order. This example
contains records of all three types in any order.
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g, groupSSOID1, Group SSO Namer

g groupSSOIDz2, Group SSO Namez

g, groupSSOID3, Group SSO Names

gu,groupSSOID2,userSSOId6, userSSOldy

g groupSSOID4, Group SSO Names

g, groupSSOID5, Group SSO Names

gg, groupSSOID3, groupSSOID10
gu,groupSSOID1,userSSOld1,userSSOldz,userSSONd3, userSSOld4

gg, groupSSOIDy, groupSSOIDz2, groupSSOID3, groupSSOID4, groupSSOID5

gg, groupSSOID2, groupSSOID3, groupSSOID4

Group Deletion file name format

Group deletion file name format: groupDeletion yyyy-mm-dd n.csv
A header record should not be present in the file.
Group deletion file format: ssocroupn

This file contains only SSOGrouplDs whose record must be deleted.

Format Description

The date on which the job is run. The date is based on the GMT time
yyyy-mm-dd

zone.
n The job instance number for that particular day.

Signing into a Directory Integration-enabled
Cisco WebEx organization

After directory integration has been enabled, a welcome email is sent to users
who are provisioned in the Cisco WebEx organization. However, if your Cisco
WebEXx organization is also enabled with SAML integration, no welcome email

will be sent.
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Users of a Directory Integration-enabled Cisco WebEx organization can sign
in to the Cisco WebEx Connect client and change their sign in password.
Additionally, the Cisco WebEx organization administrator can reset the
password for the entire Cisco WebEx organization.
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Reports

You can generate reports to track and measure activities and usage of Cisco
WebEx Connect. You can only run reports for the previous 13 months. The
Cisco WebEx Connect Organization Administrator can generate the following
reports:

= Connect User Report (on page 199)

= Connect Space Report (on page 200)
= Connect Widget Report (on page 201)
= Connect Activity Report (on page 201)
= Connect User Activity (on page 202)

= Connect Space Activity (on page 203)
= Audit Trail (on page 204)

You can run only one report at a time. A progress indicator shows the status
of the report generation. A Completed status indicates that your report was
successfully generated. You can directly view the report or save it to your
computer as a CSV file. Reports are saved for 7 days from the date the report
is generated.

Generating Reports

Generating a report is a two-step process of selecting the type of report to
generate and then generating it. Each report displays the time stamp using
the Greenwich Mean Time (GMT) as the time zone.

Many reports can be run in 15, 30, and 60 minute intervals.
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For details on each report, see:

Connect User Report (on page 199)
Connect Space Report (on page 200)
Connect Widget Report (on page 201)
Connect Activity Report (on page 201)
Connect User Activity (on page 202)
Connect Space Activity (on page 203)

To generate a report

1

2
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Sign in to Cisco WebEx Connect Administration Tool.

Click the Report tab to open the Reports screen.

Ussr  Conbguration  Paliey Ediee  Gesup Report | Absut | Halp

Repon Typs: |Connect Widget Repor Gansmite Rapon
Rispar Hiskory

Regort Hame Creatad Dabs Slabig

Wilglg efRep gt 2008-05-28 10:04:39 COMPLETED

QY SEIENEer SEpDl user

2008-05-24 09:01:19

COMPLETED

GIg_uSerrnansger_expar_user 20000824 08:44.09 STOPPED

From the Report Type drop down list, select the type of report that you
want to generate.

Optionally, select the Interval for the report. The Interval option is
available only for the following reports:

= Connect Activity: Select hour, day, week, or month as the Interval.
= User Activity: Select Month as the Interval.
= Space Activity: Select Month as the Interval.

Click Generate Report. The Status column shows a Running status
indicating the progress of the report generation. After it is successfully
generated, the Status column shows Completed. Additionally, you also
receive an email that contains instructions to download the report.

Note: To cancel the report generation at any time when the Running status is
showing, click Cancel the Progress. A Stopped status indicates that the report
generation has been canceled.

Click the name of the report link to open or save the report.
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Note: Only one report can be generated at a time. You must wait until the status of
the generated report is Completed before generating another report.

Connect User Report

The Connect User Report includes the following columns (listed below in the
order they appear from left to right in the report):

Column Description

Username The user's sign in name.

Displays the user as activated/deactivated. A deactivated user cannot

User Status sign into Cisco WebEx Connect.

Total Storage

Used(MB) The total megabytes of storage used.

Total Allocated

Storage(MB) The total megabytes of storage limit allocated for the user.

Total Number of

Spaces Owned The total number of Spaces owned by the user.

Total Number Of

The total number of Spaces in which the user has the role of member.
Spaces as Member

Displays if the user's IMs are signed in via IM Logging and Archiving.
(true/false).

Logged User
The endpoint where the user’s IMs are
being archived.

If the Logged User is set to true, then this

value is set to the default.
Archiving Endpoint

The value is shown as “Default” if the user’s
IM’s are archived to the endpoint which has
been designated as is the default archiving
endpoint. See Setting up IM Archiving (on
page 102) for additional information.
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Column

# of Users in Roster
(excludes Directory
Groups)

# of Personal Groups
in Roster

# of Directory Groups
in Roster

Description

Displays the number of contacts in the
user’s contact list. Does not include those
in Directory groups. See Directory
Integration (on page 187) for additional
information.

Displays the number of contacts in the users contact list. This number

excludes those that are part of the Directory Group. See Directory
Integration (on page 187) for additional information.

Directory Groups are groups whose membership is pre-determined. Users
can add groups to their contact list but cannot alter the members in the
group. This feature is ONLY available if the customers using the Directory
Integration feature

Connect Space Report

The Connect Space Report provides aggregate values up to the report time.
This report is only useful if your organization uses the Spaces feature in Cisco
WebEx Connect. The Connect Space Report displays details about Spaces
such as number of members (within your organization and external to it) in the
Space, storage used, and widgets. The Connect Space Report includes the
following columns (listed below in the order they appear from left to right in the
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report):

Column

Space Name
Space Owner

Total Number of
Members(In-domain)

Total Number of
Members(Non-domain)

Total Storage Used(MB)
Number of Widgets

Number of Documents

Description

The name of the Space.
The name of the Space owner.

The total of number of Space members who are in your organization (in-
domain).

The total of Space members outside of your organization (users who
belong to domains outside of your organization’s domains).

The total megabytes of storage used by the Space.
The number of widgets created in the Space.

The number of documents uploaded to the Space.
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Number of PCS
Messages
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Description

The number of PCS messages posted to the Space.

Connect Widget Report

The Connect Widget Report displays details about widgets created in your
Cisco WebEx Connect Organization. This report is only useful if your
organization uses the Spaces feature in Cisco WebEx Connect. The Connect
Widget Report includes the following columns (listed below in the order they
appear from left to right in the report):

Column

Widget Name
Company Name
Creator Name
Version Number

Used in Spaces

Description

The name of the widget.

The name of the company in which the widget is created.
Name of the person (user) who created the widget.

The version number of the widget.

The number of Spaces where this widget is used.

Connect Activity Report

The Connect Activity Report displays details of various activities in your Cisco
WebEx Connect Organization for a particular month. This report displays the
following data for the month for which you have generated the report.

Column

Date/Time

Number of Concurrent
Users

Description

Displays the aggregated date and time data as YYYY/MM/DD. This is the
time that data collection began and was collected and aggregated up to
the specified aggregation intervals of 15, 30, and 60 minute.

Displays the number of simultaneous users signed into WebEx Connect.

Note: The metric is calculated as: Number of Concurrent Users = Number
of users signed in (beginning of interval) + Number of users signed in
(during time interval) — Number of users signed out (during time interval).
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Column

Aggregate Number of
Logins/Logouts

Number of IM's

Number of Meetings
Hosted

Number of Meetings
Joined

Number of Desktop
Share Sessions

Number Telephony of
Calls

Number of Click-to-
Call Calls

Number of Video Calls

Number of PC-to-PC
Calls

Description
Negative numbers are permitted.

Displays the number of sign in/sign outs.

Note: This is the Number of Concurrent Users (current interval) — the
Number of Concurrent Users (previous interval).

Displays the number of outgoing instant messages.

Displays the number of meetings hosted from Cisco WebEx Connect.

Displays the number of meetings joined from Cisco WebEx Connect.

Displays the number of desktop share sessions initiated from Cisco
WebEx Connect.

Displays the number of conference calls initiated from Cisco WebEx
Connect.

Displays the number of calls initiated from Cisco WebEx Connect using
the Cisco Unified Communication Integration.

Displays the number of outgoing video calls.

Displays the number of outgoing VOIP calls.

Connect User Activity

The Connect User Activity Report displays details of activities that users of
your Cisco WebEx Connect Organization have performed for a particular
month. This report displays the following data for the month for which you
have generated the report.
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Column

Username

Number of Logins

Number of New
Spaces Owned

Number of New

Description

Displays the user name (sign in name) of the user.

Displays the number of sign ins into Cisco WebEx Connect.

Displays the number of new Spaces created during the month. This
includes the two Spaces (MyWebex and Developer Sandbox) that are

automatically created when the user signs in for the first time.

Displays the number of new Spaces that users have joined with the



Column
Spaces Joined

Number of Meetings
Hosted

Number of Meetings
Joined

Number of IMs

Number of Desktop
Share Sessions

Number of Telephony
Calls

Number of Click-to-
Call Calls

Additional Storage
Used(MB)

Last Login
Number of Video Calls

Number of PC-to-PC
Calls
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Description
member role during the month. This number excludes the number of
Spaces that users have created.

Displays the number of meetings hosted from Cisco WebEx Connect.

Displays the number of meetings joined from Cisco WebEx Connect.

Displays the number of outgoing IMs.

Displays the number of desktop sharing sessions initiated by users from
Cisco WebEx Connect.

Displays the number of conference calls initiated by users from Cisco
WebEx Connect.

Displays the number of Click-to-Call calls initiated by users from Cisco
WebEx Connect using the Cisco Unified Communication integration.

Displays the amount of additional storage (in MB) used.
This metric is calculated as follows:

Additional Storage Used=Storage Used-Storage Freed Up. This can be a
negative number.

Displays the last time the user signed in and the type/version used.

Displays the number of video calls made by the user (outgoing calls).

Displays the number of VOIP calls initiated from Cisco WebEx Connect.

Connect Space Activity

The Connect Space Activity Report includes details about the activity that has
occurred in all the Spaces belonging to your Cisco WebEx Connect
Organization. This report is only useful if your organization uses the Spaces
feature in Cisco WebEx Connect. The report includes the following details:

Column

Space Name

Space Owner

Description

Displays the name of the Space.

Displays the Cisco WebEx Connect user name of the owner of the Space.
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Column Description
Number of Meetings Displays the number of meetings initiated from the Space.

Number of Telephony

Calls Displays the number of telephony calls initiated from the Space.

Number of Login Into Displays the total number of logins into the Space for the month.

Space

Displays the amount of additional storage (in MB) used in the month.
Additional Storage This metric is calculated as follows:
Used(MB)

Additional Storage Used=Storage Used-Storage Freed Up. This can be a
negative number.

Audit Trail Report

204

The Audit Trail report displays a list of all the actions performed by the Cisco
WebEx Connect Organization Administrator. Every action that the
Organization Administrator performs within Cisco WebEx Connect
Administration Tool is logged by the tool and displayed in the Audit Trail
report. This includes actions such as signing into the Cisco WebEx Connect
Administration Tool, clicking various tabs on the Cisco WebEx Connect
Administration Tool interface, changing configuration settings and generating
the Audit Trail report itself.

Cisco Logout
X Connect Administration Tool

Usar Configuration Palizy Editor Group Rapart Akt Halp

Report Type: |, . _ @ Period e e Generats Fepart

Raport Hiztory:

Report Name Created Date Status

AudifTrai 1570-02-15 23:39:20 Camplated ﬂ

The Audit Trail report is available as a CSV file and includes the following
details:



Column

Administrator

Timestamp

Category

Sub Category

Details
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Description

Sign in ID of the Organization Administrator whose actions are logged and
captured in this report.

Timestamp of each individual action performed by the Org Administrator.

Category to which the action belongs. Typical categories include sign in,
configuration, policy management, and report management.

Sub category to which the action belongs. Typical sub categories include
meetings, XMPP IM clients, policy action addition and removal, auto
upgrade and unified communications.

Details of the action. For instance, when the Organization Administrator
changes Unified Communication settings, the corresponding details will
include the following wording: Changed the Org-Level settings
for all clusters.
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CSV File Format

You use CSV files to import users into your organization. Every CSV file
needs to adhere to a specific format in order for the import to be successful.
Before you import, it is useful to review the following guidelines about creating
CSV files.

Every column in the CSV file should have a header with a valid name. For
more information about valid column names, see CSV Fields (on page
208).

The name of a column should typically correspond to the name of a field in
the user's profile. For example, the First Name field in the user profile
dialog box should have a corresponding column named firstName in the
CSV file. See the graphic below for an example of this one-to-one
relationship between the field name and the CSV column name.

You can have optional or invalid column names in your CSV file. However,
these columns are skipped or re-ordered during the import process.

The status of the import is reported in the CSV file that replicates all the
information from the input file, with a specific column indicating the status.

If a user with the same email address is already in Cisco WebEX, the
existing record in the database is overwritten with the value in the CSV
file.

Updates will replace the previous settings. For example, if new roles are
specified for the user, the previous roles are replaced.

The import process runs in the background. This enables you to continue
performing other Cisco WebEx Administration tasks, such as
configuration.

After the import is complete, a confirmation email is sent to the person
who initiated it. The notification includes a summary of the import results.
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= The Organization Administrator can cancel an import process that is in
progress.

The following graphic illustrates the one-to-one relationship between CSV
column names and user profile fields.

ExampLe snowinG How CSV Corumns are mappep 10 User ProriLe Frewps
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Color codes indicate which CSV column matches which field in the user profile.
For example, the firstName column matches the First Name field in the user profile.

CSV Fields

Note: Organization Administrators and User Administrators cannot be created using the
CSV Import process.

The following fields (in no specific order) should be included in the CSV file
prior to importing users into Cisco WebEXx.
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Field Name

employeelD

displayName

firstName

lastName
email
userName

jobTitle

addressl

address?2

city

state

zipCode

ISOcountry

phoneBusinessISOCountr
y

phoneBusinessNumber

phoneMobilelSOCountry
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Description

Optional. Enter the user's display name.
Enter the user's first name.

Enter the user's last name.

Enter the user's email address.

Enter the user's username in the user@email . com format.
Enter the user's job title or designation.

Optional. Enter the first line of the user's address. The Organization
Administrator can configure this field so that it is mandatory for
users.

Optional. Enter the second line of the user's address. The
Organization Administrator can configure this field so that it is
mandatory for users.

Optional. Enter the city in which the user lives. The Organization
Administrator can configure this field so that it is mandatory for
users.

Optional. Enter the state in which the user lives. The Organization
Administrator can configure this field so that it is mandatory for
users.

Optional. Enter the user's ZIP code. The Organization Administrator
can configure this field so that it is mandatory for users.

Optional. Enter the country code in which the user lives. This field
should have a numeric value. For example, if the user lives in the
US, enter 1 for this field. The Organization Administrator can
configure this field so that it is mandatory for users.

Optional. Enter the country code for the user's business phone
number. The Organization Administrator can configure this field so
that it is mandatory for users.

Optional. Enter the user's business phone number. The
Organization Administrator can configure this field so that it is
mandatory for users.

Optional. Enter the country code for the user's mobile phone
number. The Organization Administrator can configure this field so
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Field Name

phoneMobileNumber

fax
policyGroupName

userProfilePhotoURL

activeConnect

center

storageAllocated

CUCMClusterName

businessUnit

IMLoggingEnabled

endpointNam

autoUpgradeSiteName

Description
that it is mandatory for users.

Optional. Enter the user's mobile phone number. The Organization
Administrator can configure this field so that it is mandatory for
users.

Enter the user's fax number.

Enter the default policy group to which the user belongs.

Enter the URL where the user's profile picture can be accessed.
Indicate whether the user's status is active in Cisco WebEx. Enter
Yes toindicate an active status and No to indicate an inactive

status.

Used to assign or remove the center account for the Connect user.
Only one center can be specified. Values: Yes - assign No - remove

Enter the storage allocated to the user in Megabytes.

Enter the name of the Cisco Unified Communications Manager
cluster that the user belongs to.

Optional. Enter the business unit or department of the user. The
Organization Administrator can configure this field so that it is
mandatory for users.

Indicate if IM logging is enabled for this user.

Enter the endpoint name configured for logging IMs.

Enter the upgrade site name.

Workaround to resolve a potential import issue

In some cases, you might encounter an error when importing users via a CSV
file. This is caused when the Organization Administrator has set the Country
field as mandatory. To work around this issue, follow one of these solutions.

Solution 1:

1 Click the Configuration tab to open the Organization Information
screen as the default view.

2 Under System Settings, click User Provisioning to open the User
Provisioning screen.

3 Under Set Mandatory Fields for User Profile, clear the Country field.
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4 Run the CSV import process again.
Solution 2:
1 Open the CSV file and locate the field titled ISOCountry.

2 Enter the ISO Country Code for each user as appropriate. For the
complete list of ISO Country Codes, see ISO Country Codes.

3 Save the CSV file.

4 Run the CSV import process again.

Solution 3:

1 Open the CSV file and locate the field titled ISOCountry.

2 Delete the ISOCountry field if your organization does not use it.
3 Save the CSV file.

4 Run the CSV import process again.
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Notes:
= You can use tab, or comma-separated CSV files.

= Ensure that your CSV file is encoded in either UTF8 or
UTF16-LE formats.

= If you use Microsoft Excel 2003 or later, save your CSV file
in the UTF8 format. The following steps describe the
procedure to select UTF8 as the encoding format.

= |n Microsoft Excel, click File > Save As.

= Inthe Save As dialog box, click Tools and select Web
Options.

= Inthe Web Options dialog box, click the Encoding tab.

= From the Save this document as drop down list, select
UTF-8.

= Click OK to return to the Save As dialog box.

= From the Save as type drop down list, select CSV (Comma
delimited) (*.csv).

= In the File Name box, type a name for your CSV file and
click Save.

= Open in Notepad ++ and change encoding to utf-8 and try
import again.
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CSV Import Process

The following diagram illustrates the process of importing user information
using a CSV file.
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Library Management

The Library (Application) Management application allows users to manage
applications (widgets and templates) for an organization, such as uploading
applications to a library, moving applications between libraries, and deleting
applications.

Users can upload applications to any library for which they have permission.
In addition, users can copy applications from one library to another, and
delete applications from a library. The user must have write permissions to the
library in order to copy applications. If the user does not have permissions to a
library, the user can send a notification to the Organization Administrator to
copy the application.

For more information on using the Cisco WebEx Connect product and the
Library Management widget, refer to the Cisco WebEx Connect Help and
search for Library Management.

Adding Applications

A regular Cisco WebEx Connect user and the Organization Administrator can
add applications using the Library Management Widget. Regular users can
only add or manage applications to their own personal libraries. The
Organization Administrator can also manage applications in the public library.

i3 Library Management

Upload i
Libraries: OesplayName Name Company Vers
Personal Library © | AddressBookwidoet Addeass Bock WabEx Communic.., 1.06
Public Library s N - 5
~ Bookmearks WEBEX, Bookmarks WebEx Coommunic.., 1.24
Widiget J
Erowser WEBEX. Browser WebEx Communic... 0.9
Templste
Bufletin Board WESEX Bulletn _Boxrd Weblx Communc.., 1.10
Calendar WEBEX, Calendar WebEx Communic.., 1.0
T IR A e BN S A A gt A e PN o,
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Note: For more details on adding applications (widgets) to a library, refer to the Cisco
WebEx Connect Help

Copying applications to alibrary

This is for regular Cisco WebEx Connect users and Organization
Administrators.

To copy application from one library to another:
1 Navigate to the applications in your personal or public library.

2 Select an application from the list of applications and select Copy widget
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3 Select Public or Personal from the drop down list and click on OK.

“S. CopyWidgetTo )
Name Calerdar
Library Personal Library y

dK Cancel
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If the user does not have permission to a library, an error message will be
displayed asking whether the user wants to send a request to the
Organization Administrator to complete this step. The user can click Yes
or No. If the user selects Yes, a notification email is sent to the
Organization Administrator.

When the Organization Administrator sign in to Cisco WebEx Connect and
opens the Library Management widget, the list of applications under the
Pending Approval. The Organization Administrator can use the mouse to
hover over the widget to see details and Approve or Deny the request.
For more information on approving requests to add applications, see
Approving request to add application to public library (on page 217).

If the request is approved, it appears in the public library. If the request is
denied, it is removed from the Pending Approval list and a notification is
sent to the user.

Approving request to add application to public library

This is for users with Organization Administrator privileges only.

1

The Organization Administrator receives an email notification each time a
user requests a widget/template to be copied to the public library. The
email has a title such as, Request to copy application to the Public
Library.

The Organization Administrator needs to sign in to MyWebEx and
navigate to the library management widget.

The Organization Administrator will see a list of applications in the
Pending Approval list. The Organization Administrator can hover over the
widget to see details (pop-up similar to the "Get More Apps" pop-up), and
Accept or Deny the request.
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4 If the request is approved, it appears in the public library.

5 If the request is denied, it is removed from the Pending Approval list and
a notification is sent to the user.

Removing applications from a library

This is for regular Cisco WebEx Connect users and Organization
Administrators.

1 Navigate to the applications in the personal library (personal and public for
organization administrator user)

2 Select an application from the list of applications and select Remove The
Widget....
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3 To confirm deleting the widget, click OK. The application is removed from
the user's personal library and added to the Recycle Bin.

'S Delete Widget

Do you want to delete the Widget Bulletin Board?

|| Cancel |

Restoring applications to alibrary

This is for Cisco WebEx Connect users and Organization Administrators.

1 Navigate to the Recycle Bin list.

2 Select an application from the list of applications and select Restore.
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3 The application is restored to the library it was originally removed from and
is removed from the Recycle Bin.
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Cisco WebEx Command-line
Parameters

This section includes command-line parameters used in the Cisco WebEx
installer. The command-line parameters are passed into the Installer
executable WebExConnect .exe or the MSI package apSetup.msi, or
directly added into the MSI package. The following example explains the
syntax and usage of the RUNATONCE command-line (or MSI) parameter.

msiexec /i "C:\apsetup.msi" RUNATONCE="YES"
where

* msiexec=the command for invoking the Windows Installer (formerly
known as the Microsoft Installer)

= /i=the switch or the install option (here, i is the switch to install or
configure the Cisco WebEXx Installer)

= C:\...:the path where the Cisco WebEx Installer file is located
= RUNATONCE: the parameter supported by the Cisco WebEx Installer
= YES=the value of the (RUNATONCE) parameter

For a list and description of all the command-line parameters supported by the
Cisco WebEXx Installer, see Command-line Parameters (on page 222).

You can also use the following parameter to "silently" install Cisco WebEXx:
/qn.
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Command-line parameters

The following command-line parameters are listed with their values and
descriptions. The default value is listed in bold text in the following table.

222

Auto Update always runs WebExConnect.exe /m, SO it saves the current
settings, which are in system registry.

Note: If the registry value cannot be decrypted (for example, it was manually modified),
an error is reported and the user cannot sign in.

For installation over an existing version, the command line parameters or the
corresponding public properties in the MSI package will overwrite the current
settings. If not specified, the current settings, NOT DEFAULT, will be used.

Parameter Values
ARCHIVE

YES

NO
ARCHIVE_DAYS
<integer>
HOMEPAGE
MyWebEx

RUNATONCE

YES

NO
CONNECT_OUTLOOK
YES

NO
DISPLAY_PRESENCE

YES

Description

Archive IMs

Do not archive IMs.

All values for this parameter are case-insensitive.

MyWebEXx is the homepage.

Start Cisco WebEx when Windows starts.

The default value of this parameter is YES.

Do not start Cisco WebEx when Windows starts.

Connect to Microsoft Outlook when Cisco WebEXx starts.

Do not connect to Microsoft Outlook when Cisco WebEXx starts.

Display my Cisco WebEXx presence status in Microsoft Outlook. This
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Parameter Values Description
parameter works only when CONNECT_OUTLOOK is YES.

Do not display my Cisco WebEXx presence status in Microsoft

NO Outlook.

SIGN_ME_OUT

YES Sign out of Cisco WebEx when | close my Contacts List window.
NO Do not sign out of Cisco WebEx when | close my Contacts List

window.
SUPPORT_URL

Support URL specified by <SupportURL> value.
This value overrides the default URLs provided by Cisco WebEX.

The support URL can be set to your

Cisco WebEXx Organization's first level

support page at the time of installation.

To do this, use the following command
<SupportURL> line parameter:

msiexec /i "C:\apsetup.msi"
SUPPORT URL=http://firstlevel
support.mycompany.com

GET SCREEN NAME URL=http://re
gister.mycompany.com

WhereIy COMPANY . COM is the name of your Organization.
FORGOT_PASSWORD_URL
URL for "forgot password" hyperlink, specified by
<ForgotPasswordURL> value.
The value overrides the default URLs provided by Cisco WebEXx.

<ForgotPasswordURL> Note: In organizations where Single sign-on is implemented, the
Forgot Password? link on the client opens the URL the organization
administrator has specified for this parameter. However, if a URL has
not been is provided for this parameter, the Forgot Password page
will display an error when you enter the user name and click Submit.

CONNECTION_SETTINGS_RE
ADONLY

Connection Settings are read-only. The entire string is encrypted and
Read-Only stored in system registry.

If the registry value cannot be decrypted (for example, was manually
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Parameter Values

Read-Write

USE_PROXY

UseProxy

NotUseProxy

PROXY_NAME

<ProxyName>

PROXY_PORT

HTTPS=443
HTTP=80
SOCKS4=1080
SOCKS5 =1080

PROXY_PROTOCOL

HTTPS
HTTP
SOCKS4
SOCKS5

DEBUG

DEBUG

OFF

Description
modified), the default value "Read-Only" is used.

If <Permission> is read-only, all fields in Connection Settings are
disabled, including the proxy settings. The username and password
fields should be enabled if "Connect using proxy" checkbox is
selected.

Connection Settings are read-write.

Use proxy. The entire string is encrypted and stored in system
registry.

Do not use proxy.

Proxy name in Connection Settings. The value string is encrypted
and stored in system registry.

The default value is a special GUID to indicate no proxy server to be
used. If no proxy server is used, this value is ignored.

Proxy port in Connection Settings. The value string is encrypted and
stored in system registry.

The default value depends on proxy protocol value.

If no proxy server is used, this value is ignored.

Protocol in Connection Settings. The value string is encrypted and
stored in system registry.

The default value depends on proxy protocol value:
HTTPS — 443, HTTP — 80, SOCKS4 -- 1080, SOCKSS5 -- 1080

If no proxy server is used, this value is ignored.

Enables creating debug trace logs. When enabled, this parameter
creates debug log files in the Cisco WebEx user's . . .\Documents
and Settings\<user's profile folder>\Application
Data\WebEx Connect folder. Debug trace logs typically help in
investigating any problems that may arise. The size of each log file is
typically 10 Mb.

When this parameter is disabled, the apConfig. ini file appears as
follows:
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Parameter Values Description
[Trace]

# OFF or DEBUG or INFO

Level=0FF

EnableWidgetTrace=1

Additionally, no log files will be generated.

The MSI will not set any default value for the parameter. The

apConfig.ini file will contain a default value for this parameter

when Cisco WebEx is installed. When you specify the INFO value,
INFO this default value will remain unchanged. Additionally, it generates

debug log files, which provide very minimal information. The log file
size is typically about 1 Mb.

We do not recommend setting the value for this parameter to INFO.
SSO_ORG_NAME
Required when single sign-on is implemented for the Organization.

<OrgName> The parameter enables single sign-on for the client and identifies the
Organization to be used for single sign-on.

LANGUAGE
Used for setting a default language. The following the parameter
values:
= English = EN
=  Chinese Simplified = ZH
<parameter value> = French=FR

= German =DE
= Jtalian =1IT

= Japanese = JP
=  Spanish = ES

When single sign-on is enabled, the Cisco WebEXx client must be installed with
a command specifying the organization name. This enables single sign-on in
the client and identifies the organization to be used for single sign-on.

Use the following example for installing the Cisco WebEXx client:
1 Example for installing the MSiI file:
msiexec.exe /i filename.msi SSO.ORG NAME=OrgName

2 Example for installing the .exe file:
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filename.exe SSO.ORG NAME=OrgName
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