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DELIVERY EXPLOITATION/INSTALLATION COMMAND & CONTROL ACTIONS/ EXFILTRATION

Threat Actor targets employee(s) 

via phishing campaign

Any employee opens attack email 

Threat Actor access to data the

employees identity can access

Workstation compromised, 

Threat Actor persists malware, 

Threat Actor gathers credentials

Threat Actors use stolen credentials

to move laterally and gain unsoli-

cited access and compromise key

infrastructure elements

Threat Actors exfiltrate PII and 

other sensitive business date

(GDPR!)

Killchain Attack



Day 16 – 163:
Attacker uses stolen 
credentials to VPN into 
corporate network

Day 16 – 218:
Attackers perform mailbox 
searches across Office 365, 

21

Day 1 – 11:
Attacker 
compromises 
privileged user’s non 
MFA-enabled account.

Day 137 – 143:
Attackers create rules on 
firm’s SharePoint and email 
to automate data 
exfiltration to a cloud 
storage solution.

EXFILTRATE 
DATA

4

3

COMPROMISED
CREDENTIAL

CONNECTION
TO ON-PREM

Day 163 – 243:
Attacker moves laterally 
throughout organization’s 
network, compromising 
privileged credentials

MOVE 
LATERALLY

5



Microsoft 365 Business

❑ Office 365 Business

❑ Azure AD P1 (only some feature): MFA (Multi 

Factor Authentication, SSPR (Self Service 

Password Reset), Conditional Access

❑ Windows 10 Professional (only upgrade from 7, 

8.1 Professional)

❑ Office 365 ATP

❑ Data Loss Prevention

❑ Exchange Online Archiving (eDiscovery, 

Litigation Hold, Retention Policy)

❑ Azure Information Protection

❑ Intune (Windows 10, iOS, Android)



User browses to a 

website

Phishing

mail

Opens 

attachment

Clicks on a URL 

+

Exploitation 

& Installation
Command  & 

Control 

Brute force account or 

use stolen account credentials

User account 

is compromised

Attacker 

attempts lateral 

movement 

Privileged 

account 

compromised

Domain 

compromised

Attacker accesses 

sensitive data

Exfiltrate data

Azure AD Identity Protection
Identity protection &

conditional access

Cloud App Security

Azure ATP

Azure AD Identity Protection
Identity protection &

conditional access

Identity  protection

Extends protection & conditional 

access to other cloud apps

Microsoft Defender ATP

Prevent, detect, investigate and respond to threats

Office 365 ATP

Malware, viruses, phishing



Identities Endpoints User Data Cloud Apps Infrastructure

Users and Admins Devices and Sensors Email messages and 
documents

SaaS Applications 
and Data Stores

Servers, Virtual 
Machines, Databases, 

Networks

Intelligent Security Graph  |  6.5 TRILLION signals per day 



Ensure accounts are authenticated prior 
to granting access.

Information protection
Protect information wherever it goes with 
flexible data classification.

Security management
Streamline management with built-in intelligence 
and recommendations.

Threat protection
Detect suspicious behavior and malicious activities, 
and respond to breaches quickly
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✓ MFA with Smartphone: SMS / CALL / Microsoft 

Authenticator APP 

✓ MFA without Smartphones: OATH-certified hardware 

tokens





Windows Hello Companion Device 
Framework

Phone Wearable

USB Card



Azure AD Identity Protection introduces automatic, risk-based, conditional access to 

help protect users against suspicious logins and compromised credentials 



Assignments

Conditions

Device platforms

Locations

Client apps

Device state

Allow access 

Actions

User

User/Group

Cloud apps

Block access

Grant controls

Require MFA

Require device compliance

Require hybrid AAD join

Require approved client app



Corporate
Network

Geo-location

Microsoft
Cloud App 
Security

MacOS

Android

iOS

Windows

Windows
Defender ATP

Client apps

Browser apps

Google ID

MSA

Azure AD

ADFS

Require
MFA

Allow/block
access

Block legacy
authentication

Force
password
reset

******

Limited
access

Controls

Employee & Partner
Users and Roles

Trusted &
Compliant Devices

Physical &
Virtual Location

Client apps &
Auth Method

Conditions

Machine
learning

Policies

Real time
Evaluation
Engine

Session
Risk

3

40TB

Effective
policy



Enforce on-demand, just-in-time administrative access when needed

Manage access to resources in Azure AD, Azure Resources (Preview), and other 

Microsoft Online Services like Office 365 or Microsoft Intune

Provides more visibility through alerts, audit reports and access reviews

Global 
Administrator

Billing 
Administrator

Exchange 
Administrator

User 
Administrator

Password 
Administrator

Require Premium P2 edition



Detect and investigate advanced attacks, compromised identities, and insider threats

Detect threats fast 

with Behavioral 

Analytics

Focus on what is 

important using 

attack timeline

Reduce the 

fatigue of false 

positives

Best-in-class security 

powered by the 

Intelligent Security 

Graph

Protect at scale

with the power of 

the cloud



A N A LY Z E
U S E R  

B E H A R I O R

I N V E S T I G AT E
A N D  R E S P O N D

M O N I TO R
AC T I V I T I E SU S E R S

D E V I C E S

D A T A

D E T E C T
&  A L E RT

Azure 
ATP

Intelligent Security Graph

Organizational 

domain controllers



Account enumeration 

Users group membership enumeration

Users & IP address enumeration 

Hosts & server name enumeration (DNS)

Pass-the-Ticket

Pass-the-Hash

Overpass-the-Hash

Reconnaissance

!

!

!

Compromised

Credential
Lateral

Movement

Domain

Dominance

Golden ticket attack

DCShadow

Skeleton Key

Remote code execution on DC 

Service creation on DC

Brute force attempts 

Suspicious VPN connection 

Suspicious groups membership modifications

Honey Token account suspicious activities







Microsoft

Intune

Enable 
your users

Protect 
your data

Mobile application 
management

Mobile device 
management

PC desktop
management











BYOD

Android App 

Managed
AE Work Profile

Corp Owned

AE Dedicated 

(kiosk)
AE Fully managed



BYOD CORP OWNED



Centralized configuration and administration

Prevent, detect, investigate, 

and respond to advanced 

threats

Endpoint behavioural sensors

Cloud security analytics

Threat intelligence



Windows 10 Enterprise Features:

✓ Microsoft Defender Application Guard

✓ Microsoft Defender Application Control

✓ Microsoft Defender Exploit Guard

✓ Microsoft Defender Firewall



Periodic scanning of vulnerability Lack of priority on patch management Manual remediation of misconfiguration





88 %
of organizations no longer have 
confidence to detect and prevent loss 
of sensitive data 

of employees use non-approved SaaS 
apps at work80 %

85 %
of enterprise organizations keep 
sensitive information in the cloud58 %

Have accidentally sent sensitive 
information to the wrong person

DEVICE 
PROTECTION

BitLocker enhancements 
in Windows 8.1

InstantGo

3rd party adoption

Protect system and data 
when device is lost or 
stolen

Containment

Data separation

DATA 
SEPARATION

Prevent 
unauthorized users 
and apps from 
accessing and 
leaking data

LEAK
PROTECTION

Protect data when 
shared with others, 
or shared outside 
of organizational 
devices and control

SHARING
PROTECTION



DEVICE 
PROTECTION

DATA 
SEPARATION

LEAK 
PROTECTION

SHARING 
PROTECTION

DEVICE 
PROTECTION

BitLocker 
enhancements in 
Windows 8.1

InstantGo

3rd party adoption

DATA 
SEPARATION

LEAK 
PROTECTION

SHARING 
PROTECTION

BitLocker Windows Information Protection

(MAM)

Azure Information Protection

(Office 365 Labeling)

Office 365 ATP





WINDOWS INFORMATION PROTECTION

Prevents unauthorized apps 
from accessing business data 
and users from leaking data 
via copy and paste protection.

Seamless integration into 
the platform, No mode 
switching and use any app.

Integrated protection against accidental data leaks

Since Windows 10 Version 1607

Protects data at rest locally 
and on removable storage. 

Common experience across 
all Windows 10 devices with 
copy and paste protection.

Corporate vs personal data 
identifiable wherever it rests 
on the device and can be 
wiped.



Discover & classify 
sensitive information

Apply protection 
based on policy

Monitor & 
remediate 

Apps On-premisesCloud servicesDevices

Across

Accelerate 
Compliance



LabelDiscover Classify

Sensitivity Retention

→ Encryption

→ Restrict Access

→ Watermark

→ Header/Footer

→ Retention

→ Deletion

→ Records Management

→ Archiving

→ Sensitive data discovery

→ Data at risk

→ Policy violations

→ Policy recommendations

→ Proactive alerts

✓ Unified approach to discover, classify & label

✓ Automatically apply policy-based actions

✓ Proactive monitoring to identify risks

✓ Broad coverage across locations

Apply label

Unified approach

Monitor





OneDrive iOS app showing files 

detected and blocked by Office 365 ATP

SharePoint Online WebUX showing files detected 

and blocked by Office 365 ATP

Microsoft Teams desktop client showing files 

detected and blocked by Office 365 ATP

SharePoint Online, OneDrive for Business and Microsoft Teams

https://docs.microsoft.com/en-us/office365/securitycompliance/atp-for-spo-odb-and-teams
https://docs.microsoft.com/en-us/office365/securitycompliance/atp-for-spo-odb-and-teams
https://docs.microsoft.com/en-us/office365/securitycompliance/atp-for-spo-odb-and-teams


Protection Across Office 365

Centralized portal to manage policies, 
protection insights, and investigate 
matches

Policies configured once and applied 
across Office 365 services and client 
end-points

DLP for Teams chat and channel 
messages

Richcustomization

Conditions & Exceptions describe what the content looks like (or doesn’t 

look like), and what events to look for.

Actions define what type of automatic remediation you want to take when 

the conditions match

User notifications & overrides define what the user sees, and if they have 

the ability to override with a business justification

Incident reports trigger email notifications or Alerts based upon severity 

of event

Built-in Policies & Templates

Over 40 policy templates for common industry 
regulations and compliance needs – included out of 
the box

System-generated insights with step-by-step 
enablement for additional protection controls



✓ Discover and control the use of Shadow IT

✓ Protect your sensitive information anywhere in the 

cloud

✓ Protect against cyberthreats and anomalies

✓ Assess the compliance of your cloud apps





Create, import, or 

modify data

Detect 

data

Classify and 

label sensitive 

data

Protect data 

based on 

policy

Send, share, 

move data

Monitor 

data

Retain, 

expire, 

delete data

Discover personal data (PII) in unstructured data

Ensure data is protected on-premises, in the cloud and on 

mobile devices

Grant and restrict access to data

Gain visibility and control of data stored in cloud apps

Detect data breaches before they cause damage

Prove the right things are in place for good faith effort to be 

compliant 

Manage Data Subject Requests

GDPR compliance use cases
Dictates to put in place appropriate technical and organizational measures to 

implement the data protection principles

Adopted on 14 April 2016, enforced on 25 May 2018



Solutions that help customers demonstrate their GDPR compliance

Microsoft 365 Business 

Security & Compliance Controls
▪ The most secure and up-to-date version of Office & Windows

▪ Conditional Access (User, Device, app, location)

▪ Self –service Password reset for on-prem identities

▪ Advanced Threat Protection: Safe Links, Safe Attachments

▪ Data Loss Prevention*

▪ Classification and Labeling

▪ Multi-Factor Authentication

▪ Message Encryption and Rights Management

▪ Mobile device and application Management

▪ Benchmark your controls with Secure Score

▪ Gain visibility with the Compliance Manager

Microsoft 365 Enterprise E5

Unlock: Advanced Compliance & Protection
▪ Tracking, Reporting, and Revoking Privileges

▪ Advanced Threat Analytics

▪ Windows Enterprise: Device Guard, Credential Guard, App Locker, 
Enterprise Data Protection

▪ Automatically classify, protect & preserve sensitive data

▪ Shadow IT Detection with Cloud App Security

▪ Real Time Risk based access to corporate network

▪ Anomalous Attack Detection and Reporting

▪ Additional customer access controls

The GDPR requires Data Controllers to only use third-party data processors that meet the GDPR requirements for personal data processing. In March 2017, Microsoft 

made available contractual guarantees that provide these assurances across our cloud services.  Customers should evaluate their GDPR responsibilities and learn 

about the advanced compliance and security capabilities available as add-ons or in suites. Visit Microsoft.com/GDPR for details.

Microsoft 365

http://microsoft.com/GDPR


Compliance Manager is a dashboard that provides the Compliance Score and a summary of your 

data protection and compliance stature as well as recommendations to improve data protection and 

compliance. This is a recommendation, it is up to you to evaluate and validate the effectiveness of 

customer controls as per your regulatory environment. Recommendations from Compliance Manager 

and Compliance Score should not be interpreted as a guarantee of compliance.

Ongoing risk assessment
An intelligent score reflects your compliance 

posture against regulations or standards 

Simplified compliance
Streamlined workflow across teams and richly 

detailed reports for auditing preparation

Actionable insights
Recommended actions to improve your data 

protection capabilities





https://NonSoloSecurity.cloud

THE DOCUMENT IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. IT ONLY REPRESENTS THE VIEW OF THE AUTHOR, WITHOUT ANY REVIEW OR ENDORSEMENT BY MICROSOFT

March 2019 update 
v.6.3

New Security & Compliance 
suites started on Feb. 2019 

Announcing 
Microsoft Defender ATP, 
TVM, MDATP x Mac !!!

https://nonsolosecurity.cloud/
https://docs.microsoft.com/en-us/enterprise-mobility-security/
https://cloudblogs.microsoft.com/microsoftsecure/2017/10/23/hardening-the-system-and-maintaining-integrity-with-windows-defender-system-guard/
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-identity-verification
https://docs.microsoft.com/en-us/windows/security/identity-protection/credential-guard/credential-guard
https://docs.microsoft.com/en-us/windows/security/information-protection/windows-information-protection/protect-enterprise-data-using-wip
https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-overview
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-antivirus/windows-defender-antivirus-in-windows-10
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-security-center/windows-defender-security-center
https://docs.microsoft.com/en-us/intune/
https://docs.microsoft.com/en-us/sccm/
https://docs.microsoft.com/en-us/azure/active-directory/governance/index
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/index
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/index
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/index
https://docs.microsoft.com/en-us/azure/active-directory/authentication/index
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/index
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/index
https://docs.microsoft.com/en-us/microsoft-identity-manager/
https://docs.microsoft.com/en-us/azure/active-directory/b2b/index
https://docs.microsoft.com/en-us/cloud-app-security/
https://docs.microsoft.com/en-us/cloud-app-security/
https://docs.microsoft.com/en-us/azure/information-protection/
https://docs.microsoft.com/en-us/azure/information-protection/
https://docs.microsoft.com/en-us/intune/app-protection-policy
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/index
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://docs.microsoft.com/en-us/advanced-threat-analytics/
https://docs.microsoft.com/en-us/advanced-threat-analytics/
https://docs.microsoft.com/en-us/office365/securitycompliance/privileged-access-management-overview
https://docs.microsoft.com/en-us/office365/securitycompliance/retention-policies
https://docs.microsoft.com/en-us/office365/securitycompliance/manage-legal-investigations?redirectSourcePath=%252fen-us%252farticle%252fmanage-legal-investigations-in-office-365-2e5fbe9f-ee4d-4178-8ff8-4356bc1b168e#analyze-case-data-using-office-365-advanced-ediscovery
https://docs.microsoft.com/en-us/office365/securitycompliance/controlling-your-data-using-customer-key
https://docs.microsoft.com/en-us/office365/admin/manage/customer-lockbox-requests?view=o365-worldwide
https://docs.microsoft.com/en-us/office365/securitycompliance/manage-legal-investigations?redirectSourcePath=%252fen-us%252farticle%252fmanage-legal-investigations-in-office-365-2e5fbe9f-ee4d-4178-8ff8-4356bc1b168e
https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention-policies
https://docs.microsoft.com/en-us/office365/securitycompliance/ome
https://docs.microsoft.com/en-us/office365/securitycompliance/office-365-atp
https://docs.microsoft.com/en-us/office365/securitycompliance/office-365-ti
https://docs.microsoft.com/en-us/office365/securitycompliance/anti-spam-and-anti-malware-protection
https://docs.microsoft.com/en-us/office365/securitycompliance/go-to-the-securitycompliance-center
https://docs.microsoft.com/en-us/office365/securitycompliance/office-365-secure-score
https://docs.microsoft.com/en-us/office365/securitycompliance/meet-data-protection-and-regulatory-reqs-using-microsoft-cloud
https://www.microsoft.com/en-us/security/technology/threat-protection
https://www.microsoft.com/en-us/microsoft-365/blog/2019/01/02/introducing-new-advanced-security-and-compliance-offerings-for-microsoft-365/
https://www.microsoft.com/security/blog/2019/03/21/microsoft-defender-atp-for-mac-new-threat-and-vulnerability-management-capabilities/
https://docs.microsoft.com/en-us/office365/securitycompliance/microsoft-security-and-compliance#microsoft-365-security-center
https://docs.microsoft.com/en-us/office365/securitycompliance/microsoft-secure-score
https://docs.microsoft.com/en-us/office365/securitycompliance/microsoft-security-and-compliance#microsoft-365-compliance-center
https://docs.microsoft.com/en-us/azure/sentinel/
https://docs.microsoft.com/en-us/intune/
https://docs.microsoft.com/en-us/office/
https://docs.microsoft.com/en-us/windows/
https://www.microsoft.com/en-us/security/technology/identity-access-management
https://www.microsoft.com/en-us/security/technology/information-protection
https://www.microsoft.com/en-us/security/technology/threat-protection
https://www.microsoft.com/en-us/security/technology/security-management
https://www.microsoft.com/en-us/microsoft-365/enterprise?rtc=1

