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Reasons for modifying IFS (Integrated File System) security

How security differs between the IFS and traditional IBM i libraries and objects 

Auditing and the IFS

Example of securing a directory

NetServer
File shares

Guest profiles

Agenda
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A hierarchical file system

Added to iSeries in V3R6 to aide in porting 
Unix applications to run on IBM i

What is the IFS?

Default access is the equivalent of *PUBLIC *ALL allows inappropriate
Directory creation

Storage of objects
PC backups, movies, music, pictures, etc

Damage from malware

Most organizations have some confidential information stored in the IFS and it 
requires protection

Reasons for examining IFS security
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Which file systems?

All statements made apply to both /Root and /QOpenSys

Where they’re the Same and Where they’re Different

Same Different

Authority checking algorithm Authority names

*RWX vs *CHANGE

*PUBLIC authority Ignores QCRTAUT system value

Can use authorization lists and 
private authorities

Ignores ownership setting in 
User profile

Ignores adopted authority

Need to look in different audit 
fields
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Authorities *RWX *RW *RX *R *WX *W *X

Object

*OBJMGT

*OBJEXIST

*OBJALTER

*OBJREF

*AUTLMGT

Data

*OBJOPR X X X X X X X

*READ X X X X

*ADD X X X X

*UPD X X X X

*DLT X X

*EXECUTE X X X X

IFS authorities mapped to IBM i authorities

*RWX = Read/Write/Execute, Object authorities: *All = (*ALL)

*RWX = Read/Write/Execute (*CHANGE)

*RW = Read/Write

*RX = Read/Execute (*USE)

*R = Read

*WX = Write/Execute

*W = Write

*X = Execute

Need:

• *R to read a file or to list the contents of a directory

• *W to write to a file or add a file to a directory

• *X to traverse through a directory, e.g.,  ‘/home/cjw’

IFS Authorities
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Managing Authorities 
and Ownership

Two sets of authority to manage

CHGAUT – Change Authority command

Must consider the appropriate authority for both the 
Data authorities and the Object authorities

Specifying *ALL for Directory subtree allows you to set 
the authorities on the entire path
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Two sets of authority to manage

WRKAUT – Work with Authority command

Note:  This is the recommended setting for ‘/’  

Data authorities *RX, Object authorities *NONE

Working with permissions in Navigator for i
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Permissions and Change ownership 

Change Owner (CHGOWN)



9/24/2018

www.helpsystems.com/professional-security-services 8

HelpSystems. All rights reserved.

Auditing and the IFS

Configuring auditing on an IFS object

CHGAUD – Change Auditing command
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*N in the Object Name field of an audit entry indicates the 
object is a pathname (an object in the IFS)

Pathname is a 5002 character field at the end of the audit 
journal entry

Use CPYAUDJRNE command to display and view the results in 
QTEMP/QAUDITxx

IFS audit entries

CPYAUDJRNE – Copy Audit Journal Entries

Creates a file named QAUDITCO in QTEMP



9/24/2018

www.helpsystems.com/professional-security-services 10

Results of query / SQL of QTEMP/QAUDITCO
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Changing Authorities on a 
Directory
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Adopted authority is ignored

Options:
User has direct authority via

*PUBLIC

Individual (private) authority for user or group

Primary group authority

Authorization list

Use one of the swap APIs

Profile swap

Profile token 

Set UID or Set GID

Application authorization options

What we typically use

Identify directory(s) to be secured

Identify which users or processes are required to access the directories
Don’t forget manual processes, batch jobs, etc that write to the directory

Determine where authority is going to come from
Typically grant a private authority to a group or secure with an authorization list

Determine *PUBLIC authority setting
Often set to DTAAUT(*EXCLUDE) OBJAUT(*NONE)

Planning to change authorities



9/24/2018

www.helpsystems.com/professional-security-services 12

What authorities are needed?
OBJAUT(*NONE) and DTAAUT(*X) to traverse all directories in a path 

/Directory/SubDir1/SubDir2/SubDir3

OBJAUT(*NONE) and DTAAUT(*RX) to the directory to read or list the contents

Directory

• File1

• File2

OBJAUT(*NONE) and DTAAUT(*RWX) to the directory to create objects into it

OBJAUT(*NONE) and DTAAUT(*WX) to the directory to rename or delete objects in the directory

OBJAUT (*OBJMGT) at the object level to copy or rename objects

OBJAUT(*OBJEXIST) at the object level to delete objects

Modifying authorities

Example – Securing the /payroll directory
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Look at the owner of the objects in the directory

Examine the CO and DO audit entries
May need to examine OM entries (object moves)

Examine the ZR and ZC entries for objects being read/updated

Job schedule entries (for batch jobs reading from / writing to the 
directory being secured)

Determining the profiles that need access

Determining what Authority is Required

Display the owner of the objects And/Or Display the 
CO audit entries for the directory
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Start authority collection for SERVICE1 – V7R3

Query the collection for SERVICE1
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Set the authorities 

Or make SERVICE1 the owner of /payroll 

HelpSystems. All rights reserved.

More on Authorities
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root (‘/’) CANNOT be set to *EXCLUDE – many things will start to fail

Should be *PUBLIC DTAAUT(*RX) OBJAUT(*NONE)

But check to make sure that no temporary objects are being created 
/ deleted into root prior to securing

What applies to ‘/’ can be applied to ‘/QOpenSys’

IBM Directories:

/QIBM already set to DTAAUT(*RX) OBJAUT(*NONE)

Set  ‘/home’ to OBJAUT(*NONE) DTAAUT(*RX) 

Create a home directory for individuals requiring them.  Make them the 
owner and set *PUBLIC to DTAAUT(*EXCLUDE) OBJAUT(*NONE)

Do NOT remove private authorities granted to IBM profiles !

Notes on IFS authorities

Ignores QCRTAUT system value, so how is *PUBLIC set?

Typically inherits ALL authorities of the directory it’s being created into
Authorization list, *PUBLIC, private, etc

Exceptions:
CPYTOIMPF and CPYTOSTMF

Does not copy private authorities or AUTL

*PUBLIC and primary group are set to *EXCLUDE

Owner has *RWX

Need to change after the create using CHGAUT

Behavior changed in V6R1 – now have the option to inherit from the directory

creat(), move(), mkdir() APIs where the authority can be specified

*PUBLIC authority
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CPYTOSTMF as of V6R1

Tools for managing IFS authorities - SECTOOLS

SECTOOLS – PRTPUBAUT and PRTPVTAUT

Note:  Use caution when specifying *YES to search subdirectory!
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Proliferation of private authorities

/Images/2018/Finance/January

/Images – Created by (therefore, owned by):  GIBBS

/Images/2018 – Owner:  TONY, Private authority – GIBBS

/Images/2018/Finance – Owner:  ZIVA, Private authorities – GIBBS, TONY

/Images/2018/Finance/January – Owner:  MAGEE, Private auts – GIBBS, TONY, ZIVA

/Images/2018/Finance/January/xxxxx.doc – Owner:  App_Profile

Images will be owned by App_Profile and each will have a private authority for 
GIBBS, TONY, ZIVA and MAGEE.   

Discover which profiles have  excess private authorities via PRTPRFINT (Print profile 
internals) and WRKOBJPVT

Reduce time for SAVSECDTA using PRTPRFINT
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NetServer – File Shares and 
More

File shares make the directory “available” to the network

Manage file shares through Navigator for i 

A file share can be created by the owner of a directory, or 
someone with *ALLOBJ or *IOSYSCFG special authority

Shares can be Read-only or Read-Write
Must still have sufficient IBM i authority to the directories shared

Hide the share from broadcast by NetServer by adding a ‘$ to the 
end of the name

Sharename$

File shares
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List of file shares

File shares

A hand underneath the folder indicates it’s shared
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Many systems have shared ‘/’ (root)
This is a HUGE exposure because it shares /QSYS.LIB – in other words –
all libraries on the system.  If data is not protected, this is an easy way to 
corrupt data

A read/write share exposes the entire system to malware

A share to root is NOT required to share a sub-directory

Recommendations:

Review all file shares, removing those that are no longer needed

File shares – the Dangers!

Avoid sharing  ‘/’ if at all possible 
If required, use a Read-only share if at all possible

Hide the share – add a $ to the end

Be creative with the name

Set *PUBLIC authority of root to
DTAAUT(*RX) OBJAUT(*NONE)

Note:

Make sure nothing is being created into root prior to setting this authority 
– look at the CO audit journal entries

Root Recommendations
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NetServer

NetServer
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NetServer Guest Profile - Properties

• Only disabled NetServer profile NOT IBM i profile.

• Message CPIB682 sent to QSYSOPR for disabled NetServer users

NetServer – Disabled Profiles
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HelpSystems’ Solution Based Approach

Professional Security Services

DATA 
SECURITY
LIFECYCLE

Risk Assessment
Uncover your system’s security 
vulnerabilities and prepare a detailed report 
filled with expert findings and 
recommendations.

Penetration Testing
Test your security defenses through 
penetration testing—ethical hacking 
required by auditors that highlights 
the danger of security vulnerabilities.

Architecture
Close security gaps with a re-architected 
application security scheme designed by 
IBM i experts to meet your unique needs.

Managed 
Security Services

Bridge the gab between auditors and 
IT staff by enlisting exports to monitor 

your IBM i security and prepare 
in-depth reports every month.

Remediation
Implement your new security 

architecture and ensure IT staff has the 
knowledge to maintain the new security 

scheme.
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Questions?

www.helpsystems.com/professional-security-services

www.helpsystems.com

800-328-1000 | info@helpsystems.com

http://www.helpsystems.com/professional-security-services

