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CompTIA Network+  

Certification Study Guide 
“READ, WATCH, PRACTICE…” 

Ready to study and achieve your CompTIA Network+ certification? 

Then this document is designed for you.  By leveraging this tool you will be able to customize 
your learning plan and be ready to certify in 30, 60, or 90+ days.  Preparation for the 

certification exam will include reading a recommended text; watching free online e-Learning 
provided by Eli the Computer Guy, and practicing labs on your own or through Open Cloud 

Academy designed Network+ Workshops. 

Getting started is easy! 
 READ:  CompTIA Network+ N10-006 Cert Guide by Keith Barker and Kevin 

 Wallace 

 WATCH:  Start watching at Eli the Computer Guy or Professor Messer 

 PRACTICE: Sign up for the Open Cloud Academy sponsored Network+ 

 Workshops. 

 EXAM PREP: Get yourself ready for the actual Network+ Certification test by 

 taking each practice exam multiple times. Whenever possible, try to 

 emulate actual testing conditions: no interruptions, no looking at 
 answers. Then be sure you go back and review the parts where you 

 struggled. 

You should decide now what date you want to take the certification exam. The Open Cloud 

Academy recommends securing a reservation ASAP. Not only do the testing centers fill up 
quickly, but it is also a great motivator to have a goal date in sight. 

Pick a Testing Center. Sign up online through Pearson Vue. 

Things you should know about the CompTIA Network+ Certification 

exam: 

1. You are required to take and pass one exam to become CompTIA Network+ Certified, 
N10-006. 

2. Each exam consists of a maximum of 90 questions and you are provided 90 minutes 
to attain a passing score. 

3. Passing score is as follows, 720 (based on a scale of 100 – 900), or 80%. The 
certification exam questions are multiple choice and performance-based. 

How to choose between a 30, 60, or 90+ day Self-Study plan. 

http://www.elithecomputerguy.com/classes/networking/
http://amzn.to/1GHrNfH
http://www.elithecomputerguy.com/classes/networking/
http://www.professormesser.com/
http://my.opencloudacademy.com/
https://onedrive.live.com/view.aspx?resid=1D84E9849CACBCE4!21662&ithint=file%2cpdf&app=WordPdf&authkey=!AKfDIBEoi3KnbRo
http://www6.pearsonvue.com/
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Rackspace experts have broken the Self-Study plan into lessons. Each lesson requires about 

3+ hours of study time. You should design your plan around your availability to study.  

 30 Day Plan: Requires you to complete 4 lessons per week, averaging 16  

   hours per week 

 60 Day Plan: Requires you to complete 2 lessons per week, averaging 8  

   hours per week  

 90+ Day Plan: Requires you to complete 1-2 lessons per week, averaging 4-8  

   hours per week 

Study Tips: 

1. Follow the lessons in order 

2. Sign up and attend the hands-on Network+ workshops sponsored by the Open Cloud 
Academy. 

3. Print and review the CompTIA Network+ Certification Exam objectives 

4. Make sure you know and understand the answers to the Review Questions at the end 
of each chapter, if not, go back and review 

5. Periodically take free practice exams and find out what your weak areas are 

6. Go over your weak areas, learn the concepts, and practice - a lot! 

7. Come to the Workshops!  

8. Check your progress by retaking practice exams 

Let’s get started! 

  

https://certification.comptia.org/docs/default-source/exam-objectives/comptia-network-(n10-006)_examobjectives.pdf
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Lesson 1: Introduction  
READ: Introduction: CompTIA Network+ Exam Topics (pages xxvi – xxxi), 

and Chapter 2: The OSI Reference Model (36 pages) - CompTIA Network+ N10-

006 Cert Guide 

 WATCH:  

o Videos on DVD included with CompTIA Network+ N10-006 Cert Guide 
 Network Fundamentals Video #1: Introduction to the OSI Model (9:22) 

 Network Fundamentals Video #2: Layer 1 – The Physical Layer (11:09) 
 Network Fundamentals Video #3: Layer 2 – The Data Link Layer (9:02) 

 Network Fundamentals Video #4: Layer 3 – The Network Layer (10:34) 
 Network Fundamentals Video #5: Layer 4 – The Transport Layer (9:57) 

 Network Fundamentals Video #6: Layers 5 – 7 The Upper Layers (11:35) 

o Videos from Eli the Computer Guy 
 OSI Model Demystified (18:40) 

 PRACTICE:  
 From Appendix D: Memory Tables (found on DVD), print the section for 

Chapter 2: The OSI Reference Model and complete the tables and lists 

from memory. 
 Ch. 2: Hands-On Labs in Network+ Simulator Lite 

 Ch. 2: Performance Based Exercise #8 (found on DVD) 
 Ch. 2: Performance Based Exercise #9 

 Review Questions at the end of the chapter. (p58) 

 EXAM PREP: 
Take Exam #1 from the Pearson IT Certification Practice Test (found on DVD)  

Lesson 2: Network Architecture (Part 1) 

 READ: Chapter 1: Computer Network Fundamentals (20 pages) - CompTIA 

Network+ N10-006 Cert Guide 

 WATCH:  

o Videos from Professor Messer 
 Common Network Topologies (7:15) 

 Network Infrastructures (6:20) 

 PRACTICE:  
 From Appendix D: Memory Tables (found on DVD), print the section for 

Chapter 1: Computer Network Fundamentals and complete the tables 
and lists from memory.  

 Ch. 1: Hands-On Labs in Network+ Simulator Lite 

 Ch. 1: Performance Based Exercise #1 (found on DVD) 
 Ch. 1: Performance Based Exercise #2 

 Ch. 1: Performance Based Exercise #3 
 Ch. 1: Performance Based Exercise #4 

 Ch. 1: Performance Based Exercise #5 
 Ch. 1: Performance Based Exercise #6 

http://amzn.to/1GHrNfH
http://amzn.to/1GHrNfH
http://amzn.to/1GHrNfH
http://www.elithecomputerguy.com/2010/12/10/the-osi-model-demystified-2/
http://amzn.to/1GHrNfH
http://amzn.to/1GHrNfH
http://www.professormesser.com/?p=17669
http://www.professormesser.com/?p=17674
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 Ch. 1: Performance Based Exercise #7 

 Review Questions at the end of the chapter. (p25) 

Lesson 3: Network Architecture (Part 2) 

 READ: Chapter 3: Network Components (44 pages) - CompTIA Network+ N10-

006 Cert Guide 

 WATCH: 

o Videos from Eli the Computer Guy 
 Introduction to DNS (41:51) 

 Introduction to DHCP (21:36) 

 PRACTICE: 
 From Appendix D: Memory Tables (found on DVD), print the section for 

Chapter 3 Network Components and complete the tables and lists from 

memory. 
 Ch. 3: Hands-On Labs in Network+ Simulator Lite 

Lesson 4: Network Architecture (Part 3) 

 WATCH: 

o Videos from Eli the Computer Guy 
 Introduction to Networking Devices (57:37)  

 Understanding Switches (58:10) 
 Understanding SOHO Routers (53:04) 

 Physical Network Segmentation (35:42) 

 PRACTICE:  
 Ch. 3: Performance Based Exercise #10 (found on DVD) 

 Review Questions at the end of the chapter. (p109) 

Lesson 5: Network Architecture (Part 4) 

 READ: Chapter 5: IPv4 and IPv6 Addresses  (46 pages) - CompTIA Network+ 

N10-006 Cert Guide 

 WATCH:  

o Videos on DVD included with CompTIA Network+ N10-006 Cert Guide 

 Network Fundamentals Video #7: IP Addressing Part 1 (13:21) 
 Network Fundamentals Video #8: IP Addressing Part 2 (24:40) 

 Network Fundamentals Video #9: IP Addressing Part 3 (18:14) 
 Network Fundamentals Video #10: IP Addressing Part 4 (14:54) 

o Videos from Eli the Computer Guy 
 TCP/IP Subnet Masking (1:09:34) 

 
 

 

http://amzn.to/1GHrNfH
http://amzn.to/1GHrNfH
http://www.elithecomputerguy.com/2013/03/13/introduction-to-dns-domain-name-services-2/
http://www.elithecomputerguy.com/2013/03/11/introduction-to-dhcp-2/
http://www.elithecomputerguy.com/2011/02/18/introduction-to-networking/
http://www.elithecomputerguy.com/2011/02/17/understanding-switches-2/
http://www.elithecomputerguy.com/2011/02/17/understanding-soho-routers-2/
http://www.elithecomputerguy.com/2011/02/17/physical-network-segmentation-2/
http://amzn.to/1GHrNfH
http://amzn.to/1GHrNfH
http://amzn.to/1GHrNfH
http://www.elithecomputerguy.com/2010/12/12/tcpip-and-subnet-masking-2/
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 PRACTICE:  
 From Appendix D: Memory Tables (found on DVD), print the section for 

Chapter 5: IPv4 and IPv6 Addresses and complete the tables and lists 

from memory. 
 Ch. 5: Hands-On Labs in Network+ Simulator Lite 

 Ch. 5: Performance Based Exercise #12 (found on DVD) 
 Ch. 5: Performance Based Exercise #13 

 Ch. 5: Performance Based Exercise #14 
 Ch. 5: Performance Based Exercise #15 

 Ch. 5: Performance Based Exercise #16 
 Review Questions at the end of the chapter. (p194) 

Lesson 6: Network Architecture (Part 5) 

 READ: Chapter 6: Routing IP Packets (29 pages), Chapter 9: Network 

Optimization (27 pages) - CompTIA Network+ N10-006 Cert Guide 

 WATCH:  

o Videos from Eli the Computer Guy 

 Building Your Own Network for a Computer Lab (17:05) 
 Setting up Port Forwarding (16:29) 

 Introduction to Convergence (30:04)  

 PRACTICE:  
 From Appendix D: Memory Tables (found on DVD), print the section for 

Chapter 6: Routing IP Packets and Chapter 9: Network Optimization 

and complete the tables and lists from memory. 
 Ch. 6: Hands-On Labs in Network+ Simulator Lite 

 Ch. 6: Performance Based Exercise #17 (found on DVD) 
 Ch. 9: Performance Based Exercise #24 

 Review Questions at the end of the chapter. (p227, p323) 

Lesson 7: Network Operations (Part 1) 

 READ: Chapter 4: Ethernet Technology (33 pages), Chapter 8: Wireless LANs 

(27 pages) - CompTIA Network+ N10-006 Cert Guide 

 WATCH:  

o Videos from Eli the Computer Guy 

 Power Over Ethernet (POE) (58:04) 
 Wireless Range Extenders to Enlarge Your Wireless Network (14:44) 

 Network Cabling (1:02:38) 

 PRACTICE: 
 From Appendix D: Memory Tables (found on DVD), print the section for 

Chapter 4: Ethernet Technology, and Chapter 8: Wireless LANs, and 
complete the tables and lists from memory. 

 Ch. 4: Hands-On Labs in Network+ Simulator Lite 
 Ch. 8: Hands-On Labs in Network+ Simulator Lite 

http://amzn.to/1GHrNfH
http://www.elithecomputerguy.com/2013/02/15/building-your-own-network-for-a-computer-lab-2/
http://www.elithecomputerguy.com/2013/02/01/setting-up-port-forwarding-2/
http://www.elithecomputerguy.com/2011/02/17/introduction-to-convergence-2/
http://amzn.to/1GHrNfH
http://www.elithecomputerguy.com/2014/12/02/poe-power-over-ethernet-introduction/
http://www.elithecomputerguy.com/2012/12/12/wireless-range-extenders-to-enlarge-your-wireless-network-2/
http://www.elithecomputerguy.com/2011/02/15/network-cabling-2/
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 Ch. 4: Performance Based Exercise #11 (found on DVD) 

 Ch. 8: Performance Based Exercise #19 
 Ch. 8: Performance Based Exercise #20 

 Ch. 8: Performance Based Exercise #21 

 Ch. 8: Performance Based Exercise #22 
 Ch. 8: Performance Based Exercise #23 

 Review Questions at the end of the chapter. (p146, p293) 

Lesson 8: Network Operations (Part 2) 

 READ: Chapter 11: Network Management (26 pages) - CompTIA Network+ 

N10-006 Cert Guide 

 WATCH: 

o Videos from Eli the Computer Guy 
 Introduction to SNMP (16:44) 

 Network Mapping (51:19) 

 PRACTICE: 
 From Appendix D: Memory Tables (found on DVD), print the section for 

Chapter 11: Network Management, and complete the tables and lists 
from memory.  

 Ch. 11: Performance Based Exercise #36 (found on DVD) 

 Review Questions at the end of this chapter. (p392) 

Lesson 9: Network Security (Part 1) 

 READ: Chapter 12: Network Security (51 pages) - CompTIA Network+ N10-006 

Cert Guide 

 WATCH: 

o Videos from Eli the Computer Guy 
 Personal VPN (25:33) 

Lesson 10: Network Security (Part 2) 

 WATCH: 

o Videos from Professor Messer 

 Access Control Lists (3:51) 

 Tunneling and Encryption (5:33) 
 IPsec (7:20) 

 Remote Access (7:10) 
 Introduction to User Authentication (4:27) 

 Understanding PKI (6:05) 
 An Overview of Kerberos (7:09) 

 An Overview of AAA, RADIUS, and TACACS (3:49) 
 Network Access Control with 802.1X (3:50) 

 CHAP and MS-CHAP (2:53) 

http://amzn.to/1GHrNfH
http://amzn.to/1GHrNfH
http://www.elithecomputerguy.com/2012/05/05/introduction-to-snmp-simple-network-management-protocol/
http://www.elithecomputerguy.com/2010/12/12/network-mapping-2/
http://amzn.to/1GHrNfH
http://amzn.to/1GHrNfH
http://www.elithecomputerguy.com/2013/06/13/personal-vpn-services-for-security-overview-2/
http://www.professormesser.com/?p=10895
http://www.professormesser.com/?p=10903
http://www.professormesser.com/?p=10907
http://www.professormesser.com/?p=10912
http://www.professormesser.com/?p=10951
http://www.professormesser.com/?p=10955
http://www.professormesser.com/?p=10960
http://www.professormesser.com/?p=10964
http://www.professormesser.com/?p=10968
http://www.professormesser.com/?p=10973
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 Understanding Extensible Authentication Protocol (2:47) 

 Multi-factor Authentication (2:54) 
 Single Sign-on (2:58) 

 War Driving and War Chalking (3:32) 

 Cracking WEP and WPA (9:41) 
 Rogue Access Points and Evil Twins (4:03) 

 Denial of Service Attacks (5:42) 
 Man in the Middle Attacks (4:52) 

 Social Engineering Attacks (4:49) 
 Virus and Worm Attacks (6:26) 

 Buffer Overflow Attacks (3:49) 
 Packet Sniffing Attacks (4:20) 

 FTP Bounce Attacks (2:49) 

 End-User Security Training and Awareness (4:44) 
 Patch Management (3:16) 

 Policies and Procedures (3:02) 
 Incident Response (3:29) 

 PRACTICE:  
 From Appendix D: Memory Tables (found on DVD), print the section for 

Chapter 12: Network Security and complete the tables and lists from 

memory.  

 Ch. 12: Hands-On Labs in Network+ Simulator Lite 
 Ch. 12: Performance Based Exercise #37 (found on DVD) 

 Review Questions at the end of this chapter. (p 447) 

Lesson 11: Troubleshooting (Part 1) 

 READ: Chapter 7: Wide-Area Networks (23 pages) - CompTIA Network+ N10-

006 Cert Guide 

 WATCH: 

o Videos from Eli the Computer Guy 
 Understanding Broadband Technologies (1:05:12) 

o Videos from Professor Messer 
 Broadband over Powerline (3:53) 

 T1/E1 and T3/E3/DS3 (3:46) 
 OCx, SONET, and SDH (3:55) 

 Satellite, ISDN, Cable, DSL, and Dialup (10:25) 
 Cellular, WiMAX, LTE, and HSPA+ (4:54) 

 DWDM and PON (3:48) 

 Frame Relay and ATM (4:09) 
 Circuit Switching and Packet Switching (3:30) 

 Transmission Media, Speed, and Distance (4:34) 

 PRACTICE:  
 From Appendix D: Memory Tables (found on DVD), print the section for 

Chapter 7: Wide-Area Networks and complete the tables and lists from 
memory.  

http://www.professormesser.com/?p=10976
http://www.professormesser.com/?p=10980
http://www.professormesser.com/?p=10983
http://www.professormesser.com/?p=10994
http://www.professormesser.com/?p=10998
http://www.professormesser.com/?p=11002
http://www.professormesser.com/?p=11005
http://www.professormesser.com/?p=11008
http://www.professormesser.com/?p=11012
http://www.professormesser.com/?p=11016
http://www.professormesser.com/?p=11021
http://www.professormesser.com/?p=11025
http://www.professormesser.com/?p=11029
http://www.professormesser.com/?p=11033
http://www.professormesser.com/?p=11036
http://www.professormesser.com/?p=11039
http://www.professormesser.com/?p=11042
http://amzn.to/1GHrNfH
http://amzn.to/1GHrNfH
http://www.elithecomputerguy.com/2010/12/16/understanding-broadband-technologies/
http://www.professormesser.com/?p=10236
http://www.professormesser.com/?p=10321
http://www.professormesser.com/?p=10331
http://www.professormesser.com/?p=10337
http://www.professormesser.com/?p=10343
http://www.professormesser.com/?p=10348
http://www.professormesser.com/?p=10352
http://www.professormesser.com/?p=10357
http://www.professormesser.com/?p=10361
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 Ch. 7: Performance Based Exercise #17 (found on DVD) 

 Review Questions at the end of this chapter. (p 263) 

Lesson 12: Troubleshooting Part 2 

 READ: Chapter 10: Command-Line Tools (37 pages), and Chapter 13: 

Network Troubleshooting (23 pages) - CompTIA Network+ N10-006 Cert Guide 

 WATCH: 

o  Videos from Eli the Computer Guy 
 Ping and Tracert (23:41) 

 PRACTICE:  
 From Appendix D: Memory Tables (found on DVD), print the section for 

Chapter 10: Command-Line Tools, and Chapter 13: Network 
Troubleshooting, and complete the tables and lists from memory.  

 Ch. 10 Hands-On Labs in Network+ Simulator Lite 
 Ch. 13 Hands-On Labs in Network+ Simulator Lite 

 Ch. 10 Performance Based Exercise #25 (found on DVD) 
 Ch. 10 Performance Based Exercise #26 

 Ch. 10 Performance Based Exercise #27 
 Ch. 10 Performance Based Exercise #28 

 Ch. 10 Performance Based Exercise #29 

 Ch. 10 Performance Based Exercise #30 
 Ch. 10 Performance Based Exercise #31 

 Ch. 10 Performance Based Exercise #32 
 Ch. 10 Performance Based Exercise #33 

 Ch. 10 Performance Based Exercise #34 
 Ch. 10 Performance Based Exercise #35 

 Ch. 13 Performance Based Exercise #38 
 Ch. 13 Performance Based Exercise #39 

 Ch. 13 Performance Based Exercise #40 

 Review Questions at the end of the chapter. (p 362, p473) 

Lesson 13: Troubleshooting Part 3 

 READ: Appendix B Update (21 pages)  

 WATCH: 

o Videos from Professor Messer 

 The Network Troubleshooting Process (9:23) 
 Troubleshooting Network Cabling (4:24) 

 Troubleshooting Port Configuration (4:15) 
 Troubleshooting VLAN Assignments (4:20) 

 Troubleshooting Mismatched MTUs (9:15) 
 Troubleshooting Power Failures (4:32) 

 Troubleshooting Routing (6:13) 
 Troubleshooting Bad Fiber Modules (4:49) 

 Troubleshooting Subnet Masks and Gateways (4:30) 

http://amzn.to/1GHrNfH
http://www.elithecomputerguy.com/2012/10/26/episode-317-ping-and-tracert-for-network-troubleshooting/
http://ptgmedia.pearsoncmg.com/imprint_downloads/pearsonitcertification/bookreg/9780789754080/NetPlusN10-006CertGuide_AppendixB_Update_3-11-15.pdf
http://www.professormesser.com/n10-005/the-network-troubleshooting-process/
http://www.professormesser.com/?p=10048
http://www.professormesser.com/?p=10052
http://www.professormesser.com/?p=10056
http://www.professormesser.com/?p=10068
http://www.professormesser.com/?p=10073
http://www.professormesser.com/?p=10077
http://www.professormesser.com/?p=10083
http://www.professormesser.com/?p=10087
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 Troubleshooting Duplicate IP Addresses (4:52) 

 Troubleshooting DNS (4:05) 
 Troubleshooting Bad Connectors (2:32) 

 Troubleshooting Opens and Sorts (2:46) 

 Troubleshooting Split Cables (3:08) 
 Troubleshooting dB Loss (6:18) 

 Troubleshooting Transmit-Receive Reversal (3:29) 
 Troubleshooting Cable Placement, EMI, and Interference (5:09) 

 Troubleshooting Crosstalk (4:16) 
 Crimpers (3:36) 

 Lineman’s Handset (2:53) 
 Toner Probes (3:06) 

 Punch Down Tools (3:53) 

 Protocol Analyzers (4:22) 
 Loopback Plugs (2:30) 

 TDR and OTDR (3:23) 
 Multimeters (2:12) 

 Environmental Monitors (2:28) 

Exam Prep: 

 READ: Chapter 14, Final Preparation (7 pages), Appendix C (9 pages) 

 Exam #2 from the Pearson IT Certification Practice Test (Installed from the 

DVD), compare your score to Exam #1 which you took in Lesson 1. Review the areas 
/ objectives in which you scored low, and go back and review the Study Guide 

material on those topics. 

 

http://www.professormesser.com/?p=10094
http://www.professormesser.com/?p=10099
http://www.professormesser.com/?p=10416
http://www.professormesser.com/?p=10419
http://www.professormesser.com/?p=10424
http://www.professormesser.com/?p=10553
http://www.professormesser.com/?p=10558
http://www.professormesser.com/?p=10563
http://www.professormesser.com/?p=10567
http://www.professormesser.com/?p=10640
http://www.professormesser.com/?p=10643
http://www.professormesser.com/?p=10646
http://www.professormesser.com/?p=10649
http://www.professormesser.com/?p=10652
http://www.professormesser.com/?p=10655
http://www.professormesser.com/?p=10659
http://www.professormesser.com/?p=10663
http://www.professormesser.com/?p=10666

