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QUESTION 1

A small electronics company decides to use a contractor to assist with the development of a new FPGA- based device.
Several of the development phases will occur off-site at the contractor\\'s labs. Which of the following is the main
concern a security analyst should have with this arrangement? 

A. Making multiple trips between development sites increases the chance of physical damage to the FPGAs. 

B. Moving the FPGAs between development sites will lessen the time that is available for security testing. 

C. Development phases occurring at multiple sites may produce change management issues. 

D. FPGA applications are easily cloned, increasing the possibility of intellectual property theft. 

Correct Answer: B 

Reference: https://www.eetimes.com/how-to-protect-intellectual-property-in-fpgas-devices-part-1/# 

 

QUESTION 2

A security analyst is reviewing vulnerability scan results and notices new workstations are being flagged as having
outdated antivirus signatures. The analyst observes the following plugin output: 

The analyst uses the vendor\\'s website to confirm the oldest supported version is correct. Which of the following BEST
describes the situation? 

A. This is a false positive and the scanning plugin needs to be updated by the vendor 

B. This is a true negative and the new computers have the correct version of the software 

C. This is a true positive and the new computers were imaged with an old version of the software 

D. This is a false negative and the new computers need to be updated by the desktop team 

Correct Answer: C 

 

QUESTION 3

A critical server was compromised by malware, and all functionality was lost. Backups of this server were taken;
however, management believes a logic bomb may have been injected by a rootkit. Which of the following should a
security analyst perform to restore functionality quickly? 
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A. Work backward, restoring each backup until the server is clean 

B. Restore the previous backup and scan with a live boot anti-malware scanner 

C. Stand up a new server and restore critical data from backups 

D. Offload the critical data to a new server and continue operations 

Correct Answer: C 

 

QUESTION 4

An executive assistant wants to onboard a new cloud based product to help with business analytics and dashboarding.
When of the following would be the BEST integration option for the service? 

A. Manually log in to the service and upload data files on a regular basis. 

B. Have the internal development team script connectivity and file translate to the new service. 

C. Create a dedicated SFTP sue and schedule transfers to ensue file transport security 

D. Utilize the cloud products API for supported and ongoing integrations 

Correct Answer: A 

 

QUESTION 5

Which of the following BEST articulates the benefit of leveraging SCAP in an organization\\'s cybersecurity analysis
toolset? 

A. It automatically performs remedial configuration changes to enterprise security services 

B. It enables standard checklist and vulnerability analysis expressions for automation 

C. It establishes a continuous integration environment for software development operations 

D. It provides validation of suspected system vulnerabilities through workflow orchestration 

Correct Answer: B 
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