CONNECT SECURELY TO OBIEE
WITH TABLEAU
USING Bl CONNECTOR

Whitepaper

Abstract

Organizations have invested years and millions of dollars to build a robust security model to protect their
strategic and important data in OBIEE. Read this whitepaper to learn how users can reuse OBIEE security
model to connect from Tableau Desktop and Tableau Server to OBIEE data by using Bl Connector.
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Introduction

Organizations depend on OBIEE’s robust security model to protect their most strategic and important
data assets. Often, years of effort and millions of dollars is invested by an organization to ensure that
the right people have the right access to the right level of data stored in their OBIEE environments.

When Tableau, which provides modern visualization and analytics capability that is loved by users, is
introduced in the organization, it is important to reuse the existing security model in OBIEE. This would
allow organizations to maintain the highest levels of data security and efficiently integrate the new
platform into their Business Intelligence fabric without reinventing or duplicating the security model.

Bl Connector has been designed from the ground up to connect Tableau securely to OBIEE by reusing
the existing security model in OBIEE. In this white paper, we will discuss the data security scenarios
when connecting from Tableau Desktop and Tableau Server to OBIEE with live connection and data
extraction options.

Data Connection from Tableau to OBIEE

Tableau provides the capability to connect to a data source both in live and in extract mode. Bl
Connector supports both these options when connecting from Tableau to OBIEE.

Connecting Securely from Tableau Desktop

When using Bl Connector desktop version, the Tableau desktop user downloads the Bl Connector and
sets up an ODBC Data Source to OBIEE. Then the user opens Tableau and connects to OBIEE at which
point she is required to enter her OBIEE username and password along with the OBIEE URL. You can
use the Secure Socket Layer(SSL) enabled HTTPS URL for OBIEE or the HTTP URL. From OBIEE
perspective, a user connecting from Tableau using Bl Connector is similar to a user using web browser to
connect to the OBIEE URL with their user name and password.

Live Connection Method

The default method in Tableau is live connection. In this method the user’s credentials are validated by
OBIEE security layer. Once the user is authenticated the user is presented a list of subject areas from
which they can do their analysis and visualization in Tableau.

All of OBIEE data level security rules are retained while the user is using Tableau to connect live to
OBIEE. The user sees only the subject areas and the data that they have permission to access in OBIEE.
You can login into OBIEE directly from a web browser and compare the visible subject areas to the
Tableau view.

When the user saves the workbook, the user credentials are not saved for security reasons. When the
user reopens the saved workbook that uses a live connection, the user is prompted to reenter the
username and password for OBIEE.

Copyright©2016 http://www.biconnector.com Guidanz Inc.



http://www.biconnector.com/

File Dats Server Window Help
#e-> M B

& Base Facts (Sample - Sales Lite.Base Facts)+ (Sample -... Connection Fiter
® Live O Extract 0| Add.

Connected to Other Databases [CDEC)

Server i ) ) )
guidanztabobil.cloudapp.net | Base_facts 3 @ ' Products

Database

This databizse does not support joining tables from i p:,z databagEs )

Sk - S lin Sitching databases will use only tables fram the net asec mel

Sample - Sales Lite
Sarmple - Targets Lite

Sort fields [ Showalinses (] Show hidden fields ROWSE

Table

Abc Eid i # * * Abc #|
Enter table name L +|

Bass_Facts Base_Facts Base facts Bass_facts Bass_Facts Bass_facts Products 2
@® Exact O Contains (O Starts with Gzid Revenue Eilled Quantity Discount Armourt Target Revenue Target Quantity GZID (Froducts) Pr

FR Mew Custorn SOL

Update Mow

Butomatically Update

[C] Data Source ‘ Sheet 1

ta & to

M4 M

Figure 1 User sees only the subject areas they have permission to access when connecting to OBIEE
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Figure 2 User is prompted for credentials every time she opens the worksheet
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Extract Scenario
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Using Bl Connector, the Tableau user can extract the data from OBIEE as a one time or on periodic basis

using the Extract method in the Tableau data source. In this case as well the user is prompted for
username and password when connecting to the data source to initiate the extract. Once the user
selects the tables she wants to analyze, sets the extract filter and moves to the worksheet to analyze,

the Tableau data extract (.tde) gets created. Once the extract completes the user can now analyze the
data embedded in the .tde file. The data in the .tde extract has only the data that her OBIEE security
allows. The user then saves the workbook.

When the user reopens the saved .tde file, the user is not required to reenter the OBIEE username and
password since the data is already downloaded into .tde file. The user does not require any password
to access the worksheet that uses the .tde file. However, if the user needs to change the extract criteria,
then Tableau/BI connector now asks for her OBIEE credentials again before proceeding to create a new
extract or modifying an extract. This prevents any unintended update of the Tableau worksheet that was

created.
- 3] x
Other Databases (ODBC) Connection
B A & lWi-db- & 8 Other Databases (ODBC) L St
Data Anakytics “ | pages _ E Eg% ::=_.
% Base Facts (Sample - Sales Lite...,
Connect Using
Dimensions == -
4 = Base Facts Filters 2! GUID CHIEE hd = l'l
hoc Brid Measure Names Hl -~ = 1 I il
| 4 = Products = () Driver: EI Connector Driver .u = ]
&bc Brand ==
abc GZID (Products) Warks Connect:
Abc LOB 5
abc Product Connection Attributes
#  Product Humber Server: [quidanztabobit cloudapp.net | Port: (80
) - Abc &
abe Product Type [ &) 123 09 0 “H
abe Product Type Description Color Size Text 0¥

4 = Time

Bl Calendar Date
abc GZID (Time)
abe Per Name Half
Abc Per Name Month
Abc Per Marme Otr
Abc Per Name Week
abe Per Name Year

abe Measurs Nomes

Measures
#  Billed Quantity

#  Discount Amount
4 Revenue

#  Torget Quantity

#  Target Revenue
=+ Mumberof Records
##  Megsure Voives

[ pata Source ‘ Sheet 1

Timarks 36 rows by 2 columns

f 28 0
SUM of Measure Walues: 4,99

Detail | |Tooltip
5% Measure Values
Measure Yalues

SUM(Target Revenue)
SUM(Revenue)

Database:

Username:

Password:

String Extras:

[5ample - sales Lite

[obiestest

PESCRIPTION=;Use550=ho

—_—
For scatter plots try

Qormore dimensions
2todmeasures

Figure 3 If the user needs to change the extract conditions, the user is prompted for credentials
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Tableau Server

The first step to using Tableau server is to create a data source in Tableau Desktop where the
user connects to OBIEE using Bl Connector and then publish the data source to Tableau server
as seen in the below screenshot.

Live Connection Scenario
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Figure 4 Publish OBIEE data source from Tableau Desktop to Tableau Server

Once the data source is published, go to Tableau server and test the connection. You will notice in the
password section there are 2 options —

1. Prompt user for password, if needed
2. Embedded password in connection

With option 1, any worksheet created with this data source on the server or desktop will always ask for
OBIEE username and password for the user using the report. This will ensure that the OBIEE security is
maintained in Tableau.

With option 2, the username and password are embedded in the data source and it uses the credentials
that are supplied in the data connection for all users. This needs to be carefully evaluated if this is the
right approach for your data security needs. If you need to provide data access to your senior
executives and they don’t want the hassle of entering their OBIEE username or password every time,
you can create a Tableau Site or User group with select users and provide restricted access to the
embedded password OBIEE data source.
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Figure 5 Notice the Prompt user for password option in the published data connection

When another user connects to a worksheet with this data source it will always ask their OBIEE
username and password. The user will only see the data that she is authorized to view.
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Figure 6 OBIEE username and password is requested when user connects to worksheet on Tableau server

Extract Scenario
If you need the data source to be regularly extracted and refreshed incrementally from OBIEE then the
OBIEE username and password needs to be embedded in the server data connection.
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Figure 7 For automated data refresh from OBIEE, password needs to be embedded in the data connection

Conclusion

In this whitepaper we reviewed the data security considerations while connecting from Tableau Desktop
and Tableau Server to OBIEE data sources using the live connection and data extract options. Bl
Connector ensures that OBIEE data security rules are strictly followed when a user connects from
Tableau to OBIEE. By using Bl Connector, organizations can now get a jump start in meeting the
business demand for modern visualization and self-service capability for OBIEE data while reusing their
investment in OBIEE based enterprise data security model.
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Recommended Next Steps

If you haven’t tried Bl Connector yet, download a free trial.

Resources to learn more

1.

vk wN

Bl Connector Website

Bl Connector — How it works

14 Day Free Trial of Bl Connector

Read the Bl Connector blog for the latest update on Bl Connector

Contact us with your questions and feedback.
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