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La prévention seule est vaine

“La préevention est vaine en 2020 "
“La securité de I'informatique ne peut plus empécher les attaques ciblées ”

“En 2020, 60% des budgets securité de I'informatique seront alloués
a la detection et aux reponses rapides contfre 10% en 2013. "

ww\/‘w»wf—/\ﬂf\/—wﬂm W N NMW

Prevention Is Futile in 2020: Protect Information
§, Via Pervasive Monitoring and Collective

¢ Intelligence
make prevention-centric strategies obsolete. Gartner

Published: 30 May 2013
Analyst(s): Neil MacDonald
will require a shift to information- and people-

nbined with pervasive internal monitoring and

3]



Lacunes des protections traditionnelles

# ldentifiants faibles ou volés
76% des attaques

:#* Ingénierie sociale/Phishing
52% des attaques

:#* Botnets/APT
59% des attaques

:* Menaces internes
35% des attaques

4| Sources: Ponemon et Verizon
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PREVENTATIVE
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HLEY MADIS& Now

Life is Short. Have an Affair.

Cyber attagues majeurs des 12 derniers mois

¥IRS At
LastPass

Anthem. g
BlueCross
m The Last Password You'll Ever Need.
| Mar | Avr | Mai | Juin | Juil | Aout | Sept

RN
X3 SONY.
| oct |

Sept

Nov | Dec | Jan | Fev

AL W aspersirs

o Grour Bundestag |
P; Q U! THALESs JHackingTeam|

[k
POSTAL SERVICE;
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Devriez-vous étre inquiet ?

ASHLEY
MADIS~N°

Life is short. Have an affair.®

Get started by telling us your relationship status:

Please Select s

See Your Matches »

anonymous members!

As seen on: BBC News, Ashley Madison is the

Reuters, The Sun, The world's leading married

Telegraph, The Times dating service for
discreet encounters




Qui est LogRhythm

* Fondée en Mars 2003 ,
* Siége social dans le Colorado |
® Croissance annuelle > 50%

® Le plus grand éditeur indépendant de SIEM
® Solution Best of Breed, Leader

* Plus de 2500 clients

* Focalisation sur la satisfaction client : > 95% de clients restent nos clients

7]



Gartner — Magic Quadrant for SIEM- 2015

IBM Security @)

HPOO

Splunk
LogRhythm @ @ Intel Security

EMC (RSA)

SolarWinds
e Trustwave

Micro Focus (NetlQ) o

AlienVault

EventTracker
@9

AccelOps

BlackStratus o

ABILITY TO EXECUTE

8 | COMPLETENESS OF VISION As of July 2015

The average of LogRhythm reference customers
satisfaction scores for scalability and performance,
effectiveness of predefined rules, usefulness of
predefined reports, ease of use and effectiveness of
predefined queries, product quality and stability, and
support experience is higher than the average scores for
all reference customers in those areas



Gartner — Magic Quadrant for SIEM : Change from 2014 to 201509

IBM Security
IBM Security
Splunk HP
HP
Splunk Intel Security

Intel Security

m
lothythm

Animate to see
change 2014 to 2015

LogRhyth

ABILITY TO EXECUTE

9| COMPLETENESS OF VISION As of July 2015
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La différence avec LogRhythm

20 &PV

Focus

Innovation

Gestion globale des indicateurs des cyber menaces
Gestion des incidents de sécurité du début a la fin

Platforme évolutive

Valeur ajoutée rapide pour nos clients
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Pourquoi LogRhythm? ‘Log

e Security Intelligence:
* Log Management + SIEM + Threat Analytics + Threat Intelligence
* Endpoint forensic + Network forensic

* Rapidité de déploiement et d’évolution:

e 700+ normalisation de sources de log préconfigurées

e 700+ regles de corrélation préconfigurées (par modules)
faciles a modifier

 Modules de conformité PCI-DSS, 1SO27001, Quick Start... préconfigurés
* |nterface puissante et facile d’utilisation

* SOC Nouvelle Génération (produits & team qui gerent les
incidents)



Objectifs

* MTTD = Mean Time To Detect

Temps Moyen De Détection

* MTTR = Mean Time To Respond

Temps Moyen De Réponse



Une détection et réponse plus rapide réduit les risques

MONTHS ‘

PPTHH )

Dévastateur

Risque d’intrusion
13

Evité

MEAN-TIME-TO-DETECT (MTTD)*

MEAN-TIME-TO-RESPOND (MTTR)

* 31 jours en moyenne (rapport Ponemon 2014)



Model de maturité du “Security Intelligence”

@ Exposition RESIStANCE
Aux menaces Aux menaces . , .,
Niveaux de sécurité

Niveau 0: Aveugle

MONTHS ‘ Niveau 1: Conforme a Minima
EmmnERE \ Niveau 2: Solidement conforme
EEEEEEN

bt \ Niveau 3: Vigilant
\ Niveau 4: Resistant

DAYS \

Temps

Tzen

MEAN-TIME-TO-DETECT (MTTD)*

MEAN-TIME-TO-RESPOND (MTTR)

MINUTES - 1

.

Niveau 0 Niveau 1 Niveau 2 Niveau 3 Niveau 4

14
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Model de maturité du “Security Intelligence”

Investment

Maturity Level

Security
Posture

Log Management

SIEM

User Analytics

Endpoint Analytics
Network Analytics
Machine Data Intelligence
Vulnerability Intelligence

Threat Intelligence

Monitoring Response Process
i Security Operations Centre

Aveugle

Conforme
a Minima

Solidement
conforme

Vigilant

Resistant



User Analytics

e Exfiltration
e Corruption
e Disruption

Lateral

Reconnaissance Movement

16 |

External network
scan

Port and
vulnerability scan

Wifi tapping
Stolen email

addresses

Data from breach
of other companies

Phone jacking

Phishing email

External
vulnerability exploit
(can create errors)

Infected web site

Malware

redentials

Exter force

Malware

Haking tools and
new processes

f
ry accounts

t

Escalati
privile
Connection to
control center

Configuration
Change

Internal network
scan

Internal
vulnerability exploit
(can create errors)

Access to
confidential data

brute force

Pass t

Generation of
spam /phishing
emails

Connection to
control center

Data encryption,
destruction or
corruption

Web site conten]
modification

OS / Devices

Access Control logs

User Patterns Analytics
User Behavioral Analytics

DDOS Attack

Industrial devices
attack

s, log,

destruction
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Endpoint analytics

Reconnaissance

External network
scan

Port and
vulnerability scan

Wifi tapping
Stolen email

addresses

Data from breach
of other companies

Phone jacking

Phishing email

Ex

v ty exploit
(ca te errors)

Infected web site

Malware

Stolen credentials

External brute force

Malware

ols and
esses

Creation of
temporary accounts

Escalation of
priviledges

Connection to
control center

tion

Lateral
Movement

Internal network
scan

|
lity exploit

(c te errors)

Acce
confi ata

Internal brute force

Pass the hash

Generation of
spam /phishing
emails

e Exfiltration
e Corruption
e Disruption

Connection to
control center

ryption,
tion or

OS / Devices Audit logs
Endpoint Forensic data
Patterns Analytics
Behavioral Analytics

ten]
modl

DDOS Attack

[ devices

a

Eviden

accoun tion
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Network Analytics

Reconnaissance

External network
scan

Port and
vulnerability scan

Wifi tapping
Stolen email

addresses

Data from breach
of other companies

Phone jacking

Phishing email

External
vulnerability exploit
(can create errors)
Infected web site
Malware

Stolen credentials

External brute force

Malware

Haking tools and
new processes

Creation of
temporary accounts

Escalation of
priviledges

Connection to
control center

Configuration
Change

Lateral
Movement

Internal network
scan

Internal
vulnerability exploit
(can create errors)

Access to
confidential data

Internal brute force

Pass the hash

Generation of
spam /phishing
emails

e Exfiltration
e Corruption
e Disruption

Connection to
control center

Data encryption,
destruction or
corruption

Web site conten]
modification

DDOS Attack

Firewall logs

Internal traffic

Deep packet inspection
Patterns Analytics
Behavioral Analytics

Industrial devices
attack

Evidences, log,

account destruction




Threat and malware intelligence

Reconnaissance

etwork
S

Port
vul scan

Wifi tapping

Stolen email
addresses

Data from breach
of other companies

Phone jacking

P'mail

External
vulnerability exploit

( eate errors)
6 web site

Ma

Stolen credentials

External brute force

Haking tools and
new processes

Creation of
temporary accounts

Escalation of
priviledges

ion to
center

Configuration
Change

Lateral
Movement

Internal network
scan

Internal
vulnerability exploit
(can create errors)

Access to
confidential data

Internal brute force

Pass the hash

Generation of
spam /phishing
emails

e Exfiltration
e Corruption
e Disruption

jon to
c enter

Data encryption,
destruction or
corruption

Web site conten]
modification

Threat lists

Anti-malware data

Anti-spam data

Next Gen Firewalls

DDOS Attack

Industrial devices
attack

Evidences, log,

account destruction
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Vulnerability intelligence

Reconnaissance

External network
scan

Port and
vulnerability scan

Wifi tapping
Stolen email

addresses

Data from breach
of other companies

Phone jacking

Phishing email

External
vulnerability exploit
(can create errors)
Infected web site
Malware

Stolen credentials

External brute force

Malware

Haking tools and
new processes

Creation of
temporary accounts

Escalation of
priviledges

Connection to
control center

Configuration
Change

Lateral
Movement

i
Internal network

sCan

Internal
vulnerability exploit
(can create errors)

Access to
confidential data

Internal brute force

Pass the hash

Generation of
spam /phishing
emails

e Exfiltration
e Corruption
e Disruption

Connection to
control center

Data encryption,
destruction or
corruption

Vulnerability scanners
Patch assessment

Web site content
modification

DDOS Attack

Industrial devices
attack

Evidences, log,
account destruction



Holistic Machine data intelligence

Lateral e Exfiltration
e Corruption
e Disruption

Reconnaissance

Movement

E.etwork Phis'il Internal network
S Scap

P d External

v bility scan

\. J

21| emails

(\Niﬁ tapping Web si
modifi
Stolen email
addresses
Data from breach i ( i Indus
of other companies . attac
Phone jacking brute force  Confi Generation of
Chan spam /phishing
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Event vs Incident

LogRhythm Dashboards Alarms Cases

Current Processing Rate

Current Processing Rate

neate

\ 4

Top Impacted Application

Top Direction

Searches

Data Processing Trend

ok

search
oo @ =

Top Location (Origin) Top Location (Impacted)

United kingdom. €... [ENETYTTY

ced Seates, New... [NEEETY
T
YT
—TTTT
—TTT
T
T
-
==

:#*LogRhythm Dashboards Alarms Cases Searches

Knowledge

o ©
0

oo ©
@]

o

(@)

Experience

AIE: Internal: Compromise: APT
Behaviour Detected

RISK  Global Entity
May 113:40:03pm i@:22164

Closed ~ @
6 3 AIE: Internal: AntiVirus Alert
R Globl En
May 11339:47om ie:22161
SmartResponse™ Success
New ~ @

AIE: Network Anomaly: Threat List
Attack IP

RISK  Global Entity "

Alarms .
Inthe oz 36w o | s e vy | R Ay - Notfaton izt Ay
2
4 New
Open
S0 2P ey 10 o1 [ T e
QO selectvisible Sort By [ DateTriggered 00 .
New + o New + 0 New = o
Vs Vi V=
SK GiobalEntty RSK  GlobolEntity RIS GlobalEntiy
May 12 1:4507am 2171 May 11845095 i¢:22170 May 11 84503pm i4:22169
New + W@ @ O New + ) @ O New + W @ O
AE: Internal:Suspicious : User AIE: Internal: Suspicious: User ALE:Internal.: Suspicious : User
‘Authenticating To Unusual Host Authenticating To Unusual Host ‘Authenticating To Unusual Host
Globl Entiy K GlobalEntiy RS ClobolE:
May 11526130m i4:22168 May 11 521:469m 22167 May 11 &57:450m 16:22166
- smartResponse™ [Aaraie. [L6eay SmartResponse™ Deny.
prm— New + ) @ O New = W@ O

AIE: Compromise: Internal Brute Force
Auth

RISK  Global Entity
May 113:40.03pm 1¢:22163

Closed ~. wm o
7 2 AIE: Acnt Atck: Brute Force Usernames

RISK ot

May 11330:07pm i¢:22160

New v m o
AIE: Internal : Suspicious : User
‘Authenticating To Unusual Host

RISK  Global Entity




Gestion d’incident, Personnes et Processus

— —
oooicIcnnotd 2
p10011010110110
Q1011110011014
/01011000
Détection d’un incident Création du dossier  Réponse siincident:  Collaboration Cloture du dossier
potentiel et option de * Enquéte
et évaluation I’ escalader en incident * Controle:

- Désactivation du compte
- Controble d’accés au réseau
- Récupération des données
forensiques
* Analyse
* Historique

23 |



Nouveautés

e Gestion d’incident intégrée (nouveau module)
* Appliances de 4¢me Génération: Plus de disque + Plus rapide

e Version 7

Elasticsearch (auparavant SQL server):

e Plus rapide

e Plus puissant

* Recherches non structurées (Comme Splunk) et structurées
Meilleurs support des gros déploiements (+200K MPS)

Console Web améliorée
* Réponses automatiques (SmartResponse) améliorées

24 |



Plateforme de “Security Intelligence” LogRhythm
ENTREE ANALYTICS

Pattern Trend

Evenements de sécurité Blacklist _—

= = Statistical
}( Profiling
8 geles

Logs systems

Logs d’audit N T, |
AUTTEoTanD ormalisation du Seuil |+ &\
Logs Applications temps 5353 S Whitelist
Données de Flow = \\Proﬁling ‘ Gestion des
Classification tickets

)
CORRELATION \\\\

générique AVANCEE DETECTION Histogram Alertes par Enregist t
ANOMALIES Profiling risque nregis l_'em.en
/ Ni 7 COMPORTEMT des des indices
DPI/APP ID iveau
<:( Session Flow V e
& | Full Packet Dashboards uivi des
E Capture ey Extraction des ' incidents
Analytics métadonnées
ivité Recherche str ré
P At.:tlwte V echerche structuree SRS Rapports .
Intégrité ctivite Utilisateurs > - Ripostes
— Fichiers process Contextualisation Visualisation structurée automatiques
> Activité des risques et
§ Intégrité réseau des menaces Pivot Recherche creusée
Q Registres
> g
w

:*LogRhythm' Labs Intelligence



Options de Déploiement

Appliances Dédiées,
Software ou VM

®* Management Centralisé

All-in-one (Appliance XM)
* Une Appliance Unique

* Deploiement simple

. :
* Toutes les fonctions disponibles Support pour Environnements

) distribués
* Solution évolutive . ) )
® Solution hautement évolutive

Headquarters Headquarters

- w—

-
—

B — | B
g p— E = @ -
3 —._ i ) 3 - _?—g._ F
ooy == = S = ey < - Supports
i . : — — : Incremental Growth

LogRhythm Console LogRhythm Console
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Architecture all in one

Dell iDrac LogRhythm Web Ul

ININIOVNVYIN

LogRhythm Archives [iiotebebebebebebe :

LogRhythm Console

A

ONISSIO0Yd '8 XIANI

N

LogRhythm Agent

: A ;
3 i : i
|
5 EN :
= ; ]
T 1] -
T T
[ Email ] Database
— il Database ]

Directory Services

(2R etvork orior

LogRhythm Agent




MANAGEMENT INDEX & PROCESSING COLLECTION
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Data indexer architecture options

i
i@

Clustered Pinned Architecture
29| Architecture




Scalable architecture

XM4300 (6 Cores, 1.6 TB Storage) 750 250 1000 1.3 22 90
XM6400 (12 Cores 6.8 TB Storage) 3000 1000 5 000 7 36 90
XM6400 (12 Cores 6.8 TB Storage)

1 x SA3450 (6TB storage extension) 3000 2 500 5000 12 26 90

PM5400 (6 Cores 2.4TB Storage) or XM6450
1 x DP5300 (6 Cores 0.5 TB Storage)

1 x DX5300 (6 Cores 4.6 TB Storage)

1 x SA3350 (4TB storage extension) 5 000 5000 10 000 12 21 90
PM5400 (6 Cores 2.4TB Storage)

2 x DP5300 (6 Cores 0.5 TB Storage)
2 x DX5300 (6 Cores 4.6 TB Storage)
2 x SA3350 (4TB storage extension) 10 000 10 000 10 000 25 21 90
PM7400 (16 Cores 7.3 TB Storage 15K RPM)
7 x DP7400 (16 Cores 1.4 TB Storage)

7 x DX7400 (12 Cores 12.5 TB Storage)

15 x SA7470 (6TB storage extension)

1 x AIE7400 (32 Cores 1 TB Storage) 105 000 70 000 75 000 171 30 90

30 |



Hardware options

Memory
(Expandable)

Internal Storage
(Usable/Raw)

Expandable To
(Usable/Raw)

Appliance
Lines

31

ALL-IN-ONE (XM)

(Includes PM, DP, DX, AIE)

DEDICATED PLATFORM

MANAGER (PM)
(Includes AIE ficense)

DEDICATED DATA
PROCESSOR (DP)

DEDICATED DATA
INDEXER (DX)

DEDICATED
Al ENGINE (AIE)

DATA COLLECTOR (DC)

NETWORK MONITOR
(NM)

WEB APPLIANCE

4301

6400

5400

7400

5300

7400

5300

7400

5400

7400

3300

3300

5400

3300

PERFORMANCE RATES ~

~

Max CPU
Archiving Physical / Physical
Rates + Virtual (HT)
10,000 MPS 1,000 MPS W 6 Core /12 Core
25,000 MPS 5,000 MPS 2U 12 Core / 24 Core
N/A N/A i} 6 Core / 12 Core
N/A N/A ) 2U 16 Core / 32 Core
z
10,000 MPS 5,000 MPS E W 6 Core / 12 Core
S
50,000 MPS 15,000 MPS § W 16 Core / 32 Core
o
o
N/A N/A g i} 6 Core / 12 Core
¢
N/A N/A = 2U 12 Core / 24 Core
)
N/A 30,000 MPS W 16 Core / 32 Core
N/A 75,000 MPS U 32 Core / 64 Core
N/A N/A i} 4 Core
N/A 1Gbps v 10 Core / 20 Core
N/A 2.5 Gbps 2U 24 Core / 48 Core
N/A N/A (I} 8 Core / 16 Core

64 GB

128 GB

128 GB

128 (256) GB

64 GB

128 (256) GB

64 GB

128 (256) GB

128 (256) GB

256 (512) GB

16 GB

64 GB

128 GB

326GB

1.36 TB/2.17 TB

6.79 TB/8.14 TB

2.447B/4.89TB

7.33TB/13.57 TB

556 GB/1.08 TB

1.08 TB/2.17 TB

4.62TB/7.06 TB

12.2 TB/13.57 TB

1.08 TB/2.17 TB

1.08 TB/2.17 TB

278 GB/556 GB

19TB/3.8TB

12.5TB/139 TB

556 GB/1.08 TB

25.25TB/28.23 TB

30.68 TB/34.20 TB

15.48 TB/30.95 TB

26.89 TB/52.66 TB

24.437B/2114 1B

249718/28.23 TB

52.40 TB/59.19 TB

83.87 TB/91.76 TB

N/A

N/A

N/A

259TB/289TB

60 TB/66 TB

N/A
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Expertise Embarquée: Security Modules

e Sécurité de base

e Surveillance des menaces du réseau

e Surveillance des menaces des utilisateurs

* Surveillance des menaces des serveurs et des postes

e Services de renseignement des menaces open source, ou
du « Threat Intelligence Ecosystem »

 Top 20 des Contrdles Critiques du SANS Institute

 Monitoring des utilisateurs privilégiés

 Reconnaissance des premiers indicateurs des APTs

 Analyse des “Honeypots”

* Protection contre les fraudes

User Threat Analytics Premium Suite Al Engine Rules

This section lists describes the Al Engine rules included in the suite, including any additional configuration
notes.

Compromise: Brute Force Auth

Gaining access to an internal account is
often the first step in a malicious actor's
efforts to pilfer an organization. Because
software frequently uses default logins and
many users have inadequate passwords,
this is an extraordinarily effective method
(change your default passwords!!). This
rule detects a successful brute force
authentication from an extemal source — it
first tracks multiple failed authentication
attempts from the same account, origin
host, and impacted host. Then connects that with a following successful authentication.

Log Sources
Minimum

» Active Directory or LDAP
Recommended

» Host Logs

Knowledge Base Content

{1 [ Name
[ | Compromise: Brute Force Auth
Actions

This rule fires when the same user account was seen failing authentication multiple times followed by an
authentication success. In this case, it is vital to quickly contain the compromised account by
disconnecting infected hosts, disabling the compromised account, and blocking the attacker's access —
organizations should have an incident response plan for a compromise. Also, after stopping the active
attack, forensics will need to be conducted to insure that an implant isn't hidden in the network, information
wasn't stolen, or other accounts were compromised.
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Scénarios de correlation par Blocs

Log
Observé

Log Pas
Observé

Seuil Valeur Unique
Observé Observée

Seuil Pas Valeur Unique
Observé Pas Observée

Blanche

i Tendance
0 Statistique




Console Web pour les analystes

Dashboards Alarms
e Current Case: Case Nicolas 1 -
Open ~
Case Nicolas 1
P AGE ~22H22M
OWNER Stricher,
%
Evidence History

ALARMS

Stricher, Nicolas added an alarm Jan 7 2:40pm

=2 @

AlE: Internal: Compromise: APT
Behaviour Detected >
Global Entity

Jan 7 12:06pm id: 13760

Stricher, Nicolas added an alarm Jan 7 2:40pm

e ] @

7 2 AlE: ExtAcnt Comp:Concurrent Auth
From Multiple Locations >

RISk  Global Entity

Jan712:25pm id: 13763

SmartResponse”  Approve ~ Deny

LOGS (view in analyzer)
Stricher, Nicolas added a set of logs Jan 6
4:29pm

Search of ni i 3
NOTES
Stricher, Nicolas added a note Jan 6
2980m
Add Note Add Logs M New Case

Searches

Logs, Events, Alarms by Day Past 30 Days

-3

7™M
e ~~ Logs Processed By LMs
1.0M

|okm Events

100
10

Dec21
Top Common Events Last 15d3h

Registry Monitorin_.. |53k
Access Object Fail. [ 4539k
Database Table De_. [ 13424k
Registry Monitorin.. [IIIINN30:84k
User Logon Failure ... [11011122:56k
User Logon Failure . [ 7.480k
User Logon Failure 6.932k
Authentication Fai... [l 2352k
File Monitoring Ev.. | 2.060k
File Monitoring Ev.. | 1.753k
File Monitoring Ev.. || 1.690k
Configuration Loa... | 1.423k
Database Table Cr. 1230k
Registry Monitorin_.. | 1.192k
Process/Service St 1.093k
Object Deleted/R_.  1.024k
User Account Dele_.  917.0
General Honeypot. ~ 906.0
Software Installed  678.0
General File Monit..  417.0
00 10k 20k 30k 40k

Tan Mricin Calintriae

Jan 04
lan 4

Top Log Source Types Last 15d3h

MsEvent Log for ..  [NINEsEE
LogRhythm Regist [ s1isek
UDLA - LRAudit
LogRhythm File M. 6.100k
MS Event Log for ... 2238k
Flat File - Kippo H__. 1121k
Flat File - Microsoft... | 1.094k
MSEventlogfor_.  1.083k
LogRhythm AlEng.  1.074k
MSEventLogfor.. 1220
00 20k 40k 60k 80k

Top Impacted Entities Last 154 3h

Global Entity
Firewalls

Linux §
SIEM |

OXCUK Windows

O Lveata @ R O 8 v
Direction Last 15d3h Top Log Classifications Last 15d3h
Internal Other Audit Activity
Unknown Policy
Account De...
— \
Access . !
Startu...
Confi
Authenticat.. ‘
Local Access Failure
Top Impacted Hosts Last 154 3h Top Impacted Applications Last 154 3h
‘GBWKS06 * PCBCXCO1*  MSSQLSERVER S mo
VGBWKS02 *
VGBEXC...
VCB_ Kerberos - Authent. [0 196.0
2/UDP 30.00
youtube 20.00
SSH - Secure Shell 2000
VGB... tp 1.000
VGBDCO.. pgboxcd1
VGBWKSO01 * VGBDCO1 *
00 200 400 600 800
Top Origin Users Last 15d 3h Top Origin Hosts Last 15d 3h
local service o esak PGBCXCO1 * o 3348k
system 3056k VGBWKSO1 * L sask
logrhythmwebui  [INN28.66K VGBWKS04 * . 1287k
network service 28.48Kk VGBWKS03 * 1286k
administrator 1209 VGBWKS02 * 1011k
pgbcxc01$ 4539% VGBEXCO1 * 9.660k
admin 4184k VGBDCO1 * 8242k
user EXLT VCBWKSO06 * 6.812k
logrhythmjobmgr 3224k VGBWKSO0S * 6.548k
vgbwks01$ 2927k VGBSRVO1 * 3.052k
00 20k 40k 60k 00 10k 20k 30k
LOGS TASKS



Les défis

* PME:
e Prix d’entrée plus élevé que les solutions de gestion de log
* Solution: Proposer la version logicielle et en vendant la valeur de LR
* Grand comptes:
* Petit éditeur par rapport aux principaux concurrents
* Peu de références grand compte en France (Gemalto, AXA, Verifone)
* Solution: Parler du Gartner 2015 et du SANS Institute
* |ntégrateurs:
* Relations existantes avec RSA, McAfee, HP, Splunk
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Automatisation et Assurance de la Conformité

AN
* 150 27001 I1SO

CREDIT CARD
ISO/IEC 27001:2005

o PCl—DSS [Euess * NIST 800-53
* SANS TOP 20 Critical Controls e SOX

N =
GPG13 = * HIPAA

i LogRhythm * NERC
* NEI —
* FISMA
* DoDI

J' * GCSX
. — -
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Affaires majeures gagnées en Europe en 2015

UK - Industrie aéronautique: 5.8M Dollars

UK — Ministere infogéré: 1.3M Dollars

* Allemagne — Editeur: 270K Euros

* France - Organisation Internationale: 150K Euros

e Turquie — Institut financier: 105K Dollars
* Tunisie — Banque: 86K Euros
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