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 32CFR2002 (implementing directive)
 
 Approach to Contractor Environment
 
 Phased Implementation 

 Understanding the CUI Program 
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Why is the CUI Program necessary? 

Executive departments and agencies apply  
their own ad-hoc policies and markings to 

unclassified  information  that requires 
safeguarding or dissemination controls, 

resulting in: 

An inefficient 
patchwork 

system with 
more than 

100 different 
policies and 

markings 
across the 
executive 

branch 

Inconsistent 
marking and 
safeguarding 
of documents 

Unclear or 
unnecessarily

restrictive 
dissemination

policies 

Impediments  
to authorized 
information 

sharing 
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Executive Order 13556 

 Established CUI Program
 
–	 In consultation with affected agencies 

(CUI Advisory Council) 

 Designated an Executive Agent (EA) to 
implement the E.O. and oversee department 
and agency actions to ensure compliance. 
–	 National Archives and Records Administration 

– Information Security Oversight Office 

 An open and uniform program to manage all 
unclassified information within the executive 
branch that requires safeguarding and 
dissemination controls as required by law, 
regulation, and Government-wide policy 
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CUI Registry 

EO 13556 called for a review  

 the categories, www.archives.gov/cui 
bcategories,  and markings  

rrently  used by agencies. 

Agencies submitted  over 

2,200  authorities for 

controlling many  types of 

information. 

Information  types were  

grouped  together, legal 

authorities were  examined, 

and a CUI Registry  was 

published. 

• 23 Categories 

• 84 Sub-categories 

• 315 Control citations 

of

su

cu

• 106 Sanction citations 
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32 CFR 2002 (September 14, 2016) 

 Implements the CUI Program 

–	 Establishes policy for designating, handling, 

and decontrolling information that qualifies as 

CUI 

–	 Effective :  November 14, 2016 (Day 0) 

 Describes, defines, and provides guidance 
on the minimum protections (derived from 
existing agency practices) for CUI 
–	 Physical and Electronic Environments 

–	 Marking 

–	 Sharing 

–	 Destruction 

–	 Decontrol 

 Emphasizes unique protections described in 
law, regulation, and/or Government-wide 
policies (authorities) 
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NIST Special Publication 800-171 

•	 Agencies must use NIST SP 800-171 when 

establishing security requirements to protect 

CUI’s confidentiality on non-Federal 

information systems. 

•	 The NIST 800-171 is intended for use by 

federal agencies in appropriate contractual 

vehicles or other agreements established 

between those agencies and nonfederal 

organizations. 

•	 Establishes requirements for protecting CUI at 

the Moderate Confidentiality Impact Value. 

•	 Non-tailorable requirements 

•	 Flexibility in how to meet requirements 
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When to use the NIST SP 800-171 

 Use the NIST SP 800-171 when a non-Federal entity: 

–	 Receives CUI incidental to providing a service or product to the Government 

outside or processing services.  Examples: producing a study, conducting 

research, creating a training program, building an aircraft or ship, etc. 

–	 In these instances, the Government is only concerned with the confidentiality 

of the information and the CUI is regarded as the asset requiring protection. 

 Do NOT use the NIST SP 800-171 when a non-Federal entity: 

–	 Collects or maintains CUI as part of a Government function (e.g., census 

takers or records storage). 

–	 Builds an information system or operates an information system for the 

Government (an email provider, or payroll system). 

–	 Provides processing services for the Government (a cloud service provider) 

–	 In these instances, the Government has a concern in the confidentiality, 

integrity, and availability of the information system and the system is the 

asset requiring protection. 

–	 Agencies may require these systems to meet additional requirements the 

agency sets for its own internal systems. 
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To promote standardization, the CUI Executive
 
Agent plans to sponsor a Federal Acquisition
 
Regulation (FAR) clause that will apply the 

requirements contained in the 32 CFR Part
 
2002 and NIST SP 800-171 to industry.
 

E.O. 13556 Registry Directive FAR 
Implementing 

(32 CFR 2002) 

1 Year 

Federal Acquisition Regulation 

Government 
Industry
 

57 



 

-

  

 

 

 

  

 

 

  

Implementation of the CUI Program 

Physical 
Safeguarding 

Self 
Inspection 

Systems 

Develop and 

Publish Policy 

Implement Physical 

Safeguarding 

Develop and Deploy 

Training Complete CUI 

Training 

Develop and 

Publish Component 

Policy 

Assessment of 

Systems Develop Systems 

Transition Strategy 

(Planning) 

(Planning) 

Day 0 (14 Nov ‘16) 180 Year 1 180 Year 2
 

Policy 

Training 

Initiate Internal 

Oversight 
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Additional Implementation Concerns 

 Program Management 
– Senior Agency Official, Program Manager, internal 

planning teams 

 Incident Management 
–	 Reporting, Mitigation, and Preventing Recurrence 

 Contracts & Agreements (agencies and non-
federals) 
–	 Guidance given to external entities on how to handle CUI 

–	 Limitations on Applicability of Agency Policies 
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Understanding the CUI Program 

 CUI Basic versus CUI Specified 

 Limitations of Agency Policy 

 Controlled Environments 

 Systems Requirements: Moderate 

 Marking CUI 
–	 Banner, Designator, Specified, Portion, Limited Dissemination Control 

Markings 

–	 Bulk & Systems (splash screens) 

–	 Legacy Information, derivative use. 

–	 Handbook & Coversheets 

 Destruction 

60 



  

 

     

  

 

 

   

 

   

Two types of CUI:  Basic and Specified 

 CUI Basic = LRGWP identifies an information type and says protect it. 


Examples include: Agriculture, Ammonium Nitrate, Water Assessments, 

Emergency Management, Bank Secrecy, Budget, Comptroller General, 


Geodetic Product Information, Asylee, Visas, Information Systems 

Vulnerabilities, Terrorist Screening, Informant, Privilege, Victim, Death Records 


 CUI Specified = LRGWP identifies an information type and says to protect 
it, and also includes one or more specific handling standards for that 
information. 

Examples include: Sensitive Security Information, Student Records, 

Personnel, Source Selection, Nuclear, Safeguards Information, NATO 


Restricted, NATO Unclassified, Federal Grand Jury, Witness Protection, DNA, 

Criminal History Records, Financial Records, Export Control, Protected Critical 


Infrastructure Information, Controlled Technical Information
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Limitations on applicability 

Limitations on applicability of agency CUI policies 

– Agency policies pertaining to CUI do not apply to entities 

outside that agency unless the CUI Executive Agent 

approves their application and publishes them in the CUI 

Registry. 

– Agencies may not levy any requirements in addition to 

those contained in the Order, this Part, or the CUI 

Registry when entering into contracts, treaties, or other 

agreements about handling CUI by entities outside of that 

agency. 
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General Safeguarding Policy 

 Agencies must safeguard CUI at all times in a 
manner that minimizes the risk of unauthorized 
disclosure while allowing for access by authorized 
holders. 
– For categories designated as CUI Specified, personnel 

must also follow the procedures in the underlying law, 

regulation, or Government-wide policy that established 

the specific category or subcategory involved. 

 Safeguarding measures that are authorized or 
accredited for classified information are sufficient for 
safeguarding CUI. 
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Controlled Environments 

Controlled environment is any area or space an authorized 
holder deems to have adequate physical or procedural controls 
(e.g., barriers and managed access controls) for protecting CUI 
from unauthorized access or disclosure. 
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 When outside a controlled environment, 
you must keep the CUI 
control or protect it with
physical barrier. You or
barrier must reasonably
from unauthorized acce
observation. 



 

  

 

  

   
    

   
  

  

 

System Requirements: Moderate 

 Systems that store or process CUI must be protected at the 
Moderate Confidentiality Impact Value. 
–	 FIPS PUB 199 & 200 

–	 NIST SP-800-53 (Risk Based Tailoring) 

 Moderate = The loss of confidentiality, integrity, or availability 
could be expected to have a serious adverse effect on 
organizational operations, organizational assets, or 
individuals. (FIPS PUB 199). 
 A serious adverse effect means that, for example, the loss of confidentiality 

might: (i) cause a significant degradation in mission capability to an extent 
and duration that the organization is able to perform its primary functions, but 
the effectiveness of the functions is significantly reduced; (ii) result in 
significant damage to organizational assets; (iii) result in significant financial 
loss; or (iv) result in significant harm to individuals that does not involve loss 
of life or serious life threatening injuries 
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Department of Good Works 

Washington, D.C. 20006 

June 27, 2013 

MEMORANDUM FOR THE DIRECTOR 

From: John E. Doe, Chief Division 5 

Subject: (U) Examples 

(U) We support the President by ensuring that the 

Government protects and provides proper access to 

information to advance the national and public 

interest. 

(CUI) We lead efforts to standardize and assess the 

management of classified and controlled unclassified 

information through oversight, policy development, 

guidance, education, and reporting. 

CONTROLLED 

CONTROLLED 

Marking  CUI 

 Agencies must uniformly 
and conspicuously apply 
CUI markings to all CUI 
prior to disseminating it 
unless otherwise 
specifically permitted by the 
CUI Executive Agent. 

 The CUI banner marking 
must appear, at a minimum, 

Portion Marking = Best Practice 

at the top center of each 
page containing CUI 
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Marking CUI: Banner Marking 

The CUI Banner Marking may include up to three 

elements: 

 The CUI Control Marking (mandatory) may consist of 

consist of either the word “CONTROLLED” or the 

acronym “CUI.” 


 CUI Category or Subcategory Markings (mandatory for 

(mandatory for CUI Specified). CUI Control Markings 

Markings and Category Markings are separated by two 

by two forward slashes (//). When including multiple 

multiple categories or subcategories in a Banner 

Marking they are separated by a single forward slash 

slash (/). 

 Limited Dissemination Control Markings. CUI Control 

Control Markings and Category Markings are separated 

separated from Limited Dissemination Controls 

Markings by a double forward slash (//). 
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Bulk & System Markings 

Agencies  may authorize or  require the 
use of alternate CUI indicat ors on  IT 
systems, websites, browsers, or  
databases  through agency CUI policy . 
These may be used to  alert users  of the 
presence of CUI w here use of markings  
has  been waived by the agency head. 
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CUI Specified 

In the CUI Registry, if the authority 

that relates to the information is 

indicated to be specified, 

documents must be marked to 

indicate that CUI Specified is 

present in the document. 

Add “SP-” before any 
category/subcategory markings 

where the authority is followed by 

an asterisk. 
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Marking CUI Specified 

Department of Good Works 

Washington, D.C. 20006 

June 27, 2013 

MEMORANDUM FOR THE DIRECTOR 

From: John E. Doe, Chief Division 5 

Subject: Examples 

We support the President by ensuring that the 

Government protects and provides proper access to 

information to advance the national and public 

interest. 

We lead efforts to standardize and assess the 

management of classified and controlled unclassified 

information through oversight, policy development, 

guidance, education, and reporting. 

CONTROLLED//SP-XXX “SP-” Indicates that an authority 

contains specific safeguarding or 

dissemination measures. 

Recipients are encouraged to 

reference the underlying, “specified,” 

authority(s) for specific handling 

guidance. 
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Marking  Handbook & Cover Shee ts 
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Legacy Information and Markings 

Discontinue all use 

of legacy  markings 

Legacy Information is unclassified information that an 

agency marked as restricted from access or 

dissemination in some way, or otherwise controlled, 

prior to the CUI Program. 

All legacy information is 

not automatically CUI. 

Agencies must examine 

and determine what 

legacy information 

qualifies as CUI 
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Destruction 

 When destroying CUI, including in 
electronic form, you must do so in a 
manner that makes it unreadable, 
indecipherable, and irrecoverable, using 
any of the following: 

–	 Guidance for destruction in NIST SP 800-

53, Security and Privacy Controls for Destroy paper using cross cut 

Federal Information Systems and shredders that produce particles 

that are 1mm by 5 mm. Organizations, and NIST SP 800-88, 

Guidelines for Media Sanitization;
 

–	 Any method of destruction approved for 

Classified National Security Information 

–	 Any specific destruction methods required 

by law, regulation, or Government-wide 

policy for that item. 
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Questions? 

Mark Riddle 

Lead for Implementation and Oversight 

mark.riddle@nara.gov 

Bryan M. Oklin 

bryan.oklin@nara.gov 

Attorney Advisor 
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Interagency Security Classification Appeals Panel (ISCAP) Overview 

William Cira, Acting Director, ISOO 



 

   
 

 

 

What is the ISCAP? 

 Interagency Security Classification Appeals Panel 

 Created by President Clinton in Executive Order 12958 in 1995 

 The ISCAP provides the public and users of the classification 
system with a forum for further review of classification decisions 

 Four functions: 
–	 Decide on appeals for classification challenges 
–	 Approve exemptions to declassification at 25, 50, and 75 years 
–	 Decide on mandatory declassification review (MDR) appeals 
–	 Inform senior agency officials and the public of its decisions 
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Membership of the ISCAP 

 National Security Council: 
–	 John Fitzpatrick (Chair), Senior 

Director, Records Access and 

Information Security Management 

 Department of Defense: 
–	 Garry P. Reid, Director for Defense 

Intelligence, Office of the Deputy Under 

Secretary of Defense (Intelligence and 

Security) 

 Department of Justice: 
–	 Mark Bradley, Director of FOIA, 

Declassification, and Pre-Publication 

Review, National Security Division 

 Department of State: 
–	 Nicholas Murphy, Office of Information 

Programs and Services 

 National Archives and 
Records Administration 
–	 Sheryl Shenberger, Director, National 

Declassification Center 

 Office of the Director of 
National Intelligence 
–	 Robert Warrington, Information and 

Data Management Group 

 Central Intelligence Agency 
(for discussions regarding 
CIA information only) 
–	 Joseph Lambert, Director, Information 

Management Services 
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Membership and Staffing 

 ISCAP members are senior agency leaders appointed 
by agency heads 

 ISCAP members appoint Liaisons to meet on a biweekly 
basis 
–	 Liaisons are experienced senior managers of the records and 

information staffs of agencies 

 The Director of ISOO is the Executive Secretary of the 
ISCAP 

 The ISCAP Staff consists of staff members of ISOO 
–	 One Senior Program Analyst, five Program Analysts 

 ISCAP records are Presidential records, covered by 
specific release protections established by the 
Presidential Records Act 
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Classification Challenges 

 Section 1.8 of the Order encourages any authorized 
holder of classified information to challenge the 
classification of improperly classified information 

 The Order requires agencies to have a formal system 
for the adjudication and appeal of classification 
challenges 

 The ISCAP is the highest level of appeal for 
classification challenges 

 In 2014, the ISCAP received and decided upon one 
classification challenge: the Sarwar Jan intelligence 
report 
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Declassification Guides 

 Agencies describe their declassification exemptions in 
declassification guides, which are reviewed, amended, 
and approved by the ISCAP 

 Guides must be updated at least every five years: 2017 
is the next review cycle 

 23 agencies have received approval from the ISCAP to 
exempt information from automatic declassification at 25 
years: 
–	 20 agencies may exempt specific information from declassification at 

50 years (information from 1972 and before) 

–	 3 agencies have the ability to exempt very specific information from 

declassification at 75 years (from 1947 and before) 

–	 See ISOO Notice 2015-05, “Agencies Eligible to Receive Referrals 
from Automatic Declassification at 25, 50, and 75 Years.” 
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MDR Appeals to the ISCAP 

 Mandatory Declassification Review (MDR) requests may 
be appealed to the ISCAP after the agency has made 
an appeal decision or if the requester did not receive a 
response after one year or a response to an appeal 
after 180 days 
–	 Agencies must continue to process MDR requests that have 

been appealed to the ISCAP due to the expiration of a 

response deadline 

 Received in FY 2016: 320 appeals (a new record) 

 Decided in FY 2016: 31 MDR appeals 
–	 190 documents 

–	 5150 pages (a new record) 

–	 272 minutes of motion picture film (a new record) 
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Agency Interaction with the ISCAP 

 ISCAP Staff will request responsive materials from 
agencies when appeals are received 

 ISOO Notice 2013-03, “Processing of MDR Requests 
Appealed to the ISCAP:” continue processing requests 
that have been appealed to the ISCAP and notify the 

ISCAP Staff if additional information is later released
 

 Coordination during ISCAP deliberations 

 Decision letters to agency Senior Agency Officials 

 Section 3.1(i): “When making decisions under sections 
3.3, 3.4, and 3.5 of this order, agencies shall consider the 
final decisions of the Panel.” 
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ISCAP Appeals, FY 2009-2016 
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Comparison of ISCAP Activity 
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Appeal Selection Criteria 

 ISCAP not bound by “first in, first out” 
 Factors for appeal selection described on ISCAP 

website: 
–	 Age: ISCAP is committed to resolving old appeals 

– Type of appellant: National Security Archive, or new 

appellant seeking a single document? 

– Declassification breakthroughs: NATO expansion in 

the 1990s (new topic) vs. Soviet space program (frequent 

topic) 

– Size and complexity: smaller, straightforward appeals 

may be discussed among large, complex appeals 

–	 Self-prioritization by appellant 

–	 Type of appeal: priority to rare classification challenges 

86 



 

 

How the ISCAP Works 

 The ISCAP Liaisons have 
two three-hour meetings 
each month 

 The ISCAP Staff prepare 
classified briefing books 
containing redaction 
proposals for review and 
discussion 

 ISCAP Members vote on 
proposals discussed in 
Liaisons meetings From a President’s Intelligence Checklist, 1962 
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The ISCAP Release Process 

 The ISCAP Staff prepare 
declassified documents for 
public release 

 Some information may be 
redacted under an agency’s 
statutory authority 

 All redaction reasons are 
indicated on the released 
documents 

 Documents are released to 
the appellant and 
originating agency and 
posted on the ISCAP 
website 
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 2002-0049: U-2 and A-12 Oxcart 

 16-volume History of 
the Office of Special  
Activities  at CIA 

 U-2 and A-12 Oxcart 
reconnaissance  
aircraft, to 1969 

 Required  close  
coordination with Air 
Force, NRO, and CIA 

 Decided upon in FY 

2016: 2577 pages
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ISCAP Appeals Status Log 

 Available on ISCAP
 
website as an Excel 
spreadsheet 

 Lists all appeals 
active in the Obama 
administration 

 Updated quarterly 

 Status field: 
– Materials requested 

– Materials received 

–	 Administratively closed 

– Appeal under review 

– Decision reached 
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Links and Contact Information 

 ISCAP Appeals Status Log: 
– http://www.archives.gov/declassification/iscap/status-log-

description.html 

 ISCAP Decisions: 
– http://www.archives.gov/declassification/iscap/decision-

table.html 

 Contact ISCAP Staff 
– iscap@nara.gov 

– william.carpenter@nara.gov 

– wcarpenter@nara.id.ic.gov 

– william.c.carpenter52.civ@mail.smil.mil 

– 202-357-5466 
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Public Interest Declassification Board 

Advisory group (most senior-levels of government and 

private sector) 

-Created to promote “the fullest possible public access to a 
thorough, accurate, and reliable documentary record of significant 

… national security decisions and … activities.” 

-Advises the President and other executive branch officials on the 

identification, collection, review for declassification and release of 

declassified records and materials of archival value. 

-Advises the President and other executive branch officials on 

policies deriving from the issuance by the President of Executive 

orders regarding the classification and declassification of national 

security information. 
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Enabling Legislation 

 Established by the Public Interest Declassification Act of 2000 (Public 
Law 106-567, Title VII, Dec. 27, 2000, 114 Stat. 2856). 

 Modified and extended by: 

–	 Public Law 113–126- Intelligence Authorization Act for Fiscal year 2014 

• Section 311 extends the Public Interest Declassification Act of 2000 until 2018. 

–	 Public Law 111–259- Intelligence Authorization Act for Fiscal Year 2010 

•	 Section 365 improves the review authority of the PIDB. 

–	 Public Law 112–235 -Public Interest Declassification Board Reauthorization Act of 2012 

•	 Section 2 extends the Public Interest Declassification Act of 2000 until 2014 and amends the 

appointments of members. 

–	 Public Law 110–53- Implementing Recommendations of the 9/11 Commission Act of 2007 

•	 Section 602(2) of the Act provides the PIDB authority to make reviews and recommendations. 

–	 Public Law 108–458 -Intelligence Reform and Terrorism Prevention Act of 2004 

•	 Section 1102 of the Act provides an extension and improvement authorities of the PIDB. 
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Membership of the PIDB 

 Officially composed of nine individuals: 
–	 Five appointed by the President. 

–	 Four appointed by Congressional leaders: 

•	 One each by the Speaker and Minority Leader of the House as well 

as the Majority and Minority Leaders of the Senate. 

 Appointees are U.S. citizens who are preeminent in the 
fields of history, national security, foreign policy, 
intelligence policy, social science, law, or archives. 

 Director of ISOO serves as Executive Secretary of the 
PIDB.  
–	 ISOO staff provides all support for the PIDB’s work. 
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Current Members 

 Presidential appointees: 
–	 Trevor W. Morrison (Chair) 

–	 James E. Baker 

–	 Laura A. DeBonis 

–	 William H. Leary 

–	 Solomon B. Watson, IV 

 Congressional appointees: 
–	 Sanford J. Ungar, appointed by the Minority Leader of the 

Senate 

–	 Kenneth L. Wainstein, appointed by the Majority Leader of the 

Senate 
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2007 Improving Declassification Report 

 2007 Report focused on improving declassification. 
–	 Addressed 15 issues and contained 49 recommendations, including 

creating a National Declassification Center and prioritizing the review of 

records to focus on “historically significant” records. 
–	 Several recommendations were later enacted in E.O. 13526, including 

establishment of the National Declassification Center. 

 Presidential tasking: 
–	 As a result of the 2007 Report, the President tasked the PIDB to 

“design a more fundamental transformation of the security classification 
system.” 

–	 Tasking is part of a study undertaken in cooperation with the National 

Security Advisor . 

–	 Part of Presidential memorandum entitled Implementation of the 

Executive Order “Classified National Security Information,” (December 
29, 2009). 
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2012 Transforming the Security Classification System Report 

 2012 Report focused on transforming the security 
classification system for the digital age. 

–	 Addressed 14 recommendations concerning classification, declassification and 

the use of technology to reform and modernize the system. 

–	 Primary recommendation for a White House led Steering Committee adopted in 

2014. 

•	 Classification Reform Committee has focused its efforts on piloting 

technology solutions in support of improved declassification and reforming 

the treatment of historical nuclear information (Formerly Restricted Data). 

•	 Both of these stemmed from recommendations made by the PIDB and are 

now commitments made in the President’s Second Open Government 
National Action Plan. 
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2014 Setting Priorities Report 

 2014 Report focused on topic-based declassification prioritization. 

–	 Supplemental Report built on recommendations from earlier 2012 report 

on Transforming the Security Classification System. 

–	 Involved stakeholders in a process to identify topics for prioritization. 

–	 Focused on reviewing those topics and records of highest interest first. 

–	 Six recommendations: 

1.	 Topic-based declassification should be the normal process rather than the exception. 

2.	 The National Declassification Center, in consultation with the public and with agencies, 

should design and implement a process to solicit, evaluate and prioritize standard topics 

for declassification government-wide. 

3.	 End pass/fail determinations and identify necessary redactions for topic-based reviews. 

4.	 The government should require agencies to develop and use new technologies to assist 

and improve declassification review. 

5.	 Agencies and the National Declassification Center must improve risk management 

practices. 

6.	 Revisions to the current Executive Order are needed to lessen the burden of automatic 

declassification on agencies in support of topic-based declassification review. 
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Current PIDB Initiatives 

 Continues investigating, soliciting comments, and making 
recommendations to support 2012 report. 

–	 Continues the public discussion of the transformation through its blog, 

Transforming Classification . 

–	 Supports declassification proposals involving high value historical records, 

including collections at the Presidential Libraries. 

 Integrating and using technology in declassification review. 

–	 Technology study underway that includes founding a working group of agency 

technologists to understand and make recommendations for technological 

solutions in support of declassification. 

 Assists the White House-led Steering Committee as they lead 
and manage the implementation of reforms into the next 
Administration. 
–	 Next public meeting will be on Thursday, December 8th at the Archives. 

–	 What transparency/open government initiatives should the next Administration 

focus on and what changes do we need to the Executive Order? 
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Web Resources 

 Public Interest Declassification Board: 

– http://www.archives.gov/declassification/pidb 

 Reports and recommendations: 

– http://www.archives.gov/declassification/pidb/recom 

mendations/ 

 Transforming Classification Blog: 

– http://blogs.archives.gov/transformingclassification/ 
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