
  

                                    1第三款智能手機操作系統黑客和各種小工具改造了
COSCUP 2019的最新信息

Hacking the third Smartphone OS and Some Mobile 
device in COSCUP 2019 

１、 Self introduction 
２、Recently my activities
３、The third Smartphone OS hacking
４、The processer and OS hacking
5、Recently Intel devices 
    and the recently my hacking

This presentations will be in Slideshare
@kapper1224

Tokaido Linux User Group
Gadget Hacking User Group

Speaker：Kenji Shimono

台湾COSCUP 18/8/2019 10:35〜11:05 
Place: 國立臺灣科技大學  
ROOM：IB202　

This Presentation:
Slideshare & PDF files
publication of my HP
http://kapper1224.sakura.ne.jp

Nexus5+XFCE4+
+postmarketOS
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自己紹介　Self Introduction
● My pen name: Kapper

● Twitter account：＠kapper1224

● HP：http://kapper1224.sakura.ne.jp

● Slideshare: http://www.slideshare.net/kapper1224

● ニコナレ: http://niconare.nicovideo.jp/users/59379263

● Facebook：https://www.facebook.com/kapper1224/

● My Hobby：Linux、*BSD、and Mobile Devices

● My favorite words：The records are the more important than the experiment.

● Test Model：Netwalker(PC-Z1,T1)、Nokia N900、DynabookAZ、RaspberryPi
　　　　　　Nexus7(2012、2013)、Nexus5、OpenPandora、Chromebook、　　　　
　　　　   Fx0（FirefoxOS）、台湾Android電子辞書 無敵CD-920、CD-928　　　　
　　　　　　GPD-WIN、GPD-Pocket、Windows Tablet、SailfishOS、UBPorts　　　

● Recent my Activity：
  Hacking Linux on Windows10 Tablet (Intel Atom) and Android Smartphone. 　    
  Hacking NetBSD and OpenBSD on UEFI and Windows Tablet.
   I have been exhibiting in NT Nagoya, NT Kanazawa, Oogaki Mini MakerFaire.
   I have over 160 Windows Tablet and 80 ARM Android, and test it now.

　後、最近小説家になろうで異世界で製造業と産業革命の小説書いていますなう。

http://kapper1224.sakura.ne.jp/
http://www.slideshare.net/kapper1224
http://niconare.nicovideo.jp/users/59379263
https://www.facebook.com/kapper1224/
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Recently my activities

Sailfish X on Xperia X

Reports Linux on 
Windows Tablet in Amazon

My Activities on OSC,NT, MakerFaire,
Fossasia and Taiwan

 NetBSD、OpenBSD、FreeBSD
Some Linux on Windows Tablet

postmarketOS on
 Nexus5, Nexus7 2012

UBPorts on Nexus5
Nexus7 2013
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Inexpensive Windows Tablet

● Recently Intel Tablet is too inexpensive, in Japan and Akihabara.
Let’s install any Linux distributions.

● Because Old Windows ｔablet is not supported driver after 
Windows10 Creators Update.So They will be not supported, and 
selling 「JUNK」grade.

Android(JUNK!) Windows
(JUNK!)

US$9 US$15
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Reuse Tablet and SmartPhone on Linux

Computer school AI/IoT, Thinclient, monitor TV, Car navigations

Android-x86 and multi-boot
Qemu and virtualbox emulations

Wine and Steam,WindowsGame
Exagear and x86Wine Emulations
Antimicro Keyboard Emulations 

Desktop、Office
Server、Terminal、Develop
Music、3D、CAD

Desktop and Mobile, A lot of application use Debian and Android-x86
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Official supported◎、Official reported○、User reported△、No reported ×

Distributions iphone
５〜

Android Windows

Tablet
Rasp
berryPi

Windows

Phone
Kobo Linux

Zaurus
Nintendo
Switch

Comments

Windows
10 ARM

× × × △ △ × × × ARM

Ubuntu × △ ◎ ◎ × × × △ Desktop

Debian × △ ◎ ◎ × △ ？ △ Desktop

ArchLinux × △ ◎ ◎ × × △ △ Desktop

CentOS × △ △ ○ × × × × Desktop

FreeBSD × × △ ◎ × × × △ Desktop

NetBSD × × △ ◎ × △ ◎ × Desktop

Android-x86 ー ー ◎ ー ー ー ー ー ｘ86

ChromeOS × × ◎ ◎ × × × ？ x86、ARM

LineageOS × ◎ ◎ ◎ △ △ × △ ARM、x８６

SailfishOS × ◎ ？ ○ × × × × ARM

PlasmaMobile × ◎ ○ △ × × × × ARM、x86

Maemo × ○ ? ◎ × × × × ARM、x86

Armbian × △ ー ◎ × × × × ARM

postmarketOS × ◎ ◎ ◎ △ × × × ARM、x86

UBPorts × ◎ × × × × × × ARM
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W500P
KVI-40B
Win-70b
StickPC

RaspiZero
NanoPi

Raspi2,3,4 Thinkerboard
JetsonNano
Atom board

JetsonTK1
JetsonTX1

Miix2 8
Venue8Pro

8,10inchWin Tab

T100TA,HA
Photon2

2in1 Win Tab

Surface2Pro
Surface3

GPD-Pocket

Kobo
Touch,Glo

Kobo Aura 
Kindle PapperWhite

2012〜2014

d-01E
Galaxy S2

Nexus7 2012
ME176

Nexus5
Nexus7 2013
ZenPhone2

Nexus9
Nexus6

ThinClient
Atom

Netwalker
WindowsRT
Nokia N900

Linux Zaurus
Windows Phone DM200

KPD-701
7inch Tab

CoreM
WinTab

GPD-WIN

W-Zero3
iPhone~4

Kindle Fire HD
Kindle PapperWhite

2015〜2017

Nexus10Xperia Z1
TF101,TF201

Legacy
JUNK
Tablet

TW06W

FCmini
PSClassic

DreamCast
PS2,XBOX,GC

PS3
XBOX360

1 board

ARM PDA
SmartPhone

Android
SmartPhone

Tablet

Windows
Tablet

ThinClient
NAS

E-book
Reader

Game 
Console

OpenWRT
Router

Nintendo
Switch

NSB-3NR1T1MLV

XperiaX
XperiaXA2

Hacking reuseLowSpecCPU

Used and JUNK Devices on Japan in 2019

~US$20US$10 ~US$40 ~US$60 ~US$100 ~US$150~US$200 US$300～
Used lowend Current
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The third SmartPhone OS hacking



  

                                    9

Attentions Please!
● Detailed OS Install processes  are my slideshare and PDF... 

I’m sorry, Please read it...

● This session is introducing OS hacking methods.

● 「Hacking with x86 Windows Tablet and mobile devices on Linux　
#FOSSASIA 」
「Hacking with x86 Windows Tablet and mobile devices on Debian 
#debconf18 台湾」
「NetBSD8.0 on UEFI Bootloader and Windows Tablet」
「Beginner for install Ubports on Nexus5」
「Beginner for install Sailfish X on Xperia X」
「Beginner for install postmarketOS in Smartphone」
「Beginner for install ArchLinux and NetBSD in LinuxZaurus in 
2019」      ・・・and more from 2002.
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Some old smartphone and tablet 

● A lot of old smartphone and tablet  don’t have been 
using now.

● The old devices are very inexpensive and still left over.
● They can use the server, desktop and reuse. 
● But ARM mobile devices are difficult to install Linux.
● The Android Custom ROMs may fail to install it. 
● The windows tablet are easy to install Linux, but the 

prices still does not down... 
● The Nexus5 is more inexpensive and attractive devices, 

Let’s hacking it.
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Low cost PC VS High cost PC?

● High cost PC need perfect specs.
● But Low cost PC is good if the one is 

better...  like RaspberryPi, I think it.

Low Spec PC = the one is betterHigh Spec PC =  Perfect!?
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The recently inexpensive devices

● The Old Galaxy and Xperia are very hackable devices, 
because they were sold a lot around the world.

● The SmartPhone OS have a lot of underground OS,
So they are dengerous and interesting, I think it.

Galaxy S2、S3 Xperia Z Galaxy Tab 10.1

US$18 US$28 US$28
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The Custom ROMs limitations 
● The Android customROMs are recommended ver 4.4.4 or 

ver 7.1.2. They are faster than the other versions.

● The Smartphone device models selling  in the world, have 
much more infomations and ROMs. I recommended it. But 
recently models are difficult to hack.

Galacy S2、S3

US$18
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LineageOS

The LineageOS is a lot of devices Android Custom ROM. 

The recently devices supported Motorola and Google 
devices?

Add supported Xiaomi devices, But supported devices are  
the much less than the ago. The old drivers are dead? 
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The generation of Android Chroot 

Linux applications has changed
● After Android ８．０ can’t operate the proot environments.

(The proot is non root chroot linux userspaces.)  
● Before Android7.1.2 can operate Debian noroot and 

termux. But After Android 8.0 are non supported?
● After Android8.0 can use UseLAnd applications.
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The thirds SmartPhone OS
● The Android OS are the much more heavy environments 

and have not supported  now. The Old devices have not 
been using now.

● The users would like to use the thirds SmartPhone OS.
● Let’s Install Linux and ＊BSD in Smartphone and Tablets. 

Sailfish X 
on Xperia X

UBPorts on Nexus5
Nexus7 2013

 NetBSD、OpenBSD、FreeBSD
Some Linux on Windows TabletpostmarketOS on

 Nexus5, Nexus7 2012
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Hack inexpensive Nexus5 US$30

● Nexus5 is operated some Linux distributions. 

● SailfishOS, UBPorts, PostmarketOS and the others can play 
Nexus5.

● Linux Mainline Kernel has been supported Nexus5, like 
postmarketOS.  

3,238円
(US $ 30)
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Mainline Kernel Supported Nexus5 now

● A few Android devices supported Mainlinekernel.
● postmarketOS developer’s making kernel patchs?
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● Sailfish OS 3.0.1 supported Xperia X, XA2, GeminiPDA.
● The kernel is 3.10.84 based Android.
● Supported Android app like blackberry.
● Supported EU version Xperia only.

Hacking Sailfish X
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● Unoffcial supported in Community Build.

● Nexus5、Xperia X Compact、ONDA V820W V3（Intel）、
Sony Z3 Compact Tablet、Motorola Droid 4...

Unofficial Sailfish OS Ports
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What's UBPorts?
● UBPorts is Smartphone and Tablet OS based 

Ubuntu16.04.
● UBPorts have installer easy to use it, but recently not 

supported multiron.
● Supported Android and Xorg applications?　

UBports on Nexus5
Ubuntu Touch on Nexus7 2013
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UBPorts supported Devices

● Easy to get Nexus4,5,7 2013 devices.
Let's install UBPorts in it.
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UBPorts can use some applications
● UBPorts based Ubuntu can use apt, terminal app 

(like emacs..), Xorg app and Anbox (Android)
● But Android applications are unstable now...

freeciv-gtkemacs(Terminal)Anbox
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What's postmarketOS?
● Smartphone and Tablet OS reuse Linux Distributons.

● Alpine Linux operate Android over 130 devices.

● WM supported PlasmaMobile, XFCE4 and the others.
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● Kindle Fire,Google Nexus, Samsung old 

Galaxy,Xiaomi,HTC,Asus, Motorola Moto, Nokia 
N9,N900,old Xperia,RaspberryPi,Qemu,Generic 
amd86... 

● https://wiki.postmarketos.org/wiki/Devices

https://wiki.postmarketos.org/wiki/Devices
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Add the devices in postmarketOS

(2013)
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● PostmarketOS is based Alpine Linux.

It uses Android kernel or Mainline kernel.

● 1. Overwrite flash img, 
2. SD cards, 
3. ZIP files on TWRP, CWM 
4. The other Android recovery system.

● Install scrpit pmbootstrap.py in Linux distibutions.

● User interfaces (WM)
1.none
2.hildon
3.luna (Wayland)
4.plasma-mobile (Wayland)
5.Weston (Wayland)
6.XFCE4 (xorg) 
7.MATE (xorg) 
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What's Maemo Leste?
● Maemo Leste is developping old Nokia Maemo, based debian.

● Supported Nokia N900, but other (currently unsupported) 
targets exist (Motorola Droid 4, Generic AMD64, Allwinner 
A20 LIME2, Allwinner A33 Tablet)
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What's Plasma Mobile?
● Plasma Mobile is based ARM-Ubuntu,Debian and x86 

Ubuntu.
● Plasma Mobile is supported postmarketOS.
● Plasma Mobile is porting Nexus5 and x86-64.　
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FirefoxOS Now！

● KaiOS　⇒  Not opensource ROMs...
● Servo on Gonk　⇒ Browser shell
● Webian Shell　⇒ Browser shell
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FirefoxOS Now! GerdaOS

● GerdaOS is KaiOS based Custom ROM in 
Nokia 8110.

● KaiOS is the thirds positions of 
mobile OS market Share now.
FirefoxOS is not dead.
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Tizen Now?

● Tizen closed SmartPhone OS. Smartwatch and Web TV.
Tizen ５．５M1 released in may 2019.

● Testing RaspberryPi3 and ODROID-XU3, sourcecode 
only.
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Hacking the processors and Devices
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Kapperのネット独断調査（間違っていたらごめんなさい。修正します）

CPU Hack app Bootloader Root SD
boot

device comment

Intel Atom,Core i ー UEFI,BIOS ◎ ◎ Win Tablet NG Z2760

RK3066,RK2926
RK3088,RK3188,
RK3268,RK3328

rkflashkit
sdcard.7z
Armbian

U-boot
Linuxium

◯ ◯ MK802~8 Tools
Linux OK
SD boot

AllwinnerA10〜20
AllwinnerA31〜

BROM
BerryBoot
Armbian

U-boot
Barebox
Coreboot

◯ ◯ CubieBoard
OrangePi
NanoPi

Tools
Debian OK
SD boot

Amlogic Armbian U-boot ◯ ◯ TV BOX SD boot

MT8389
MT6577

Magic 
TWRP/CWM
SPFlashTool

U-boot ◯ ◯ MediaTek
ROM images
SD boot

Exynos Samsung Odin U-boot ◯ ？ Arndale 
Board

Samsung

Snapdragon MiFlash U-boot ◯ ？ Dragonboard Qualｃomm

K3V2 Hisilicon fastboot U-boot ◯ ？ Hisilicon
Recovery tools

iMX6 U-boot ◯ ◯ Freescale

ATM7029 U-boot ◯ ？ Nvidia

Tegra Tegra-uboot-
flasher,NVflash

U-boot ◯ ◯ Dynabook
AZ, Switch

Actions

OMAP4430 OMAPFlash U-boot ◯ ？ Closed?
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Allwinner Tablet again?
● In old inexpensive chinese Tablet using Allwinner CPU. 
● Allwinner processor can boot Linux from SD card, from 

2014. In Linux-sunxi, a lot of infomations still alive now. 
● The old Allwinner Tablet can’t install postmarketOS,

So some Tablets are easy to buy it. Allwinner again?
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PicUntu and Rockchip in 2014
● Rockchip Android StickPC install Ubuntu in 2014
● UG802、MK802、MK803Ⅳ… in RK3066,RK3166



  

                                    37

Armbian in Amlogic TVBox, StickPC
● Armbian can boot Linux from SD card,  Single 

board PC, TV Box and StickPC.
● Dualboot Android or Linux. 
● Armbian is supported a lot of ARM chips.
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Hacking  ARM Tablets?

Debian on Kobo(２０１２〜）　 Debian on Kindle(２０１３〜）　

Ubuntu on TF100〜TF300t(２０１２〜）Tegra　 Ubuntu on Nexus7(２０１２〜）　
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NetBSD

● NetBSD supported a lot of devices, like PC, PDA,
old Smartphone, Game console.

● Japanese  and the other devices is supported NetBSD 
User Group.　
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NetBSD supported ARM v5te PDA and the others

● NetBSD supported Linux Zaurus and W-ZERO3
(WindowsCE) . ARM, MIPS, x86, VR, Super-SH...
NetBSD OS liveimages can download it.

● If you have the old one, Let’s install NetBSD.
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● The old E-Book reader KOBO based Linux.

Easy to install Linux(Debian), Change SD card.
● Debian can boot it Jessie, kernel is too old now.

in 〜2014.
● NetBSD can boot KOBO too.

Debian
SD card



  

                                    42WindowsPhone Nokia Lumia520,720
● Nokia Lumia(Windows Phone) can boot Android 

custom ROM. They can unlock bootloader too.
● Also Lumia 950 XL can boot Windows10 ARM,

reported it.(But WindowsRT is not reported it...)
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● Out of supported iPhone1〜4, iPod Touch4G and first iPad 

can install Android and Liunx.

● OpeniBoot and iDroid can install it from 2010 to 2014.

● Unfortunately, it seems that it was not operate completely?
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Plasma Mobile RaspberryPi Phone？
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Recently Intel devices,
 and the newer my topics
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Ubuntu19.04 on GPD MicroPC
● There types are 「Gemini Lake」 like Notebook.

No GPU driver and blackscreen in Ubuntu19.04.
● Install Mainlinekernel 5.2.0RC6 and Ubuntu19.04

can play GPU driver and rotation screens.
● Mainlinekernel5.2.0RC5 supported GPU driver.

Ubuntu19.04
No GPU driver

Ubuntu19.04
+MainlineKernel 5.2.0RC6
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Ubuntu19.04 on GPD Pocket1 and 2
● GPD-Pocket1 is atom devices had some bugs.
● GPD-Pocket2 are 「CoreM」 like Notebook.

No Atom bugs on Linux, very stable and drivers.
● Testing Ubuntu, openSUSE, Fedora, GhostBSD.
● Supported some driver in Linux now.

GhostBSD(FreeBSD) Ubuntu18.10 NetBSD8.0
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FreeBSD on GPD Pocket1 and 2
● Boot FreeBSD in GPD-Pocket.
● Generic FB driver can view it screen in FreeBSD.

FreeBSD
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NetBSD 8.0 on \5,000 Window Tablet TW708

Install NetBSD8.0 Boot NetBSD8.0
Bootloader NetBSD8.0
「userconf disable 
i915drmkms」

NetBSD Reported @tristelo

https://speakerdeck.com/steleto/medenetbsdwodong-kasu
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OpenBSD FuguIta in Windows Tablet
● Testing OpenBSD in Windows Tablet. I am using 

FuguIta Liveimage.
Touchscreen driver can use OpenBSD too.

Photon2　＆ OpenBSD FuguIta
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OpenBSD FuguIta in Windows Tablet
Boot OpenBSD
Xorg and the others

● ThinkPad10⇒Touchscreen OK

● Photon2 ⇒Touchscreen OK

● Dynabook Tab S38⇒ Touchscreen OK

● WDP-76 ⇒Touchscreen NG

● DG-D08IW ⇒Touchscreen NG

● Star-Q

● WT7-C ⇒Touchscreen NG

● GPD-WIN ⇒Touchscreen OK

● GPD-Pocket ⇒Touchscreen NG

● Gole1 ⇒Touchscreen NG

● CLIDE 8.9 TVE8907i

●

No boot OpenBSD

● T100TA White-S

● T100TAM

● Yoga Tablet2

● Toshiba WT-8A

● Lenovo Miix 2 8

● DELL Venue 10 Pro 5055

● Dynabook Tab S29
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RaspberryPi Desktop in the old UMPC

Vaio Type-P on Linux
RaspberryPi Desktop

Raspbian(Debian) based x86 OS can download in RaspberryPi Website. 
Raspberry Pi Desktop can install old PC devices and reuse it, like RaspberryPi

Let’s install it, newer software and can play PCSX...
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Wubi(Windows-based Ubuntu Installer) ？

● Wubi for Ubuntu is dualboot installer EXE files in Windows.

● Ubuntu install 1 files in loopback images.No separete Partitions 
and bootloader. Safe install and delete it in Windows.

● Q4OS(Debian based amd64 only) is supported Wubi too.
Let’s install Ubuntu and Q4OS in Windows OS.

Windows
HDD Stroages

Ubuntu
1 files

Boot
loader

Windows boot

Ubuntu bootGrub
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Android-x86 in Windows Tablet
● Android-x86 on Windows Tablet and GPD-Pocket
● Kernel4.１9 have some drivers and bugfix on Atom.

Please use newer version Android-x86 Kernel4.1９.
● PhoenixOS can install in Windows, double cricks EXE 

files only.
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ChromeOS、Cloudready
● ChromeOS on Windows Tablet and GPD-Pocket
● Cloudready is free chromeOS, OldPC can use Chrome,

Android and Linux applications.
● Cloudready Supported UEFI32bit、６４bit
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Conclusions
● A lot of inexpensive devices can install 

Linux,like old smartphone, Tablet and so on.
● The third SmartPhoneOS can install some 

devices, and developing now.
●  Some processors can install and boot Linux 

from SD cards.
● Windows Tablet can install Linux and ＊BSD 

easily.
● Let’s install Linux and ＊BSD, and reuse it.

Thank you very much.
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