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in bold, italicized print.
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1.0 Introduction. To establish the tone of this guidebook the
followng policy statenent is quoted from the AF draft Sup to DoD
5000.2: "Commercial itens should be acquired, used, and supported
as found in the civilian market and allowed to evolve with the
changes and wupdates the vendor provides to his commercial

custoners. " You will see time and tine again where this policy
statenment is stressed and referred to throughout this guide.

1.1 More and nore conmmercial equipnent and software are being
-used by the mlitary, either standing alone or integrated into
iarger  systens. Properly  handl ed, this offers front-end
acgm sition advantages of |ower research and devel opnent costs
and less time to field than ML-SPEC designs. |f products are
used unchanged, the Government can also benei. from the
econom es of dealing in a high-volunme civilian narket. There are
many success stories. |nproper planning, however, can cause long-
term problens in mssion performance and support that nmay nore
than ~erase these initial advant ages. If the commerci al
alternative or its execution conpromses design, operating or
jsupp_ortOI Integrity, the Air Force's war-fighting m ssion can be
i mpai r ed.

1.2 The objectives of any Air Force acquisition are to obtain a
product that wll do its intended job in its _intended
environnent; that can be repaired or replaced when it fails in a
manner that doesn't degrade or add risk to its mission; and that
can do these things at the least cost. Until recently, onl
equi pnent specifically designed for mlitary use was thoughty
capable of neeting the first two objectives,” and it was also
thought to be the least costly over its life cycle. However
recent congressionally-directed policies have placed greater
enphasis on using commercial itens because studies have shown
their initial costs and |lead tines to be generally less than for
M L- SPEC devel opnent. However, unless you carefully consider the
total life cycle costs and risks of commercial versus M L-SPEC
items, you may neke the wong decisions. These decisions shoul d
never be automatic.

1.3 This guidebook is to assist you in deciding when to use
comercial products and when to devel op MIL-SPEC itens, and, once
t hat decision favors the comercial alternative, how you should
handl e testing and support.

NOTE: In this guide we will refer to the source of a comerci al
itemas the "vendor," the "supplier" or the "manufacturer." By
this we nmean the conpany owning the righ=s to the design.
Sometimes that conpany wiil be the prime contractor; zfreguently
it will be a subcontractor. i



2.0 What is "Commercial"?

MYTH BUSTERS 1

It can't be "COTS' wi thout being
comercial, "but it can be "commercial"
Wi t hout being "COTS."

2.1 The definition of a coomercial itemas stated in the DFARS
PART 211 is "commercial itens neans itens regularly used in the
course of normal business operations for other than Government
purposes which: (1) Have been sold or licensed to the general

public: (2) Have not been sold or l|icensed, but have beer
offered for sale or license tc the general public: (3) Are n
yet available in the comercial = marketplace, but wll

avail able for comercial delivery in a reasonable period of tine:
(4) Are described in paragraphs (1), (2), or (3) that would
require only mnor nodification in order to meet the requirenents
of the procuring agency." In laymen terns a commercial itemis a
product (hardware or softmare% used for other than governnent
purposes; sold or traded to the general public in the course of

normal busi ness operations and used "as is" when acqyired by the
governnent. That is the basis of the term comercilal off-the-

shel f" or "COIS," although the label is now commonly (and
erroneously) applied to alnost any non-ML-SPEC item including
many not to be found on the civilian nmarket.

2.2 Inreality, the "conmercial" designation can be broken down
into several categories (Figure 1). Starting from pure M L-SPEC
(M L-SPEC design using mlitarized parts), there i s government-
control l ed design built to "best commercial practice” commer ci al
design practice and parts). Then there are vendor-originated
commercial designs for which the mlitary is the grinarY or only
customer. (Call these "olive drab comercial.") Slightly beyond
that, but not yet true COTS, are "commercial-type" itens nodified
to neet sone governnent-peculiar hardware or software requirenent
or addition, or otherwise identified differently from their
normal, civilian counterparts. Last, we have vender-control
designs for the open nmarket ("COTS'), as defined above. To mc__
preci sely describe these categories:



THE COMVERCI AL

SPECTRUM

HI L- SPEC BEST coML OLl VE DRAE COML-TYPE coTS
PRACTICE COWMVERCI AL (" SPECI AL")

DESI GN Govt Govt: Not Coml: Just Cors:  Md For civil
FEATURES Militarized Militarized for Covt for Govt Market
EXAMPLES Fighter i Fixed Tacti cal Empvedded Television

Aircraft Ground Radi o Radio Comput er Monitor
¥ OF SALES 100% 100% Probabl y Smal | (of Small

TO GOVT 100% basic Item
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DISCLOSURE (piece part) (prece part) Maybe Full Full needed

CONFIG Gover nnent Government Vendor cr Domestic or Domestic Or
AUTHORITY For ei gn Govt QO S Vendor Q'S Vendor

DESI GN Low Low Moder at e Moderate High

STAB. RI SK to Low to High
LONG-TERM Low Low Moder at e Eigh Moderate
SPT/COST te High
RISK
*Form, fit and function
Figure 1
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which probably wouldn't stand up on the battlefield. t's still
a government -design for governnent use, but 1it's substantially
| ess expensive to acquire.

c. "Aive drab commerci al "_|o_roducts cone from a segnent of
industry oriented to selling mlitary equipnent to the US and
foreign governnments and willing to undertake devel opnent of
mlitarized or sem-mlitarized designs at their own expense.
Wien we select their products the mlitary gets what usually
anounts to M L-SPEC hardware w thout having to sponsor or wait
for its design. These originate as nongovernnent designs_ for
noncivilian use except for the occasional product, such ‘as an
aircraft engine, that mght have mlitary roots. Wile we do not
get design visibility or control over such itens, we often do get

the vendor's cooperation in keeE)i nfg_ t hem st abl e because we're
essentially the sole custoner. MTitary designs devel oped for
foreign governnent should also be considered "olive drab.

commercial").

d. A stock commercial design can becone "commercial type"
either through nodification for the Governnent's use (para 6. 4)
or by having becone peculiar by default, nerely by being held

stable while its brethren in other a&gzllé'c tions have rec?'\ved
progressive updates fromindustry. . esigns, especially
conputers, often cross over to’this category when t hey are
enbedded in a larger system whose architecture won't allow
routine COTS updates and revisions. Either way they become _
nongover nment desi gns for nonconmercial use, but wi thout the
advantage of the Governnent being the vendor's sole custoner.

Wien that happens those designs can no longer be considered CUTS.

(See Appendix 1, Question 4.)

e. That leaves COIS as a nharrowmy-limted category: A
commer ci al roduct for comercial use. It is bougfht exactly as
found in the civilian market, and allowed to Tlow wth”the
changes and updates the vendor provides to his comerci al
custonmers. oOtherwise If COIS is allowed to be nodified or not
receive the upgrades provided to the comercial market it wll
become AF wunique and no longer supported by the conmercial
mai nstream

2.3 The last two categories are the pripary consi d,e(gle}tvi ons, of

this handbook; "pbest commercial practice” and e drab

commercial usually respond to M L-SPEC-type nanagement. B€ sure
which category or categories you're dealing wth; confusion

between them can |ead to costly m stakes.



MYTH- BUSTERS 2

El sewhere in the DoD the term
"nondevel opnental item (NDI)" is
frequently used to nmean "COTS."Wedo
not do that here, because COTS is an
NDI subset, not its equal. An NDI is
any item that wasn't devel oped for
this particular project. Figure 2
illustrates the relationship.

NONDEVELOPMENTAL | TEM H ERARCHY

NONDEVELOPMENTAL
ITEMS (ND)

GOVERNMENT NONGOVERNMENT
DESI GN DESI GN

~ MIL-SPEC Covt
Furn Equip (GFE)
- "Best Commerci al .

Practice" GFE COMMERCIAL- COMMERCIAL
TYPE ITEMS OFF-THE-SHELF

- Donmestic COTS

- Modified cors
- Fore:ign COT

- Oive Drab coml
- Foreign Military

Gover nment design Nongover nnment desi gn Conmer ci al design
for for f or
Gover nment use Noncommerci al use Commercial use

Figure Z



3.0 Selecting COTS.

3.1 Understand that the major advantage ©Of adopting .conmmer ci al
design for mlitary use essentially contains its najor
di sadvant age: Because tae CGovernnent didn't fund and wait for the
design effort, we can get an advanced product cheaper and faster
than if we had. However, for that sane reason we have no |ega
right to know how the contractor or vendor designed the item nor
can we control changes to that desjgn. I|f we start doing that it
stops being COTS. "This is nentioned frequently because it's
really the key reason why effective COTS enpl oyment and support
demand rethinking of sone traditional approaches. Wth COIS you
shoul d expect to take what you get and nornally do little to
change or maintain it later, unless you make conplicated and
costly arrangements. Such arrangenents essentially consist of
buying the design-the contractor's or vendor's " intellectua
property-often (if he will even talk about it) only by paying him
all the future profit he feels he mght nake by retaining his
rights. In nost cases you can't (and shouldn't) afford that, and
frequently he won't nake such a deal at any cost. COTIS shoul d be
sel ected and supported only when it's reasonable; considering the
potential penalties, you wll sometines find it smarter to choose
devel opnent i nst ead.

S
3.2 The rapidly changing market and technol ogy of COIS itens
drives the realization of a linmted useful life cycle. FEffective
managenent and support of commercial itens can be achieved if, as
stated in the draft AF Sup to pop 5000.2, "support requirenents

shall be defined prior to RFP release. Suppor t requirements
shall include an wup-front definition of the system support
requirements to the item level, a lifetine support strategy and
appropriate contract |anguage to inplenment support strategy.”

Acqui sition contracts which include support such as nmaintenance,
support equipnent and training for the total expected life cycle
as(r%ll as pre-planned product inprovenents or replacenent are
needed.

Overall, managenent of commercial itens which support mlitary
mssions differs significantl from managenent and support of
government devel oped itens. These differences nust be recognized
and dealt with to achieve the full benefits available wth
conmer ci al use.

3.3 Appendix i, Considerations for Your Market I|nvestigation, is
provided as an aid to get you started with the market _
investigation. Be sure to use Appendix 1A, A COTS Decision Ad

and Figure 3, Can the Air Force Tcierate the Risk, in conjunctic _ -
with the questions in the appendi x.



CAN THE AIR FORCE TOLERATE THE RI SK?

MOZ TYPE MOZ BY OEM MoC BY PRI ME | Moz BY GovT
COSMETIC ONLY
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exanpl es.
relliable
docunmentation in
nost cases, and
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No

Government's
track record in
such things
coculd be better:
Whe will help
wnen the trourle
starts?

Figure 3




4.0 The COIS Acquisition Process.

4.1 Wen Should a COTS Decision be Mude? As w th any program
decision, the later a CCTS decision s made the |ess chance there
is that it can be tenpered by operating and logistics
consi derations. You should start wth a system requirenents
review and a good handle on the architecture/configuration
alternatives. Then do a pre-conpetition market investigation. The
draft AF Sup to DOD 5000.2 states =~anmarket analysis shall be

erformed while the requirenments docunent is still in _draft
I?orm" As an exanple, that should represent t%e end of " the

Concept Exploration and Definition phase (Ml estone 0) for
conputer resources and software. At that time the operational and
support concepts should have been captured in a fi rst-dvrmaf

Conputer Resources Life Cycle Managenent Pl an CRLCIVP? I C

shoul d i nclude a general description of the compuier fesources
needed. If that “wasn't one, ' the request for proposal or

Ml estone |, Denmpnstration and Validation, and Mlestone II,
Engi neeri ng and Manufacturi ngn Devel gpnent, nust detail  the COIS
requi rements. Faili ng even that, t he remai ni ng opportunity to
review the COIS itens a contractor proposes to use is during the
Brel imnary design review (PDR)., Unfortunat ela}/, t hat m'og[ht al ﬁq
e the only chance if the acquisiflion is of d system ent al
using enbédded OCOTS; design visibility Si mply mgh not be
adequate before that point. (If COTS itens are to be enbedded in
a larger systemby a prine contfactor, be sure that he acquires
all the required information fromhis proposed vendors rather
t han just specul ating on his own.) Regardless of the tine frane,
the followi ng procedures should generally be followed when COTS
Is to be involved.

4 1.1 |f the OCOTS review can't be acconplished until the

Prelimnary Design Review (PDR), use data from the Logistic
Support Analysis Record (LSAR), if applicable, ass a tool to
rra{% ng an inf ormed COIS deci'sion that wll ‘ensure adequate
support of the system Figure 4 depicts the suggested LSA tasks
t o ensure necessar anal yses ar e perfor med and requl red data is
del i vered. The LSA requrienents and guj dance,_ M L-STD 1388-1
and -2B, nust be properly tail ored, W th Gors in mnd.®and
contains all the necessary Information when needed.  Al'so, be
sure that the contractor doesn't do LSA only after the fact aﬁld
that he is prepared to answer all COIS selection questions at the
PDR, augnenting the LSA data as necessary.

4.1.2 AF draft Sup to pop 5000.2 states "When nondevel opnent al
itens are included in a devel opnment al

y _

\J



TYPICAL LOG STICS SUPPORT ANALYSIS (Lsa) PROCESS
FOR COIS SELECTION AND SUPPCRT DECI SI ONS
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system the acquisition conmand willensure nondevel oprental iter
deliverables. are included in the logistics support analysi:

(LSA). As a mnimum the LSA will address the interface between-'

NDI and new devel opnent itens and will deternine whether the
existing NDI data are sufficient for systemlife cycle support.
The Lsa  nust address  vendor and  Governnent suppor t
responsibilities for the wNpI throughout the systenis Fife
cycle."

4.1.3 Level of assenbly. The conplexity of the configuration of
the comrercial itemand the portion it constitutes of the total
systemw || determine how early in the acquisition cycle a
decision regarding its usage i s made. For exanple, a decision to
sel ect the Boeing Co. 767 aircraft could be made at the support
readi ness review during the Concept Exploration phase whereas a
decision to use a Boston Co. roller pushing in the system design
na% have to be deferred until the Program Design Review, since
su sKstenlproduct design efforts maypreclude an earlier decision
on the lower levels of the system assenbly. The key point to
remenber is to make decisions to select commercial i'tens for the
system as early aspossible consistent with the evol venent of the
system confi gurati on.

4.2. Preparing for a Market | nvesti gati on. The ket
investigation is an indispensable tool for TQnding out qf Cfﬁ% S

suitable for the application, and to determine the availabilit

of products and sources. It might even provide a sanity check foi__

sone of your original system design goals, but it is not for
source selection (or rejection). As In any acquisition, build
your evaluation criteria fromthe user's validation of functiona

and support requirements and the recommendations of the
Acqui sition Strategy Panel. Don't slant the investigation to nake
COTS the only acceptable alternative, put only as one anong
several possible choices (paragraph 2.2). COTS may not be the
best or |east expensive choice, and an artificial limtation
could keep that fact fromcomng to |ight.

4.3 Conducting a Market Analysis. The draft AF Sup to DOD 5000. 2
requires that each acquisition agency establish procedures to

conduct a nmarket analysis. The market analysis shall be
perfornmed while the requirenments docunment is still” in draft form
and the results incorporated, as appropriate, into the

operational requirenments docunent prior to validation. r ket
analysis may vary from desktop research and i nfornal telgghone
inquiries to conprehensive industry-w de reviews, bput they are
normal |y conducted in two steps:

a. First, make a general survey of the market place (and the
Government:  Don't f or get CGFE; AFMC's Cat al ogi ng and
Standardi zation Center can help py conducting research ar
providing interchangeability and sus¥a|nab|l|ty i nformation) -

determ ne the nature of available products and the nunber "o

gotegtial sources. Based on <ris prelimnary determnation,
eci de:



o (1) Is there sufficient information to supporta
deci sion whether COIS is appropriate for the requirenent?

(2) I'f not, what additional information is needed to
support a sound COTS deci si on?

b. Second, collect any additional information required
usual ly by actually going to the market with your specific heeds.

4.3.1 Wien your criteria are ESTABLI SHED, devel op informationa

requirenents to ensure that interested suppliers are adequately
i nformed about the specific equipment or function sought, the
support required and the eval uation process. For prelimnary
research, make maxi mum use of available data (e.g., contractor
sources, user experience, independent test and «certification

agencies). Before sending out inquiries, a " "
sgnopsig in the Conmmerce gusiness E%ily can be us%g[%%f aﬁﬁg ﬁge
the upcomng investigation to prospective suppliers. (gsc/avsc
mai ntains an Air Force bidders |ist for conputer hardware and
software items. For a copy or consultation on commercial conputer
systens acquisition, contact ESC/AVSC, Hanscom AFB MA 01731-6340;
DSN 478-3413.) The informational requirenents should then be
provided to all suppliers who request them

4.3.2 This marketing analysis is a continual process through
PDR. It is started during the concept exploration phase for nore
conpl ex commercial systens, e.g., aircraft. ships. and vehicles,
and continues throughout the follow ng acguisition phases for
| ess conpl ex conmercial equipnent itenms to be used at the | ower
assenbly levels as part of the new system

4.4 Wat to Tell Prospective Sources. |p preparing for the market
Investigation, RFP or PDR, provide a conplete description of the
system  equi pnent or item required. (For an RFP or as a
contractor prepares for PDR, this coverage should be in the
speci fication or (sub)contract  provisions.) | ncl ude al |
operational / support requirenents, covering at |east:

a. Detailed operating paraneters for hardware and software
b. Environmental conditions/perfornmance demands. e.g.:
(1) Reliability requirenents

(2) Usage (fixed, airborne, tactically deployable,
etc.)

(3) Systeminterface, integration requirenents

(4) For computers, required scftware | anguage, speed,
throughput, ports, memery and expansion potential. . NoTE: Ada
programm ng language is recuired for all peD applications, | ess
a waiver is Ganted.

[FA)



_ (5). Far communi cations-conputer system interface:
requi renents for: ~

(a) Use of Covernnent QOpen Systens Interconnecticn
Profile (GosIp)  communi cations protocols (Federal |Information
Publ i cation 146)

(b) Use of Latest-generation |anguage tools, and
conpliance wth American Nationa Standards Institute (ANSI)
st andar ds

_ _ (c) Software portability across the Air Force
comruni cat i ons- conput er systens

_ _ (d) Ability to integrate into the total Ar Force
communi cat i ons- conput er envi r onment

(6) Operating duty cycle (24 hours, intermttent, etc.)
(7) Cdimate (operating, shipnent and storage)

(8) Atitude (operating, shipnment and storage)

(9) Shock/ Vi bration (operating and shi pnent)

e ) (10) Input power quality (drops, surges, spikes, noise\_,

(11) Environnmental stress screening (ESS) reguirenent

(12) Nucl ear hardening requirenents (inadvisable for
CarsS )

(13) Chem cal / bi ol ogi cal /radi ol ogi cal survivability

~ (14) Electromagnetic interference (EM)/el ectromagnetic
conpatibility (EMC)/TEMPEST requirenents

(15) Electrostatic discharge (ESD) protection
(16) Any ot her tougher-than-commercial denmands

(17) Oher environnental factors (both types and
anplitudes applicable to the system

o ~(a) Natural environnental stresses, e.g., sea
conditions, rain, wnds, snow | oads, sand & dust, humdity, salt
fog, solar radiation, et. al.

_ (b) Induced environnmental stresses, e.g., £
fire, explosion susceptibility, acoustic noise, acceleration-
tenperature extrenes, et. al.



(18) Conbat vs. peacetinme operat:ons.
C. Maintenance and support expectations
(1) Mintainability requirenents
(a) Self-test requirenents

_ (b) Limtations, if any, on organizational-level
support equi pnent (SE)

(c) Protective ear weat haer, hem cal
biological) that nust be worn by OTevel mas nt ai ners. chem cat,

(d) Requirenents 'I[o
e

' ' , preserve nuclear hardness
during nmai ntenance actions at all el's.

\Y

(2) Planned nmaintenance echel ons
(3) Maintainer proficiency |evels
(4) Software nmintenance plans

~ () Limtations; on evacuation of reparables
(battlefield, wunderground, rough handling, etc.) P =

(6) Maintenance environnent (weather, nud, etc.)
(7) Supply support, SE needs, limtations
(8) Training needs

iden"ificaf(:?c)an Tg;:(r:mi cal data needs for r epr ocur enent , repair,

(10) Engineering data needs. See ara 5.2.1.1 for
drawi ngs and para 5.2.1.4 for nanuais) ( para

d. Frequency nmanagenent concerns
(1) Frequency requirenents
(2) Frequency allocation status (AFR 700-14)

(3) Conformance +co rules for gover nnent use of
frequency spectrum

4.5 What tc Ask Prospective Sources. Select from these questions
(and add nore) to guage what the market has to offer in COIS

function and supportability:

~a. Wat portions of the svstem or ecuipment do vou intend to
provide in the fcrm of commercizl cff-the-shelf (CoTS) equipnent?

A



(Not applicable if you're going in telling them what nust be
Cars.

b. How, in detail, will each COIS item or assenbly neet the
above requirenments?

c. Must any of it be nodified to neet the Governnment's
requirenments? Is so, is the vendor(s) willing to aaccept support
responsibility for the nodified assets or wll the Governnent be
required to provide its own support? I|If the later case, the
vendor (s) nust be mﬁllin% to share design visibility and contro
with the Governnent so the nodified design can be maintained and
supported by the Governnent?

d. How stable is the design of the COTS equipnent? G ve
hi story and your perception of future stability prospects for
each desi gn proposed. w mature is the current design, and what
are your criteria for measuring that?

e. How long has each proposed COIS design been on the
comrercial nmarket? How many are currently in conmercial use? What
are the prospects for product |ongevity? How long will you
support it?

f. What's the reliability histcry of the product (mean tines
between critical failure and corrective mai ntenance actions)?

g. Wiat are the maintainability features o:r the design
(i.e., self-test features, accessibility, need for separate
support equi pment to verify failures, preventive maintenance
needs, etc.)?

h. What flexibility do you cffer for the Governnment to
perform its own software nmaintenance? WIIl you allow the
Governnment to acquire licensing and subscription services to
enable organic or conpetitive software nmaintenance? For all
software? For a portion of the software? If the latter, state
which portion. What are your conditions on licensing and
subscri ption service?

i. If the COIS equipnment is to be used as part of a system
how do you perceive the criticality of each COIS design in
interfacing with other subsystems, software etc. for overall
systemintegrity? That is if it later becanme necessary to replace
a COTS item because the original becane unsupportable, could it
be done without driving a major nodification or replacenment of
the entire systen?

j. Can the proposed iten(s) be nmintained according to the
conditions we have given you, or will special arrangements be
required?

m



k. 1Is there a conpetitive market for contract repair anc
support of the proposed :tem(s), cr .s .t restricted to a s:ingle
source?

1. Is the proposed equiprment covered by a warranty? \Wat are
the warranty's provisions? |If your product wll reach the
Covernnent through a prinme contractor, wIll your warranty carry
through with it?

m ldentify at |east 3 -commercial users cf your product.
Al so nanme present mlitary custoners, if any.

n. What is your estimate of your product's life <cycle cost?

o. What training is needed to operate/nmaintain your product,
and is such training available from any source besides yourself?

p. What about data rights and copyrights on conmmerci al
manuals and installation instructions? Ayajlability? Cost?

g. How will the search for and selection of commercial off-
the-shel f equipnent be acconplished during the course of the
design effort as the product design evolves to lower levers of
assenbl y?

4.6 Anal yzi ng the Replies. Upon recei pt of the nmarket
investigation response or proposal, evaluate how the responaents’
replies neet your needs. Also contact past custonmers ¢’ ted sy the
respondents, as appropriate. Use Appendix 1A for 4. <rdance in
maki ng COTS-or-devel opnent decisions, and paragraph 6.0 to aid in
judging test requirenments. The evaluation should rank the need
for conpetition equally wth other considerations; don't raise
requi rements beyond needs nerely to limt the nunber of potential
sources. \Wen this process is conplete, share your yresults
(including software support strategies, as applicarle) _Witr che
appropriate staff function who in turn wll mnake them aval abpe

to an Air Force, DcD or Governnent-w de data base.

4.7 Placing COTS on Contract. RrFps and contracts must clearly

state what category of "comercial" js to be provided.. Remenber,
"best qonnercial practice," "oclive drab comme: ¢al" and
"commercial-type" are not COTS Confusion as to the real
requirement has led to litigation by unsuccessful - iders wﬁ‘o

have clained the anbiguity undermned their conpetitive position.
A procedure nust be established within the developmen: —cniract
to enable the contractor to select and government app: o e the
pruchase and use of COTS identified for the system after cuatract
award.



5.0 Integrated Logi stics Support (ILS).

5.1 Logistics Needs for Commercial Products. Wen all of the
selection factors have been reviewed and a deci sion has been nade
in favor of commercial design, you nust prepare to live withit.

MYTH BUSTERS 3

Buyi ng OOTS doesn't nean you c¢an forget
logistics. The basic support needs for
COTIS are the same as they are for an
other hardware or software: There still
must be supply suRport and assets
accountability; there still nust be
support equi pnent, training, and
technical data (unless total contractor
| ogi stics support)to enabl e system
restoral within a practical maintenance ~
concept; there still nust be provision

for nodul e repair and/or the acguisitic®”
of replacenents for condemations. The
differences are mainly in enphasis.

tsﬁrlél}ghThel Ogglef era{ceqdui griettihoond Oglndsuplpé)cr_a{l I {/pécq(l}g_gd Pr QdHEE éct'0$d
service. However, since COTS is now invading our systems an

inventories on so nmuch larger a scale, conbat readiness, economc

realities and the demands of the Corgpet I ti or|1di nchntcht%ﬂ? Ach
may dictate that we provide. suppoyf .00 & Wor V%II erggg ﬁi i3 Ol’f%e
whol esal e nmethods. ' Logistics = decisions MUS g

limtations that come wth adopting COIS product s and _be
docunent e(lj in an Integrated Logi ﬁtégqsstisggp%r; aPslsaleorrlg-tLﬁg{ Sﬁ‘lufls
Support Plan. Don't reason awa Y . |

SUBSOrt will always be Contra§¥?gl Any deC|S|og_ for Iéfe-cycLe
contractor | %?lstlcs(fupportb IIS)’ | f n?; Irected at (; e

must be agreed upon all users and su C S,

Zwﬁ“ﬁﬂst be accoé%anied pby a%equate pl anni ng. RRPE iSPTERRCS s
selected, the data described in paragraph 5.2 is still regui

it wi The
because it W Ill be needed to conpete CLS contracts. Im S5
absence of a formal CLS agreenent, an for an appropriate |evel

cZ organi ¢ managenent and support for COTS assets.



5.1.2 The draft AF Sup to DOD 5000.2 states "Wien determ ning tue
support for a comercial item the acquisition and 'using commands
shall evaluate the contractor's gypport, alternate vendors'
support, and governnment support WIPR regards to inmpact on
conpetition, mission requirements, total support cost and suppert
availability. For reconpetition and identification purposes,
acquire engineering data to the appropriate level with the system
or equi pnent."

5.1.3 The draft AF Sup to DOD 5000.2 states *Even When Goverrnment
support is used, contractor-provided supply support is preferre-
since it is generally less expensive to wuse an established
inventory system rather than creating a new one."

5.1.4 Support prospects for the various categories of'"commercial"
(Figure 1) vary according to how close they are to "MIL-SPEC:®

a. Since "best commercial practice" differs from "MIL-SPEC®
only in parts selection and design detail, expect very sinilar
support conditions: Desiagn control docunented through detailec
specifications and full design disclosure engineering data; MIL-.
SPEC technical orders; sparing to the piece part; and or gani c
repalr of recoverable assenblies. W'll say little nore about
the "best commercial practice' cat egory: It's really . not
"commercial" when it conmes to support.

b. Wth the other three conmercial categories the vendor is
totally in charge of design bel ow the threshold of form fit and
function (r3). That neans he may change anything he wants tg
inside, giving the custonmer no notice or accolnting as long as F
remains the same. This affects us in different ways, depending on
the category:

(1) "dive drab comercial" suppliers tend to enmulate

mlitary support conditions, allowing us to nmanage much as if
their products were really ML-SPEC. That's because nost of their

busi ness for those product lines is wth the mlitary: The
supplier is still in charge, but wll probably accommodate us
indefinitely as long as we use their product. us we'll not say

much nore about that category, either.

_ ~ (2) Suppliers of "COIS" and "commercial -type" have
little incentive to accommodate the mlitary, pecause we are
usually just tagging onto a nuch larger commercia t rade.
shoul dn't expect to domnate it, and can rely on little or no
internal configuration stability, visibility or control unless we
buy the design: Changes are driven by nmarket pressures alone, and
can happen daily. That fact affects the wav we nust |ook at

| ogi stics. i

(3) "The using and acquisition comuands wll review all
proposed changes due to vendor changes. The using comand will
evaluate the mssion inpacts of changes due to subscription

1)



rel at ed Conput er resour ces Upgrades. The acquisi tion command
will evaluate the system hardware and software updates.”

5.1.5 Design Interface (D). The follow ng LSA" tasks should
include the COTS equipnent on the premse that even if we cannot
change its configuration, We do_need to know its inpact on the
supportability of the system These tasks as described in MIL-
STD-1388-1 include as a mninmm

a. Use Study (LSA task 201) to establish usage and
environmental stress definitions.

b. M ssion  Hardware, sof tware, and  support System
St andar di zati on (LSA task 202) where standardization and

interoperability -is a requirenent.

c. Technological Opportunities (LSA task 204) to help
identify those ~ new technologies that can  enhance the
effectiveness and supportability of the system

d. Supportability and Supportability Related Design Factors
(LSA task  205) with particular enphasis on identifying

proprietary data (subtask 205.2.3) and NATO constraints (subtask
202.5.6) .

e. Functional Requirements (LSA task 301) with particular

focus on performng a Failure Mdes and Effects anal gsj S,.
Reliability Centered Mintenance analysis and establishing

preventative and corrective maintenance task inventories (subtask
302.2.4).

f. Evaluation of Aternatives and Tradeoff analysis (LSA

task 301) will provide a nunber of DI considerations as affected
by the use of COTS. Particular focus should be applied to repair
| evel anal yses, di agnosti cs, energy tradeoffs, survivability

tradeoffs and transportability tradeoffs (subtasks 303.2.7,
303.2.8, 303.2.10, 303.2.11 and 303.2.12.

g. Oher LSA tasks in the 400 and 500 Tasks sections as

appropriate to the system being developed and the stage of the
acqui sition process.

5.2 Four major areas of concern in COIS support are configuration
managenent and data; haintenance and sparing policy, the repair
process; and sustainability. Figure 5 -portrays gener al
conparisons in these areas between M L-SFEC and COTS desi gns.

Note that many of our "standard" suPport .assunptions nust be
reexam ned when COTS is involved. The follow ng expands on that.

~—
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coTs: DESIGN DRIVES SUPPORT
KEY CONCERN THE NEED FOR GovT DESI GN FOR COTS
CONFI GURATI ON To know i nternal - Full design dis- |- External cesign

& DATA

desi gn
To conzrel
i nternal design

...Wth engineerrng
data complete &
usabl e by Govt to

be able to identify

stocklisted parts

closure data
- Gevt controls
configuration
- MIL-SPEC tech
dat a

data only,If any
- OEM controls
configuration
- OEM's catal og

MAI NTENANCE To repair failec - Assuned - Don't assume
& SPARI NG itens
POLI CY To repair failed - Assuned - Probabiy nect
items in-house
Modul es inter- - Assuned - Maybe not; No
change bcth ways control bel ow F3
Repair at inter-
negiate | evel - Assuned - Usual ly
i npossi bl e
REPAI R Repair suppcrred
PROCESS at designated
| evel s:

--By design
In manual s

--- Up-to-date

- Using ATE

-- Wth parts hy
regquisition

- "Mai nt ai ner
friendly
- MIL~SPEC TOs

- Updated by Govt

- ATE "knows what
to expect"

- Spares in the
supply system

- Top skills
needed

- OEM serv:.ce
manuai s, if any

- Service
bul | etins

- Probably manua
testing conly

- Heavy on | oca
pur chase

SUSTAI NABI LI TY

Systens | ongevity
or budget for
new system

- Many years
possi bl e through
upgr aaes, nods

5 year max life
not uncommon;

10 years a
miracle

Figure 5
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We'll just demand that the COIS supplier
strictly control internal configuration
and dutifully let us know every change he
makes.  Wong! By definition, the

Gover nment takes S as it comes, and
when it comes to configuration we're just
along for the ride |like any other

cust omer .
5.2.1 Configuration managenent and dat a. W have al ready said
much about government configuration control of COTS:  There won't
be nuch except by special arrangenent. Reaardl ess, try to

prevail on the vendors to hold to F3 for the duration of the
system s production run, to avoid major system nodifications at
Ieasé until fielding. It's still their design, so that's all you
can do.

5.2.1.1 Except under very unusual circumstances, jt's not snart
to demand full design disclosure (to the piece part) engineering
data, either for initial provisioning or system support. pEyen jf
t he vendor were agreeable to selling and you had the noney, t he
data woul d qui ckly be obsol ete because you still wouldn't have
design control. Contractors can unilaterally change the design
as necessary to suit their custoner/ market requirenents. In the
event that organic depot maintenance s planned or in the
unlikely event that organizational maintenance is to include
r%panzi(got hust rennzfl and replagenent) of assets, COTS designs
shou e ocunented at the F3 threshol '

revisions to the commercial draw ngs as SSsngbed(thN?L-TJ§¥666W
The control draw ngs nust be conplete in content (including ful
function, performance and interface information) +tqo enable any
conpetent ~source to furnish interchangeable itens without
resorting to the original designer. Such draw ngs shoul d support
conpetitive acquisition Of jnterchangeable replenishnent spares,
must serve as systeminterface docunentati on, and are al so needed
for quality acceptance of contractor repaired itens.

5.2.1.2 Logistic Support Analysis (LSA) for COTS. As we have

explained, it usually makes no sense to demand design i nformation

on COTS itens below the rF3 threshold, 1+ |jkewise nakes no sense

to demand that COTS itens be broken down for LSA: LSA gui dance

EROUH?I%F|| the contractor not to take COIS LSA below the r3
reshol d.



5.2.1.3 Technical orders nust also be selected according to the
overall cors support philosophy: If there is to be no design
di scl osure bel ow the > threshcld, and assenbly/nodule repair 1Is
to be restricted to a contractor or specialized depot, it isn't
| ogi cal to denand detailed M r-spec technical orders for COTS

line replaceable units (LRUs). MIL-sPEC system|evel technica
orders should guide system operation and organizational -1 evel
troubl eshooting to the LRU for system restoration. Any dat a

acquired below the LRU I evel should be unchanged copies {except
for any required additional safety warnings) of the vendor's own
service manual s, augnmented by subscription service to his
periodic service bulletins.  Since repairs below the LRU | evel
should rarely be performed at the organizational or field |evels,
distribution of this data should only rarely be nade to the base

level.  Reference copies should always be available at the ALC
for engineering and nmanagenent purposes, and shoul d be obtai ned
for depot use if any organic repair is to be done. Conmer ci al

manual s recommended for organic repair purposes nust be eval uated
for ~acceptability |AW ML-X-7296 and nust not have been
duplicated from a previously approved commrercial manual. t he
reconmended conmercial manual is not acceptable and cannot be
suEpIenented to ML-M7298 requirenents then, and only then, wiil
M L- SPEC technical orders be authorized. Fol | owi na distribution
bul I etins and other subscription service data should be submtted
by the equipnment specialist via AFMC Form 252 to becone
suppl ements to the commercial nanual s.

5.2.1.4 The AF draft Sup to DOD 5000.2 states: "Technical data
and docunentation for the |logistics support of comercial itens
will. ...be procured IAw DFARS Part 211.7004-I (h) (1) through
(h) (4), reference (9). For aircraft flight manuals,  review such
manuals the ...contractor provides. If these standard conmmerci al
manuals mneet . ..the requirenents of T.o0. 00-S-1, ML-H 7700, and
M L-H 7298, no further action is required. |f the nmanuals do not,
suppl enent contractors nmanuals or obtain manuals that satisfy

USAF requirenents.” . .."Documentation for Government use of
nondevel opment al itenms nust Dbe sufficient for life cycle
operation and support but need not be in accordance with ml |¥ary

docunentation standards."

5.2.1.5 The draft AF Sup to 5000.2 states that "Wen a system
includes CUTS software, arrange and budget for appropriatr
software |licensing and subscription service to continue tﬁrough
the life cycle." If the Government secures change authority, the
Conputer Resources Life Cycle Management Plan (CRLcMP) nust
clearly define the limts of what the Government can change, anc
restrict alterations in any way that will void the licensing or
subscription service. Al so rermenber that independent software
changes by the Government, or a Governnent freeze to an earlier
COTS software version, W ll turn CCTS jnto "commercial-type" j Ust
as certainly as do simlar aczivities Wth hardware.  Ayoid ther
whenever possi bl e.



5.2.2 Mai ntenance and sparing policy. As stated above,
enpl oyment of COTS will usually lock us inte 2-1evel maintenance:

Organi zational and depot. Wth very few exceptions, the nature
of COTS equipnment will limt piece-part repair at the
organi zational (blue-suit) level to the nost rudimentary actions:
e.g., Changing printer "daisy wheels" or tractor belts. Except
for these operator-level parts replacenments, or gani zat i onal

repair should be limted to changing cards, nodules cr subchassis
only down to where the configuration is known and stable (i.e.

the rF3 threshold), Before provisicning, validate the need to
place spares in inventor instead of relying on commercial
sour ces. CQui dance on when COTS should be provisioned was
formally found in DoD Directive 4140.40, Provisioning of End
|tenrs of Materiel. DoD I nstruction 5000.2, Part 7, states that
this directive is to be conbined with pod D rective 4140.1,
| nventory Managenent Poli cies. (Renenber, take action to stock
list all "governnent-owned" LRU spares that are identified in
mai nt enance planning for organi zational renoval and repl acenent
concerts. This must be acconplished to ensure adequate

distribution and control of assets between the base-|evel user
?ndltge contractor, even if there are no plans to stock at ALC
evel .

5.2.2.1 Breaking down COTS itens is sonetines unavoi dabl e, but
whenever the breakdown goes below the F3 threshold there is a

good chance the cards and nodules wll not be two-way
I nt er changeabl e: The shelf spare may not operate in the socket.
The | ower you go the higher the risk. Consequently, any sparing
below the F3 t hreshol d W th COors  wll probably be
counterproductive as well as difficult; it is alnost never
feasible to go down to the piece-part. Find the dividing line

(or, in other words, define LRUs) by carefully working out the 3
threshold with the prinme contractor and his vendors during or
close to the provisioning guidance conference. It's essentia
that definition be established early in the provisioning cycle,
because provi sioning docunentation nmust be built around it. Do
not try to buy provisioning docunentation that breaks the
equi prent down bel ow the defined sparing |evel

| MYTH BUSTERS 5

| Don't automatically think "piece-part"
when sonebody says "provisioning."”
Sparin? only down to the major assenbly
is still provisioning - just fewer itens.

26
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5.2.2.2 Decisions On COTS conponent repair shouid be carefulis
consi der ed. The cleanest, but cfter unacceptable costy cno:ice
for dealing wWwth a failed .cpzc iter is to discard -- (scurce-
ma.ntenance-recoverability (SMR) code F ZINj. Barr.ng economc
discard, the next nost desirabie choice is ccntracf repa:ir,
preferably via conpetition (Appendix 1, Quest:ion (11);, but sole
source to the original manufacturer if there is no other
al ternative. z good strategy is to price support options while
the original buy i1s still in conpetition. The riskiest course is
organic depot repair, which should be selected only under
exceptional conditions because it wll have to be a specialized
operation if even possible at all: The vendor nmight refuse even
to let us buy the data and tools to build a capability. ( SMR
codes P LDT or P LAT represent the latter three choices.)

5.2.3 The repair process. If an organic depct is selected for
COTS, setting it up definitely can't be done "pusiness as usual."
Depots are attuned to the M L-SPEC approach: regul ati on manual s,
automatic test eguipnent, standard parts and procCedures. If they
are to repair something that can't be supported by these things,

they nust be flexible because they wll be gocing intec "noc man's
land" below the F3 threshold. Special arrangenents nust be nade
in recognition that:

a. Pi ece-part configuration will be soft.

(1) WIIl it be reasonably stable?

(2) Dd the vendor select parts or otherw se tweak
subassemblies to nmake them work with each other? (Is each
"ldentical" item different?)

43) Are other vendor's COTS itens incorporated into
t he desi gn”

b. Docunentation won't be standard.

_ (1) Has it been reviewed for adequacy to support
repair? Testing/quality control? Researching piece-parts?

(2) WIIl service bulletins be available? Adeguate?
c. Parts supported won't be standard.
(1) Are parts generally common? Foreign/other exotic?

(2)..Can comon parts be requisitioned (stocklisted
val ues, etc.)?

(3) Can uncommon parts be locally purchased?

(4) If not, can they be specially ccntractec:?



q. Specialized skills will be needed fcr repair, data

mai nt enance and parts support. wWill they be availableZEqualtc
the 10ok? Istralning available?

e. Testing will probakly have tc be nanual.

‘WIl high conplexity make that inpractical? I's
automatic test equiprent indispensable? Conplex peculiar support
equi pnment ?

f. Some assenblies may be proprietary.

Can the vendor's rights be protected if conpetitor's
personnel are in the sane shops? Can the contractor’'s manuals be
copi ed?

5.2.2.1 If the above can't be answered satisfactorily, organic
repair is probably not a viable choice.

5.2.4 Don' t negl ect Packagi ng, Handl i ng, St or age and
Transportation (PHS&T) requirements. Make sure  PHS&T
requi rements are considered in the initial planni n%h cgcl as wel |
as part of the test and evaluation schedule. items
enter the mlitary distribution environnent, they wll be handl ed
the same as M L-SPEC itens. Your PHS&T pI anning factors should
i ncl ude: intended use of the item anticipated environnmental
conditions, type and node of shipnments, criticality and fragili ty
of the |tem hazar dous characteristics if any to incl udeR V\Bln%
and cube, and intended storage conditions and | ength. ene

to apply, When necessary, the requirenments of M L STD 2073-1 and
1367. Partl cipate in various nmanagenent and technical reviews
and in source selection proceedings in the evaluation of PHS&T
el enent s. Dependi ng on where they nust be shipped and stored,
consi der applying the requirenents of M L-STD 2073-1.

5.2.5. Sust ai nability. Because of the design control the
Gover nient has had “over MIL-SPEC desi gns many have been
mai ntained and upgraded to serve nultiples Of their original
design life, sone nearing forty years. Var ket pressures usually
send commercial designs on their way far socner than that, !NtO
an obsol escence not so easily dealt with: Wien we have never
been equipped to repair or nodify an item the disappearance of a
cooperative source will force its replacenent. It 1sn't uncommon
for this to occur within five years, Which neans that retrofit

fundi ng should be routinely projected approxi rratellglost the tine

of orirginal systemfieldi ng LSA Task 403, Producti on
Support Planning, can_aid evaluating this, and preplanned
product i mprovenment (P3I) vvoul d be a logical vehicle to carry it
out . This applies to software as well at hardwvare: the

should contain cost estimtes <for =maintenance and eventual
repl acenment of COTS soft-ware. Li censing and subscriptlcn service
represent a significant annual cest, anc repl acenent cost will
al so be considerable. Resi stance to such a fact-of-life approach
could be seen as a vcte against the use of cCTs.



5.3 I nterchangeability Control During the Life Cycle. As a
system ages and COIS LRUs are contractor repaired oOr repieni sheq'
changes in design revision levels can sneak in. Al though it
isn't supposed to happen under F3 and interface cont r(ﬁ.q. t hese
changes have been known to produce new or repaired items tﬁat
will no longer work in the system Such problenms are hard to
spot  until the trouble starts. Try to prevent them by
mai nt ai ni ng subscription service to the vendor's service
bul letins or engineering change orders (gcos) and ensuring that
revision level changes get a close engineering eyiew If the
review (and perhaps an actual test) confirns no effect on
hardware or software interchangeability, subnit catal ?Tgi ng action

to pick up the additional part nunber under the i1tenis “original
stock nunmber.  |f the new revision proves nponj nt er changeabl e,
your choices wll probably be:

a Upgrading the system to enable a change to the neu
revi sion.

b.  Buying "life-of-system spares of the old revision and

programm ng funds to replace the system or

_ ¢. ~Freezing the old revision as a government wypjguen
(This will renove the item from the COTS cateaorv (Paragraph

2.2.d and Appendix 1(4)).
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Alittle nodification never hurt anybody.
O did it? Wth COIS, even little

nodi fications are generally a bad idea.
Modi fying COTS forfeits the economy-of-
scal e advantage that is one of its prine
selling points while aggravating an

al ready shaky support picture inherent in
many COTS situations: |t gives us the
wor st of both worl ds.

5.4 Modifications to COIS. W can probably name no Air Force
system or equiprment that has survived jts |ife cycle without
requests that it be nodified.  your COTS selections wll not be
exenpt from that. The key fact is that when you nodify COT€ ic
isn'"t COTS any nore but "unigue," to Government use and has been
removed from the commercial painstream You've just given ‘up
nost of what supocrt base vou mght have had w:zh' oors” pecause
when the wvender (WhO0 still controls the design) chooses to



di scontinue support of such a tiny portion of his market, ths
Gover nment -will-be stranded. The féw remec:es are very expensive _
if even possible at all, and worst You mght experience |ong term

| oss of asystemwhile trying to fiX the resulting problens.

5.4.1 Many coTs nodifications originate early in system d sign
during transactions between prine contractors nd vendor

Beware also Of the "little touches® a prine m'\%ht add to a COTS
itemafter he receives It in his plant. Il e varlious "must
haves" |ike warning decals should cause no problens, deeper
changes can. Figure 3 discusses these. It's up to you to catch
modi fications during design reviews and, if they're really
necessary, prepare to deal with them  Ask a lot of questions;
don't let a nodified COTS situation go undetected until time for
provi si oni ng. Figure 6 explores the support |ogic involved when
COTS becones "commercial type."

5.4.2 The AF draft Sup to DOD 5000.2 regarding nodification of
conmer ci al itemns i's as fol | ows: "Modi fication to
nondevel opnent al i tens, other than commerci al items, are
permitted. In those rare instances where conmerci al item
nodi fications are absolutely required to neet mssion needs, a
suitability analysis, a 'life «cycle cost analysis, and a

coordi nated nodification agreenment reached between the using,
supporting, and acquiring agencies are required.”

5.4.3 The draft AF Sup to 5000.2 states = (Governnent contracts~—

should contain |anguage prohibiting the contractor from nodifying
deliverable commercial itenms w thout specific witten approval
from the Governnent:

5.5 COTS Warranti es. Common sense and congressional nandate
(Title 10, U S. Code, Section 2403) say we shoul d take advantage
of warranti es. This applies especially to COTS. You or the

prime contractor spent time and noney during the market
I nvestigation finding good products fromreliable sources. In
order to preserve their reputations and stay conpetitive, those
sources customarily back their products very solidl%. They do
t hat b% offering a good comercial warranty.  You probably can
(and should) use it as it comes. You might also want to see AFR
70-11, "Weapon System Warranties". Finally, keep these thoughts
in mnd:

a. DO learn that warranty. Know its provisions.

b. DO watch out for the tinme trap. Mke sure the warranty
hasn't reached its time linit by the time you can fieid the
product . If you invest noney in a warranty it mght be because
you have to buy an extension to the period of coverage.

C. DO nmake sure the warranty transfers to the Governmer _
throuah the prime contractor. Since the prime, not the



WHAT HAPPENS TO SUPPORT
WHEN COTS STOPS BEING COTS?

It remains true COIS and you
support it that way

WHEN YQOU START
W TH coTs,
t hen ]

Don't need to nodify —
it, and can flow |
with the vandor's
hardware and software
upgr ades. ..
Need it modified or then
must freeze hardwars
or software design at | >
the outset...
Need it nodified or t hen
nust freeze hardware
and/or software design >
after delivery and

installation...

It becomes “commercial-type."”

If you do nothing, only the vendor
will know your "special" design;
they will always be sole source,
and they can turm you off at will.
Possible but costly renmedy: have
them bid their design, and fund to
buy it.

It becomes "commrercial-type .~
- If the original contract is

still in force: And provides to
have the vendor bid anoption to
sell their design, fund and buy
it. Then you can have them do
the nod, do it organically, or
even conpete it. If no such
options, try to negotiate sane.

If successful, see above. If not,
the nost probable case, consider
yourself locked into sole source.
- If the original contract has
expi red: Go back and try to buy
desi gn. If not, the nost probable
case, it's back to sole source.

Figure 6

)




CGovernnment, was the original custoner, such a transfer may not be

aut omati c. I~ also may not be easy.

d. DO consider including mil back provisions in the
warranty plan, repair for warranty failures that are valid, and
failures that are not covered in warranty. Al so, i ncl ude
shipping instructions and make special considerations for

shipnents of warranty assets to overseas |ocations.

e. DO determ ne whether or not support/peculiar equipnent
is covered under warranty.

f. DON T try to inpose a warranty intended to upgrade the
product except as the vendor mght decide to upgrade it on his
own. Remenber, you are in the COIS world of "what you see is
what you get." If it wasn't a solid, reliable product with a
good warranty, Yyou should have disqualified it.

-



6.0 Test and Evaluation/Product Assurance.

6.1 How Muich Should You Test? An inportant advantage of the

commercial alternative is reduced delivery tine. TPis i S
realized through the elimnation of the research and devel opnent

phase of the acquisition cycle and subsequent devel opnent test

and eval uati on. In general, you should not test en the
equi prrent will be used and maintained by simlarly skilled people

in the same environment as that for which it was designed and
existing data (contractor or other sources) provi des reasonabl e

answers to performance and supportability issues. Oper at i onal
testing is strongly recomended if support or climtic
environnents differ from the contractor's. Furt her, nphasi ze
preselection testing to mnimze technical, operating an(§E support

risk.

MYTH BUSTERS 7

You're not testing to see how you nust
change the COTS item to nake it work.

You're testing to see if it will work as
it cones in an intended environnent .
Rul e of thunb: If it doesn't work, |ook

for a different item

6.2 Depth of Testing. Testing requirements nust be tailored to

each specific situation, The following is a general idea of
testing appropriate to each application. (AFR 80- 14.) Stress
the goal of mninmum testing, regardless of the application.

6.2.1 Stand-alone COIS in a comercial-like (sanme-environnent]

application. No testing should be required if the application is
the same as civilian use of the item |If there is any doubt,

acquire and qualify a test sanPIe prior to selection. Af t er
quantity deliveries of a successtul item any deficiencies that

appear should be covered by the vendor's commercial yarranty.

6.2.2 ‘Stand-alone COTS in a mnmlitary (different-environnent)
appl i cati on. Feasibility testing in the mlitary environnent

(typically, gualification operational t est and eval uation
(QoT&E)) should be required to qualify a test sanple prior to

-

-
RaE)



sel ecti on. After quantity deliveries of a successful item any
deficiencies that appear should be covered oy the vendor's
commercial warranty.

6.2.3 COTS enbedded in a larger system Feasibility testing to
qualify a test sanple should be done prior to selection and
inte?ration into the system Preproduction testing (typically,
devel opment test and éval uation (DT&E))of the conplete systemis
required. Har dwar e/ ADP software integration tests are required.
User testing (typically, operational test and evaluation (COT&E))
is required at the systemlevel. COTS deficiencies that appear

during or after systemlevel testing should be covered by the
vendor's commercial warranty.

6.3 Testing Prior to a coTs Decision. Limt Covernment testing
at this stage to that absolutely necessary to obtain data to make
t he commercial product decision:
a. As an initial step, mnimze testing by:
(1) Obtaining and assessing contractor test results.
(2) Obtaining usage data from ot her custoners.

(

3)
(4) btaining test results from independent test
organi zat i ons.

Cbserving contractor testing at his facilities.

(5) Consi der the procurenent of prototypes, obtained
fromdifferent vendors that neet the requirenents.

(6) Negotiate a bail nment agreenent with the vendor. A
bailment is sinply an agreenent with the vendor to offer their

equi prent for a specific period of tinme to be tested in a
specific manner, free of charge.

b. If this initial data collection doesn't provide enough
concrete information to make a sound COTS decision, an eval uation
hase will be needed. Commer ci al product candidates should be

ought or leased, and short wuser evaluation tests (includinP
logi stics support) should be conducted in the operationa
envi ronment. (AFR 700- or goo- safety procedures nust be followed
whil e conducting user testing.) The results nust:

(1) Directly support the acquisition strategy to
accept or reject the comercial alternative.

(2) Reject COIS designs that do not neasure up to the
appl i cati on.

(3) Assist in preparaticn of sclicizationdocuments.



6.4 Testing After a COIS Sel ection. All testing nust be
described and justified in tne system specifications and test and
evaluation nmaster plan coordinated with the AFMC system suppcre
manager and approved by the system program director. If the
acquisition is of conputer resources and software, describe the
testing according to the data itens called out in DoD-STD-2167A.

Again, "no testing" is the goal when it nakes sense.

6€.4.1 Devel opnment Testi ng. System | evel onIY. No devel opnent
testing should be conducted at the COTIS assenbly |evel: COTS i s
al ready devei oped. If it doesn't meet  your performance
standards, select other COTS or go for a non-COTS design effort.
€.4.2 Qperational Testing. Selection of COTS items does not
automatically nean there will be no need for operational testing

However, operational testing should be 1linmted or waived by the
operating command if the program offiice can shoy that markex
investigation data and, as applicable, preselection gualification
testing will satisfy their requirenents. That certification
should be included in program docunentation and be approved bv
the operating command, who should also participate in the
presel ection testing.

6.4.3 Supportability Evaluation. The inpact of COIS on system

supportability requires testing to include as a mninmm
reltability testing, Olevel maintainabilitv testing, energy
usage tests, human factors engineering tests, |ive fire testb
(when required), st andardi zati on measur enent s and safety
anal yses.

6.5 Fol | ow- on Eval uati on. Testing of the commercial product

imrediately after the first unit is equipped (typically, follow-
on operational test and evaluation (FOT&E)) is oriented to
validating and refining the logistics support strategy. The
using conmmand shall determne FOT&E requirenents. These tests
are mainly to aid the users and supporters in refining their
support structure. Later, additional testing nmay be required to
verify that vendor upgrades and revisions will work i n t
system Results nmay drive a "freeze" to a n earlier
configuration, but that should be avoided if possible.

6.5.1 Conduct followon conpatibility testing in fielded systens
for all significant hardware or software revisions to a coTs
item This testing should verify that the F3 interface is not
violated, and be conpleted before the Governnent accepts the
change. Review the vendor's service bulletins and Ecos
(paragraph 5.3, above) to identify which changes will require
testing.

trny
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6.6 Oher Test Considerations.

6.6.1 CpalitY Assurance Provisions. A quality assurance
provi sion should be specified fcr each system| evel functi?nal
and physical requirement in the contract. However, quality

control of individual COTS items should be covered by the
vendor's comercial warranties.

MYTH-BUSTERS 8

W'l make the vendor put on Government-
style quality control. O wll we? Part
of the reason you chose the COTS product
was its hi%h quality. The vendor is
obligated by commercial conpetition and
his warranty to keep that quality high
Maybe it's counterproductive to wade into
himwith an extra set of government-

i nposed quality demands. Think it over.

6.6.2 System Safety Requirements. Safety verification (testing)
o tEe ardware may be necessary to ensure safety acceptability
in the

f h
n mlitary environnent.



7.0 Concl usi on. In this handbook we have offered definitions of
COTS and other categories of "commercial", spelled out Air Force
Policy and have provided guidance in acquiring usable COIS
egui pment and maki ng it supportable through alternative ways of
addressing Integrated Logistics Support (ILS). \W have presented
such topics as selection criteria, contracting requirements,

essential ILS activities and open conppetition gujdelines e
have al so attenpted to expose S nyths and pi tfgal I's and how teo
avoi d them You w Il have to devel op specific requirenments to
meet your programs needs, possibly with assistance from Air
Force test facilities, |aboratories and system users. You will
al so need to coordinate with contracting and the Staff Judge
Advocate. ~ Mbst inportant, remember that COTS won't just tage
care of itself. Know what you're getting into and plan how

you'll handle it before you start: Later will be too |ate.



GLOSSARY

Assembly: An item nmade up of any nunber of parts or
subassenblies joined together to performa specific junction, can
be dissenbl ed wi thout destruction. ( Exanpl es: fan, hydraulic
actuator; electrical power supply.)

Best commercial practice: Design and fabrication of a product
using techniques and parts enployed by conpetent suppliers to the
civilian market; conformng to mIitar?/ sgecifications (M L- SPEC)
or using government standard parts only by coincidence. In the
context of this handbook, an item developed at government expense
t he governnent has allowed to be designed and/or built w thout
conformance to M L- SPEC.

Commercial item A product, such as an item mterial,
conponent, subsystem or system sold or traded to the general
BUb ic in the course of normal business operations at prices
ased on established catal og or nmarket prices. (FAR 11.001.)

Commercial -type item A commercial item nodified to neet sone
gover nnent - pecul i ar physical requirement or addition or otherw se
Identified differently from its normal commercial counterparts.
(FAR 11.001.)

COrS:  Commercial off-the-shelf. (See 'comrercial item and 'off-v
the-shelf item")

Configuration: The functional and physical characteristics ot
har dwar e/ software as set forth in technical docunentation and
achieved in a product.

Cont rol drawi ng: An engineering drawing that discloses
configuration and configuration I[imtations (i.e., form fit and
function); performance and test requirenents; weight and space
limtations; access clearance, pipe and cable attachnments, etc.,
to the extent necessary that an item can be devel oped or acquired
on the commercial market to neet the stated requirenents; or, for
the installation and co-functioning of an itemto be installed
with related itens. Control drawings are a Level 3 draw ng
product, but do not illustrate full design (piece-part)
di scl osure. They are identified as envelope, specification
control, source control, altered item selected item interface
control and installation control. (DoD-STD-100C) and Vendor |tem
Drawi ng (MIL-STD=-100E)

Enditem A discrete, often conplex itemcapakle of independent
operation. ( Exanpl es: Airplane; radar set; ground powe
generator.) R



Engi neering data: Engineering draw ngs, associ ates lists.

undi mensi oned draw ngs, tooiing data, flat patterns, master
printed circuit patterns, nunerical control data,' test nethods
and procedures, acceptance test criteria, electrical schematic

and logic diagrams, configuration item specification,  €tc., and
documents they reference which are required to define t he
geonetry, assenbly and operation of parts, assenbl ies and
systens. Engi neering data is intended to docunent design such
that when replacenent itens are fabricated and assenbl ed

accordingly, their physical and performance characteristics wll
duplicate those of the original itens.

F3: Form fit and function.

F3 threshol d: In the hierarchy orf engineering data, t he
t hreshol d above which detailed design is illustrated (full design

disclosure); at which form fit and function are depicted by
control drawings (F3); and below which there can be expected to

be no design disclosure. (See Figure 5.)

Form fit and function: The descriptors that pernmit fabrication
of an interchangeable item by any conpetent manufacturer wthout
disclosing internal design detail. CGenerally expressed in the

various types of control or vendor drawings (DoD-STD-100C; MIL-
STD-100E) .

Ful | design disclosure: In engineering design, Drawings that set
forth internal design detail sufficiently conplete that any
conpetent manufacturer can fabricate an essentially identical
item without recourse to the original designer. Coverage is

normally down to the piece part and detailed manufactu
pr ocess. (M L-T-31000. ) Full design disclosure for COIS items in

such packages is usually restricted to specific drawing types and
is limted to form fit and func=ion definition.

Line replaceable unit (LRU): Any assenbly or part that can be
replaced at the organizational level to restore operation of the
system or eguipnent. Usually in reference to a reparable

(exchangeabl e) nodul e, but can be a piece part

M L- SPEC: Having to do with, or under the control of US mlitary
specifications or standards; mlitarized.

Modul e: As assenbly or subassenbly usually characterized by the
performance of a conplex function and ease of renoval from its
hi gher assenbly. ( Exanpi es: Servo anplifier; power supply
regul ator. El ectronic printed circuit board assenblies are often
call ed nodul es.)

ring



Nucl ear hardness: The ability of a system or equipnment tc
survive in a man-nmade hostile environnent. Usualily achieved —
through special design attributes and/or parts selection <o

w thstand one or nore of the effects of nuclear detonation.

O f-the-shelf item An item produced and placed in stock by a
contractor, or stocked by a distributor, before receiving orders
or contracts for its sale. It may be commercial or M L-SPEC
(FAR 46.101.)

Aive drdb comercial product: A product wusually devel oped
comercially by a vendor who retains the rights to the design,
b_ult_ sells the product exclusively or nearly exclusively to the
mlitary.

Part (or piece part): An individual conponent of an assenbly or
subassenbly which cannot be disassenbl ed w thout destruction;
usual ly replaced rather than repaired upon failure, ( Exanpl es:
coil spring; transistor).

Subassenbl y: An assenbly which forns a portion of a higher
assenbly.

System An aggregation of end itens, interfaces and support
functions designed to fulfill a specific m ssion requirenent.

( Exanpl e: An operational fleet of fighter aircraft, including™~
avionics, weapons delivery and ground support equipnent; a
wor | dw de conmmuni cations network.) Typically, a systemis made

up of apparatus orequi pnent, trained personnel, facilities, data
and procedures, and conputer prograrns.

Techni cal Data Package (TDP) See Engineering data (M L-T-31000).

<0
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APPENDI X 1

CONS| DERATI ONS  FOR YOUR MARKET | NVESTI GATI ON
(USE APPENDI X 1A WTH TH S PROCESS

CAN A COWERC AL | TEM MEET AF' S REQUI REMENT?
IF NO DONT USE IT. OTHERW SE, CONTI NUE.
WOULD GOVERNMVENT FURNI SHED EQUI PMENT (GFE) DO | T?
IF YES, USE GFE | F PGCSSI BLE. OTHERW SE, CONTI NUE. .

CAN A COMMERCI AL | TEM SURVI VE THE | NTENDED
M LI TARY USE?

-~ ENVI RONVENTAL  CONDI Tl ONS
- PERFORMANCE DEMANDS
- MAI NTENANCE/ SUPPCRT EXPECTATI ONS
IF NO DONT USE IT. OTHERW SE,  CONTI NUE.
MJUST I T BEMODIFIED FOR M LI TARY USE?

IF YES, GO TO FIG 3: CAN THE AF TOLERATE THE
RI SK? OTHERW SE, CONTI NUE.

NUCLEAR HARDNESS REQUI RED AT COVPONENT LEVEL?

IF YES AND YOU ARE NOT PREPARED TO BUY THE DESI GN,
DON' T USE IT. OTHERW SE, CONTI NUE.

IS THE DESI GN RELATI VELY STABLE?
IF NO AND THE AF WLL NOTI PARTICI PATE IN THE
UPGRADES, YOU WLL CREATE GOVT SPECI AL (COML-
TYPE) | TEM OTHERW SE, CONTI NUE.

WLL AF LATER NEED TO MDD FY |INSIDE F3 ENVELOPE?

IF YES AND AF WLL NOTI' BUY DESIGN TO OBTAIN
VISIBILITY, DONT USE IT. OTHERW SE,  CONTI NUE.

BA00D PRCSPECTS FOR PRODUCT LONGEVI TY, VENDOR
SUPPCORT?

IF NO, PLAN FOR -EARLY UNIT REPLACEMENT.
OTHERW SE, CONTINTUE.

SUBSTI TUTE PCSSI BLE W THOUT MAJOR SYSTEM | MPACT?



IF NO PLAN FOR EARLY SYSTEM REPLACEMENT.
OTHERWISE, CONTI NUE.
(10) CAN IT MEET THE AF' S SUPPORT CONDI TI ONS?
- AS DEFINED I'N PROGRAM DCCUMENTATI ON, SUCH AS:
- STATEMENT OF NEED
- SYSTEM OPERATI ONAL REQUI REMENTS DOCUMENT
- COWPUTER RESOURCES LIFE CYCLE SUPPORT PLAN

IF NO AND YU CAN T LIVE WTH THAT, DON T USE
I'T. OTHERW SE,  CONTI NUE.

(11) COWPETITI VE BASE FOR REPAlI R/ SUPPORT?
IF NO, BETTER NOT' USE IT. OTHERW SE,  CONTI NUE.
(12) CONTRACT REPAI R/ SUPPORT CONSI DERATI ONS?
- CONDITIONS (MOBILITY, ETC)
- COST
- SURGE

IF NOI' OK, DON T USE THAT | TEM OTHERW SE,
CONTI NUE.

(13) LOWEST COST ALTERNATI VE?

- INITIAL
- LIFE CYCLE

IF NO DON T USE IT. OTHERW SE, | F EVERYTHING | S OK AT
THS PONI - GO FOR | T!



APPENDI X 1A
A COTS DECISION AID

The follow ng expands on the decision process in Appendix 1. Use
it as an aid in COTS/ devel opnent decision making during narket
i nvestigation, proposal reviews or design reviews.

(1) Can a commercial item neet AF's perfornance requirenments?
[WIl it do the job?) If not, find one that will. This first,
nost  obvious question is sonetines not carefully enough asked,
which often results in selection of a COIS item that has to be
nmodified in order to work. Thus we slip to "commercial-type,"
that orphan category whose risks are described in (4), below
Deal carefully with this question during the market investigation

phase and save expensive grief later.

(2) Wuld governnment furnished equipnent (GFE) do the job? If
so, and if it can be available in tine, consider usi ng it. GFE
is just another category of NDI, and it can offer the "advantages
of being ML-SPEC to begin with and already having jis cwn

| ogi stics support structure. It can also offer the disadvantage
of not being available or serviceable when you npeed it. T+
warrants a close | ook. AFMC's Cataloging and Standardization

Center (ASC) can help with GFE research.

(3) Can it survive intended military use? |f not, don't use it
The physical and operational demands of military use are

frequently tougher  than conmer ci al appl i cations. I n
communi cations-el ectronics we sonetinmes take designs intended for

fixed installations in controlled environments and try _to . use

them where they wll encounter severe shock, vibration, “climatic
stresses and/or the attentions of insufficiently-experienced
mal nt al ners. Thus a high-reliability civilian design becones a
gover nnent | oser. Modi fications can be done to add strength, but
they introduce their own problens (see (4)), turning a comercial
design with all its advantages into a "special" over which the
governnent enjoys no control.  Very carefully exanine eve

potential selection of comercial product in “this [light. Ir%/

there is unacceptable risk inherent in its use, use a different
product or go for devel opnent.

(4) Mist it be nodified for mlitary use? If SO, it pecones
"commercial-type:" Prepare to buy into the vendor's design. W
have a tendency to thi nIE> we can us-e a comrercial design straight
off the supplier's shelf--nostly: W just want to nodify this or
that little thing, to nmmke it "perfect" for our application.
This "sorta off-the-shelf" approach should be avoided, sjnce it
produces a device no longer recognized by the supplier because

it's no longer in their line, while not manageable jn-house
either. For adequate support the nodified design needs to beleoncg
to the Governnment, but under ncrmal circunstances it wll not;

unless you make extraordinary (ang costly) arrangements you will



have no engineering visibility or control over ;. Thus you w-

be tied scle.scurce tc a vendor whc often will not care ab.
your needs relative to that »rlittle special," which after aII
m ght represent only a tiny fraction of tneir business. |

ou
absolutely nust nodify a commercial design, recognize that youyre
knocking it out of the "commercial"” category and buy into it from

the start. (This also applies when you lock in a software
biasing so that you can't tolerate subsequent hardware
revisions.) "Buying In" entails | earni ng what the design was

before the change (by obtaining detail ed engineering data) and
controlling configuration afterwards so you can sustain your
gover nient - pecul i ar product like any ot her. Mar ket
I nvestigations nust establish which suppliers MA?| agree to let
you do that, and you nust fund to cover the probably-substantial
cost. Fi gure 3A describes the conparative risks involved wth
various kinds of nodifications done by different entities.

(5) Nuclear hardness at conponent level? |f so, prepare to buy
t he vendor's design or go for devel opnent. Nucl ear hardness is
the ability to withstand a variety of effects that result from
nucl ear detonation. Protection fromthese effects mght be built
into the internal design of the unit involved, provi ded by
external packaging, nmounting and filtration, or achieved by a
conbi nation of these things. |f strictly external neasures will
protect a commercial item from the specified effects, <ther~
shoul d be no problemw th using it in a hardened applicatic

However , because of the configuration pmanagenent deman.__

mentioned above, a requirement for nuclear hardness through
i nternal design  should normally be considered directly
contradictory to the use of a conmercial product. Even if a
commer ci al design tests "hard" without podification, t he
Government has no control over subsequent design changes: The
next itemoff the assenbly Iine may be entirely different insige
-- and no longer hard -- and the Governnent will have no way of
knowi ng or controlling that. Further, this lack of control over
production changes is only the start of our troubles: In order
to maintain hardness during the life cycle the Governnent nust be
able to see into and control piece-part configuration to keep
hardness from being naintained out. You can't do that unless you
own the design, so plan to buy it or develop the item from the
begi nni ng.

(6) Is the design relatively stable? If not, prepare to
participate 1n the vendor's wupgrades or nmke a different

selection. As indicated above, design stability is something you
can't assune when dealing with commercial designs. Under MIL-
SPEC rules contractors are answerable to the government enever

they want to nmake a design change, but in the conmercial world
they are responsible only to the pressures of the market; their

product can change frequently and radically with no warning.

nmost cases the government is lucky if the design stays the s:

t hrough production; over the life cycle there is alnost bound €
be radical change. The smaller the governnment's share of the
vendor's production, the greater this tendency. vou can dea



witn the prospect, either by buying the design and_creating our
own "special," or locking into a firm formfit _function"
baseline and rolling with the Internal changes. The latter mght
include signing up to the contractor's updates on the itens you
already own so they won't slowy become Oor phans, and, in the case
of conputers, also outdate our software. Mar ket investigation
should explore the potential stability of the candidate designs
and the cost of keeping up with future updates.

(7)) WII ar later need to nodify inside the formfit-function
envel ope? |If so, prepare to buy into-the vendor's design or go
for devel opnent. Do you anticipate that you will want to nake
i nternal changes to a commercial design during its life cycle?
We're used to that with ML-SPEC designs, but in order to do it
with commercial equi pment we nmust know what we're starting with,
and the only way to do that is, again, to buy the design. In
this and the above buy-the-design situations cover that prospect
during the market investigations and conpetition phases; if you
wait until you're in a sole-source position it's alnbst certain
you won't be permitted design access, or the cost will be so high
you won't want to bother. The best choice in such a case will
often be devel opnent.

(8) CGood prospects for product |ongevity, vendor support? |f
not, you should not select that product. f you nust select it,

lan for its early replacement. There have been situations where
K the tine the prime contractor was ready to start production,

the comrercial designs they used in the prototype phase were no
| onger on the market. |f a product is a year or two from being
di sconti nued when selected, its prospects for a long and
successful life cycle are small.  Market surveys should require
that offerors address the potential |ongevity of the comercia

lines they intend to use. Whi | e candi date products should have
been on the market |ong enough to have been proven, those with
waning |ife expectancy shouldn't be selected. That will be a
tricky judgnent call.

(9) Is substitution possible without a major systeminpact? |f

not, re-evaluate the systenis overall design to reduce such an
inpact.  Despite our best efforts, products |eave the market or

ot herw se becone subject to replacenent. Try no} to l et system
desi gn beconme so dependent on the presence of one peculiar

comercial itemthat the whole system nust be replaced if that

items no |onger to be had. Catchin? things |like that shoul d be
enphasi zed in the preparation of system specifications, z5 well

as during market |nvpst|gathns, source selections and design
revi ews. |f they can't be avoided, funds should be projected for

a replacement system about the tine the system presently being
acquired starts to field.

(20) Can the ar live with the inherited support conditions? I|f
not, pick another product. It's essential to take a |ong, harad
| ogi stics |ook at any proposed commercial desian. No front-end
advantage is worth living with sonething whose conponents are too
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big and/or fragile to evacuate for repair, whose organizational-
| evel exchangeables aren't interchangeable, or which is otherw se
i mpossi bl e Or uneconomic to support. Logi sticians fromthe a:r —

Logi stics Centers and the operating/ mai ntai ni ng commands nust be
allowed input on these aspects “early enough to affect the

sel ection process. Don't walk into unacceptable |ogistics
hazar ds.

(11) Isthere a conpetitive base for repair and support? Avoid
the sole source trap if possible. Regardless of how careful you
have been in its. selection, you will probably never be able to
equip for full organic repair of a commercial design unless you,

again, buy that design. Barring sonething so radical, recognize
that the Conpetition in Contracting Act will make it —very
difficult to attach yourself to the original manufacturer for the
entire support period. Wiile for sonme itens such as television

receivers the se:vice network is essentially in the public
domain, service for many specialty itens is available oniy from
the original sour ce. Market ~ investigations nust include
questions about the commercial repair/support base for any
proposed design so you can gage your chances for conpeting those
services during the life cycle. |f they are poor, perhaps you
shoul d | ook el sewhere.

(12) What are the contract repair/support considerations? |f
unacceptable, COTS is not a viable alternative. Since you will
probably be dependent for repair/support on one or another
contractor, ascertain whether operational needs will pernit that.
Wil e contract support mght be satisfactory in peacetine, wll
surge potential permt it in a wartine scenario? Can reparable

be evacuated to a contractor in tine to support the pipeline?
Wl the cost for such readiness be prohibitive? The answers to

t hese questions mght steer you to the devel opment alternative.

(13) Is it the lowest-cost alternative? If not, don't use it
unl ess there are other overriding considerations. Don"t al ways
assune that COTS is the | east costly solution. Lower front-end
cost is sometinmes the only justification for selecting it, while
life cycle cost is sonetinmes ignored. |f the advantage of total
cost is lost there may be nothing left to recommend COTS. Your

mar ket investigation should not take the approach that COIS is
the only acceptable answer, but should be used to_determ ne which
alternative is the nost satisfactory answer. There have been
cases when an "olive drab commercial” product was not only |ess
expensive, but forced fewer performance and support conpromn ses
t han COTS.
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