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COVID-19 Privacy deep dive

. Human rights impacts of COVID-19

II. Privacy vs. Data Protection

ll. How Is data being used in pandemic responsee¢
IV.Response: “Disaster privacy, or privacy disaster’'e

V. Discussion
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COVID-19 Human rights impacts

“Invoking human rights does not determine the
dilemma. Human rights principles, however,
provide the vocabulary for the evaluation

of the decision-making process.”

Andrew Clapham
Former Amnesty International Rep to the UN
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COVID-19 Human rights impacts

Absolute right

COVlD_]? threatens Rights to life, health, security
pandemic
Lockdown / restricts Rights to liberty, movement, work,
quarantine assembly / association, education
\Ylelplifelfigle : : : .
N iy iy IMmpacts Rights to privacy, free expression
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COVID-19 Human rights impacts
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COVID-19 Privacy deep dive

Il. Privacy vs. Data Protection
ll. How Is data being used in pandemic responsee¢
IV.Response: “Disaster privacy, or privacy disaster’'e

V. Discussion
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What is the right to privacy®e

Key elements:

1.
2.
3.

Desire to be free from observation
Desire to restrict circulation of information about ourselves

Interest in being able to communicate with others without
third parties eavesdropping

. Need 1o protect our physical and mental well-being

. Belief that space should be made to develop our

personalities free from control

Collin Kurre. Human / Digital Rights Team. British Telecommunications plc.



And what about data protection®e

Main principles:

 Lawfulness, fairness and
transparency

Accuracy

Storage limitation
* Purpose limitation

Integrity and confidentiality
« Data minimization

Accountability
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And what about data protection?
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Your right to be informed if your
personal data is being used

An organisation must inform you if it is
using your personal data.

Your right to get copies of your data

You have the right to find out if an
organisation is using or storing your
personal data.

Your right to get vour data
corrected
You can challenge the accuracy of

personal data held about you by an
organisation.

~= Your right to get your data deleted

You can ask an organisation to delete
personal data that it holds about you.

Your right to limit how
organisations use your data

You can limit the way an organisation
uses your personal data.

Your right to data portability

You have the right to get your
personal data from an organisation in
a way that is accessible .

The right to object to the use of
your data

You have the right to object to the
processing or use of your personal
data in some circumstances.

P N

DECLINED

Your rights relating to decisions
being made about you without
human involvement

Decisions are made about you when
yvour personal data is processed
automatically.

Your right to access information
from a public body

Make a request for information from a
public body.

Your right to raise a concern

Tell an organisation if you're
concerned about how they are using
your data.

Image source:
UK Information Commissioner’s Office
https://ico.org.uk/your-data-matters/
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Privacy and Data Protection
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Key strength: adaptability

Key challenge: social value

Key strength: enforceability

Key challenge: scope
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Privacy and Data Protection

- Governance

Transparency

Engagement

Safeguards

Oversight mechanisms

Channels for complaint / redress

...fair information practice
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COVID-19 Privacy deep dive

lll.LHow is data being used in pandemic response?
IV.Response: “Disaster privacy, or privacy disaster’'e

V. Discussion
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COVID-19 Data sharing

Date 28 March 2020
Type Statement

The ICO’s Deputy Commissioner Steve Wood said:

66 "Generalised location data trend analysis is helping to tackle the coronavirus crisis.
Where this data is properly anonymised and aggregated, it does not fall under data
protection law because no individual is identified.

L4

In these circumstances, privacy laws are not breached as long as the appropriate
safeguards are in place.
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Can data be anonymous?

16

Some anonymization technigues do not provide sufficient

privacy protection for personal data because they can be
reverse engineered relatively easily:

« Suppression / scrubbing: Removing data deemed to be

personally identifiable from data set (e.g. name or address
fields)

« Pseudonymization: Replacing one unigque identifier with
another so the individual isn’t directly identified

Collin Kurre. Human / Digital Rights Team. British Telecommunications plc.
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Can data be anonymous?

" Privacy: \ding to the
sken Promises of Privacy- Rf‘as:p@ g
o ilure of Anonymization

1 : of unknown authorship or origin

2 : lacking individuality, distinction, or

oate Wit oot 15,17 recognizability
3 : not named or identified
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Can data be anonymous?

" Privacy: \ding to the
Broken promises of Privacy: Rf‘as:p@ g
. ilure of Anonymization

et ceoldnonty smous | 8-'nd-ne-mas

1 ofunl torhi .
2 : lacking individuality, distinction, or
one Weter: Augist 2,21 recognizability

3 : not named or identified
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Can data be anonymous?

" Privacy: \ding to the
ken Promises of Privacy: Rf‘as:p@ g
o - Aponymization

Zilure of
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Can data be anonymous?

Lises of Privacy: Responding 10 the
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Anonymity through Randomization

22

Alters data to remove strong links between data and
individuals.

Techniqgues:
* Noise addition — adding bogus data to make the data less accurate to a
specified degree (e.g. +/- 3%)

« Permutation - shuffling values so they're artificially linked to different data
subjects

- Differential privacy — generating anonymized views of particular datasets
while retaining an original copy

Collin Kurre. Human / Digital Rights Team. British Telecommunications plc.



Anonymity through Generalization

Dilutes aftributes of data subjects by including them into groups
and giving summary statistics, not raw data.

Techniqgues:

« Aggregation / K-anonymity — groups data subject with at least 'k’ other
individuals (20, 50, etc), meaning the probability of two records
corresponding is 1/K

« L-diversity — builds on this aggregation by making sure that each group
has at least ‘I' different values

« T-closeness — takes it even further, seeking to create equivalent groups
that mimic the initial distribution of the original dataset

23 Collin Kurre. Human / Digital Rights Team. British Telecommunications plc.



COVID-19 Data sharing
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The maps show people’s movement in Norway on 10 March (left) and 15 March, compared to people’s movement on the same
day the previous week. The blue color a decrease in movement. “I have never before witnessed such a massive drop in people’s
movement, as we are seeing now,” says Enge-Monsen.
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COVID-19 Privacy deep dive

IV.Response: “Disaster privacy, or privacy disaster”?

V. Discussion
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COVID-19 Privacy deep dive
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Disaster Privacy/Privacy Disaster

20 Pages « Posted: 29 Jul 2019

Abstract

Privacy expectations during disasters differ significantly from non-emergency
situations. Recent scandals, such as inappropriate disclosures from FEMA to
contractors, illustrate that tradeoffs between emergencies and privacy must be made
carefully. Increased use of social technologies to facilitate communication and support
first responders provide more opportunities for privacy infringements, despite
increased regulation of disaster information flows to government agencies and with
trusted partners of the government. This paper specifically explores the actual practices
followed by popular disaster apps. Our empirical study compares content analysis of

privacy policies and government agency policies, structured by the contextual integrity
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COVID-19 Privacy / human rights response
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COVID19 Privacy / human rights response

AMNESTY &, Q ”

INTERNATIONAL

E DOCUMENT

CENSORSHIP AND FREEDOM OF EXPRESSION

JOINT STATEMENT: STATES USE OF
DIGITAL SURVEILLANCE
TECHNOLOGIES TO FIGHT PANDEMIC
MUST RESPECT HUMAN RIGHTS

2 April 2020, Index number: POL 30/2081/2020
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Data sharing must be lawful, necessary,
proportionate, and time-bound

Governments should publicly disclose data sharing
agreements

Data anonymization processes should be
evidenced

Survelllance in response to COVID19 should not fall
under domain of security and intelligence agencies

Tech should play a role in saving lives at this time,
but use of surveillance could undermine trust in
government and efforts to fight COVID19

Collin Kurre. Human / Digital Rights Team. British Telecommunications plc.



COVID19 Industry response
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“The mobile industry recognises the urgency with which governments
must act to slow the spread of COVID-19 and the desire of some
governments to seek help regarding those efforts. At the same time,
the industry recognises that the use of mobile network operator data

by governments or agencies raises serious privacy concerns.”

GSMA COVID19 Privacy Guidelines

Collin Kurre. Human / Digital Rights Team. British Telecommunications plc.



COVID19 Privacy / human rights response

g YK
%’ﬁ% Parliament

Committees

UK Parlioment » Business » Committees » Human Rights (Joint Committee) » The Government’s response to COVID-19: human rights imp...

The Government’s response to COVID-

19: human rights implications

Inquiry

In response to the COVID-19 pandemic, the Government has announced measures which aim to
protect individuals’ right to life (Article 2 ECHR) and further steps will need to be taken over the
coming days, weeks and months. Amongst other measures, it is expected that the Government
will introduce emergency legislation on Thursday giving it new powers which are intended to
help in containing and coping with the pandemic in the UK.

30 Collin Kurre. Human / Digital Rights Team. British Telecommunications plc.




COVID19 Legal response
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“The debate over these powers likely
represents a harbinger of wider issues to
come, as emergency legislation
infroduced to deal with an urgent
pandemic clashes with established
human rights and data protection

legislation.”

LEXOLOGY.

oy

The Coronavirus Act 2019-21: criminal law consequences

Macfarlanee LLP

United Kingdom  April 2 2020

The Act was expeditad throush parlizment with 2 dsmificant degres of urzency (it was onhr
introduced on 10 Miarch) and therefors evaded the somuiin: tvpically given to crudal pieces of
legizlation. It aims to ensbls public bodiss fo respond more sffeciivaly to the Cond-12
pandamic, and m doinz so has sorms potencially sisnificant consequances for the crminal law.
Powers under the Investizatory Powers Act

The Ad immoduces powers o ameand the waal requiremeants for sgning warranis mder the
Dnvestizarory Ponars Act. Due to the immplications for privacy and national secarity, warrants
pmet uzually be sined by one of 15 judicis] conwnizsioners and the saoretary of sate. Ciing
concems over Covid-10 relaied sickmess, the hill allowz additional commizsionsrs fo be
Fppointed on 2 temporary basiz,
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COVID19 Public response

Government surveillance of mobile phone roaming data

How strongly, if at all, would you support or oppose mobile phone service providers giving the

Government people’s mobile phone roaming data for each of the following reasons?

Sothe government cantrack peoplewho have been
diagnosed with the Coronavirus, and those they have
come Iinto close contact with, so they can advise those
individuals to self-isolate themselves”

Sothe Government can find out if the public as a whole
are following social distancing and lockdown rules that
arein place and decide ifmore rules are heeded

So the Government can find out how many

British citizens are currently abroad, and where
they are, so that it can help bring them home

So the Government can find out if individual people

are following social distancing and lockdown rules
and penalise orfine those who do not follow them

Base: 1,069 Online British adults 18-75, 10-13 April 2020

1 & Ipsos | Coronavirus polling | April 2020

32

Net
Support Oppose support
65% +49

Ipsos MORI M
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COVID-19 Human rights impacts
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COVID-19 Privacy deep dive

V. Discussion — questions, comments, responses?
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Additional resources shared by participants:

Ada Lovelace Institute — “COVID-19 rapid evidence review: Exit through the App Store?”
https://www.adalovelaceinstitute.org/our-work/covid-19/covid-19-exit-through-the-app-store/

Business Insider — “The UK scrambles to launch its COVID-19 contact-tracing app, after getting derailed by Apple and Google”
https://www.businessinsider.com/nhsx-contact-tracing-app-derailed-apple-google-bluetooth-system-2020-4?r=US&IR=T

Lilian Edwards — “The Coronavirus (Safeguards) Bill 2020” https://osf.io/preprints/lawarxiv/yc6xu/

Newsroom NZ — “NZ considering $100m contact tracing ‘CovidCard” https://www.newsroom.c0.nz/2020/04/17/1132682/nz-
considering-100m-contact-tracing-covidcard

New Statesman Tech — “PEPP-PT vs DP-3T: The coronavirus contact tracing privacy debate kicks up another gear”
https://tech.newstatesman.com/security/pepp-pt-vs-dp-3t-the-coronavirus-contact-tracing-privacy-debate-kicks-up-another-

gear
Serge Vaudenay — “Analysis of DP3T” https://eprint.iacr.org/2020/399.pdf

Venture Beat — “MIT announces Bluetooth breakthrough in coronavirus-tracing app for Android and iOS”
https://venturebeat.com/2020/04/08/mit-announces-bluetooth-breakthrough-in-coronavirus-tracing-app-for-android-and-ios/
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