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COVID-19 Human rights impacts

“Invoking human rights does not determine the 

dilemma. Human rights principles, however, 

provide the vocabulary for the evaluation 

of the decision-making process.”

Andrew Clapham 

Former Amnesty International Rep to the UN
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COVID-19 
pandemic
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Lockdown / 
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impacts Rights to privacy, free expression

Absolute right
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What is the right to privacy?

Key elements:

1. Desire to be free from observation

2. Desire to restrict circulation of information about ourselves

3. Interest in being able to communicate with others without 

third parties eavesdropping

4. Need to protect our physical and mental well-being

5. Belief that space should be made to develop our 

personalities free from control
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And what about data protection?

Main principles:

• Lawfulness, fairness and 

transparency

• Purpose limitation

• Data minimization

• Accuracy

• Storage limitation

• Integrity and confidentiality

• Accountability
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And what about data protection?

Image source: 

UK Information Commissioner’s Office

https://ico.org.uk/your-data-matters/
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Privacy and Data Protection

Data ProtectionPrivacy

Key strength: adaptability 

Needs and expectations based 

on context, constantly reassessed

Key challenge: social value

Weight of privacy against other 

trade-offs varies between 

individuals and societies

Key strength: enforceability
Processes and obligations for 

compliance more clearly defined

Key challenge: scope
(re)Defining “personal info” in 

light of new tech / data 

collection (e.g. inferences)
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Privacy and Data Protection

Privacy
Data 

Protection

- Governance

- Transparency

- Engagement

- Safeguards

- Oversight mechanisms

- Channels for complaint / redress

…fair information practice
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COVID-19 Data sharing
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Can data be anonymous?

Some anonymization techniques do not provide sufficient 

privacy protection for personal data because they can be 

reverse engineered relatively easily:

• Suppression / scrubbing: Removing data deemed to be 

personally identifiable from data set (e.g. name or address 

fields)

• Pseudonymization: Replacing one unique identifier with 

another so the individual isn’t directly identified
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Can data be anonymous?
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Can data be anonymous?
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Can data be anonymous?

“functional non-identifiability”
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Anonymity through Randomization

Alters data to remove strong links between data and 

individuals. 

Techniques:

• Noise addition – adding bogus data to make the data less accurate to a 

specified degree (e.g. +/- 3%)

• Permutation – shuffling values so they’re artificially linked to different data 

subjects

• Differential privacy – generating anonymized views of particular datasets 

while retaining an original copy
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Anonymity through Generalization

Dilutes attributes of data subjects by including them into groups 

and giving summary statistics, not raw data. 

Techniques:

• Aggregation / K-anonymity – groups data subject with at least ‘k’ other 

individuals (20, 50, etc), meaning the probability of two records 

corresponding is 1/K

• L-diversity – builds on this aggregation by making sure that each group 

has at least ‘l’ different values

• T-closeness – takes it even further, seeking to create equivalent groups 

that mimic the initial distribution of the original dataset
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COVID-19 Data sharing
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COVID-19 Privacy / human rights response
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COVID19 Privacy / human rights response

• Data sharing must be lawful, necessary, 

proportionate, and time-bound

• Governments should publicly disclose data sharing 

agreements 

• Data anonymization processes should be 

evidenced

• Surveillance in response to COVID19 should not fall 

under domain of security and intelligence agencies

• Tech should play a role in saving lives at this time, 

but use of surveillance could undermine trust in 

government and efforts to fight COVID19
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COVID19 Industry response

“The mobile industry recognises the urgency with which governments 

must act to slow the spread of COVID-19 and the desire of some 

governments to seek help regarding those efforts. At the same time, 

the industry recognises that the use of mobile network operator data 

by governments or agencies raises serious privacy concerns.”

GSMA COVID19 Privacy Guidelines



30 Collin Kurre. Human / Digital Rights Team. British Telecommunications plc.

COVID19 Privacy / human rights response



31 Collin Kurre. Human / Digital Rights Team. British Telecommunications plc.

COVID19 Legal response

“The debate over these powers likely 

represents a harbinger of wider issues to 

come, as emergency legislation 

introduced to deal with an urgent 

pandemic clashes with established 

human rights and data protection 

legislation.”
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COVID19 Public response
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Additional resources shared by participants:

- Ada Lovelace Institute – “COVID-19 rapid evidence review: Exit through the App Store?” 

https://www.adalovelaceinstitute.org/our-work/covid-19/covid-19-exit-through-the-app-store/

- Business Insider – “The UK scrambles to launch its COVID-19 contact-tracing app, after getting derailed by Apple and Google” 

https://www.businessinsider.com/nhsx-contact-tracing-app-derailed-apple-google-bluetooth-system-2020-4?r=US&IR=T

- Lilian Edwards – “The Coronavirus (Safeguards) Bill 2020” https://osf.io/preprints/lawarxiv/yc6xu/

- Newsroom NZ – “NZ considering $100m contact tracing ‘CovidCard’” https://www.newsroom.co.nz/2020/04/17/1132682/nz-

considering-100m-contact-tracing-covidcard

- New Statesman Tech – “PEPP-PT vs DP-3T: The coronavirus contact tracing privacy debate kicks up another gear” 

https://tech.newstatesman.com/security/pepp-pt-vs-dp-3t-the-coronavirus-contact-tracing-privacy-debate-kicks-up-another-

gear

- Serge Vaudenay – “Analysis of DP3T” https://eprint.iacr.org/2020/399.pdf

- Venture Beat – “MIT announces Bluetooth breakthrough in coronavirus-tracing app for Android and iOS” 

https://venturebeat.com/2020/04/08/mit-announces-bluetooth-breakthrough-in-coronavirus-tracing-app-for-android-and-ios/
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