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PREFACE

NEW TO THIS EDITION

Each chapter includes new pedagogical features to aid students and instructors in com-
prehending the complex subject matter discussed in each chapter. These include the
following:

Chapter Objectives at the beginning of each chapter identifying the core elements
students need to learn.

Boxes throughout the chapters highlight interesting topics that are relevant to the
chapter subject matter. In many cases, these box items highlight case studies or
examples of the subject matter under discussion in the chapter.

Quick Facts boxes provide unique tidbits of information related to the chapter top-
ics and enhance student learning.

Summaries are organized around chapter objectives and provide a clear and con-
cise discussion of each chapter subject matter.

Review Questions at the end of each chapter pose a series of questions to test stu-
dents recall of the chapter information.

Critical Thinking Exercises at the end of each chapter require students to go
further and think on the analytic level. Most of the exercises involve our research
and discussion.

It is the authors’ shared experience that there is little in the way of introductory text-
books covering the issues of cyber crime and cyber terrorism. We have found numerous
books covering the details of the technical side of these issues and others that cover
the legal side. However, there are very few works that attempt to provide a summary
introduction and overview of these issues. In this vein, we have tried to approach the
various topics covered in this book in a nontechnical and nonjargon style. Criminal
justice students and practitioners will find the technical components quite readable and
understandable. Computer science students and practitioners will find the criminal jus-
tice material bereft of jargon and written in a readable and understandable style as well.
In sum, we specifically tried to bridge the gap between criminal justice knowledge and
competence and the technical issues that arise during investigations of the crimes and
acts we cover. It is our fervent hope that the techie will get as much out of this book as
the criminal justice student.

Cyber Crime and Cyber Terrorism is written for students and practitioners with
a beginning interest in studying cybercrimes, cyberterrorism, and information war-
fare committed using computer and computer network technology. The text is written
in a user-friendly fashion, designed to be understandable by even the most techno-
logically challenged reader. Issues addressed in the book include descriptions of the
types of crimes and terrorist acts committed using computer technology; theories
addressing hackers and other types of digital criminals; an overview of the legal strat-
egies and tactics targeting this type of crime; and in-depth coverage of investigating
and researching cyber crime, cyber terrorism, and information warfare. Readers will
find a conversational tone to the writing designed to convey complex technical issues

XV
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xvi  Preface

as understandable concepts and issues. Additionally, upon completion of the text,
readers should find themselves better prepared for further study into the growing
problems of crime, terrorism, and information warfare being committed using com-
puter technology.

The first section of the book covers the etiology of the cyber crime, cyber ter-
rorism, and information warfare problem. The focus in this section is on the types
of crimes, acts of terrorism and information warfare that are committed using com-
puters, networks, and the Internet. Additionally, the reasons why offenders commit
these types of crimes are examined in relation to current criminological theories and
explanations. As the reader will find, applying criminological theory to cyber crime,
cyberterrorism, and information warfare is a relatively recent endeavor. This section
includes a chapter dedicated to hackers, and concludes with a new chapter focused
on threats from sophisticated cybercriminal organizations. Chapter 1 provides an
introduction and overview of computer crime. In particular, a categorization of com-
puter crimes is presented. Chapter 2 provides a definition and overview of two key
areas of concern in regard to computer crimes, specifically “information warfare”
and “cyberterrorism.” Chapter 3 reviews criminological theories that can explain cy-
ber crime. Since few theories have been applied directly to cyber crime, this chapter
focuses on the criminological theories that can be applied to cyber crime. In other
words, the theories explained in this chapter were developed to explain crime in
general, not cyber crime specifically. Chapter 4 presents an overview of hackers.
Finally, Chapter 5 focuses on new threats from sophisticated cybercriminal organi-
zations operating in a worldwide venue.

The second section of the book details the various types of crimes that are com-
mitted using digital technology. Chapter 6 describes the ways in which the computer
revolution has altered the techniques used to commit some of the most common
white-collar offenses, including embezzlement, corporate espionage, money laun-
dering, and fraud. In addition to these traditional white-collar offenses, the chapter
provides an overview of the emerging area of identity theft crimes. Chapter 7 dis-
cusses viruses and other types of malicious code. The chapter takes an etiological
approach with an emphasis on the description, examples, and categorical analysis of
these various threats. Chapter 8 focuses on crimes against persons committed over
the Internet, including exploitation, stalking, and obscenity. The chapter goes into
detail on the etiology of these types of offenses and the offenders who commit them.
Finally, Chapter 9 provides the reader with an introduction to the issues surround-
ing the growth of the Internet and the dissemination of extremist ideologies over the
World Wide Web.

The third section of the book discusses the law, law enforcement, and investiga-
tion of cyber crime and cyber terrorism. Chapter 10 reviews the law and legislation as
it applies to the collection of evidence and prosecution of cyber crime. First, search
and seizure law for digital evidence is discussed, including searches with warrants
and numerous searches without warrants. Second, the major federal statutes governing
the collection of digital evidence, especially electronic surveillance law, are discussed
along with federal criminal statutes that forbid certain types of computer crime. Third,
issues related to the admission of digital evidence at trial, including authentication
and hearsay, are reviewed. Finally, significant U.S. Supreme Court cases in the area
of cyber crime are discussed. Chapter 11 then discusses the primary role of the many
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Preface xvii

federal agencies involved in detecting and enforcing computer crimes. The chapter
continues with a discussion concerning the role of local agencies, with an emphasis on
detailing the myriad of limitations associated with the local agencies’ response to com-
puter crime. Chapter 12 highlights the role that investigators play in the enforcement
of cyber crime laws. Techniques for acquiring investigative information are presented
in this chapter, along with conceptual tools that allow an investigator to communicate
with computer experts. Finally, Chapter 13 reviews the collection of evidence and evi-
dentiary issues related to cyber crime and terrorism.

The final section of the book covers prevention of cyber crime and terrorism and
an overview of what the future might hold in these areas. Chapter 14 presents the prob-
lems associated with information security and infrastructure protection. The chapter
discusses at length the problems and prospects presented by the USA PATRIOT Act
as well as other laws designed to protect the information infrastructure. The conclud-
ing chapter of the book, Chapter 15, uses research developed by Carter and Katz as a
framework to present an analysis of what the future of cyber crime, cyber terrorism,
and information warfare might look like. The results of the research led to the develop-
ment of eight forecasts for the future. Each prediction is accompanied by examples,
trends, and analysis of what the future may hold.

CHAPTER1 INTRODUCTION AND OVERVIEW OF CYBER CRIME
AND CYBER TERRORISM

* Reorganization of text throughout the chapter

» Updated text, scholarship, and statistics on the costs of cybercrime

» Updated and new text on the classification of computer crime including extensive
overviews of more recent computer crime classification schemes

* New material on recent major distributed denial-of-service attacks

* New material that underscores how the emergence of dangers regarding online
victimization influenced popular culture during the dawn of the twenty-first
century

CHAPTER 2 CYBER TERRORISM AND INFORMATION WARFARE

* New material on Low-Level Cyber war including discussion on Stuxnet and
Flame

e Update material on Viruses and Worms with new material on the Global
“WannaCry” malware infections of 2016-2017

* New box items throughout the chapter, including new material on the encryption
of terrorist iPhones, recruitment videos from the Islamic State, and the burgeon-
ing cyber threats stemming from hackers in North Korea

CHAPTER 3 THE CRIMINOLOGY OF COMPUTER CRIME

» Updated theoretical research relating to computer crime
» Significant update to routine activities theory
* Added new and modern box items throughout the chapter
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xviii Preface

CHAPTER4 HACKERS

¢ New material on hacker subculture, the classification of hackers, and their views
on the role of prosocial hacking in the protection of consumers and businesses in
the fight against computer crime

* New material that describes and identifies the Internet of Things as a prime target
of hackers, computer criminals, and cyber terrorists

e New material on hacktivism and the continued prominence of the hacktivist group
Anonymous

CHAPTER 5 SOPHISTICATED CYBER CRIMINAL ORGANIZATIONS

» Updated statistical data throughout the chapter

e New case material on espionage

* New and more contemporary box items throughout the chapter
* Updated material on the “Deep Web” or Tor Network

CHAPTER 6 WHITE-COLLAR CRIMES

» Updated statistics and cases throughout the chapter

* New material on the problem of intellectual piracy and the origins of these crimes
within American history

* New section on proposed strategies to mitigate identity theft and the concept of
“fractured identities”

New text regarding the largely ignored phenomenon of Trade Based Money Launder-
ing and how this crime threatens global international trade and commerce.

CHAPTER 7 VIRUSES AND MALICIOUS CODE

* New statistical information throughout the chapters

e Updated material on ransomware, viruses, worms, Trojan horses, and other
malware

* New discussion on viruses and malicious code attacks, with updated information
regarding attack trends, vulnerability trends, malicious code trends, and spam
trends

CHAPTER 8 SEX CRIMES, VICTIMIZATION, AND OBSCENITY ON THE
WORLD WIDE WEB

* New material on the role of social media as a facilitator of cyberstalking with
detailed discussion of the threats posed by child predators using “Snapchat” and
other online social media software platforms

» Updated case studies on cyberstalking victimization and updated statistical data
throughout the chapter

* New material on the size and scope of child pornography on the Internet

» Updated material on laws and legislation protecting children online

* New material on prostitution and the sex trade online with discussions relating
to the “Ashley Madison” scandal, unique online sites that review sex workers
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Preface  xix

(“providers”), massage parlors, new types of porn sites, such as webcams and
streaming services that focus on a world-wide audience

* New material on online dating scams (ODS) and the tragedy of child sex
trafficking

CHAPTER9 ANARCHY AND HATE ON THE WORLD WIDE WEB

» Updated references and material throughout the chapter

* Expanded the section on “U.S. Intelligence Weaknesses”

* Added new material on the Dark Web; updating other material in Chapter 5 on
the “Deep Web”

* Augments and distinguishes “Black Market” and other “Fake Trade” discussed in
Chapters 6 and 15

* Added new material on WikiLeaks

* Added new material on “Fake News”

Updated discussion of right-wing hate groups

» Updated coverage of the Earth Liberation Front (ELF)
* New section on the Reauthorized PATRIOT Act (2011)

CHAPTER 10 DIGITAL LAWS AND LEGISLATION

* Significant revision and update of federal statutes applicable to cyber crime and
cyber terrorism

* Added new and modern box items throughout the chapter

* New coverage of recent U.S. Supreme Court cases

CHAPTER 11 LAW ENFORCEMENT ROLES AND RESPONSES

* New material and box items throughout the chapter
* Revision and update of federal law enforcement agencies tasked with the investi-
gation of cyber crime and cyber terrorism

CHAPTER 12 THE INVESTIGATION OF COMPUTER-RELATED CRIME

» Updated material and references throughout the chapter

* Added new commentary on the current state-of-the-domain of computer crime
investigation

* Add new material that distinguishes “corporate security” from “private police”

* Augmented the landmark case Frye v. United States

* Augmented the landmark case Daubert v. Merrell Dow Pharmaceutical hence,
updating “the Daubert Test”

CHAPTER 13 DIGITAL FORENSICS

* Minor update of this strong chapter focusing on the art and science of digital foren-
sics with new material on digital forensics and mobile devices operating outside
the Windows operating systems, such as cell phones, PDAs, and tablet devices
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* Updated and new material on addressing mobile devices using Android OS,
Apple’s i0S, and Windows Mobile systems

* New material on commercial forensic packages used by law enforcement to
analyze digital evidence for the arrest and prosecution of suspects

* New material on the use of technology in solving high-profile cases, including the
infamous BTK (Blind-Torture-Kill) serial murder case in Kansas

CHAPTER 14 INFORMATION SECURITY AND INFRASTRUCTURE
PROTECTION

* Minor update on this chapter focusing on information security and infrastructure
protection

» Updated material on deep packet inspection (DPI), DPI firewalls, and RSA SecurID

* Updated section on the evolution of cyberattacks discussing how cyberat-
tacks have become more sophisticated, polymorphic, and multi-vector in their
approach to defeating security, presenting challenges to both the home user and
the advanced cybersecurity professional

CHAPTER 15 CYBER CRIME AND TERRORISM: A FORECAST OF
TRENDS AND POLICY IMPLICATIONS

» Updated statistical information and new research regarding patterns and trends in
computer crime and cyber terrorism

* Added new material on big data trends, cyber threat trends, ransomware, electro-
magnetic pulse (EMP), the Faraday cage, drones, and artificial intelligence

* Updated new policy implications relating to the growing need for transparency in
cybercrime investigations, particularly at the international level

INSTRUCTOR SUPPLEMENTS

Instructor’s Manual with Test Bank. Includes content outlines for classroom
discussion, teaching suggestions, and answers to selected end-of-chapter questions
from the text. This also contains a Word document version of the test bank.

TestGen. This computerized test generation system gives you maximum flexibility in
creating and administering tests on paper, electronically, or online. It provides state-of-
the-art features for viewing and editing test bank questions, dragging a selected question
into a test you are creating, and printing sleek, formatted tests in a variety of layouts.
Select test items from test banks included with TestGen for quick test creation, or write
your own questions from scratch. TestGen’s random generator provides the option to
display different text or calculated number values each time questions are used.

PowerPoint Presentations. Our presentations offer clear, straightforward outlines
and notes to use for class lectures or study materials. Photos, illustrations, charts, and
tables from the book are included in the presentations when applicable.

To access supplementary materials online, instructors need to request an instructor
access code. Go to www.pearsonhighered.com/irc, where you can register for an in-
structor access code. Within 48 hours after registering, you will receive a confirming
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email, including an instructor access code. Once you have received your code, go to the
site and log on for full instructions on downloading the materials you wish to use.

ALTERNATE VERSIONS

eBooks. This text is also available in multiple eBook formats including Adobe Read-
er and CourseSmart. CourseSmart is an exciting new choice for students looking to
save money. As an alternative to purchasing the printed textbook, students can purchase
an electronic version of the same content. With a CourseSmart eTextbook, students can
search the text, make notes online, print out reading assignments that incorporate lec-
ture notes, and bookmark important passages for later review. For more information, or
to purchase access to the CourseSmart eTextbook, visit www.coursesmart.com.
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