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Definition of Key Terms 
• Phishing 

– Email that uses social engineering to trick recipient into taking 

some type of harmful action 

• Malware  
– A variety of malicious software designed to gain access to 

computers, steal data, and evade detection 

• Man-in-the-Browser (MitB) 
– A form of malware that essentially takes control of the web browser 

• Man-in-the-Middle (MitM) 
– A form of cyber-attack where an intermediary can intercept and 

alter all web communication 

• Malvertising 
– The use of online advertising to spread malware when inserted into 

high-profile reputable websites can "push" exploits to web users 
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System 

vulnerabilities 

continue to emerge 

Malware bypasses 

security controls 

Humans will make 

mistakes 

Three Lost Battles:  
Why we can’t eliminate fraud once and for all 
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Source: Symantec, An Empirical Study of Zero-Day Attacks In The Real World, Oct. 2012 
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Cyber-Fraud in Financial 

Services  

WWW 

Fraud from 
Customer Device 

Fraud from Criminal 
Device 

Online Banking 

Cross Channel 
Fraud 



The Root Cause of Most Fraud:  
Man-In-The-Browser Malware and Phishing 

… which is why regulators are 
focused on the problem 

“Controls implemented in 
conformance with the Guidance 
several years ago have become less 
effective..” 

“Malware can compromise some 
of the most robust online 
authentication techniques” 

“banks need to take precautions 
assuming all PCs are infected with 
Zeus” 

77% 

13% 

10% 0% 

Source: 

MitB and Keylogging 

Insider 

Phishing and 
Other 

MitB is the biggest risk… 
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Anatomy of Malware Attack 
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Injection, 

Capture 

Credentials  

Social 

Engineering 

Web / OS 
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Code Install 
Mule 
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Real-time 
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User 
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System 
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Execution 
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Loss 



MitB Malware: Anything Goes 

Social 
Engineering 

Credentials 
Theft 

PII Theft 

Login: 

Password: 

***
* 
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How Effective Are Anti-Virus 

Applications? 
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65% of machines infected with Zeus have an installed anti-virus product  

55% infected 
with AntiVirus 
Up-to-date 
 

10% infected 
with AntiVirus 
outdated 
 

55% 

35% 

10% 

No Antivirus Found 

Antivirus is Up-to-Date 

Antivirus Found but not Up-to-Date 



How Trusteer Rapport Detects 
Financial Malware 
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Legacy: What it is? 

Files and Signatures (1000000s) 

? ? 

Anti-

Virus 

Exploit Infect Hook Inject Access Theft 

Trusteer: What it does? 

Crime Logic (100s) 



Real Life  
Malware 

Examples 



Cybercriminals: The Perfect Storm 
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 Nation-State Cyberwarfare  

 Intensive training programs 

 Meager pensions 

 Organized Crime 

 Highly advanced underground 

economy 

 Programmers “forced” to collaborate 



Vulnerabilities Are NOT Going Away 
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 2013 0-days (critical) 

 Java – Jan 10, Jan 16 

 Adobe Flash, two – Feb 7 

 Microsoft “Megapatch” – Feb 12 

 Google Chrome – March 11 

 Chrome OS – April 13 

 IE 8 – May 6 

 And, Breaches on the Rise 

 Operation Red October 

 NYT, WSJ, Washington Post 

 Federal Reserve 

 Twitter, Facebook, Microsoft 

 Bit9! 



Malvertising: Surf the Web, Get Infected  
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 From “Malicious Advertising”: the use of online 

advertising to spread malware. 
 Inserted into high-profile reputable websites 

 Can "push" exploits to web users 

 Recent Campaign 
 Several ad networks hosting campaigns, including:  

Clicksor, linkbucks.com, Hooqy Media Advertiser, and traff.co 

 Blackhole Exploit Kit targeting Java 0-day vulnerability 



You Can’t Even Trust Twitter! 
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Twitter Malware: Spreading More Than Just Tweets 



Cross-Channel Check Fraud  
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Malware captures 
check images in a 
compromised 
account  

Counterfeit checks 
are created using 
specialized paper 
and ink 

Counterfeit checks 
are typically 
presented in retail 
stores 

Login correct into BK account and act as it will be your own account 
always verify the transfer history if it is available. Try to keep the 
transfer in balance with the owner history  
 

I can do $5 dollar per cheque if you provide your own account 
numbers.. If you need bank accounts it will be $50 per working 
/tested /verified accounts 

 



U.S. Department of  

Homeland Security 

 

United States 

Secret Service 
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XYZ 
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Typical Skimmers 



Gas Pump Skimming 



U.S. Department of  

Homeland Security 

 

United States 

Secret Service 
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Stolen Account Numbers, What Happens Next…... 

• The Data is Copied/Re-encoded onto: 

– White Plastic 

– Lost/Stolen Cards 

– True Counterfeit 

– Account Numbers Utilized Through Phone or 

Internet transactions 



Card Counterfeiting: Start to finish 
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Quick Response (QR) code is a type of matrix barcode (or two-

dimensional code) first designed for the automotive industry.  Since 

its inception it has become a major marketing/advertising tool.  

On a smartphone, QR codes can perform changes.  Risks 

include linking to dangerous websites with browser exploits, 

enabling 

•  Microphone 

•  Camera 

•  GPS 

•  Browsing Activity 

•  Exfiltrating sensitive data (passwords, files, contacts, 

transactions) 
 

And then streaming those feeds to a remote server for data 

collection. 
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http://en.wikipedia.org/wiki/File:Wikipedia_mobile_en.svg
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CASE STUDIES 

41 



OPERATION  

RETAIL RESALE 

Unauthorized Access 

Loss of Proprietary Information 

Corporate Disruption 
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CASE STUDIES 
Operation Retail Resale – Sentenced - GUILTY 

43 



CASE STUDIES 
Operation Retail Resale 

•  Network Administrator was fired from company 

–  While employed created a fictitious employee 

 Email account 

 VPN Token (use to remote login) 

 

 

•  Unauthorized accessed of company network for a two (2) hour period resulted in: 

–  Deletion of virtual servers 

–  Shut Down a Storage Area Network 

–  Deleted a disk containing corporate mailboxes from email server 

–  Not only disrupted corporate email but all store managers across the U.S and  

    the e-commerce sale team (resulted in $1000’s of lost sales) 
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OPERATION  

FEDERAL RESERVE 

Unauthorized Access 

 

Access Device Fraud 
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Jun 25 11:06:35 <CI>  u hacked federal reserve 
Jun 25 11:06:35 <CI>  ? 

Jun 25 11:06:44 <immunity> yeah 
Jun 25 11:06:46 <immunity> windows box 

Jun 25 11:06:47 <immunity> brb 

Jun 25 11:06:53 <immunity> I need to boot into windows 

Jun 25 11:06:57 <immunity> to open my PGP disk 
Jun 25 11:11:41 <immunity> back 

Jun 25 11:51:45 <immunity> on federal reserve 

Jun 25 11:51:48 <immunity> a lotof drives 

Jun 25 11:53:08 <CI>  give me the url 

Jun 25 11:53:11 <CI>  i will try to check 

Jun 25 11:53:20 <immunity> http://75.50.3.73:8080/job/ 

Jun 25 11:53:33 <immunity>   attachment.txt 158 bytes .txt    

Jun 25 11:53:34 <immunity>  BankInclusions_RTN.txt 315.46 KB.txt   

Jun 25 11:53:34 <immunity>  Base 32 converter link.txt 100 bytes.txt  

Jun 25 11:53:34 <immunity>  Copy of SamplePadPayerProfile.xls 58.50 KB.xls  

Jun 25 11:53:34 <immunity>  garyCert.pfx 5.25 KB .pfx 

Jun 25 11:53:34 <immunity>  notworkingyetter.bat 392 bytes.bat 

Jun 25 11:53:34 <immunity>  Pay.gov 4.4 FT Defects.xls 23.00 KB.xls 

Jun 25 11:53:36 <immunity>  Pay.gov 4.5 FT Defects.xls 47.50 KB.xls 

Jun 25 11:53:37 <immunity>  Performance Test Log.xls 19.50 KB.xls 

Jun 25 11:53:40 <immunity>  PG 4.2 Planning Report.htm 483.91 KB.htm 

Jun 25 11:53:41 <immunity>  Start TCS Simulator.lnk 634 bytes.lnk 

Jun 25 11:53:44 <immunity>  TCScert_User.xls 27.00 KB.xls 

Jun 25 11:53:44 <immunity>  TCSSingleQuery_Download_URL.txt76 bytes.txt 

Jun 25 11:53:47 <immunity>  Truncate_ASIM_Transaction_Tables.txt 

Jun 25 11:53:47 <immunity> it have stuffs like that 

Jun 25 11:53:49 <immunity> have sql server running to 

Jun 25 11:55:15 <immunity> federal reserve = usa gov bank right? 
Jun 25 11:56:17 <CI>  its main 

Jun 25 11:56:18 <CI>  bank 

Jun 25 11:56:31 <CI>  it might be the perfect place 

May 04 19:26:05 <f1ex> wow dude 

May 04 19:26:10 <f1ex> the fsvsecurecard is big 

May 04 19:26:17 <f1ex> department of homeland security servers 
May 04 19:26:19 <f1ex> also under them 

May 04 19:26:20 <f1ex> wtf 

May 04 19:30:52 <f1ex> http://209.235.104.117/ <-- fsv's network 
May 04 19:33:04 <f1ex> DUDE! 

May 04 19:44:35 <CI>  yeah 

May 04 19:44:36 <CI>  1 sec 

May 04 19:44:38 <CI>  checking 

May 04 19:44:44 <f1ex> dude 

May 04 19:44:47 <f1ex> they freaking 

May 04 19:44:51 <f1ex> install the shell 

May 04 19:44:54 <f1ex> for their own system 

May 04 19:45:12 <f1ex> I am going thru the logs 

May 04 19:45:15 <f1ex> of some of the servers 

May 04 19:45:24 <f1ex> this is under fsvsecure the network I scan 

May 04 19:45:51 <CI>  u sure? 

May 04 19:45:59 <f1ex> http://209.235.105.195:8080/cmd/cmd.jsp?cmd=id 

May 04 19:46:02 <f1ex> look at that shit dude 



CASE STUDIES 
Operation Federal Reserve 

Lin Mun Poo 
(considered one of the top hackers of present day) 

 

•  Hacked the Federal Reserve Bank of Cleveland 

  

•  Penetrated Servers of defense contractors and other major  

   corporations 

 

•  Penetrated Servers of FedComp, a data processor of Federal Credit  

   Unions as well as other financial institutions and Point of Sale    

   companies 

  Had over 400,000 Credit/Debit card numbers on his encrypted 

laptop 
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CASE STUDIES 
Operation Federal Reserve 

• USSS Surveillance operation observed Poo selling 30 Credit Card numbers 

for $1,000 upon arrival in NYC 

 

• Poo believed he was traveling to NYC to meet up with a Credit Card Fraud  

   Cashing ring who could withdraw cash from ATM machines  

Example of Hackers increasing ties with organized crime rings 

 

• During interrogation Poo admitted to “Port Scanning the Internet” looking for   

   corporations using a particular server in order to exploit its vulnerabilities.   

  He would scan batches of IP addresses each day 

 

• Additional evidence of other compromised corporations / servers were on 

his heavily encrypted laptop computer that was seized at the time of his 

arrest 

 

• Sentenced to 10 years in prison by NY U.S. District Judge. 
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WHAT CAN WE DO FOR YOU? 
- Incident Response 

- Respond to the scene to interview the victim and image the computers. 

 

- Analysis 

- Identify how the attacker gained access and how the information was stolen. 

- Work with the US Attorney’s office for effective prosecution. 

        -   Pursue the arrest of the attacker(s) and seizure of assets. 

 



Best Practices for Your Company 

 
Case Studies 

 

Jim Maimone 

Santander 
 



Check Fraud Knows No Boundaries 
Just because you are a US-based company doesn’t mean 

you’re not susceptible to International Check Fraud Scams 





Positive Pay 
International Check Fraud Scheme 

Suspicious Activity 

• Discovered an abnormal amount of check suspects 

Called Local Authorities 

• Good instincts knew it was just not right 

Authorities Discovered they were a victim of an 
International Check Fraud Ring 

Fortunately, by effectively using Positive Pay, the 
company experienced no loss 



Control Access to All Information 

The man-in-the-middle may be able to take advantage of you 

in your payments module 

However, your account information may be just as valuable 



Effective use of Dual Approval for 

Payments 

Dual Approval Set Up for Wire Transfer 
•Reviewed Wire Activity Completely 

You can’t just look at the summary information 

• A good practice is to review all the payment detail 

Company Discovered a Wire Fraud 

• Discovered that the only the Beneficiary Bank was 

changed 

Fortunately, the approver detected the change & the 

company experienced no loss 



How a little information can create 

a cross-channel nightmare 

Account information was not thoroughly protected 

Fraudster was able to obtain account information 

Through some social engineering the fraudster was able to 
obtain information to originate wire transfers through a call 
center 

Unfortunately, the company could have done a better job of 
securing access to critical account information to prevent the 
fraud 



An Ounce of Prevention – ACH 

Debit Blocks 
A Creative Employee  

• Discovered they could use their payroll check’s ABA & 
account number to purchase goods on the Internet 

Company Monitored Accounts Regularly 

• Company was able to return some of the debits in time 

The use of ACH Debit Protection on their Payroll Account 
would have been an effective tool  

Unfortunately, the losses could have been prevented 



Key Takeaways 

• Fraud prevention is a shared responsibility 

– Financial institutions must provide education, tools, support 

– Bank clients must know their responsibilities and take advantage 

of bank-provided tools 
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• Advanced malware will remain difficult to prevent and detect 

– This sophisticated technology threat cannot be beaten without 

equally sophisticated prevention technology 

– Silver bullets do not exist 

• Despite the industry’s best efforts 

– Software vulnerabilities will continue 

– Malware will continue to evolve 



Questions? 



Appendix 
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Jason Berryhill 

Special Agent, Secret Service 

CISSP, EnCE 

 
 Jason is a specialist in digital forensic analysis 

and network intrusion.  

 

 He has been involved in electronic cases 

dealing with intrusions into networks, phishing 

attacks, malware, intellectual property theft, 

and more. 

 

United States Secret Service 

Electronic Crimes Task Force 

(702) 868-3000 

j.berryhill@usss.dhs.gov 

www.secretservice.gov/ectf.shtml 
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George Tubin 

Senior Security Strategist, Trusteer 

 Over 18 years in the financial services industry. 

 

 Primarily focused on fraud and risk 

management strategies. 

 

 Trusteer is the leading provider of endpoint 

cybercrime prevention solutions to protect 

organizations against financial fraud and data 

breaches. 

George Tubin 



About Trusteer 
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Company 

Founded in 2006 

 

Endpoint Cybercrime 

Prevention  

 

100,000,000 Endpoints 

Solutions 

Protecting applications 

on any device against 

advanced threats and 

data loss 

Global 

Boston, Charlotte, San 

Francisco, New York, 

London,  Paris, Tel Aviv, 

Sydney, Santiago, 

Toronto,  Vienna 

Application protection  
at a large scale 

10/20 
Top US Banks 

 

9/10 
Top UK Banks 

3/5 
Top Canadian Banks 

2/4 
Top Australian Banks 
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Jim Maimone, CTP 

SVP Payables & Receivables 

Sovereign Bank, N.A. 

 Over 20 years in Transactional Banking 

 

 Responsible for product management and 

product development 

 



With a high market share in 10 major markets 

(1) Loans 

(2) Total business, including operating announced on February 2012 regarding the merger of BZ WBK with Kredyt Bank 

(3) Instalment consumer loans (4) Including SCF business (5) Total loans(mortgages, UPLs, and SMEs 

Who is Santander? 



Disclaimer 
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This document was prepared by Banco Santander, S.A. (“Santander”) as well as its’ subsidiaries and 

affiliates and is solely for informative purposes and may only be used as a working document for 

discussion. Santander takes no responsibility whatsoever for any consequences that could derive 

from its distribution or use for purposes or objectives other than for information purposes. 

 

Our opinion expressed herein are provided solely and exclusively for the benefit of the Company, its 

subsidiaries and shareholders, and not for any other individual or legal entity. Consequently, this 

document may not be used, broadcast, quoted or used in any way with any other purpose nor may it 

be published or included in any document whatsoever without our prior written consent. 

 

Santander accepts no responsibility whatsoever in relation to a possible independent verification of 

all or part of the information provided, which has been assumed to be correct and accurate.  

Consequently, no type of manifestation or guarantee, either explicit or tacit, is formulated in respect of 

the veracity, accuracy, comprehensiveness, sufficiency or correctness of the information provided for 

the opinion contained in this document and, thus, neither Santander nor any of its subsidiaries or 

associates, administrators, members, managers or employees assume any responsibility whatsoever 

for any loss or claim that might derive from any use of this document or its contents or arise in 

relation to this document in any other manner. 



Thank you! 


