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Cyber Attack in Ukraine’s Power System

Attack on Ukraine’s power grid
O December 23, 2015.
O Malware installation.
O Falsify SCADA data injection.
U Flood attack on telephone system.
O Trip circuit breakers in multiple

substations.

Results

O Over 225,000 customers

experienced power outage.
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Power Grid with ICT
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Critical Cyber Assets

M Critical Cyber Assets in Power infrastructure
» Energy Management System (EMS) in Control Center
» Distribution Management System (DMS)
» Process Control System (Power Plants)

» Substation Automation System (SAS)




Evolution of SCADA Systems

Evolved through generations
B Monolithic
B Distributed

B Networked



Escalating Cyber Security Factors

Adoption of standardized technologies with known

vulnerabilities
Connectivity of control systems to other networks

Constraints on use of existing security technologies and

practices
Insecure remote connections

Widespread availability of technical information about control

systems



Intrusion Tools

B War Dialing

B Scanning

B Traffic Sniffing

B Password Cracking
B Stuxnet

B Ukraine



Supervisory Control And Data Acquisition

(SCADA)
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Cyber Systems in Power Infrastructure
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System Vulnerability

B Asystem is defined as the wide area interconnected, IP-
based computer communication networks linking the
control center and substations-level networks

B System vulnerability is the maximum vulnerabillity level
over a set of scenarios represented by |

V, =max(V (1))



Scenario Vulnerability

B An intrusion scenario consists of the steps taken by an
attempted attack from a substation-level network

B Substation-level networks in a power system
» substation automation systems
» power plant control systems
» distribution operating centers

B Scenario vulnerability is defined by

V(1) =V (i) V(Q,)...V (i )s

where K is the number of intrusion scenarios to be evaluated



Access Point Vulnerability

B Access point provides the port services to establish a connection for an intruder to
penetrate SCADA computer systems

B Vulnerability of a scenario i, V(i), through an access point is evaluated to determine
its potential damage

B Scenario vulnerability - weighted sum of the potential damages over the set S.

V(i)zZﬂj 4

jes

where7; is the steady state probability that a SCADA system is attacked through a
specific access point j, which is linked to the SCADA system. The damage factor, y, ,
represents the level of damage on a power system when a substation is removed




Firewall Model

Intrusion Attempts (terminal 1)

B Firewall model
» Denial or access of each rule

» Malicious packets traveling
through policy rule j on each
firewall i is taken into account.

Malicious packets
passed through Firewall
A (terminal 2)



Construction of Cyber-Net Based on
Substation with Load and Generator
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Impact Factor Evaluation

Impact factor for the attack upon a SCADA system is

/ L-1
Pod
P

Loss of load (LOL) is quantified for a disconnected substation

7/:

otal

To determine the value of L, one starts with the value of L=1 at the
substation and gradually increases the loading level of the entire system
without the substation that has been attacked.

Stop when power flow fails to converge (System is considered unstable)



Modeling Integrated Cyber-Power System

* Methodology for CPS modeling of power systems
— Develop the ICT model of SCADA system
— Integrate power grid model with ICT model for SCADA and grid control hierarchy
— Dynamics of a power grid and its data infrastructure are combined

* CPS tool used for assessment of SCADA communication performance
— Plan SCADA and ICT systems for power grids

» CPS tool used for cyber security assessment in co-simulation environment
— Model cyber attacks and assess CPS security
» Simulate cyber attacks at the cyber system layer
» Perform impact analysis at the power system layer

» Compute impact indices and attack efficiencies to disrupt power grid operation



Cyber-Physical System Model
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Intrusion into a Substation Network
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Potential Threats in a Substation
Based on IEC 61850
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Anomaly Detection at Substations
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Integrated Anomaly Detection System
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Host-Based Anomaly Detection

= Detection of temporal anomalies is performed by comparing consecutive row
vectors representing a sequence of time instants

v _ 2=lfap-fanpl
h(i) — - ,I=1,..., 0,

= If a discrepancy exists between two different periods (rows, 10 seconds), the
anomaly index is a number between 0 and 1

= A value of O implies no discrepancy whereas 1 indicates the maximal discrepancy

Substation A
Host-based anomaly indicators tst0 0 0 0 O
= wha (intrusion attempt on user interface or IED) 211 0 0 0 0
= WAcf (change of the file system) 3110 0 0
= y’cs (change of IED critical settings) €= i“ 1 1 8 8 8
= Yo (change of status of breakers or transformer taps) tz 111 1 0
= y*m (measurement difference) t-l1 1 1 1 ol




Consequence of GOOSE Based Attack

Action Result
Disconnect Ethernet cable from IED Lost availability of IED
Send normal control Open CB
Replay attack Open CB
Modity sequence & state number Warning occurred at CB
Modity transferred time Warning occurred at CB
Modity GOOSE control data Open CB
Denial of Service attack Lost availability of CB
Generate GOOSE control data Open CB




System Integration
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IEEE 39 Bus System

/' Washington State University - Cyber Security Module for Smart Grid

BT

Gen8

IEEE 39 Bus Sysifeme

' Protection IED: Relay

G U RS Energy Systems Innovation Center

Protection IED: Circuit Breaker

® Load26
LJ':I Bus25 Bus26
Bus30
g T g Bus27

Bus2

g : Status:
Bus28 la: Closed

Load28 Ib: Closed
lc: Closed

Busi Bus17 Load27 Bus16
Circuit Breaker Status
Genl I_ij
®
Bus15 Load16
Bus Bus14 Load15 il A
Bus19 +' Protection IED: Relay
Load39 Load20 NGTON S
EL = Energy Systems Innovation Center
L . I _
Busta I Bus20 Zﬂ Protection IED: Overcurrent Relay
Bus?
Busil dj FEB Operation: Current Values [A] RMS:
Load? E'j
’7 la: 5.02
[I] Bus31
™ - EF el ® ® Ib: 5.01
T 4 T Gen5 Gen4 IC: 503
Buc Load8 Gen2 Load31 Bus32 g Values [A]: Circuit Breaker Status:
Sl B Instantaneous: {125
& Gen3

Normal status

SrosED—

Copyright (C) 2013, Energy Systems Innovation Center

Time overcurrent: |30




4 Washlngton State University - Cyber Security Module for Smart Grid
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». Washington State University - Cyber Security Module for Smart Grid
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». Washington State University - Cyber Security Module for Smart Grid
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Washington State University - Cyber Security Module for Smart Grid
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W\Sl IIN(;]()N Sl :Eile Edit Calculation Data Output Tools Window Help
UNIVERSIT @ ¢ @ B P % ¢ 8 BB & a
= ppOfw ) B NS blEowEMe LESE
60.20

No Mitigation
Action.

Substations
De-energized.

G10: Electrical Frequency in Hz
== GB: Electrical Frequency in Hz

Load39

Acknowledgement
= Bus 13: Voltage, Magnitude in p.u

Bus 11: Voltage, Magnitude in p.u OFF
—— = Bus 05: Voltage, Magnitude in p.u

IEEE 39 Grid_} SubPlot(1

Sequential attacks —Sub#6 > 12 > 15->28 -536 >33 > 34



4 Washlngton State Umverslty Cyher Security. Module for. Smart Grid
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4 Washlngton State Umverslty Cyher Security. Module for. Smart Grid
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/' Washington State University - Cyber Security Module for Smart Grid
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IEEE 39 Bus System (DIgSILENT)

Gen

10

]

Bz

é — 4. I%}Jszsl
4 ]_?L D_l_-i

O

L 3.Bus15
m p
N IE I:|
enl I% ] _
| ) 1 .
O C [
2.Bus 12

5. Bus 36

6. Bus 33

Without ADS - Blackout



"’ Washington State University - Cyber Security Module for Smart Grid
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HMI
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Coordinated Cyber Attack
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GUI of CCADS
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Simulation of Power System
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Intrusion Detection System
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Flooding Attack
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