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e CYBER KIDS
e Why CYBER BALANCE

e Cyber Bullying

e Empowerment of Parents
e The school’s role

e PEAS PROGRAM




2 2 WHAT IS)A GYBER KID?

is defined as Computers & Tnformation
IS defined as virtual reality

A

we defined asyouth

Who take infermation

in and put informatien
out-usingitechnolegy’ based communication

irolley, Hanel) &Shields 2007,
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I nstant messaging

JDefamatory personal web sites

JDefamatory online personal |n§£;.r_.t
: : Meszaging
polling web sites

JChat rooms
_1Blogs- on-line journals

Trolley, Hanel, & Shields 2006




A 2 ; NARGEING YOUNIFAIFA
2 YOUNGERVAGE

s

IO

Text-ing
Commeraals

What M essage are we sending?
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Trolley, Hanel, & Shields 2006




WESEE TFAS,

e [ECHNOLOGY GROWTH

e MEDIA INFLUENCED

e FAMILY DEMANDS

e POORISOEIAL SKILLS
e EDUCAIION




B. What R U Doing 2nite?

Today's cyber kids have a new language—instant
messaging. Set of 2 SMS Text Messenger/Organizers
are hand-held devices that simply send and receive

wireless text messages instantly, up to 50 ft.!
They re also organizers that store
information and important phone
numbers, addresses, emails and
memos. Seaet password functions
keep it all private. Uses 2 AAA
batteries (sold separately),

Each 24" x 4%4". Ages 7+
Y610-080 Set of 2 SMS Text
Messenger/Organizers $34.95
Y118-234 2 AAA Batteries $1.95
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Disconnect

Poor: social Skills

Distraction

physical inactivity

Poor: problem solvingjskills
Future employment=My:Space
Public forum not private

NOT ENOUGH

Computer: Illiterate/poor skills
Behind Academically-research
Impair Communication

Lost Career Opportunities
Lacking Exposure/Resources

Trolley, Hanel, & Shields 2006
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[ 2 O of BALANCE GYBER/KIDS

e 95% of parents do not recognize the lingo
Kids use

e 89% of sexual solicitations are made in
either chat rooms or instant messages

e 4,000,000 chil@ren;arepesting content to the
web everyday,

e 15,000,000 youthruserinstant messaging

http://www.netlingo.com/statistics.cfm




/6% of parents
dont have rules

about what their
kids can.de
on the computer

http://www.netlingo.com/statistics.cfm
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SIDE EFFECTS

e Inability to Read/Social Cues, Isolation

o

e Poor Communication Skills %ﬁ

o (Cognitive & Physical Impact

| ,

‘=% UnhealthySEnse off Empowerment

o Cyberbullying w




C(BE BUEEINGLS,

Being cruel to others by sending or posting har mful
material using technological means,

an individual or group that usesinformation and
communication involving electronic technologiesto
facilitate deliberate and repeated harassment or

threat to an individual or group.

Also known as:
‘Electronic Bullying’
&
‘Online Social Cruelty’




PDIIFFEHENCES

BULLYING CYBERBULLYING
. DIRECT @=m) - ANONYMOUS

 ON ﬁ « OFF

school property school property

POOR &= | oD

relationships with teachers relationships with teachers

FEAR RETRIBUTION ¢a==) - FEARLOSS

Physical: of technology privileges
Hitting, Punching & Shoving

Verbal:

Teasing, Name Calling & Gossi * Additionally: .
|\|0n\,egrJ bal: ° j Further under the radar than bullying

Use of Gestures & Exclusion

{McKenna& Bargh, 2004; Y barra & Mitchell, 2004}
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CIRCIEES O CYBERNBUILEYING

Dr. Barbara Trolley, Connie Hanel, & Linda Shields




(CAEERHESICMINPES

Cyber Bullying
Categories

Type of person or:
motivation for
cyber bullying

Cyber Bullying
Types

Jihe means or style
IMpwWhIch

ey, carry,

eUEthEe cyber bullying




C(BEN BUEEC CNTECCIES

“|nadvertent” * Power-Hungry”

** Role-play s Want reaction
s Responding ¢ Controlling with fear
s May not realize they are cyber bullying

“Venaeful Angdl” Revenge of the Nerds

(“ Subset of Power-Hungry™)
s Often Victimsof school-yard bullies
¢ Throw ‘cyber-weight’ around
" - ; * Not school-yard bullies like
Mean Girls Power-Hungry & Mean Girls

** Righting wrongs
¢ Protecting themselves

(4

L)

» Bored; Entertainment

Ego based; promote own social status
Often do in agroup

| ntimidate on and off line

Need others to bully

L)

e

*

J/
0‘0

e

*

e

*

{ Parry Aftab. Esg., Executive Director, WiredSafety.org}
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. CYBER BULIYINGHNAES

“Flaming”: Online fights using &l ectronic messages
with angry and vulgar language

“Harassment” : Repeatedly sending offensive, rude,
and Insulting messages

*Cvber Stalking”’: Repeatedly sending messages that include
threats of harm or are highly intimidating.
Engaging In other on-line activities that make
a person afraid for his’/her own safety

“Denigration”:.  ‘Dissing’ someone online. Sending or posting
cruel gossip or rumors about a person to
damage his or her reputation or friendships




C(eE BUEEING TR FPES

“Impersonation”:  Pretending to be someone el'se. Sending or
posting material online that makes that person
look bad, gets them in trouble or danger,
or damages their reputation or friendships

*Quting and Trickery”: Sharing someone's secret or embarrassing
Information online by tricking them to
reveal secrets or embarrassing information
which Is then shared online

*Exclusion” : Intentionally excluding someone from an on-line group,
like a‘buddy list’

{Nancy Willard, M.S., J.D., Director of the Center for Safe and Responsible I nternet Use}
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The cyber bullied will: The cyber bully will:

o Display frustration oranger |@ Avoid discussions about
after computer: use computer: use

O Avoids discussions about 0 Become agitated when
computer use unable to use the computer

0 Display anxiety overlnstant: j@, Computer use is excessive
Messages or Emails;

= Uses multiple accounts that
O Have a changgeinimood may. not be their own

or disposition
1 (CleSes programs down or

0 Stops usinglcemputer; will'not allow you to view
SGlheen




CYBERBULEIEIING
PHEVALENCE

e Cyber bullying typically starts at
about 9 years of age and usually
ends after 14 years of age; after

14, it becomes cyber or sexual
harassment due to nature of acts
and age of; actors {Aftab}

o With the growthiofi MySpace and
FaceBook, older'teensiare actively
Involved in cyber bullying




INTEMNET USE STTAFISTFICS

http://www.criminaljustice.state.ny.us/missing/i_safety/i _intro.htm

# of Chifdren Accessing the fnfternet

The number of children accessing the
internet has risen from approximately
2 million in 1995
to
77 million in 2005 |




CYBERNSUINEVANG
STATISTICS

*Taken from an iI-SAFE America survey of students nationwide.



Over 1/3rd (33.4%0) of youth had been cyber bullied

Most frequent types included being ignored (43.2%);
disrespected (39.8%0)

Almost five percentiwere'scared for their own safety

The primary/locationsin(ormediums through) which

cyber bullying victimizationioccurs are chat rooms

gg.gg;o;, via instant message(48:9%), and via email
g (0)

(Patchin & Hinduja, 2006)




NIRADINHONAIE
HESPONSES

e ZERO TOLERANCE
e 3 STRIKES & OUT,

o POTENTIAL LAW ENFORCEMENT
INVOLVEMENT k-

o LIABILITY, & ©
o EXCLUSION|& ISOLATION




WheHYayABENRVeIVEG:

= Parents

« School @

- Mental Health Professionals
= Legal System|(Public or:Private)

« Internet Service Provider,
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Before Y ou
Know It
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WX WHAT GAN BEIDONE?

‘PEAS PROGRAM
Psychological-Educational-And-Social

A holistic, proactive therapeutic response system
designed to guide youths, parents, & educators
to learn positive behaviors and skillsthat deal

with the issues of cyber bullying and healthy
communication styles. This program focuses on
prevention, intervention, and reactionary
measur es

Trolley, Hanel, & Shields 2006




‘PEASPROGRAM
psychologicalcEducationalFARNUHESocial

\EI ‘S’
PSYCHOLOGICAL: EDUCATIONAL: SOCIAL:

1. Outside Counseling . Curriculum Infusion 1. Skill Building

Referral (Communication &

Social Interaction)

. Family Support Center . Peer. Matching
Referral

2. Team Projects
. In-School Counseling
. School Assemblies

. Anger Management group 3. Peer Mentoring

. Peer. Mediation/Conflict . Development of Public 4. School Policies

Resolution Service Announcements

e o . 5. Field Trips
poiogy & impac » Parent Education

Statement
6. Extra-Curricular Activities

. 'On-Line Safe Box’
. SchoollIln-Staff Service )
7. Community Involvement

Trolley, Hanel, & Shields 2006




DECISIONNREE

Cyber Bully Incident Report
Complete report & collect evidence

v

Assessment

————

Domains
Family
School
Social

—_—

— ~. —

Multiple Informants Methods
Factors Parents Interview
Risk vs. Teachers Collateral info

Resiliency Students Assess. Forms

Administrators Standardized Instr.
\;4/ (SAVRY)

Dispositions

/N

Contacts
Parents
Administration
Police

Disciplinary Therapeutic
Detention PEAS Program

Suspension Family Support Ctr.
Expulsion Outside Counseling

Arrest Residential Treatment

Trolley, Hanel, & Shields 2006

Ongoing Prevention




R AVESASEIEAIN

INTERNET SAFETY AGREEMENT Trolley, Hanel, & Shields 2006

When using the Internet I realize I have a responsibility to be safe-and protect myself. I understand that what
I place on-line becomes a document that can be saved and used at a later time.

This is my plan for safety.

The location of our computer is:

When working on-line I understand I will not send personal information of any kind to:

When I feel threatened or frightened on-line I will inform my parents and I will:

When working in a Chat Room, with Blogs, Instant Messaging, or Emailing I will respect the power of my
words. I promise:

If I see or read something dealing with sexual images or statements I will:

Continued on next slide.... Part of the 'PEAS’' Program by Trolley, Hanel, & Shields




HAVE A PLAN

INTERNET SAFETY AGREEMENT

...continued from previous slide

When a pop-up appears on my computer I will:

If someone on-line asks to meet me in person I will:

If I feel Cyber Bullied T will:

In order to have the privilege of Internet use, protect myself, & my family, I agree to this Internet Safety Plan.

Signature of User: Signature of Parent:

* Part of the 'PEAS’' Program by Trolley, Hanel, & Shields




PROVIDIETTCOLES

\ Block the Cyber Circle

don't respond

..save the
Information

tell someone




CONSIDEMAFICNS
for ASSESSMENT

Willard (2006)

Not all cyber bullying behavior will reach a
threatening level; threats can-come from both the
cyber bully and the/target

Negative interactions observed among students are
probably’ being played out on-line as well

ImpersonatiGnimust be considered when evidence of
cyber: bullyingiisiieound; cenversely those accused
may. falsely/ Gitel itz asidefense

Electronic communicationsimay:make the message
Seem more senieusitiian’ as en=line language tends to
bE GOarSer




CONSIPIEMATFIONS
for ASSESSMENT

Willard (2006)

Teens may use the Internet to play-act or
experiment with different personalities

Technology facilitates open disclosure; a forum to
gain insight into'youth's'emotional state

The most concerning threat might not come from
the student who has posted material but from the
target

The differentiaticn BEtWEeEnR
‘put down speech“Vs, getrback speech’

Ensuring the, safety/effalliconcerned should not
restlzin the furtherRVictimization of an already.
Victimized student (py 75:76)




CYBER BULLYING INCIDENT REPORT

(Student) Name of Reporter: Today’s Date: Incident Date

Person Completing Form: Signature:

INCIDENT DESCRIPTION: INITIATOR

RECIPIENT B Sudent:

B siudent: B Adult/Teacher:

[ ] .
B Adult/Teacher: Other:

B Other: M ale/Female Grade:

Male/Female LOCATION

@ School Grounds:

LOCATION
@ Off School Grounds:

@ School Grounds:

ELECTRONIC METHOD

@ Off School Grounds:

Description: (include means & use)

ELECTRONIC METHOD

Description: (include means & use)

Additional Notes:

DESCRIPTION of INCIDENT

Reported By: (please include how they are connected) igllisy, RETE, SRl eAlia Tans




CYBER BULLYING INTAKE ASSESMENT FORM

(Student) Name: *BV R HOMEBASE: Today’s Date:

Male/Female Grade: Incident Date Counselor:

Person Completing Form: Signature:

INCIDENT DESCRIPTION: INCIDENT TYPE

RECIPIENT Inadvertent Flaming

|

B vengeful Angel Harassment
B Mean Girls Cyber Stalking
|
|

B Student:

B Adult/Teacher:

Power-Hungry Denigration

B Other: Revenge of the Nerds Imper sonation

LOCATION Outing/Trickery

Exclusion
| Sl GRS DECISION TREE
@ Off School Grounds: Low Risk - Disciplinary/Ther apeutic/Proactive

M oder ate Risk — Suspension/Ther apeutic inter vention
Police/Crisis Services/Refer out

ELECTRONIC METHOD

Description: (include means & use) High Risk — Police/Crisis Services/Refer out
Alternative Placement/Education

INTERVENTION

Teacher- Verbal/Written War ning/office

DESCRIPTION of INCIDENT Seat Assignment/Class re-assignment

Recess re-assignment

In-school Suspension

Out of School Suspension

Loss of Privileges: Technology related
M ediation/Reconciliation
Contract Behavior Agreement

Parent/Guardian M eeting:

Counseling:

Follow Up Dates:

Additional Comments:

Reported By: (pleaseinclude how they ar e connected) Parent/Guar dian Signature:

Date:
*BVR: Bully/ Victim/ Reporter

Trolley, Hanel, Sheilds 2006 ‘PEAS'




Master Calendar

PSYCHOLOGICAL

EDUCATIONAL

SOCIAL

Staff Training:
4+ Terminology
4+ Assessment
+ PEAS

Staff Training:
4+ Terminology
4+ Assessment
+ PEAS

Staff Training:
4+ Terminology
4+ Assessment
+ PEAS

September

Needs Assessment
Lunch Bunch/Class
Lesson:
Belonging
&
Making Friends/
Social Skills

Course Infusion:
ELA-
+ ‘Power of
Words'
<+ Watch ‘Inbox’
I'CtrI+Alt+Del’ &
4+ Write Movie
Critique
Read Book on
Cyber Bullying &
Do Book Report
Science-
+ Critical Analysis of
Internet Safety
School Assembly:
+ Staff, High
School Students, Parents
Who Cyber Bullied/ Were
Cyber Bullied

Social: Social Skills Workshop
Service:

Outside/Environmental Clean Up
Adventure Outing: Bicycling
Creative Arts Program: Jam
Session

October

Trolley, Hanel, & Shields 2006

Lunch Bunch/Class
Lesson:
Power & Control
& Revenge

Course Infusion:
Technology-
+ Develop list
Of Positive
Websites on
Cyber Bullying
School Assembly:
#+ Internet Safety
(ISP)
+ Cyber Bullying
Presentation

Mentor Matches w/l School
&
Big Brother & Big Sister

Service: Field Trip To VA
Adventure Outing: Hiking
Creative Arts Program: Dance
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R PEAS THEORY/SUMMARY

Have a plan
Document
Decision Tree
Assessiment

PEAS Programs 8 Support




CYBERMSAITANCE

eSUpport/Resources Record Keeping
*Time Saver/Gas Saver Map Quest

o| nstant Communication Grandparents/Students
«Skill Building Presentations

*Eye Hand Coordination Mouse Use
eEducational Libraries/Research
eEntertainment Music/Phone Book




TO LEARN MORE:

This resource guide is designed te provide school counselors; educators,
administrators, and parents with the necessary information and tools to
implement a holistic approach to the izssue of cyber bullying. Key features of this
book include:

+ Cyber bullying terminology and issues

- Policies and procedures information

- Assessment tools of the cyber bully parties and situation

- Bpecific psychological, educational, social (“PEAS”) therapeutic interventions

- “Hands on,” reproducible materials such as sample acceptable use policies,
activities, forms, and a master calendar

- Easy to access text material and resource information

+ Provigion of study gquestions throughout to stimulate thought and serve as
activities

Dr. Barbara Trolley, a licensed psychologist and a certified rehabilitation
counselor, is a full time counselor education faculty member at St. Bonaventure
University. 8he has worked for over three decades in the clinical and academic
areas and has published numerous professional articles. The majority of her work
has focused on children and teens, addressing issues such as abuse, bereavement,
adoption, and school counseling. Trolley is also the editor of the New York State
School Counseling Journal and the lead auther of the book Schoo! Counseling
Resource Manual: Practical Tools of the Trade.

Constance Hanel is an MSEd in school counseling from St. Bonaventure University.
Her nndergraduate degree is a BA in Industrial Psychology. As a prevention
specialist for the local Boys & Girls Club, she works with “at risk” children,
focusing on alternative skill building. Hanel is currently working as a life skills
coach for children and young adults. She has mentored youths in leadership roles
for 20 years and is the co-creator of “Operation Kids-Real Life Learning,” a youth
leadership program.

Linda Shields has an MSEd in school counseling from St. Bonaventure University.
She has been a senior probation officer with the Chautauqua County Office of
Probation for the last 25 years. 8he has extensive experience working with both
adults and juveniles. Due to her professi t with individuals with

criminal behavior, Shields has an excellent understanding of the need for early
intervention and prevention, particularly with children.

Demystifying & Deescalating Cyher
Bullying in the Schools:

A Resource Guide for Counselors,
Educators and Parents
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Demystifying &
Deescalating Gyher
Bullying in the Schools:

A Resource Guide for Counselors,
Educators and Parents

Barbara C. Trolley, Ph.D., CRC;
Connie Hanel, MSEd.; & Linda Shields, MSEd.




COMING SO

e Cyberkids, Cyberbullying and/'Cyberbalance
(Trolley, Hanel & Shields, Corwin, 2009)

e Browser the Mouse and His Internet
Adventure (Trolley, Hanel & Shields,
Youthlight, 2009)
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1%y ) CYBERIKIDS=CYBER BAILANGE

The growth of technology-has thrust our
youth into the uncharted world-of
Cyber space

e How do we help our youth balance this
technology?

e How do we stpport panents to balance
this technology?

e \What are the majoerinfilences?
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W THE PARENT COMPONENT

e Educate youth on’CYBER BALANCE

e Empower Parents to CYBER BALANCE
through, education

e Strengthen social skills




C (= BUERTINE
PHEVALENCE

of kids have been bullied online.
1in 4 have had it happen more than once.

35% of kids have been threatened online.
Nearly 1 in 5 have had it happen more than once.

21% of kids havereceived mean/threatening e-mail/other messages

58% of kids admit someone said mean or hurtful thingsto them
online.
More than 4 out of 10 say It has happened more than once.

53% of kids admit saying something mean or hurtful to others
online.
More than 1 in 3 have done it more than once.

58% havenot told their parentsor an adult.  saseon2004i-sare sirvey

of 1,500 students grades 4-8 http://www.isafe.org




VWiSAYRARESIE EVAIALCKING
ABCUT?

e Katie has been struggling with a mental
health problem for a long time.

e She revealed this information to her

friend, Teresa.

e Judy knew that Katie had some sort of
secret anditrickederesa into telling
online.

e Now, Judy hastbeen passing this
iInformation tey thelFfirnends online. &

(@uting & lrickery)

Trolley, Hanel, & Shields 2006
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LES 7 WHAT GANIYOUIDG?

Parents & Schools Should: I Ii_.

v Know your AUPs and'I| SP guidelines

v Amend current bully & AUP policiesto include
cyber bullying

v Communicate with youth the responsibilities of
on-line activities & potential pit falls

v" Increase effective monitoring of Internet use

v" Focus on values, kindness, & respectful human
relations, enhancement of empathic awareness

v" Develop effective social and problem solving skills
v Empower ment of byStander S Trolley, Hanel, & Shields 2006




SITEPS [0 TAKE

v Ask Questions and thoroughly Assess

v’ Gather and Save Questionable E-mails
v Block sender/Computer filters

v' Communicatée/l nform your School

v Consider Counseling =
|

v Consider Legal |ssues Troley, Hend, & Gaaa00s
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Education of Schools and Parents:
0 Define and understand AUPs

1 Terminology and Legal Issues

1 Technology use and Resources

0 Reporting procedures
a Assessment and Treatment Protocol

Education of Children:

0 Give them an Action Plan: Internet Safety
Agreement

0 Technology is a Privilege to be Respected
0 Once in Print it is Permanent and Reproducible
0 Empathy




