IT-GRC, Privacy and Cybersecurity Management
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L Cybersecurity Act and Personal Data Protection Act Update

CYBERTRON

EXECUTIVE SUMMARY
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CISSP, CSSLP, SSCP, CASP, CFE, CBCI, CSX, ITIL Expert, CDPSE
COBIT 5 Foundation, COBIT 5 Implementation
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Hot Topics in 2021-26“2’3{;’_

Cybersecurity Data . Data Data Security || Datazs =
Culture Resilience Science Data Privacy Governance
Digital Literacy/ || Sog/ilglbll\llzldia Internet of Information of Big Data
Digital Inequality N i ' i i
] Services \ Things (loT) I Things I Analytics ! Sovereignty )
A4 N\ N\ N\ 4 Over_the_TOp )
Liciglrj:éy Cloud Service || Cloud Security Dcezlrzsi/plt\loF’T [I;/ilgit?a:?e'lt\?v% Regulation
):(‘%i = = \ J U : VAN \ (OTT) J
=\ /" = — ;%Ar“as»—* N f :
Cyber Cyber Drill Cyber NTOPRIZHS
o ) Technology
Resilience Cyber Range Sovereignty (1&T)

\.

Regulatory Compliance, RegTech, InsurTech

J
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Upgrading technology but downgrading humanity

While we’ve been upgrading our

technology
we've been downgrading humanity.

ADOTONHO3lL

AClS © Copyright, ACIS Professional Center Company Limited. All Right Reserved. IT-GRC: Cybersecurity Management 4



Human Vulnerabilities vs. Human Capabilities

Most recent conversations
about the future focus on the
point where technology Capabilities

surpasses human capability...
Overwhelms

Human
Yulnerabilities

But they overlook a much
earlier point where
technology exceeds human
vulnerabilities.
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Knowns vs. Unknowns

0 Known Knowns Known Unknowns

g Things we are aware | Things we are aware

§ of and understand. of but don’t
understand.

g Unknown Knowns | Unknown Unknowns

= Things we Things we are

= understand but are | neither aware of nor

= not aware of. understand.

Knowns Unknowns

v .
A_CIS © Allrights reserved. Digital Technology, IT-GRC, Cybersecurity, Privacy and Regulatory Compliance Consulting and Training Services 6



Cyberspace as a FIFTH DOMAIN

e - Embedded in

ersP

Al °°h;

Figure |. Cyberspace — the Embedded Domain
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Building 2, 18 A s Road, Lumpini, Pathumwan, Bangkok 10330, Thailand
Fax: +66 isonline.net
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IT Trend and challenging to business

] ACIS Professional Center Co., Ltd.
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The Four IT Mega Trends : S-M-C-l Era

— Pervasive
Access

] ACIS Professional Center Co., Ltd.
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S-M-C-l : Risk or Opportunity?

Nexus of Forces

/ Risks Opportunities 5\

Threats Regulations

i
I
’
’
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Disruptive Technologies for Value Economy

Artificial Intelligence
(Al) & Machine
Learning

Internet of Things
(loT)

Big Data

Analytics Blockchain

Cybersecurity, Cyber Resilience
and Data Privacy

Source: ACIS Research

ACIS Professional Center Co., Ltd.
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Disruptive Technologies for Value Economy

To Five Diital Disrutive Technoloies

Digital Technologies

loT . Al & .
(Internet :r"i:)i‘lt; Machine BIocIr:chal
of Things) y Learning

—
Cybersecurity, Cyber Resilience and Data Privacy

Reulator Comliance

] ACIS Professional Center Co., Ltd.
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COVID-19 crisis shifts cybersecurity
priorities and budgets

July 21,2020 | Article

Cybersecurity technology and service providers are shifting
priorities to support current needs: business continuity, remote
Source : McKinsey & Company work, and planning for transition to the next normal.

ACIS Professional Center Co., Ltd. 140/1 Kian Gwan Buil 8!h Floor, Wireless R wumwan, Bangkok 10330, Thailand
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Shifting to work-from-home arrangements can open multiple vectors for

cyberattacks.
w i
%

C—— ] |

Lack of social control

Changes in app-access rights Use of personal devices

and tools
«Under exisling policies, access to apps differs «Some employees may have o Click-through
based on criticality and cyberrisk appetite (eg, been enabled to work from rates for phishing
data infiltration, data-protection loss), from less their own personal devices, emails and

success rates of
fake call-center

critical apps accessible from almost anywhers (eg, but because these devices
public network) to apps accessible through are not centrally controlled

extranet, apps accessible only through WPN, and,
ultimately, critical apps accessible only on site (eqg,
trading, treasury)

« Remate working can require organizations to
widen access rights by enabling off-site access
to some of the mast critical apps, which can

(for patching, network-
access control, and

endpoint data-protection

systems), they can
introduce cybersecurity
vulnerabilities

agents can
increase if
employees no
longer maintain a
“human protection
shield" by asking
coworkers about

« To get work done, many suspicious emails
employees use consumer= or calls
grade tools, accounts, and

increase cyberrisk

«Some users might not have strong multifactor

authenticalion, because lheir access rights are
usually limited; change in access rights,
combined with weak authentication, constitutes a
further threat

ACIS Professional Center Co., Ltd.

devices and share dala
over nonsecure and
noncontralled channels

Source : McKinsey & Company
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A dual cybersecurity
mindset for the next

normal

July 7,2020 | Article

As companies extend commitments to remote workforces,
cybersecurity teams need to address new risks while helping
create business value in the next normal.

Source : McKinsey & Company

ad, Lumpini, Pathumwan, Bangkok 10330, Thailand

sonline.net
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Cybersecurity’s dual mission during the
coronavirus Crisis

March 25, 2020 | Article

and maintaining busir
can help.
Source : McKinsey & Company

ACIS Professional Center CO., Ltd. 140/1 Kian Gwan Building 2, 18" Floor, Wireless Road, Lumpini, Pathumwan, Bangkok 10330

Tel: +66 2 253 4736, Fax: +66 2 253 4737 www.acisonline.net
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To secure the next-normal business environment for value creation and
growth, cybersecurity leaders will need to take effective action in four

priority areas.

Next-normal attributes

)

Actions to take Secure workforce in Secure customer
new ways of working journey through
digital shift
Key levers + Dynamic securily * Frictionless customer
» Cloud-based tools experience
and infrastructure = At-scale digital
+ People defense channels
“Contact aware" work-  * Privacy by design
force privacy = Advanced analytics

* Remote cybersecurity
operating model and
talent strategy

ACIS Professional Center Co., Ltd.

@]
)

1 1
00O
Rethink supply chain
and third-party risk

* Risk-tiered and
expanded coverage

* Updated third-party
security assessment

» Joinl cyberresilience
and monitoring

+ Secure partner
collaboration

* Plan for geopolitical
challenges

Sustain
increased sector
collaboration

* Sustained
increased sector-
wide information
sharing

* Industry-level
initiatives to
reduce barriers
and secure digital
shift

Source : McKinsey & Company




» Security Intelligence

Word Economic Forum | Global Risks Report

Global Risks Horizon

When do respondents forecast risks will become a critical threat to the world?

. Economic . Environmental . Geopolitical . Societal . Technological % of respondents

Infectious diseases 58.0

Livelihood erises 55.1

-~ o
7 \ Cybersecurity failure 39.0

—_

/ Clear and \
' dangers ] Asset bubble burst

\  Short-term risks # Prolonged stagnation
\(O—Zyears) 2
o
Youth disillusionment 7 TN
4
! Knock-on
[ cfiects

Medium-term

Interstate relati fractu
_— risks (3 — 5 years) ons e

\ Interstate conflict

IT infrastructure breakdown

Price instability

7/

Commeodity shocks

-

Debt crises

N\
~

~

-~

\

Cybersecurity failure
Tech governance failure

Resource geopolitization

ACIS Professional Center Co., L
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How do the respondents perceive the impact ' and likelihood of global risks?

Im pact ’ Biodiversity loss

Natural resource crises ‘ Human environmental damage

Debt crises ‘ Livelihood crises

@ucm re breakdowD "

Interstate conflict Prolonged
stagnation

’ Extreme weather

Cybersecurity failure

Social
55 Social security collapse ’
‘ Involuntary migration

Interstate relations fracture

>
3.40 Likelthood Asset bubble burst‘ @t;ﬂ power CO!‘ICE@

Resource geopalitization

Average

Public
State collapse infrastructure

’Youth disillusionment
failure

Geophysical disasters

i " Adverse tech adv.
Commadity shocks ‘
Tech governance failure ‘ Digital inequality

Price mstab\lity’ Multilateralism collapse
Industry collapse

Backlash against science ‘
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Top Risks Top Risks

by likelihood by impact
Risk categories

4

Extreme weather Infectious diseases

4 Economic
Climate action failure Climate action failure
4 Environmental

Human environmental damage Weapons of mass destruction

@ Geopolitical

) Biodiversity loss
@ Societal

Biodiversity loss Natural resource crises

—

€ Technological
—_—
~
Digital power concentration \
/

2~
©
o Infectious diseases
TcS
-%

Human environmental damage

Source: WEF_The Global Risks Report 2021 16t Edition (

0 Digital inequality -~ Livelihood crises
-

— L -—
0 Interstate relations fracture
— W W RN S o gy, —

’ @ Cybersecurity failure
_— — o o mmm o - -~
@ Livelihood crises IT infrastructure breakdown v

-
S5 o mm mm o =

Extreme weather

Debt crises

_—————_~
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A
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ACIS Professional Center Co., Ltd.
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Covid-19

Remote working and Changes in the cyber threat landscape

The financial sector has been hit by cyber attacks during the pandemic

WFH index versus cyber events during Covid-19? Covid-19-related cyber events by sector?
Per cent
Professional,

scwent.\ﬁc and ) L
technical services >

Mass migration to s

Manufactyring
WFH can make

40

-

L ” Educational
- services
Retail frade 2

Information

Frequency of cyber events
by industry, Mar-Jun 2020

H H H H H 9 . Real estate services
financial institutions’ .- S holesale trade 0
| | | | | |
02 04 0.6 0.8 1.0 I Finance & insurance Transportation
Staff more Work from home index by industry Services [ Other
Public administration Manufacturing
# Financial sector » Other sectors I Wholesale & retail trade Real estate

90% confidence interval

vulnerable = Trond e

T Excludes the health sector. 2 Based on cases classified by Advisen as Covid-19-related. Includes data up to 9 September 2020. The sample
in the graph excludes the health sector (57 Covid-related cases) and affecting health-related items of the manufacturing sector (163 cases).

Sources: Dingel and Neiman (2020); Advisen; authors’ calculations.

BIS Bulletin No 37: Covid-19 and cyber risk in the financial sector
o 0 https://www.bis.org/publ/bisbull37.pdf

ACIS Professional Center Co., Ltd.
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Remote working and Changes in the cyber threat landscape

Working from home (WFH) opens up new possibilities for cyber attacks!

Cyber attacks increased during the Covid-19 period, WFH overpowers VDI/VPN processes and business
with differences across financial firm types? continuity plans®
Per cent
0352 ¢ 60
Insurers g}
£
Credit unions, Payments 0.30 % 8 ~ —
a g
3o
Policymakers and 0255 £ 30
Eonlmercia\ < JLenders 25
anks =
i i “Securities & 020 g2 15
businesses are actively ' St 55
Community banks S z
H | | | 015 ~ 2 0
Workl n g together to 03 0.4 0.5 0.6 Staff working from home Business continuity IT plans
overpowered the VDI/VPN were not prepared for a
ege . Change in overall malicious phishing process long-term, at-home workforce
mitigate cyber risks and o A
Securities & investments Commercial bank
. . Community bank I Credit union
the|r SystemIC Insurance Payments
Lender -8~ Average
|mpllcat|0ns BIS Bulletin No 37: Covid-19 and cyber risk in the financial sector
Sy, https://www.bis.org/publ/bisbull37.pdf

ACIS Professional Center Co., Ltd.
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J J J - i
g 4 %= g r&( aal= YO K [2T2) Y&
| ne data breach lirecycle took a week longe

In 2021 it took an average of to identify a breach and an average to
contain a breach, for a total lifecycle of

Average total cost and frequency of

data breaches by initial attack vector

Measured in USS millions

$5.01
Malici insid Phishing
B ‘ alc;’::lnm - Vulnerability in
Accidental data | third-party software
$4.50 - loss/lost device L4 $4.33 *
3411 . .
Social engineering * Physical security Compromised credentials
$4.00 $4.47 compromise $4.37
System error $3.54 C
$3.34 Cloud misconfiguration
$3.50 L 756
[ ]
$3.00
0% 2% 4% 6% 8% 1076 12% 14% 16% 18% 207 22%
ST, IBM Security: Cost of Data Breach 2021 Report

ACIS Professional Center Co., Ltd.




2 02 0 This Is What Happens In An
Internet Minute

ACIS Professional Center Co., Ltd.

facebook.

2.5 Million
Snaps

190 Million
Emails Sent

Created By:
W @LoriLewis
W @OfficiallyChadd
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DIGITALFOOTPRINTS

What do yours say?

BE CAREFUL ABOUT: Pe— @ &

- What you share. o5 ¢ - ;%% 4

+ Where you share. ==l &

+ With whom you share. @ & 17 ¢ = é
BE SMART ABOUT: V— ¢ o

« Sites you visit. .

+ Emails you open.

» Links you click. g ¢

BE YOURSELF [

but be your best self. ©

a v ’,
._ ACIS | ACIS Professional Center Co., Ltd.




Personalized Marketing vs. Customer Privacy




Mark Zuckerberg @ Facebook HQ
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In terms of the services libraries provide, and ﬁiven that two options are not
always mutually exclusive, where would you fall on the spectrum of

privacy vs. personalization?

Percent of respondents

Privacy > Personalization

(51 responses)

Credit https://news.minitex.umn.edu/news/2020-07/one-second-poll-results-privacy-vs-personalization

ACIS © AllRights Reserved



https://news.minitex.umn.edu/news/2020-07/one-second-poll-results-privacy-vs-personalization
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Pre-Internet Marketing vs. Digital Marketing

Pre-Internet Marketing Digital Marketing
e Name e Name
e Birthday e Birthday
e Phone number e Phone number
e Address e Address

e Online Identifier Internet Protocol
Address

e Heatmap, screen recording with mouse
movement
Type of device, device ID, location
Cookie (i.e., session cookie, persistent
cookie, secure cookie, Google analytics
cookie, third-party cookie)

Credit : https://www.medium.com

ACIS Professional Center Co., Ltd.
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= L ©

@2 COLUMBIA | SIPA MAPPING DATA FLOWS

Tech nn]::!_',:\' and ]’c1|i('l\.' Initiative

Understanding how the largest technology companies collect, use, and share user information across the internet. We've
transformed the "Big Four” terms of service and data policies — the thousands of lines of code that govern their use of your
data - into a database powering an interactive visualization, an initial version of which we invite you to explore and critique.
Select a company in the top menu and click on a line to see the original snippet of text from the company’s terms of service
or data policy.

To explore how these policies have changed over time take a look at Google's previous terms of services going back to
2001. And, given its enormous popularity during the current COVID-19 crisis, we have also created a separate visualization
just for Zoom.

seLecT company ([ EEIEEETedl | Amezon || Apple || Facebook || Google |

COLLECTION PURPOSE | All purposes COLLECTION METHOD | All Methods | COMPARE COMPANIES | Select company | N | Select company |

TYPES OF DATA | A1l types |

CASE STUDIES | Say No Evil, But Keep Your Options Open || The Illusion of Privacy Settings || Are They Listening?! || Absolutely, Definitely Imprecise | | RESET FILTERS |

DATA SOURCES TYPES OF DATA COLLECTION PURPOSE

ACTIVE PRoOUCT USE () ) ACCOUNT SECURITY

)
| ADVERTISING

3

pEACoNS (F———— =~ B % z .
\ e A p S D) ANALYTICS

ACIS © AllRights Reserved
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mappingdataflows.com

CASE STUDIES | Say No Evil, But Keep Your Options Open | ‘ The Illusion of Privacy Settings || Are They Listening?! |I Absolutely, Definitely Imprecise | | RESET FILTERS \

DATA SOURCES TYPES OF DATA COLLECTION PURPOSE

ACTIVE PRODUCT USE \ i 7 ACCOUNT SECURITY
ADVERTISING
ANALYTICS

CELL TOMERS

COMPANY OPERATIONS

IMPROVE PRODUCTS

LEARN USERS' BENAVIOR

LEGAL COMPLIANCE

LOCATION-BASED SERVICES

PUBLIC DATA SOURCES PERSONALIZE CONTENT

)) PERSONALIZE PRODUCTS

THIRD PARTY APPLICATIONS
)) PRODUCT SAFETY

S8V 002 s sssssssssssssses e

ACIS © AllRights Reserved




App Tracking

Transparency
fo9@

M1 Meta (Facebook) Youtube Twitter Snapchat

atglaasw'(qnm

3.2 AudUuIn.

{asuna 3 - 4 (U 2021)



05 14 .5

App Tracking
Transparency
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Allow "App” to
track your activity across
other companies’ apps and

websites?

Your data will be used to measure
advertising efficiency.

Ask App Not to Track

Allow
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Mi Home

Microphone

Motionleap

RainViewer

ShopeePay

Wallpapers
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Allow "App" to
track your activity across
other companies’ apps and
websites?

Your data will be used to measure
advertising efficiency.

Ask App Not to Track

Allow
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THAILAND CYBERSECURITY DAY

{ CDICQOQ] Entrusting Digital Provenance,

Digital Identity and Privacy Tech
Nde TheGreatRestart
CDIC2021 23-24-25 Nov, 2021 -

.

s - Top Ten @/bErsecurr’ty :
- & Privacy Threats & Trend$ 2020-2022

Prinya Hom-anek, CISSP
ACIS Professional Center / Cybertron

@ ﬂ SOFTWARE PARK 8¢ liéSA clols (|SC)1 TISA @) ) T\:—': | INNOVATION
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Top Ten Cybersecurity and Privacy Trends 2020

1. Cyber Fraud with a Deepfake
(Cyber Fraud with the Deepfake and the Dark side of Al)

2. Beyond Fake News
(It's a Real News based-on a True Story that intentionally attack someone/some organization)

3. Cyber Sovereignty and National Security Issues in the Long Run
(That include rising in state sponsor attacks; Data Sovereignty: What's Next for Data Privacy)

4. ‘Cyberattack and Data Breach’ : A New Normal in Cybersecurity
(Cybersecurity Mindset of Top Managements need to be changed)

5. Tighten in Cybersecurity and Data Protection Regulatory Compliance
(Focus on Cyber Resilience, Data Governance, Data Sovereignty when Value Preservation is crucial topic)

v Source: ACIS / E§BEHIMERRSL IR g ervices
AQI_,S © All rights resen@dGRC, Cybersecurity, Privacy and Regulatory Compliance
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Top Ten Cybersecurity and Privacy Trends 2020

6. “Data Breaches’” as Top Concerns for Business
(Zero Day Exploitation, Cloud Misconfigurations including Human Errors/Digital Footprint in the Clouds)

7. Orchestration & Automation Boosting Security Staff Effectiveness
(From MSSP to MDR, Using Al and Automation to improve IR Capability)

8. Increasing on Impact of State-Sponsored Cyberattacks
(Cyberattack on Critical Infrastructure for example Energy Grids are at risk)

9. The Cybersecurity Skills Gap Crisis
(More CISOs Earning a Seat at the Table)

10.5G Networks require New Approaches to Cybersecurity
(EU Report Highlights Cybersecurity Risks in 5G Networks: Securing the Transition to 5G)

v Source: ACIS / E§BEHIMERRSL IR g ervices
AQI_,S © All rights resen@dGRC, Cybersecurity, Privacy and Regulatory Compliance



Top Ten Cybersecurlty and Privacy Trends 2021

== ==

. Personallzed Marketlng VS. Data Prlvacy
(Unlocking the Privacy Paradox, Upgrading Technology but Downgrading Humanity)

2. Soft Power from using half-truths in the Social Media Era
(From “Fake News” to “Infodemic” and “Disinfodemic”, Fact-Checking in aSuperficiality Society)

3. Rethinking the Future of Cyber Sovereignty and Data Sovereignty

(Ifit's free online, you are the product, not the customer. The implications of filter bubbles in social media and the impact on the society)

4. The Age of Data Governance/lnformation Governance/Data-Driven
The Rise of Identity-Centric Security (Back to the basic, Start from Data/Information Management)

5. Built-in Security & Privacy in Agile Processes, ModelOps, MLOps
and DevOps (Security by design as with privacy by design, From Digital Transformation to Al transformation)

Sl il Cyberg%e}%eés&% A‘wareness for Board 42 &

A_CIS © AII rights reserved™ Consultlng & Training Services : Digital Technology, IT- GRC Cyhersecurity, anacy and Regulatory Compliance



Top Ten Cybersecurlty and Privacy Trends 2021

=

6 Enterprlse Data Leaks and Cloud Breaches are the Next Normal

(Clouds Are Secure: Are You Using Them Securely?: laaS, PaaS, SaaS, Cloud-as-a-Service, XaaS)

7. The Return of Shadow IT/ The Rise of BEC (Business Email Compromise)

(CIO’s worst nightmare, It's time to do “Cybersecurity Awareness Training'and Cyber Drill for non-IT)

8. GDPR/PDPA Compliance vs. Risk of Exposing Your Digital Footprint

(Social Media as an Attack-Vectors for Cyber Threats/ Data Privacy Implosion)

9. Allnclusion and Al with Ethical Dilemmas
(Weaponized Al Propaganda Machine, When ML meets Privacy and How To Combat The Dark Side Of Al)

10. Cyber Insurance becomes Mandatory for Enterprises/Companies

(Mandatory Cyber Insurance backed to improve Cyber Incident Response)

ICE AT Cyberg%e}?seesgt?rrl A‘warenessfor Board 43 &

ACIS © AII rights reserved™ Consultlng & Training Services : Digital Technology, IT- GRC Cyhersecurity, anacy and Regulatory Compliance



Top Ten Cybersecurity
& Privacy Threats & Trends 2022
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Top Ten Cybersecurity & Privacy Threats and Trends 2022

1. Digital Inequality and Cyber Vaccination

2. Supply Chain Cyber Attacks and CMMC (Cybersecurity Maturity
Model Certification)

3. Work From Home/Remote working Challenge and
Zero Trust Architecture Implementation Issues

4. Rising of the Next Generation Triple Extortion Ransomware

5. ldentity is the New Perimeter, The need to prevent
Identity TheftlSensmve Data Exposure

Source: ACIS-Cybe rH%R eeeee F hA.AB Board 458
&_j, © AII rights reserved® Con ltg&T ning Services : Digital Technol IgyITGRCC,yb. curity, Priva cy a ngItryCmpI "



Top Ten Cybersecurity & Privacy Threats and Trends 2022

- — . e = e Tk
6. Cybersecurity , Data Privacy and Data Protection are Not Just a
Technical Problems
7. Cyber Insurance Challenges :
Myths, Misconceptions and Terminations
8. Living in Post COVID-Era : “Data Resiliency” is a MUST-Have
From a VUCA world to a BANI world , Are We Secured to Are We Ready?
9. High Demand of Data Breach Coach
and Proactive Incident Response
10. The Important of Strong Cybersecurity Culture
and Top Management Leadership in Cybersecurity Execution

¥

Sl i ACIS-Cyberg%eI?seésgﬁrriFy .A'v'e‘aBreness for Board 46 =

&_LS, © Allrights reserved” Consulting & Training Services : Digital Technology, IT-GRC, Cyhersecurity, Privacy and Regulatory Compliance
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UPCOMING TRENDS OF CYBER ATTACK
“TRIPLE EXTORTION RANSOMWARE”

The Triple
Extortion
Ransomware

Trend

Credit : https://sensorstechforum.com/

AC,«_I_S © All rights resent@dGRC, Cybersecurity, Privacy and Regulatory Compliance



The Return of Ransomware and their TRIPLE attacks

A REUTERS World Business Markets Breakingviews  Video More

INTERNET NEWS  SEFTEMEER 10

Thai hospitals and companies hit by
ransomware attacks

By Reuters Staff 2 MIN READ f w

BANGEKOK (Reuters) - Hospitals and companies in Thailand were hit by hackers
who held their computer systems and data ransom, demanding payment to restore

information, police said on Thursday.

“Government hospitals and companies were hacked in the same manner as
Saraburi Hospital,” Major General Phanthana Nutchanart, said, referring to a cyber

attack earlier this month.

Saraburi Hospital could not access its data on Sept. 5, slowing operations relying

on manual functions, but the hospital did not receive a demand for payment.

Some organizations that received ransom demands have already paid to retrieve
data, in sums not exceeding 1 million baht ($32,000), he said, adding that the total

number of organizations affected was still being investigated.



The Return of Ransomware and their TRIPLE attacks

raidforums.com/Tt

S Databases W Upgrades < Extras #) Login &+ Register

RAID¢oru

BUYING Thailand data Mark all as read Today's posts

Temporary Advertisements:

suyine Thailand data Thread Closed
by charliewong - September 10, 2020 at 07:04 AM

| want to buy any data about Thailand. If it is the Immigration Bureau or FBI, it is better. | have enough funds to buy data. If anyone has such
data, please contact telegram: LiDandy1974
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“Digital Inequality”

: Al Inclusion and Al with
Ethical Dilemmas
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“Cyber Insurance”
becomes Mandatory N
for Enterprises/Companies <

Mandatory Cyber Insurance
backed to improve Cyber
Incident Response
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BANK OF THAILAND

‘ Personal Data Protection Policy & Notice
' IT Security Policy
‘ Personal Data Breach Management

. Privacy Risk Assessment & DPIA

& ) Privacy by Design & by Default

Personal data Protection / Detection / Response solution

‘ Logs Collection & Monitoring solutions
. Critical Service & Critical Asset Management

‘ Cybersecurity Policies & Procedures
‘ Cybersecurity Risk Assessment

‘ Cybersecurity Audit

-

‘ Cybersecurity Incident Response & Report Management

AL . Cybersecurity Protection / Detection / Response solution

Cyber Resilience Leadership : Herd Immunity
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PDPA Step by Step

GET Compliance

- Raise Awareness

- Discover Data & Create Activities Inventory

- Define PIl & SPII

- Clarify Lawfulness of processing

- Conduct Risk Assessment & Gap Assessment
- Develop Procedure & Form & Template

- Review and Revise Contract & Consent

- Assign DPO (Insource or Outsource)

- Provide IT system for E-Consent / Consent

Management / Cookie Scanning

AQ,I:S. © All rights reserved.

GET Secure (IT Solution)
- Conduct Vulnerability Assessment & Penetration
Testing & Cyber Attack Simulation

- Review Firewall Rule & Configuration

- Develop IT Security Baseline

- Implement cybersecurity solutions, such as DLP,
Database Firewall, WAF, PAM, FIM, APT, EDR etc.

- Create Incident Response Plan (IRP)

- Develop the process or guideline to get security
by design and default

- Develop the process or guideline to get privacy
by design and default

- Develop Privacy Impact Assessment Process

- Provide the discovery tool and data erasure tool

for deleting over aging personal data

Stay Secure & Compliance

- Conduct PDPA Audit / IT Audit Annually
- Apply or Implement ISO/IEC 27001,
ISO/IEC 27701 / Other Privacy Guideline

- Conduct Vulnerability Assessment &

Penetration Testing Annually or Regularly

- Exercise Personal Data Breach Process &

IRP

- Manage Security Service & Privacy Breach
Monitoring

- Transfer Cyber Risks with Cyber Insurance
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Cyber Resllience [Leadership: Herd Immunity
By BOT, SEC and OIC

® Cyber Risk Management | is enterprise-wide risk & need to align with business needs

® Cybersecurity Culture | is the most effective organization vaccine to create cyber immunity
® Phishing / Ransomware / Email Compromise / DDoS | Always prepare and ready for WHEN
® Enterprise Data Leaks, Cloud Breaches & Supply: Chain Attacks | are the Next Normal

® Regulation Compliance (Cybersecurity Act & GDPR/PDPACempliance) | may cause the

money but also help to create cyber resilience & reduce cyber risks

AuuuBIlfUFANISAIU
Cyber Resilience Leadership : Herd Immunity
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For Training Only

Further Reading
https://prinya.org

https://www.cdicconference.com

https://www.acisonline.net

https://www.cybertron.co.th
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Thank You

"Security Intelligence”

» Security N
V Standards Council

CR=5ST.

|| ACIS Professional Center Co., Ltd.




» Security Intelligence

Thailand Information Security Association (TISA)
www.TISA.or.th

Cyber Defense Initiative Conference
www.cdicconference.com

ACIS Professional Center Co., Ltd.
www.acisonline.net

www.youtube.com/thehackertv

www.youtube.com/thecyberg11

Prinya.ho@acisonline.net

www.twitter.com/prinyaACIS (@prinyaacis)

www.facebook.com/acisonline
www.facebook.com/prinyah

Facebook search : prinya hom-anek

. 140/1 Kian Gwan Building 2, 18™ Floor, Wireless Road, Lumpini,
‘ ACIS Professional Center CO., Ltd. Pathumwan, Bangkok 10330, Thailand

Tel: +66 2 253 4736, Fax: +66 2 253 4737 www.acisonline.net



