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Upgrading technology but downgrading humanity

IT-GRC: Cybersecurity Management 4



Human Vulnerabilities vs. Human Capabilities
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Knowns vs. Unknowns
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Cyberspace as a FIFTH DOMAIN
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ประเทศไทย..ก ำลังเผชิญภัยคุกคำมทำงไซเบอร์
ไทยทำนิค
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ควำมท้ำทำยที่เรำมองเห็น

ควำมท้ำทำยยิ่งใหญ่ที่มองไม่เห็น
และเราก าลังเผชิญอยู่อย่างไม่รู้ตัว

ไทยทำนิค
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IT Trend and challenging to business
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The Four IT Mega Trends : S-M-C-I Era
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S-M-C-I : Risk or Opportunity? 
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Disruptive Technologies for Value Economy

The Nexus of Disruptive Forces

S M

I C

Top Five Disruptive Technologies

Source: ACIS Research
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Disruptive Technologies for Value Economy

Cybersecurity, Cyber Resilience and Data Privacy
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(Internet 
of Things)
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Source :  McKinsey  & Company
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Word Economic Forum | Global Risks Report
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Global Risks Landscape
How do the respondents perceive the impact   and likelihood      of global risks?

Likelihood

Impact

Source: WEF_The Global Risks Report 2021 16th Edition
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Global Risks Landscape

Source: WEF_The Global Risks Report 2021 16th Edition
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Covid-19
Remote working and Changes in the cyber threat landscape

BIS Bulletin No 37: Covid-19 and cyber risk in the financial sector
https://www.bis.org/publ/bisbull37.pdf

Mass migration to 
WFH can make 
financial institutions’ 
staff more 
vulnerable
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Covid-19
Remote working and Changes in the cyber threat landscape

BIS Bulletin No 37: Covid-19 and cyber risk in the financial sector
https://www.bis.org/publ/bisbull37.pdf

Policies to reduce risks 
to financial stability

Policymakers and 
businesses are actively 
working together to 
mitigate cyber risks and 
their systemic 
implications
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The data breach lifecycle took a week longer
In 2021 it took an average of 212 days to identify a breach and an average 75 days to 
contain a breach, for a total lifecycle of 287 days. 

IBM Security: Cost of Data Breach 2021 Report



 Security Intelligence

All rights reserved.IT-GRC, Cybersecurity, Privacy and Regulatory Compliance©



 Security Intelligence

All rights reserved.IT-GRC, Cybersecurity, Privacy and Regulatory Compliance©



©  All Rights ReservedACIS 

 Security Intelligence

Personalized Marketing vs. Customer Privacy



Mark Zuckerberg @ Facebook HQ
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Credit https://news.minitex.umn.edu/news/2020-07/one-second-poll-results-privacy-vs-personalization

https://news.minitex.umn.edu/news/2020-07/one-second-poll-results-privacy-vs-personalization
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Pre-Internet Marketing vs. Digital Marketing

Credit : https://www.medium.com
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ACIS Professional Center / Cybertron

Top Ten Cybersecurity 

& Privacy Threats & Trends 2020-2022 

Prinya Hom-anek, CISSP
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1. Cyber Fraud with a Deepfake
(Cyber Fraud with the Deepfake and the Dark side of AI)

Top Ten Cybersecurity and Privacy Trends 2020

Source: ACIS / Cybertron Research LAB

2. Beyond Fake News
(It’s a Real News based-on a True Story that intentionally attack someone/some organization)

3. Cyber Sovereignty and National Security Issues in the Long Run
(That include rising in state sponsor attacks; Data Sovereignty: What’s Next for Data Privacy)

4. ‘Cyberattack and Data Breach’ : A New Normal in Cybersecurity
(Cybersecurity Mindset of Top Managements need to be changed) 

5. Tighten in Cybersecurity and Data Protection Regulatory Compliance
(Focus on Cyber Resilience, Data Governance, Data Sovereignty when Value Preservation is crucial topic) 

Consulting and Training Services
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6. “Data Breaches” as Top Concerns for Business
(Zero Day Exploitation, Cloud Misconfigurations including Human Errors/Digital Footprint in the Clouds)

Top Ten Cybersecurity and Privacy Trends 2020

Source: ACIS / Cybertron Research LAB

7. Orchestration & Automation Boosting Security Staff Effectiveness
(From MSSP to MDR, Using AI and Automation to improve IR Capability)

8. Increasing on Impact of State-Sponsored Cyberattacks
(Cyberattack on Critical Infrastructure for example Energy Grids are at risk)

9. The Cybersecurity Skills Gap Crisis
(More CISOs Earning a Seat at the Table)

10. 5G Networks require New Approaches to Cybersecurity
(EU Report Highlights Cybersecurity Risks in 5G Networks: Securing the Transition to 5G)

Consulting and Training Services
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Cybersecurity Awareness for Board

Source: ACIS-Cybertron Research LAB
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(Unlocking the Privacy Paradox, Upgrading Technology but Downgrading Humanity)

(From “Fake News” to “Infodemic” and “Disinfodemic”, Fact-Checking in a Superficiality Society)

(If it’s free online, you are the product, not the customer. The implications of filter bubbles in social media and the impact on the society)

(Back to the basic, Start from Data/Information Management) 

Top Ten Cybersecurity and Privacy Trends 2021

(Security by design as with privacy by design, From Digital Transformation to AI transformation)
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Top Ten Cybersecurity and Privacy Trends 2021

Source: ACIS-Cybertron Research LAB

(Clouds Are Secure: Are You Using Them Securely?: IaaS, PaaS, SaaS, Cloud-as-a-Service, XaaS)

(CIO’s worst nightmare, It’s time to do “Cybersecurity Awareness Training and Cyber Drill for non-IT)

(Social Media as an Attack Vectors for Cyber Threats/ Data Privacy Implosion)

(Weaponized AI  Propaganda Machine, When ML meets Privacy and How To Combat The Dark Side Of AI)

(Mandatory Cyber Insurance backed to improve Cyber Incident Response)
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Cybersecurity Awareness for Board
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Cybersecurity Awareness for Board
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Top Ten Cybersecurity & Privacy Threats and Trends 2022
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Top Ten Cybersecurity & Privacy Threats and Trends 2022

Source: ACIS-Cybertron Research LAB
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UPCOMING TRENDS OF CYBER ATTACK
“TRIPLE EXTORTION RANSOMWARE”

Credit : https://sensorstechforum.com/
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The Return of Ransomware and their TRIPLE attacks
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The Return of Ransomware and their TRIPLE attacks
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THAI ICT LAWs
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PDPA Step by Step
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GET Compliance
- Raise Awareness
- Discover Data & Create Activities Inventory
- Define PII & SPII
- Clarify Lawfulness of processing
- Conduct Risk Assessment & Gap Assessment
- Develop Procedure & Form & Template 
- Review and Revise Contract & Consent
- Assign DPO (Insource or Outsource)
- Provide IT system for E-Consent / Consent 
Management / Cookie Scanning

GET Secure (IT Solution)
- Conduct Vulnerability Assessment & Penetration 
Testing & Cyber Attack Simulation
- Review Firewall Rule & Configuration
- Develop IT Security Baseline
- Implement cybersecurity solutions, such as DLP, 
Database Firewall, WAF, PAM, FIM, APT, EDR etc.
- Create Incident Response Plan (IRP)
- Develop the process or guideline to get security 
by design and default
- Develop the process or guideline to get privacy 
by design and default
- Develop Privacy Impact Assessment Process
- Provide the discovery tool and data erasure tool 
for deleting over aging personal data

Stay Secure & Compliance
- Conduct PDPA Audit / IT Audit Annually
- Apply or Implement ISO/IEC 27001, 
ISO/IEC 27701 /  Other Privacy Guideline
- Conduct Vulnerability Assessment & 
Penetration Testing Annually or Regularly
- Exercise Personal Data Breach Process & 
IRP
- Manage Security Service & Privacy Breach 
Monitoring
- Transfer Cyber Risks with Cyber Insurance
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• Cyber Risk Management | is enterprise-wide risk & need to align with business needs

• Cybersecurity Culture | is the most effective organization vaccine to create cyber immunity 

• Phishing / Ransomware / Email Compromise / DDoS | Always prepare and ready for WHEN

• Enterprise Data Leaks, Cloud Breaches & Supply Chain Attacks | are the Next Normal

• Regulation Compliance (Cybersecurity Act & GDPR/PDPA Compliance) |  may cause the 
money but also help to create cyber resilience & reduce cyber risks

57

Cyber Resilience Leadership: Herd Immunity
By BOT, SEC and OIC
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Further Reading

https://prinya.org
https://www.cdicconference.com

https://www.acisonline.net

https://www.cybertron.co.th
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https://prinya.org/
https://www.cdicconference.com/
https://www.acisonline.net/
https://www.cybertron.co.th/
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ACIS Professional Center Co., Ltd.
YOUR SATISFACTION IS OUR PRIDE

140/1 Kian Gwan Building 2, 18th Floor, Wireless Road, Lumpini, Pathumwan, Bangkok 10330, Thailand

Tel: +66 2 253 4736,  Fax: +66 2 253 4737  www.acisonline.net 

Thank You
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www.acisonline.net

ACIS Professional Center Co., Ltd.

Prinya.ho@acisonline.net

www.facebook.com/acisonline

www.twitter.com/prinyaACIS

www.facebook.com/prinyah

(@prinyaacis) 

www.youtube.com/thehackertv

www.youtube.com/thecyber911

www.TISA.or.th

Thailand Information Security Association (TISA)

www.cdicconference.com

Cyber Defense Initiative Conference
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