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Cyber security team

Analysis and Response
• Incident Response
• Forensics
• Malware Analysis

Active Defense 
• Penetration testing
• Threat Intelligence
• Exploitation Analysis

Security Infrastructure
• Endpoint Protect
• Network Detection
• Vulnerability Management

Cyber Operations Center



• Cyber Risk Management
• Policy/Procedure/Standards

• Compliance with Federal and Industry Regulation
• Information Security Officer Liaisons

Education and Public Awareness 
• Develops Defend.ND.gov
• Outreach to classrooms and business communities
• Works with EduTech to support K-20W initiative

• Builds a community and culture around cybersecurity in North Dakota

Governance, Risk and Compliance 



North Dakota Threat Environment



THREATS AND CONCERNS: RANSOMWARE 
IN SUPPLY CHAIN

Ransomware has been an ongoing threat 
in supply chain
• Energy
• Agriculture



THREATS AND CONCERNS: RANSOMWARE



Ransomware / Extortion Attacks

• The global threat of ransomware
• Since 2016, over 4,000 ransomware attacks have happened daily in the U.S. 

(Justice Dept)
• 37% of respondents’ organizations were affected by ransomware attacks in 

the last year (Sophos, 2021)
• In 2021, the largest ransomware payout was made by an insurance 

company at $40M, setting a world record (Business Insider, 2021)



Ransomware / Extortion Attacks

• SLTT/Government
• In 2020, 33% of attacks on governmental bodies were ransomware (Security 

Intelligence, 2020)
• A ransomware attack against a Southern city in 2020 cost over $7M 

(MSSPAlert, 2020)
• A ransomware attack struck an East coast city in 2019 and caused a loss of 

over $18M (Baltimore Sun, 2019)
• In 2019, attacks against municipalities increased 60% from the year before 

(Kaspersky Labs, 2019)



Ransomware / Extortion Attacks

• Things will likely get worse.
• Driven by organized crime
• Well-developed monetary ecosystem around these attacks
• Every successful attack gives ransomware groups bigger 

budgets
• Bigger budgets means more of an ability to develop or buy 

better exploits and tools

https://doublepulsar.com/the-hard-truth-about-ransomware-we-arent-prepared-it-s-a-battle-with-new-rules-and-it-hasn-t-a93ad3030a54

https://doublepulsar.com/the-hard-truth-about-ransomware-we-arent-prepared-it-s-a-battle-with-new-rules-and-it-hasn-t-a93ad3030a54


Local Governments 
are Targeted. Why?
• Sheer number of American local 

governments – Over 90k units 
• 39k “General Purpose” Governments
• 3K County Governments 
• 19K Municipal Governments
• 16k Town or Township Governments

• Local governments store considerable 
amounts of sensitive information

• Personally identifiable information (PII)
• Contractual, billing and financial information
• Data can be sold or held for ransom



Local Governments 
are Targeted. Why?

• Cybercriminals are very good at what 
they do

• “Hacking” tools are becoming more 
effective and lower in cost

• Poorly defended systems are even easier to 
breach

• Local governments operate under 
financial constraints that limit ability to 
implement:

• Technology
• Policies
• Practices 

https://icma.org/articles/pm-magazine/look-local-government-cybersecurity-2020



38%
State and Local 

Government 
Employees Trained 

on Ransomware 
Prevention

IBM Survey: https://newsroom.ibm.com/2020-02-27-IBM-Survey-Only-38-of-State-and-Local-Government-Employees-Trained-on-Ransomware-Prevention



Best Practices 



Employee 
Security 
Awareness 
Training

State of North Dakota Standard: 
• Provide Information Security Awareness overview on the first 

day of employment

• Complete Security Awareness Training within three days of 
receiving computer access

• Complete annual refresher training
• Complete ongoing, brief training quarterly 

• Disable system access if annual and quarterly training is not 
completed within 60 days 



Passwords –
Long and Strong

• 12 to 15 Characters long
• Upper, lowercase, numbers and 

special characters 
• 15 characters and all 4 complexity 

requirements = 12-month life
• A weak 12-character password can 

be cracked in 25 seconds
• A strong 15-character Password? 

More than a Billion Years!





.gov Domain
.gov is Secure
.gov is Trusted

.gov is Authoritative 



Cybersecurity Incident 
Reporting/Plan

• Who you going to call? 
• Create a cybersecurity 

awareness culture
• Cybersecurity is everyone’s 

business
• Encourage reporting – no 

shame or consequences
• Include Cybersecurity in COOP plan
• Exercise your Plan



Cybersecurity Incident Reporting

https://www.ndit.nd.gov/support/report-security-incident



IIJA Grant Funding



STATE AND LOCAL CYBERSECURITY GRANT PROGRAM 

21

Federal Cost 
Share

• FY22: 90%
• FY23: 80%
• FY24: 70%
• FY25: 60%

Appropriated
Funding

• FY22: $200M
• FY23: $400M
• FY24: $300M
• FY25: $100M

 Infrastructure Investment and Jobs Act 
(IIJA) amended Homeland Security Act 
of 2022 and appropriated $1B over 4 
years
 Funds appropriated to FEMA; CISA 

identified as subject matter expert
 Baseline allocation plus population-

based allocation formula
 80% passthrough to local entities
 25% of total state allocation must go to 

rural communities 
 Increasing SLTT cost share over time

 Eligible entities–States, territories,
and tribes, with subawards made to 
local entities 

 Multi-entity grants can be made to groups of 
eligible entities
 Defined uses of funds

 Develop and revise Cybersecurity Plan
 Implement Cybersecurity Plan (including individual 

projects)
 Grant administration (5%)
 Address imminent cybersecurity threats, as confirmed 

by the Secretary, acting through the Director of CISA 
 Fund any other appropriate activity determined by the 

Secretary, acting through the Director of CISA



 16 cyber-specific elements, including list of projects for SLCGP funding
 Description of SLTT roles in overarching plan
 Assessment of capabilities (16 elements)
 Resources and timeline for implementing plan
 Metrics 

STATE AND LOCAL CYBERSECURITY GRANT PROGRAM 
REQUIREMENTS
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PLANNING 

COMMITTEE

All eligible entities 
must establish a 
planning committee 

Roles
 Develop, implement, and 

revise Cybersecurity Plans
 Approve Cybersecurity 

Plans
 Assist with determination 

of effective funding 
priorities (i.e., individual 
projects)

Required membership
 Eligible entity
 Local/counties (if eligible entity is a state)
 Representatives from varying densities
 Public education
 Public health
 50% of members must have professional experience 

relating to cybersecurity or information technology

CYBERSECURITY

PLAN

Mandates Cybersecurity 
Plan submission, approved 
by planning committee and 
state Chief Information 
Officer (CIO)



STRATEGIC APPROACH LEVERAGES FEEDBACK LOOPS

Inputs
Statutory

Requirements

E.O. 14028

SLTT 
Engagements

GOAL & OBJECTIVES, 
BEST PRACTICES, 

POLICY GUIDANCE, &
EVALUATION PLANNING

ANNUAL NOTICE OF 
FUNDING            

OPPORTUNITY

PLANNING 

COMMITTEE

CYBERSECURITY

PLAN
REVIEW PLAN &

PRIORITY

INVESTMENTS

TRACK & REPORT

RESULTS, & EVALUATION

IMPLEMENT PLAN 

& PROJECTS 

CISA & FEMA Grant Program Management SLTT Grant Applicants
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 Recipients may be required to include adoption of specific 
cybersecurity best practices in their Cybersecurity Plans
 Individual projects support implementation over time, as appropriate:
 Implement multi-factor authentication.
 Implement enhanced logging.
 Data encryption for data at rest and in transit.
 End use of unsupported/end of life software and hardware that are accessible from the 

Internet.
 Prohibit use of known/fixed/default passwords and credentials.
 Ensure the ability to reconstitute systems (backups).
 Migration to the .gov internet domain. 

CYBERSECURITY BEST PRACTICES 
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2.7M

2022 North Dakota Share 

IBM Survey: https://newsroom.ibm.com/2020-02-27-IBM-Survey-Only-38-of-State-and-Local-Government-Employees-Trained-on-Ransomware-Prevention



NDIT SERVICES





CYBER MATURITY ASSESSMENT

Cyber Maturity Assessment
 NDIT in cooperation with political subdivisions, is conducting a Cybersecurity Maturity 

Assessment (CMA) that will be used to gain insight into each political sub-division’s 
capabilities to detect, prevent and respond to cyber-attacks.

 The NDIT Security Team has sent out electronic surveys in July. These Assessments are not an 
audit and are meant to establish a baseline for each agency that, evaluated collectively, will help 
us create a strategy to address gaps or vulnerabilities, ultimately helping elevate our 
cybersecurity posture statewide. 

 CMA data will be used to identify key areas of need which will help determine how the IIJA grant 
funds will be used. 





• Advanced Endpoint Protection (AEP) 
Antimalware software
• Proactively protects devices from 
malware and malicious activity
• Team NDIT actively monitors systems 
• System access at the local level
• Available for Windows, macOS, and 
Chromebooks
• Submit a ticket to the NDIT Service Desk 
• Available at no cost to gov’t entities 



• Scans, identifies all software, 
including 3rd party, on each device 
• Reports vulnerabilities and 
recommends actions for remediation
• Dashboards to easily see most 
critical vulnerabilities
• Clients available for Windows and 
macOS devices
• Submit a ticket to the NDIT Service 
Desk 

• Available at no cost to gov’t entities 





Mean Time to Response

Detection and Notification During a Major Statewide Incident

No 
Visibility

Cortex XDR & 
Tenable

StageNet
Only 

15 Minutes to 3 Hours

24 to 72 Hours

5+ days to Never Detected



• Dark Web Monitoring for sites that 
have been breached
• Notification of Leaked      
Credentials for your Domain
• Submit a ticket to the NDIT Service 
Desk 
• Available at no cost to gov’t 
entities 



• End-User Cybersecurity Training
• Simulated Phishing Attacks
• Phishing Report Button for 

Outlook
• Submit a ticket to the NDIT 

Service Desk 
• Available at no cost to gov’t 

entities 



Security Awareness Education

• 90% plus of all data breaches begins with a phishing campaign

• Phishing Campaigns
• Crucial Education
• Real world examples of today’s phishing threats
• Phish Alert Button

• Security Training Campaigns
• New Hire 45 Mins with Quiz
• Annual training 15 – 30 Mins in length with Quiz
• Microburst quarterly education courses are roughly 5 minutes in length
• KnowBe4 training portal
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