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Need for Database System
Security Education

* “The value is in the data...” — 3V Poster

* Attacks have changed fiom glery-seeKking
o attempted linancial gain

« Security eurriculun Is relatively gt in
database systems; anea
= [FOCUS currently en protecting/ iniormation

through network configuration, Systems
administration, application Security




Goals

* Understand security Issues in a general
database systemrenvironment, with
examples from speciiic datalbase
management systems (DBENMSS)

« Considerdatabase security ISSUes in
context off general security: principles and
ideas

« Examine Issues; relating e ot datanase
siorage anal datanasersystem
commuRIcCateRIWItR oIERFapPlICAlGHS




Main Miessage

« Database systen security Is more than
Securing the datalbase; e achieve a
secure database sysiem, wWe neeaa:

s Secure database

s Secure DBMS

= Secure applications,/ application develeopment

= SEcure operating systen in relation te
database system

= Secure web server in relation terdatapbase
System

= Secue network environmentin réelation te
database system
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Access
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Configuration - (Connection
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diagram fiom .NEJF Eramewornk SEcurity. article; Vieieret al:




Secure Databases

« Database — a domain=specific; collection
of-data; e.g. UWEC student database

* Historical datalase secunty. irameweork
= . Separate set of Usernames, passwords

= Database administiater assigns prvileges
for each user




Secure Databases (2)

« Security Issues

=~ Default users/passwords, especially i have
higher-level privileges
* Oracle: sys, system accounts — privileged
(Oracle &1 and prier = with' default passwords)

* Oracle: scott account = wellEknown accountand
password, palt o public greup
= €.g. public canraccess all’ users tahle
« General password policies (lengih, denain;
changing, protection)




Secure Databases (5)

* VMlanaging:Privileges
= Privilege types
« System - actions
* Object — data
= Problem: IV (users) x N (privileges) possible
combinations

= Solution Rolesi (a security pattern)
« Collections; oi (usually system) privileges

= Vianage with Grant/ Reveke, higherlevel ieols

« Givingl (O remeving ) prvilegest or reles tel(|iem)
USErS




Secure Databases (4)

* Encryption-of Data

».Sensitive data should be encrypted within
database

= Vost DBVISS now have utilities, for this

= Examine cost of this process
* May slow acecess; time, USe reseulices
« May interiere with systemiadministratoen

= Don't forget abouit datarence out o the datahase

« Needl to decrhypl ier usens

« Ensure dataiist still pretected When DBrsendsiit tera
client ferf usage, or When Glient'sends ter Db




Secure Databases (9)

« Other Database Issues — Inference Attack

» Statistical Database — database usedlfor
statistical purpeses, usually: ©OnlinerAnalytical
Proeessing (OLLAP) as in data warehouse
sitituations

« Generally allows only  agaregate IuRcleR qUuERES
(may: be limited to SUNM; COUNIE AVERAGE) 6na
group) ol rews

« Viayrnot allow: queriesoniindividual rews

= Problem: it may:stilifioe pessibie tenier
Individuall datarvalues firom such a datanase




Secure Databases (6)

= Inférence-Attack-Example:

« Base query:find count,ofi all UMWEEC students

« Example SQL:
« SELECT Count(*) FROM StudentDB;

* returns single numier;, ~110,000

« doesn't expose any individualiiniermation; UL we
cam do mere...




Secure Databases (1)

= INnférence-Attack-Example (2):
* Eind count of UWEC students that:

=« Have alocal address in Eau Claire
= Have a.GPA ofibetween 3.1 and 3.2
= Are majerng|in computer Science

« SELECT Count(™) FROM StudentDBIWHERIE
condd1 AND cond2 AND cond3 AND! ...

« Getting count down terfewer and fewer students
as we add filter conditions

« [l count gets down te 15, youl knew anindividual
exISts Wit those! ChalaClenstics




Secure Databases (6)

= VIay even:be able to gain private information
* Find.average: hourly pay: rate fer UWEC students
that'have the above characteristics
= Inference Attack Prevention llechniques:

« Return an appreximate number ol iows: (€:d.
between Aand B)

« [Limit the number: oifilternglconditions en a  queny,

« Return ranges;ior values, especiallyiiorsensitive
fields (e.g. salany falls hetween X anad: Y

= Difficulitor balanece functionality/and security.
With sueh data




Secure Databases (9)

« Other Database Issues - Correlation Attack

. Data.in database may. be anenynmous

= However, it may be aple tobe correlated with
another set of data whichiis not anenymoeus

* Anenymity: can thusibe removed

= Example: Statistical analysis ofi public but
anonymized Netilix data set'using Internet
Viovie Database (Inmdb.com) daia

« By comparing rankings: anditimestampstinem INEtinx
data, authersiidentiiied arsubset eindividuals
threugh' cerrelated datatiremiivibis




Secure Databases (10)

* More Information on. this attack

- [Discussion of problemiin
general,, thisranalysis, other similar efiierts

- Paper on the onginal analysis




Secure DBMS

« Database Management System (DBMS) — the domain-
iIndependent set of software Used 1o manage and access
your database(s)

« Many Possible Heles inf BBV S soltware
. (50 listed)
= Majority ofi problems, - buffer everifiow: problems in (Iegacy) BBIVIS

code

« Miscellaneous attacks: (Denial off Senvice, seurce code disclesure
ofi stered procedures and JSPs, Gtihers)

« DBMS is netaniisiand

=« Oracle example - UTL FILE package in PLL/SQL (Oracle’s
procedural language oni tep o SQL)

« allewsiread/write access teriles inrdirecteny/ies speciiedin
utl_file_ dir parameter ininitera

* possible aceess threughsymboliclinks




Secure DBVS (2)

* Need for-continual pateching oif DBIMS

» ENncourage awareness ofi Issues, continuous
vigilance as a database administrator;

= Cost of net patehing
« SQL Slammer Worm - ~100,000i systems, afiected

= Even theugh' patehrhad been availablerior 6:montias




Secure DBMS

US-CERT Technical Cyber Security Alert TA06-200A -- Oracle Products Contain
Multiple Vulnerabilities

CERT Advisory [cert-advisory@cert.org]

To: cert-advisory@cert.org

« US-CERT

Hash: SHAl

National Cyber Alert System

] '
a d VI S O rI ‘ ’S Technical Cyber Security Alert TAOD6-2Z004

Oracle Products Contain Multiple WVulnerabilities

] »
Original release date: July 19, 2006
. Last revised: —-—

Source: US-CERT

software

OraclelDyg Database

Oraclefi Database

Oracle8i Database

Oracle Enterprise Manager 10g Grid Control
W t more information regarding affected product versions, please see
Oracle Critical Patch Update - July 2006.
n
II ICIUdeS Overview

Oracle Application Serwver 10g
Oracle Collaboration Suite 10g
Oracle E-Business Suite Release 11i
Oracle E-Business Suite Release 11.0
Oracle Pharmaceutical Applications
JD Edwards EnterpriseOne, OnelWorld Tools
Oracle products and components are affected by multiple
wvulnerabilities. The impacts of these wvulnerabilities include remote
ra‘ e execution of arbitrary code, information disclosure, and denial of

Oracle PeopleSoft Enterprise Portal Solutions

EE N A T R

Oraclefi Collaboration Suite
service.

Description

Oracle has released Critical Patch Update - July 2006. This update

- S P fe N S memmia A Y = - -




Secure Application
Development

* Access to Oracle Database or
Environment: Threugh Applications

** Need' to.consider security off applications

using database as wellfas; security: oi daia
In.database Itseli

« Example: SQL Injection Attack




SQL Injection

« SQL Injection

= Definition = inserting malicious SQL code throughan
application| Interiace
« Often through web application, but pessible withrany
Interface
= lypical scenario
* Three-tier application (webrinterfiace; application;, database)

* Overalll application tracks: ewn Usermnames amnd passwordsiin
datalbase (advantage: can manage Users in real time)

« \Web interfiace accepts Uusername and passwoerd, Passes
these to application layer as parametess




SQL Injection (2)

« Example: Application Java code (receiving
username and password fromi client) contains
SQL statement:

« String query = "SELECT = ERONM users, table™ +
SWHERE username = - + = = £ Usemame = =+
L ANID password =5 ASSIWENE
« Expected Result: “SELECHF - EFRONIIUsers ialle
WiHERE USermame =" Waagnenpj
ANDB passworad = paulpass;;

« Note: String values must be single quotedinS@LL"se
application prevides these belore and aitelreach
pPassed stingelparameler




SQL Injection (3)

= Application IS expecting one Username/password
pair row: to be returned I SUCCESS, NG FEWS! i
failure

« Common variant to simplify: the albeve check:
« SELECT-COUNT(*) FRON users._table
WIHERE USEmame = SemEeUSER
AND password =" SOmEPESS:;




SQL Injection (4)

« Attacker enters:
« any-username (valid or invalid)
« password of: Aa® OR" " ="

= Query becomes: SELECT = FROM users  table
WIHERE username = anyname ANDreasswore

='‘Aa"OR""=""%
= Note: WHERE clause => 72 and F or I == F or i
—>
« ANID has higher precedence thani @R
= All User/pass rows returned terapplication

= [IFapplication checkingl e 0 Vs, more than 0
[OWS, attackeris in




SQL Injection Testing Application

SQL Injection Testing Application

) Prepared Statement

wagnerp] paulpass
® Regular Statement wickmr mikepass

stevende danpass
|| MetaCharacter Filtering morriscm mikepass

motrisjp jolinepass
tanjs jackpass

Username: emstdj danpass

wagnerp)

Password:

Authenticate User




SQL Injection - Prevention

« WWhat's-the problem here?

« Not-checking and controllingl Inpuit properly.
* Specifically, not controlling stinginpu

= Note: there are a variety of ways SQL
Injection can happen

* Regular inclusion off SQLL metacharaciers through
= Variable interpolation
= Siring concatenation withivarialkles,and/er constants
= String format functions like sprnti()
= Siring templating withrvariable replacement

* Hex or Unicode encoded metacharaciers




SQL Injection Prevention:(2)

« How torresolve this?

s First Possible Solution: Check Content

* Client code checks to ensure certain content rules
are met

* SeErver code checks content as well (Wihy2)
« Specifically’— don't allew apostrephesiterbe passed

* Problem: there are other characiers that Canrcalse
problems; e.g.
n - /- SQL comment: characier
. /- SQL command separator:
= % /- SQIL LIKE subelause wildcardl character

« \Which characters, de you lilter (blacklist)/ keep
(Whitelist)?
» Questiong isiit better ter blacklist or whitelist?




SQL Injection — Variant 1

« Any:username, passwerd: o 1=1--

» Note: ---comments out rest of line, Including
terminating single guote in application

* Query becomes: SELECT = FRON
users, table WIHERE Usermame = anyhame:
AND password = " " OR 1=1--5

* Note: OR 1=4" can e appendeadte any
AUMErC Inpul and fercerevaltation terte

= Numeric SQL injection Vs, String SQILEInjection




SQL Injection — Variant 2

« Any-username, password: feo ;DELETE FRON
users_table WHERE username LIKE %

« Query becomes: SELECT * EROM users: table
WHERE usermame' = anyname ANIDIpasswWoieai=

Too ;-DELETE FRON users; table WIHERE
username LIKESY6

* Note: system executes two statemenis

« SELECT * FROWM users, table WHERE Username =
anyname’ ANID passwoernd =Sieoe; // retirns Reting
« DELETE FROM users, table WIHERE Username CIKE Y6

' Dependingloniievel el privilegerior executing Users, Werniay have
trouble here...




SQL Injection — Variant 3

« ODBC-(open-database connectivity, between
any-danguage and any. DBEIVIS) alleweashell
Injection Uusing |° character

= |shell(“cmd /e echo * & chan(124) & lormat c: )|

« Similar issue has'existed withtVS SQ@IE Servern
Extended Stored Procedures




SQL Injection — Variant 4

« Seecond-Order SQL Injection

« User creates account with User = root:--
“’Application escapes; anadl INSErts; as oot =

= User resets passwordl Usingl script/application

* Query fetches username: from datalase: te; Veriiy;
account existsiwithrcornrect old password; then
executes:

« UPDATE users,_table SET PASSWORID="pass:
WHERE Usermame = root--
= NOTE: above scenario:allows User to reset the
password oni the real roet account




SQL Injection — Variant 5

« PL/SQL Cursor Injection

« Structure

« PL/SQL Is procedurall language in Oracle built on
top of SQL

= Functions and' procedures; can be defined which
Set up cursoerss that allew execution of dynamically=
defined SQL statements

« Injection techniguesican be Used with these
structures as well




SQL Injection — Variant 6

« Assume web_page that gets press releases from did

« Generates:

«. SELECT title, description, releasebate, boady
FROM pressReleases WHERE 1d =5

« What It send:

= http://www.company.com/pressiRelease. [spiad=5 ANIDI A=
= Ifi get pressirelease 5 back, there isia vulneraility

« Now'can send:

= Nttp://Www.company.com/pressiRelease.|sp21d=5/ANID
user_name() = dbe!

« IFget p.r. 5, know: that' yeu e runningras USerdihe

fiom IHR'white paperon Blind SQIE
Injection




SQL Injection = Interlude

* Viany possible variations;of SQL Injection
« Many. potential metacharacters tofilter
= Dependent on:DBIVIS varety
« Viaype filtering Input by blacklisting
metacharacters: ISnt the; VESt approach...

« WWhat 1sithe core probleEmnere?

= [How ISt SQL Injection similar tera buiier
OVETrTIow:?




SQL Injection — Prevention (5)

« -Review

» Regular Statements
« SQL query.(a string) is generated entirely: at run-tine
« Custom procedure andidata are compiled and run

« Compilations allows; combination of precedure;and
data, allowing preblems with' SQL metacharacters

String sglQuery = null;

Statement stmt = null;

sglQuery = “select * frem| usersiwhere = +
“username = " + ** + fe.getUsername() + = + “and * +
“Upassworai="+

+ie.getPasswornd() +
stmt = conn.createStatement();
rset = stmt.execute Quenry(sglQueny);




SQL Injection — Prevention(4)

« Better Solution

« Prepared Statements (Parameterized QUEeries)
« SQL queny:is precompiled with: placeholders

* Data is added in at run-time, converted te coriect type for the
given fields

String s@lQuery = null;
PreparedStatement pStmt = null;

sglQuery = “select * from Users Where Usernamer= 2 and
Upassword = 7+

pStmt = conn.prepareStatement(sgl@Queny);

pStmt.setString(1), fe.getUsernamel));

pStmt.setString(2, fe.getPassword());

iset = pStmi.execute Query();




SQL Injection — Prevention (%)

* |sstues-with-PreparedStatements

= Cannoet use them in all situations

« Generally-limited to replacing field values:in
SELECT, INSERT, UPDATE, DELETE statements

= E.g. our use for username field’ value, passwerd jield
value
« Example: Iif alse asking| User fier infermatien that
determines choice: off tablername, cannot USera
prepared statement




SQL Injection Prevention (6)

* AdditionalrPrecautions

« Do not aceess the database asi a privilegedl user;

« Attacker who gainsraccess through' user will have that' USer's
privileges

Limit database User te enly: What they: need terde

* e.d. reading/information frem database, no'insert/update/delete
Do noet allow: direct access o) datalkase irem the
nternet

* Require users to go throughi yeur (contrellied) applications
Do not embed dataknase account passwordsHnyou

code

* Encrypt and stere themiin airepoesiteny/ thatisireadiat application
startup

D6 not EXpPoSsE INIoHMatien IR ENCRIMESSAJES
* E.9. dornot display stack tiaces




Other Application Issues

« Be aware-of how infermation Is: transmitted
between client applications and datakbase

« Student Research Project at UWEC testeal 5
DBMSs and varieus clients: (Vvenaor and USser)

Viost common client applications: (VendorEsuppliedior
user-programmed) at least encrypt the connection
password

Some clients encrypt the cConnection User

Certain DBIVISS have varying' levelsi olrsecurity (e:g.
PostgreSQL)

One DBENVIS transmitsithe connectonipasswordiengti
(MS SQL Senver 2005 Express)




Other Application Issuesi(2)

« Beraware ofi how: application EXPOSES
INfermation

« ‘Example: Panel rating system displays each
reviewer s rating for each proposal

= but deesn't display individualiratings: fera given
propoesal unlessiyouive entered yeur rating

= default display:isiin recommended disScUSsIon; Grder;,
SO norinfermation disclosed




Other Application Issues; (5

« However, panel rating system also allows: you|te
sort data by any column, Including ratings
(average)

« .T'his allows you to see the approxinmate average
rating| by other reviewerss Beiore enterng your
rating

« Not a big|deal here, but peint s that applications

may. be able tobe Used in certaln Waysito
EXPOoSE Infermation




Secure Application
Development

« Application Secunty: in the Enterprise
Envirenment
« J2EE = JDBC, Serviets, JSPs, JNDI, EJBS, ...
= .NET—many compoenents

= INeed (o be aware ofi security ISSUes witiireach
component, INnteraction oif CompenERLs

« Use of Proxy Applications
= Assume network filterng most evil traiiic

= Application; can; control ine=graintisenavior;,
application: preiecoli SeCUiiy,




Secure Application
Development (2)

« Security Patterns:(from J2EE Design
Patterns Applied)

= Single-Access Point Pattern
* single point of entry inte system

« Example violation: enline course system

s Check Point Pattern

* centralized enforcement e atthenticationrand
authoerization

= Role Pattern
* disassociation olrusernsiand prvileges




Secure Operating System

« DBMS: interacts, with-operating| system
File manipulation
Can often run shell commands from DEMS

DBMS procedural languages oifiten have
packages that interact airectiy: with: ©S

Installation off DBIVIS usesiiile system
DBMS uUses OS resources




Secure Operating System (2)

* |nteraction of*Oracle and ©S

= Windows
* Secure administrative acecounts
« Control registry access

* Need good account policies
« Others...




Secure Operating System (3)

= Einux/Unix

* Choose: different account names thani standard
suggestions

» Restrict use of the account that owns Oracle
seftware

« Secure temporary direciony
« Some Oracle files;are SUIDI(rooer)

« Command line' SQL*Plusiwithrusern/pass
parameters; appears Under ps outpu

* Others...




Secure Web Senver

" |nteraction: of Oracle and \Webr Server

* Apache now: provided within Oracle asi Iits
application; server, started by defauit

« Apache issues

= Standard configuration has seme potentialiprokiens
« See Oracle Security: Handbeok o mere discussion

=« Ensure secure communication fremrweb clients, o
Web senrver

= Use MaxClients te limit'pessible’connections
= Others...




Secure Web Server (cont.)

« |nternet Information Server (1IS) Issues

= {ntegration with other MS products (€.g.
Exchange Server)

= Many knewn vulnerabilities eVver past Versions
(patches available)




Secure Network

" |nteraction: of Oracle and.Network
« Oracle AdvancediSecurity (OAS) preduct

* Features; for:
s Authentication
= Integrity.
= Encryption — use off SSIL
« Oracle senver generally: behindfirewall
* Good to separate DB and welb servers
* Connections normally. initiatedionr port 15245 butthen
dynamically selecied
= OtherNetwork lssuesHliorCensider
* Passibility’ eif hijacking a sys/sysnmar Connection
« \/arious; sniiifing and spoeiing|ISSUEs




Miscellaneous Issues

* Newer Oracle Security’ Features
«.\irtual Private: Databases (VPDs)

= Oracle Label Security
« Auditing
=« Good policy: develop aicomprehensive
audit system ior database activity: tracking
* Datapase system: canaccomplish Wit liggerns

« Oniany {read | write 7, write'te audit]og table

« Can write 10/ ©S as wellfasiintordatalnase ion
additienal’ secunty; acceuntanpilityferallwoerking
Withrdatahases




Possible Exercise

« Overall SecUrity Examination of Datalkhase
System in. Networked Envirenment

= 1) Database: Set up, client(s), test, datalbase(s)or:
* Privileged access accounts
* Public access, throughi other knewn/discevered Usernames

= 2) DBVIS: Check o knewn vulReranilities

* Check overall system level, patchilevel

« Tlest for speciiic problems gathered from Wel seareh,
literature

= 3) Application;

« Test for SQL Injection, other application Weakinesses




Possible Exercise (2)

= Similar types:of tasks for OS, Web Senver,
Network compoenents

= | ask: develop report, iIncluding speciiics for all
areas




Conclusion

« Database systen security Is more than
Securing the datalbase; e achieve a
secure database sysiem, wWe neeaa:

s Secure database

s Secure DBMS

= Secure applications,/ application develeopment

= SEcure operating systen in relation te
database system

= Secure web server in relation terdatapbase
System

= Secue network environmentin réelation te
database system
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