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Need for Database SystemNeed for Database System

Security EducationSecurity Education

““The value is in the dataThe value is in the data…”…”  –– 3M Poster 3M Poster

Attacks have changed from glory-seekingAttacks have changed from glory-seeking

to attempted financial gainto attempted financial gain

Security curriculum is relatively light inSecurity curriculum is relatively light in

database systems areadatabase systems area

!! Focus currently on protecting informationFocus currently on protecting information

through network configuration, systemsthrough network configuration, systems

administration, application securityadministration, application security



GoalsGoals
Understand security issues in a generalUnderstand security issues in a general

database system environment, withdatabase system environment, with

examples from specific databaseexamples from specific database

management systems (DBMSs)management systems (DBMSs)

Consider database security issues inConsider database security issues in

context of general security principles andcontext of general security principles and

ideasideas

Examine issues relating to both databaseExamine issues relating to both database

storage and database systemstorage and database system

communication with other applicationscommunication with other applications



Main MessageMain Message

Database system security is more thanDatabase system security is more than
securing the database; to achieve asecuring the database; to achieve a
secure database system, we need a:secure database system, we need a:

!! Secure databaseSecure database

!! Secure DBMSSecure DBMS

!! Secure applications / application developmentSecure applications / application development

!! Secure operating system in relation toSecure operating system in relation to
database systemdatabase system

!! Secure web server in relation to databaseSecure web server in relation to database
systemsystem

!! Secure network environment in relation toSecure network environment in relation to
database systemdatabase system



diagram from .NET Framework Security article, Meier et. al.diagram from .NET Framework Security article, Meier et. al.



Secure DatabasesSecure Databases

Database Database –– a domain-specific collection a domain-specific collection
of data; e.g. UWEC student databaseof data; e.g. UWEC student database

Historical database security frameworkHistorical database security framework

!! Separate set of usernames, passwordsSeparate set of usernames, passwords

!! Database administrator assigns privilegesDatabase administrator assigns privileges
for each userfor each user



Secure Databases (2)Secure Databases (2)

Security issuesSecurity issues

!! Default users/passwords, especially if haveDefault users/passwords, especially if have
higher-level privilegeshigher-level privileges

Oracle: sys, system accounts Oracle: sys, system accounts –– privileged privileged
(Oracle 8i and prior - with default passwords)(Oracle 8i and prior - with default passwords)

Oracle: scott account Oracle: scott account –– well-known account and well-known account and
password, part of public grouppassword, part of public group
!! e.g. public can access all_users tablee.g. public can access all_users table

!! General password policies (length, domain,General password policies (length, domain,
changing, protection)changing, protection)



Secure Databases (3)Secure Databases (3)

Managing PrivilegesManaging Privileges

!! Privilege typesPrivilege types

System - actionsSystem - actions

Object Object –– data data

!! Problem: M (users) x N (privileges) possibleProblem: M (users) x N (privileges) possible

combinationscombinations

!! Solution: Roles (a security pattern)Solution: Roles (a security pattern)

Collections of (usually system) privilegesCollections of (usually system) privileges

!! Manage with Grant / Revoke, higher level toolsManage with Grant / Revoke, higher level tools

Giving (or removing ) privileges or roles to (from)Giving (or removing ) privileges or roles to (from)

usersusers



Secure Databases (4)Secure Databases (4)

Encryption of DataEncryption of Data

!! Sensitive data should be encrypted withinSensitive data should be encrypted within

databasedatabase

!! Most DBMSs now have utilities for thisMost DBMSs now have utilities for this

!! Examine cost of this processExamine cost of this process

May slow access time, use resourcesMay slow access time, use resources

May interfere with system administrationMay interfere with system administration

!! DonDon’’t forget about data once out of the databaset forget about data once out of the database

Need to decrypt for usersNeed to decrypt for users

Ensure data is still protected when DB sends it to aEnsure data is still protected when DB sends it to a

client for usage, or when client sends to DBclient for usage, or when client sends to DB



Secure Databases (5)Secure Databases (5)

 Other Database Issues  Other Database Issues –– Inference Attack Inference Attack

!! Statistical Database Statistical Database –– database used for database used for

statistical purposes, usually Online Analyticalstatistical purposes, usually Online Analytical

Processing (OLAP) as in data warehouseProcessing (OLAP) as in data warehouse

sitituationssitituations

Generally allows only aggregate function queriesGenerally allows only aggregate function queries

(may be limited to SUM, COUNT, AVERAGE) on a(may be limited to SUM, COUNT, AVERAGE) on a

group of rowsgroup of rows

 May not allow queries on individual rows May not allow queries on individual rows

!! Problem: it may still be possible to Problem: it may still be possible to inferinfer

individual data values from such a databaseindividual data values from such a database



Secure Databases (6)Secure Databases (6)

!! Inference Attack Example:Inference Attack Example:

 Base query: find count of all UWEC students Base query: find count of all UWEC students

 Example SQL: Example SQL:

!! SELECT Count(*) FROM StudentDB;SELECT Count(*) FROM StudentDB;

 returns single number, ~10,000 returns single number, ~10,000

 doesn doesn’’t expose any individual information, but wet expose any individual information, but we

can do morecan do more……



Secure Databases (7)Secure Databases (7)

!! Inference Attack Example (2):Inference Attack Example (2):

 Find count of UWEC students that: Find count of UWEC students that:

!! Have a local address in Eau ClaireHave a local address in Eau Claire

!! Have a GPA of between 3.1 and 3.2Have a GPA of between 3.1 and 3.2

!! Are majoring in computer scienceAre majoring in computer science

 SELECT Count(*) FROM StudentDB WHERE SELECT Count(*) FROM StudentDB WHERE

cond1 AND cond2 AND cond3 AND cond1 AND cond2 AND cond3 AND ……

 Getting count down to fewer and fewer students Getting count down to fewer and fewer students

as we add filter conditionsas we add filter conditions

If count gets down to 1, you know an individualIf count gets down to 1, you know an individual

exists with those characteristicsexists with those characteristics



Secure Databases (8)Secure Databases (8)

!! May even be able to gain private informationMay even be able to gain private information

Find average hourly pay rate for UWEC studentsFind average hourly pay rate for UWEC students

that have the above characteristicsthat have the above characteristics

!! Inference Attack Prevention Techniques:Inference Attack Prevention Techniques:

 Return an approximate number of rows (e.g. Return an approximate number of rows (e.g.

between A and B)between A and B)

 Limit the number of filtering conditions on a query Limit the number of filtering conditions on a query

 Return ranges for values, especially for sensitive Return ranges for values, especially for sensitive

fields (e.g. salary falls between X and Y)fields (e.g. salary falls between X and Y)

!! Difficult to balance functionality and securityDifficult to balance functionality and security

with such datawith such data



Secure Databases (9)Secure Databases (9)

Other Database Issues - Correlation AttackOther Database Issues - Correlation Attack

!! Data in database may be anonymousData in database may be anonymous

!! However, it may be able to be correlated withHowever, it may be able to be correlated with

another set of data which is not anonymousanother set of data which is not anonymous

 Anonymity can thus be removed Anonymity can thus be removed

!! Example: Statistical analysis of public butExample: Statistical analysis of public but

anonymized Netflix data set using Internetanonymized Netflix data set using Internet

Movie Database (imdb.com) dataMovie Database (imdb.com) data

By comparing rankings and timestamps from NetflixBy comparing rankings and timestamps from Netflix

data, authors identified a subset of individualsdata, authors identified a subset of individuals

through correlated data from IMDBthrough correlated data from IMDB



Secure Databases (10)Secure Databases (10)

More Information on this attackMore Information on this attack
http://www.schneier.com/blog/archives/2007/12/anohttp://www.schneier.com/blog/archives/2007/12/ano

nymity_and_t_2.htmlnymity_and_t_2.html  - Discussion of problem in  - Discussion of problem in

general, this analysis, other similar effortsgeneral, this analysis, other similar efforts

http://www.cs.utexas.edu/~shmat/shmat_netflix-http://www.cs.utexas.edu/~shmat/shmat_netflix-

prelim.pdfprelim.pdf - Paper on the original analysis - Paper on the original analysis



Secure DBMSSecure DBMS

Database Management System (DBMS) Database Management System (DBMS) –– the domain- the domain-
independent set of software used to manage and accessindependent set of software used to manage and access
your database(s)your database(s)

Many Possible Holes in DBMS softwareMany Possible Holes in DBMS software
!! http://technet.oracle.com/deploy/security/alerts.htmhttp://technet.oracle.com/deploy/security/alerts.htm  (50+ listed)  (50+ listed)

!! Majority of problems - buffer overflow problems in (legacy) DBMSMajority of problems - buffer overflow problems in (legacy) DBMS
codecode

!! Miscellaneous attacks (Denial of Service, source code disclosureMiscellaneous attacks (Denial of Service, source code disclosure
of stored procedures and JSPs, others)of stored procedures and JSPs, others)

DBMS is not an islandDBMS is not an island
!! Oracle example - UTL_FILE package in PL/SQL (OracleOracle example - UTL_FILE package in PL/SQL (Oracle’’ss

procedural language on top of SQL)procedural language on top of SQL)

allows read/write access to files in directory/ies specified inallows read/write access to files in directory/ies specified in
utl_file_dir parameter in init.orautl_file_dir parameter in init.ora

possible access through symbolic linkspossible access through symbolic links



Secure DBMS (2)Secure DBMS (2)

Need for continual patching of DBMSNeed for continual patching of DBMS

!! Encourage awareness of issues, continuousEncourage awareness of issues, continuous

vigilance as a database administratorvigilance as a database administrator

!! Cost of not patchingCost of not patching

SQL Slammer Worm - ~100,000 systems affectedSQL Slammer Worm - ~100,000 systems affected

!! Even though patch had been available for 6 monthsEven though patch had been available for 6 months



Secure DBMS (3)Secure DBMS (3)

US-CERTUS-CERT

advisoriesadvisories

!! List of majorList of major

softwaresoftware

packagespackages

currentlycurrently

watchedwatched

includesincludes

OracleOracle



Secure ApplicationSecure Application

DevelopmentDevelopment

Access to Oracle Database orAccess to Oracle Database or

Environment Through ApplicationsEnvironment Through Applications

Need to consider security of applicationsNeed to consider security of applications

using database as well as security of datausing database as well as security of data

in database itselfin database itself

Example: SQL Injection AttackExample: SQL Injection Attack



SQL InjectionSQL Injection

SQL InjectionSQL Injection

!! Definition Definition –– inserting malicious SQL code through an inserting malicious SQL code through an

application interfaceapplication interface

Often through web application, but possible with anyOften through web application, but possible with any

interfaceinterface

!! Typical scenarioTypical scenario

Three-tier application (web interface, application, database)Three-tier application (web interface, application, database)

Overall application tracks own usernames and passwords inOverall application tracks own usernames and passwords in

database (advantage: can manage users in real time)database (advantage: can manage users in real time)

Web interface accepts username and password, passesWeb interface accepts username and password, passes

these to application layer as parametersthese to application layer as parameters



SQL Injection (2)SQL Injection (2)

!! Example: Application Java code (receivingExample: Application Java code (receiving
username and password from client) containsusername and password from client) contains
SQL statement:SQL statement:

String query = String query = "SELECT * FROM users_table " +"SELECT * FROM users_table " +

 " WHERE username = " +  "  " WHERE username = " +  " ‘‘ " + username + "  " + username + " ‘‘ " + " +

" AND password = " + " " AND password = " + " ‘‘ " + password + "  " + password + " ‘‘ " "

Expected Result: Expected Result: "SELECT * FROM users_table"SELECT * FROM users_table

      WHERE username =       WHERE username = ‘‘wagnerpjwagnerpj‘‘

    AND password =     AND password = ‘‘paulpasspaulpass‘‘;;

 Note: String values must be single quoted in SQL, so Note: String values must be single quoted in SQL, so
application provides these before and after eachapplication provides these before and after each
passed string parameterpassed string parameter



SQL Injection (3)SQL Injection (3)

!! Application is expecting one username/passwordApplication is expecting one username/password
pair row to be returned if success, no rows ifpair row to be returned if success, no rows if
failurefailure

!! Common variant to simplify the above check:Common variant to simplify the above check:

 SELECT COUNT(*) FROM users_table SELECT COUNT(*) FROM users_table

      WHERE username =       WHERE username = ‘‘someusersomeuser‘‘

    AND password =     AND password = ‘‘somepasssomepass‘‘;;



SQL Injection (4)SQL Injection (4)

!! Attacker enters:Attacker enters:

 any username (valid or invalid) any username (valid or invalid)

 password of:  password of: AaAa‘‘  OR   OR ‘‘  ‘‘  =   = ‘‘

!! Query becomes: Query becomes: SELECT * FROM users_tableSELECT * FROM users_table
WHERE username = WHERE username = ‘‘anynameanyname‘‘ AND password AND password
= = ‘‘AaAa‘‘ OR  OR ‘‘  ‘‘ =  = ‘‘  ‘‘; ; 

!! Note: WHERE clause => ? and F or T => F or TNote: WHERE clause => ? and F or T => F or T
=> T=> T

AND has higher precedence than ORAND has higher precedence than OR

!! All user/pass rows returned to applicationAll user/pass rows returned to application

!! If application checking for 0 vs. more than 0If application checking for 0 vs. more than 0
rows, attacker is inrows, attacker is in





SQL Injection - PreventionSQL Injection - Prevention

WhatWhat’’s the problem here?s the problem here?

!! Not checking and controlling input properlyNot checking and controlling input properly

Specifically, not controlling string inputSpecifically, not controlling string input

!! Note: there are a variety of ways SQLNote: there are a variety of ways SQL

injection can happeninjection can happen

Regular inclusion of SQL metacharacters throughRegular inclusion of SQL metacharacters through

!! Variable interpolationVariable interpolation

!! String concatenation with variables and/or constantsString concatenation with variables and/or constants

!! String format functions like sprintf()String format functions like sprintf()

!! String templating with variable replacementString templating with variable replacement

Hex or Unicode encoded metacharactersHex or Unicode encoded metacharacters



SQL Injection Prevention (2)SQL Injection Prevention (2)

How to resolve this?How to resolve this?

!! First Possible Solution: Check ContentFirst Possible Solution: Check Content

Client code checks to ensure certain content rulesClient code checks to ensure certain content rules
are metare met

Server code checks content as well (why?)Server code checks content as well (why?)

Specifically Specifically –– don don’’t allow apostrophes to be passedt allow apostrophes to be passed

Problem: there are other characters that can causeProblem: there are other characters that can cause
problems; e.g.problems; e.g.

!! ---- // SQL comment character// SQL comment character

!! ;; // SQL command separator// SQL command separator

!! %% // SQL LIKE subclause wildcard character// SQL LIKE subclause wildcard character

Which characters do you filter (blacklist) / keepWhich characters do you filter (blacklist) / keep
(whitelist)?(whitelist)?

!! Question: is it better to blacklist or whitelist?Question: is it better to blacklist or whitelist?



SQL Injection SQL Injection –– Variant 1 Variant 1

Any username, password: Any username, password: ‘‘ or 1=1-- or 1=1--

!! Note: -- comments out rest of line, includingNote: -- comments out rest of line, including

terminating single quote in applicationterminating single quote in application

Query becomes: Query becomes: SELECT * FROMSELECT * FROM

users_table WHERE username = users_table WHERE username = ‘‘anynameanyname‘‘

AND password = AND password = ‘‘  ‘‘ OR 1=1-- OR 1=1--‘‘;;

  Note: Note: ““OR 1=1OR 1=1”” can be appended to any can be appended to any

numeric input and force evaluation to truenumeric input and force evaluation to true

!! Numeric SQL injection vs. String SQL injectionNumeric SQL injection vs. String SQL injection



SQL Injection SQL Injection –– Variant 2 Variant 2

Any username, password: fooAny username, password: foo’’;DELETE FROM;DELETE FROM
users_table WHERE username LIKE users_table WHERE username LIKE ‘‘%%

Query becomes: Query becomes: SELECT * FROM users_tableSELECT * FROM users_table
WHERE username = WHERE username = ‘‘anynameanyname‘‘ AND password = AND password =
‘‘foofoo‘‘; DELETE FROM users_table WHERE; DELETE FROM users_table WHERE
username LIKE username LIKE ‘‘%%’’

Note: system executes two statementsNote: system executes two statements

!! SELECT * FROM users_table WHERE username =SELECT * FROM users_table WHERE username =
‘‘anynameanyname’’ AND password =  AND password = ‘‘foofoo’’;; // returns nothing// returns nothing

!! DELETE FROM users_table WHERE username LIKE DELETE FROM users_table WHERE username LIKE ‘‘%%’’
Depending on level of privilege for executing user, we may haveDepending on level of privilege for executing user, we may have
trouble heretrouble here……



SQL Injection SQL Injection –– Variant 3 Variant 3

ODBC (open database connectivity, betweenODBC (open database connectivity, between

any language and any DBMS) allowed shellany language and any DBMS) allowed shell

injection using injection using ‘‘||’’ character character

!! ‘‘|shell(|shell(““cmd /c echo cmd /c echo ““ & char(124) &  & char(124) & ““format c:format c:””)|)|’’

Similar issue has existed with MS SQL ServerSimilar issue has existed with MS SQL Server

Extended Stored ProceduresExtended Stored Procedures



SQL Injection SQL Injection –– Variant 4 Variant 4

Second-Order SQL InjectionSecond-Order SQL Injection

!! User creates account with user = rootUser creates account with user = root’’----

Application escapes and inserts as rootApplication escapes and inserts as root’’’’----

!! User resets password using script/applicationUser resets password using script/application

 Query fetches username from database to verify Query fetches username from database to verify
account exists with correct old password; thenaccount exists with correct old password; then
executes:executes:

UPDATE users_table SET PASSWORD=UPDATE users_table SET PASSWORD=‘‘passpass’’
WHERE username = WHERE username = ‘‘rootroot’’----’’

!! NOTE: above scenario allows user to reset theNOTE: above scenario allows user to reset the
password on the real root accountpassword on the real root account



SQL Injection SQL Injection –– Variant 5 Variant 5

PL/SQL Cursor InjectionPL/SQL Cursor Injection

StructureStructure

!! PL/SQL is procedural language in Oracle built onPL/SQL is procedural language in Oracle built on
top of SQLtop of SQL

!! Functions and procedures can be defined whichFunctions and procedures can be defined which
set up cursors that allow execution of dynamically-set up cursors that allow execution of dynamically-
defined SQL statementsdefined SQL statements

!! Injection techniques can be used with theseInjection techniques can be used with these
structures as wellstructures as well

http://www.databasesecurity.com/dbsec/cursohttp://www.databasesecurity.com/dbsec/curso
r-injection.pdfr-injection.pdf



SQL Injection SQL Injection –– Variant 6 Variant 6
Assume web page that gets press releases from dbAssume web page that gets press releases from db

!! http://www.company.com/pressRelease.jsp?id=5http://www.company.com/pressRelease.jsp?id=5

Generates:Generates:

!! SELECT title, description, releaseDate, bodySELECT title, description, releaseDate, body
FROM pressReleases WHERE id = 5FROM pressReleases WHERE id = 5

What if send:What if send:

!! http://www.company.com/pressRelease.jsp?id=5 AND 1=1http://www.company.com/pressRelease.jsp?id=5 AND 1=1

!! If get press release 5 back, there is a vulnerabilityIf get press release 5 back, there is a vulnerability

Now can send:Now can send:

!! http://www.company.com/pressRelease.jsp?id=5 ANDhttp://www.company.com/pressRelease.jsp?id=5 AND
user_name() = user_name() = ‘‘dbodbo’’

!! If get p.r. 5, know that youIf get p.r. 5, know that you’’re running as user dbore running as user dbo

from HP white paper on Blind SQLfrom HP white paper on Blind SQL

InjectionInjection



SQL Injection SQL Injection –– Interlude Interlude

Many possible variations of SQL InjectionMany possible variations of SQL Injection

Many potential metacharacters to filterMany potential metacharacters to filter

!! Dependent on DBMS varietyDependent on DBMS variety

Maybe filtering input by blacklistingMaybe filtering input by blacklisting

metacharacters isnmetacharacters isn’’t the best approacht the best approach……

What is the core problem here?What is the core problem here?

!! How is SQL injection similar to a bufferHow is SQL injection similar to a buffer

overflow?overflow?



SQL Injection SQL Injection –– Prevention (3) Prevention (3)

ReviewReview
!! Regular StatementsRegular Statements

SQL query (a string) is generated entirely at run-timeSQL query (a string) is generated entirely at run-time

Custom procedure and data are compiled and runCustom procedure and data are compiled and run

Compilation allows combination of procedure andCompilation allows combination of procedure and
data, allowing problems with SQL metacharactersdata, allowing problems with SQL metacharacters

String sqlQuery = null;String sqlQuery = null;

StatementStatement  stmt = null;stmt = null;

sqlQuery = "select * from users where " +sqlQuery = "select * from users where " +

"username = " + "'" + fe.getUsername() + "'" + " and " +"username = " + "'" + fe.getUsername() + "'" + " and " +

"upassword = " + "'" + fe.getPassword() + "'";"upassword = " + "'" + fe.getPassword() + "'";

stmt = conn.createStatement();stmt = conn.createStatement();

rset = stmt.executeQuery(sqlQuery);rset = stmt.executeQuery(sqlQuery);



SQL Injection SQL Injection –– Prevention(4) Prevention(4)

Better SolutionBetter Solution
!! Prepared Statements (Parameterized Queries)Prepared Statements (Parameterized Queries)

SQL query is precompiled with placeholdersSQL query is precompiled with placeholders

Data is added in at run-time, converted to correct type for theData is added in at run-time, converted to correct type for the
given fieldsgiven fields

String sqlQuery = null;String sqlQuery = null;

PreparedStatementPreparedStatement pStmt = null; pStmt = null;

sqlQuery = "select * from users where username = sqlQuery = "select * from users where username = ? ? andand
upassword = upassword = ??";";

pStmt = conn.prepareStatement(sqlQuery);pStmt = conn.prepareStatement(sqlQuery);

pStmt.setString(1, fe.getUsername());pStmt.setString(1, fe.getUsername());

pStmt.setString(2, fe.getPassword());pStmt.setString(2, fe.getPassword());

rset = pStmt.executeQuery();rset = pStmt.executeQuery();



SQL Injection SQL Injection –– Prevention (5) Prevention (5)

Issues with PreparedStatementsIssues with PreparedStatements

!! Cannot use them in all situationsCannot use them in all situations

Generally limited to replacing field values inGenerally limited to replacing field values in

SELECT, INSERT, UPDATE, DELETE statementsSELECT, INSERT, UPDATE, DELETE statements

!! E.g. our use for username field value, password fieldE.g. our use for username field value, password field

valuevalue

Example: if also asking user for information thatExample: if also asking user for information that

determines choice of table name, cannot use adetermines choice of table name, cannot use a

prepared statementprepared statement



SQL Injection Prevention (6)SQL Injection Prevention (6)

Additional PrecautionsAdditional Precautions

!! Do not access the database as a privileged userDo not access the database as a privileged user
Attacker who gains access through user will have that userAttacker who gains access through user will have that user’’ss
privilegesprivileges

!! Limit database user to only what they need to doLimit database user to only what they need to do
e.g. reading information from database, no insert/update/deletee.g. reading information from database, no insert/update/delete

!! Do not allow direct access to database from theDo not allow direct access to database from the
internetinternet

Require users to go through your (controlled) applicationsRequire users to go through your (controlled) applications

!! Do not embed database account passwords in yourDo not embed database account passwords in your
codecode

Encrypt and store them in a repository that is read at applicationEncrypt and store them in a repository that is read at application
startupstartup

!! Do not expose information in error messagesDo not expose information in error messages
E.g. do not display stack tracesE.g. do not display stack traces



Other Application IssuesOther Application Issues

Be aware of how information is transmittedBe aware of how information is transmitted
between client applications and databasebetween client applications and database

Student Research Project at UWEC tested 5Student Research Project at UWEC tested 5
DBMSs and various clients (vendor and user)DBMSs and various clients (vendor and user)

!! Most common client applications (vendor-supplied orMost common client applications (vendor-supplied or
user-programmed) at least encrypt the connectionuser-programmed) at least encrypt the connection
passwordpassword

!! Some clients encrypt the connection userSome clients encrypt the connection user

!! Certain DBMSs have varying levels of security (e.g.Certain DBMSs have varying levels of security (e.g.
PostgreSQL)PostgreSQL)

!! One DBMS transmits the connection password lengthOne DBMS transmits the connection password length
(MS SQL Server 2005 Express)(MS SQL Server 2005 Express)



Other Application Issues (2)Other Application Issues (2)

Be aware of how application exposesBe aware of how application exposes

informationinformation

Example: Panel rating system displays eachExample: Panel rating system displays each

reviewerreviewer’’s rating for each proposals rating for each proposal

!! but doesnbut doesn’’t display individual ratings for a givent display individual ratings for a given

proposal unless youproposal unless you’’ve entered your ratingve entered your rating

!! default display is in recommended discussion order,default display is in recommended discussion order,

so no information disclosedso no information disclosed



Other Application Issues (3)Other Application Issues (3)

However, panel rating system also allows you toHowever, panel rating system also allows you to

sort data by any column, including ratingssort data by any column, including ratings

(average)(average)

This allows you to see the approximate averageThis allows you to see the approximate average

rating by other reviewers before entering yourrating by other reviewers before entering your

ratingrating

Not a big deal here, but point is that applicationsNot a big deal here, but point is that applications

may be able to be used in certain ways tomay be able to be used in certain ways to

expose informationexpose information



Secure ApplicationSecure Application

DevelopmentDevelopment
Application Security in the EnterpriseApplication Security in the Enterprise

EnvironmentEnvironment

!! J2EE J2EE –– JDBC, Servlets, JSPs, JNDI, EJBs,  JDBC, Servlets, JSPs, JNDI, EJBs, ……

!! .NET .NET –– many components many components

!! Need to be aware of security issues with eachNeed to be aware of security issues with each

component, interaction of componentscomponent, interaction of components

Use of Proxy ApplicationsUse of Proxy Applications

!! Assume network filtering most evil trafficAssume network filtering most evil traffic

!! Application can control fine-grain behavior,Application can control fine-grain behavior,

application protocol securityapplication protocol security



Secure ApplicationSecure Application

Development (2)Development (2)
Security Patterns (from J2EE DesignSecurity Patterns (from J2EE Design
Patterns Applied)Patterns Applied)

!! Single-Access Point PatternSingle-Access Point Pattern

single point of entry into systemsingle point of entry into system

Example violation: online course systemExample violation: online course system

!! Check Point PatternCheck Point Pattern

centralized enforcement of authentication andcentralized enforcement of authentication and
authorizationauthorization

!! Role PatternRole Pattern

disassociation of users and privilegesdisassociation of users and privileges



Secure Operating SystemSecure Operating System

DBMS interacts with operating systemDBMS interacts with operating system

!! File manipulationFile manipulation

!! Can often run shell commands from DBMSCan often run shell commands from DBMS

!! DBMS procedural languages often haveDBMS procedural languages often have

packages that interact directly with OSpackages that interact directly with OS

!! Installation of DBMS uses file systemInstallation of DBMS uses file system

!! DBMS uses OS resourcesDBMS uses OS resources



Secure Operating System (2)Secure Operating System (2)

Interaction of Oracle and OSInteraction of Oracle and OS

!! WindowsWindows

Secure administrative accountsSecure administrative accounts

Control registry accessControl registry access

Need good account policiesNeed good account policies

OthersOthers……



Secure Operating System (3)Secure Operating System (3)

!! Linux/UnixLinux/Unix

Choose different account names than standardChoose different account names than standard
suggestionssuggestions

Restrict use of the account that owns OracleRestrict use of the account that owns Oracle
softwaresoftware

Secure temporary directorySecure temporary directory

Some Oracle files are SUID (root)Some Oracle files are SUID (root)

Command line SQL*Plus with user/passCommand line SQL*Plus with user/pass
parameters appears under ps outputparameters appears under ps output

OthersOthers……



Secure Web ServerSecure Web Server

Interaction of Oracle and Web ServerInteraction of Oracle and Web Server

Apache now provided within Oracle as itsApache now provided within Oracle as its
application server, started by defaultapplication server, started by default

Apache issuesApache issues

!! Standard configuration has some potential problemsStandard configuration has some potential problems
See Oracle Security Handbook for more discussionSee Oracle Security Handbook for more discussion

!! Ensure secure communication from web clients toEnsure secure communication from web clients to
web serverweb server

!! Use MaxClients to limit possible connectionsUse MaxClients to limit possible connections

!! OthersOthers……



Secure Web Server (cont.)Secure Web Server (cont.)

Internet Information Server (IIS) issuesInternet Information Server (IIS) issues

!! Integration with other MS products (e.g.Integration with other MS products (e.g.

Exchange Server)Exchange Server)

!! Many known vulnerabilities over past versionsMany known vulnerabilities over past versions

(patches available)(patches available)



Secure NetworkSecure Network

Interaction of Oracle and NetworkInteraction of Oracle and Network

!! Oracle Advanced Security (OAS) productOracle Advanced Security (OAS) product
Features for:Features for:

!! AuthenticationAuthentication

!! IntegrityIntegrity

!! Encryption Encryption –– use of SSL use of SSL

!! Oracle server generally behind firewallOracle server generally behind firewall
Good to separate DB and web serversGood to separate DB and web servers

Connections normally initiated on port 1521, but thenConnections normally initiated on port 1521, but then
dynamically selecteddynamically selected

!! Other Network Issues To ConsiderOther Network Issues To Consider
Possibility of hijacking a sys/sysmgr connectionPossibility of hijacking a sys/sysmgr connection

Various sniffing and spoofing issuesVarious sniffing and spoofing issues



Miscellaneous IssuesMiscellaneous Issues

Newer Oracle Security FeaturesNewer Oracle Security Features

!! Virtual Private Databases (VPDs)Virtual Private Databases (VPDs)

!! Oracle Label SecurityOracle Label Security

AuditingAuditing

!! Good policy: develop a comprehensiveGood policy: develop a comprehensive
audit system for database activity trackingaudit system for database activity tracking

Database system: can accomplish with triggersDatabase system: can accomplish with triggers
!! On any {read | write }, write to audit log tableOn any {read | write }, write to audit log table

Can write to OS as well as into database forCan write to OS as well as into database for
additional security, accountability for all workingadditional security, accountability for all working
with databaseswith databases



Possible ExercisePossible Exercise

Overall Security Examination of DatabaseOverall Security Examination of Database

System in Networked EnvironmentSystem in Networked Environment

!! 1) Database: Set up client(s), test database(s) for:1) Database: Set up client(s), test database(s) for:

Privileged access accountsPrivileged access accounts

Public access through other known/discovered usernamesPublic access through other known/discovered usernames

!! 2) DBMS: Check for known vulnerabilities2) DBMS: Check for known vulnerabilities

Check overall system level, patch levelCheck overall system level, patch level

Test for specific problems gathered from web search,Test for specific problems gathered from web search,

literatureliterature

!! 3) Application:3) Application:

Test for SQL Injection, other application weaknessesTest for SQL Injection, other application weaknesses



Possible Exercise (2)Possible Exercise (2)

!! Similar types of tasks for OS, Web Server,Similar types of tasks for OS, Web Server,

Network componentsNetwork components

!! Task: develop report, including specifics for allTask: develop report, including specifics for all

areasareas



ConclusionConclusion

Database system security is more thanDatabase system security is more than
securing the database; to achieve asecuring the database; to achieve a
secure database system, we need a:secure database system, we need a:

!! Secure databaseSecure database

!! Secure DBMSSecure DBMS

!! Secure applications / application developmentSecure applications / application development

!! Secure operating system in relation toSecure operating system in relation to
database systemdatabase system

!! Secure web server in relation to databaseSecure web server in relation to database
systemsystem

!! Secure network environment in relation toSecure network environment in relation to
database systemdatabase system
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