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Cisco Secure Boot Hardware Tampering Vulnerability

Advisory ID: Cisco-sa-20190513-secureboot CVE-2019-1649 ¥ Download CVRF
First Published: 2019 May 13 17:30 GMT CWE-284  Download PDF
Last Updated: 2019 May 30 19:55 GMT Email
Version 1.8: Interim
Workarounds: No workarounds available
Cisco Bug IDs: CSCvn77141
CSCvn77142
CSCvn77143
More...
CVSS Score: Base 6.7 @
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A) Bootloader Flash ~ B) FPGA Bitstream SPIFlash ~ €) Intel Xeon (Route Processor)

D) Intel Comunications Processor E) FPGA (Trust Anchor, other services)
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e Disable Pve ROMMon check & Boot mod fw
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° E_vc,vbthws wovks! But wait...
Meceow!!
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e RESET!
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o Route Pvocessor Resets in 7’0_,,9 SecoNds

Current image running: Boot ROMO@
Last reset cause: PowerOn

ASR1001-X platform with 8388608 Kbytes of main memory

Rommon upgrade requested
Maximum upgrade attempts exceeded, continuing with old Rommon...
rommon 1 >
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o VMM s disabled
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e Disable Watch(h)ﬁ timevrs
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(a) FPGA Bitstream SPI Flash (b) FPGA (c) CPU Power Circuitry

Figure 4: Electromagnetic Spectrum During Boot at 145 MHz (5 MHz Span)
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(a) FPGA Bitstream SPI Flash (b) FPGA (c) CPU Power Circuitry

Figure 4: Electromagnetic Spectrum During Boot at 145 MHz (5 MHz Span)
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(a) FPGA Bitstream SPI Flash (b) FPGA (c) CPU Power Circuitry

Figure 4: Electromagnetic Spectrum During Boot at 145 MHz (5 MHz Span)
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e BIOS/ROM/VBIOS (OxcQO0-Ox¢féf)
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(a) FPGA Bitstream SPI Flash (b) FPGA

(c) CPU Power Circuitry

Figure 4: Electromagnetic Spectrum During Boot at 145 MHz (5 MHz Span)
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e PRE-ROMmon

00000000FFFBF60C mov eax, dd:0FED40080h
00000000FFFBF611 mov ecx, OFED40000h
00000000FFFBF616 cmp eax, UBADDACEDRH
00000000FFFBF61B jz short loc FFF8F62D
1

Y

00000000FFFBF61D mov ecx, [ecx]
00000000FFFBF61F cmp ecx, 9010000h
00000000FFF8F625 jbe short loc FFF8F62D

T v ¥




HaPOtthcs €ovr Z_O_,_O

o HZJAGKCA [>¢ x%b_é:"{- INStVYUCELiON



RESET PULL LOW Hypocheses

A4 - A 4 -

® E.Xtcvrdai Eut‘.ta RcSc.ts RP



e L L

|
o 2N

RESET PULL LOW Hypocheses

el | 1

P

TR S e

T R enpassrapappay | S

 l— = = = = — = -

A) BootloaderFlash ~ B) FPGA Bitstream SPIFlash  €) Intel Xeon (Route Processor)

D) Intel Comunications Processor E) FPGA (Trust Anchor, other services)
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Cisco ASR1001-X System
Cisco ASR1001-X System, Crypto, 6 built-in GE, Dual P/S

Cisco ASR1001-X System, Crypto, 6 built-in GE, Dual P/S, Spare

SHIPPING

#ASR1001-X

List Price: $17;600-60 ™ Add to Cart
Our Price: $11,328.80

#ASR1001-X=

List Price: $24;224-99 ™ Add to Cart

Our Price: $16,143.53
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FIND RESET PIN

Counter: -$1®K Awalgsis cost




TEST RESET HIGH
T\r\COra!!

e RTL veconstvuction is whavd



TEST RESET HIGH
Thc0v3!!

e Test FPGA theovy



TEST RESET HIGH
Thc0v3!!

e Pull RESET PN high
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o IQK vesister & Awnother $1®K
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TEST RESET HIGH
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a9 United States
a2 Patent Application Publication o) Pub. No.: US 2012/0303941 A1

US 20120303941A

GRIECO et al. (43) Pub. Date: Nov. 29, 2012
(54) METHOD AND APPARATUS FOR SECURING 0 UL ks A3
CPUS BOOTED USING ATTACHED FLASH
MEMORY DEVICES
(76) Inventors: ANTHONY H. GRIECO, Wake - “
Forest. NC (US): CHIRAG K. &n ARTRACT
SHROFF, Apex, NC (US):
ROBERT T. BELL, Bountiful, U1 The present disclosure describes techniques evaluating com-
(US) pute and/or thermal loads (among other things) to aid in
managing a collection of one or more containerized or modu-
(21)  Appl. No:: 13/114,831 lar data centers. For example, forecasts (or real-time measure-
. ments) of environmental factors (as well as projected com-
(22) Filed: May 24,2011 puting demands) may be used to tailor the compute loads,
- cooling strategies or other metric of data center operations for
Publication Classification a ml\:irk n[:vnuincrilcd or modular data cmln.:A Doing so
(51) Int. CL allows an operator of such a data center network 1o manage
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A) Bootloader Flash B) FPGA Bitstream SPI Flash C) Intel Xeon (Route Processor)

D) Intel Comunications Processor E) FPGA (Trust Anchor, other services)
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D) Intel Comunications Processor E) FPGA (Trust Anchor, other services)
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