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Agenda

• Auditing and monitoring

• Why we need an auditing/monitoring plan

• Approaches to plan development

– Assurance mapping

– 3 lines of defense

– Combined assurance
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Auditing vs. Monitoring

Monitoring

• A process that assesses the quality of the internal control 

system's performance over time 
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Internal Control

…a process, effected by an 

entity's board of directors, 

management and other 

personnel, designed to provide 

reasonable assurance 

regarding the achievement of 

objectives in the following 

categories: 

– Effectiveness and efficiency of 
operations.

– Reliability of financial 
reporting.

– Compliance with applicable 
laws and regulations.

COSO
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Why we need an auditing/monitoring plan
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The Demand for Assurance

• Board

• Executive 
Management
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Rising Demand for Compliance Assurance

Factors Increasing Complexity of the  Legal and Regulatory 

Environment

– Technological Advancements 

– Globalization

– Increased Interdependency of Organizations 

– Demand for Accountability

Risk Management and Compliance Requirements
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The Board’s Role in Compliance

2) (A) The organization’s governing authority
shall be knowledgeable about the content 
and operation of the compliance and ethics 
program and shall exercise reasonable 
oversight with respect to the implementation 
and effectiveness of the compliance and 
ethics program. 

Fed. Sent. Guidelines Chapter 8

Reasonable Oversight

A director has a duty to attempt in good faith to 
assure that

(1) a corporate information and reporting system exists, 
and 

(2) this reporting system is adequate to assure the board 
that appropriate information as to compliance with 
applicable laws will come to its attention in a timely 
manner as a matter of ordinary operations.

In re Caremark International Inc. Derivative Litigation, 698 

A.2d 959 (Del. Ch. 1996).
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The Executive Management’s Role in Compliance

To ensure that all operations are conducted in accordance with 
applicable law, regulations and policies, including internal policies.

Compliance Programs are designed to establish a culture within a
organization that promotes prevention, detection and resolution of
instances of conduct that do not conform to federal and state law, as
well as the organization’s ethical and operations policies.

IIA Practice Advisory 2050-2 - Assurance Maps

• One of the key responsibilities of the 
board is to gain assurance that processes 
are operating within the parameters it has 
established to achieve the defined 
objectives. 

• It is necessary to determine whether risk 
management processes are working 
effectively and whether key or business-
critical risks are being managed to an 
acceptable level.
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Organization as a Web of Assurance

Assurance Network
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Sources of Assurance

• Line management and employees (management provides assurance 
as a first line of defense over the risks and controls for which they 
are responsible.)

• Senior management

• Internal and external auditors

• Compliance

• Quality assurance

• Risk management

• Billing

• Environmental auditors

• Workplace health and safety auditors

• Government performance auditors

• Financial reporting review teams

• External financial statement auditors

• Other external assurance providers, including surveys, specialist 
reviews (health and safety), etc.

Assurance Fatigue
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Business Unit 1– Auditing and Monitoring Schedule

17
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Initial

• Assurance activities are fragmented and ad 
hoc

• Managed in silos and reactive

• Limited formal policies and procedures

• Individual department/function driven

• Limited direct reporting to the board by 
providers

• High costs due to inefficiencies

Operation

Risks

Finance 
Risks

IT Risks Legal 
Risks

Reputation 
Risks

Human 
Capital  
Risks

Silo Approach to Assurance

Billing

Risks
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Adequate

• Individual assurance activities are well 
defined

• Limited integration to reduce duplication

• Agreement that there should be coordination 
of assurance activities

• Adoption of common framework (e.g., COSO)

• Key assurance providers have direct 
reporting to board

• Attempt to use common tools and 
methodologies

Traditional Assurance Approach

Accounting 
& Oversight

Information 
Technology

Regulation

GLBA SEC PCI CMM

ITIL
ISO 
17799

IRS

IFRS

AICPA

Privacy 
Laws

HIPAA

SOX

COBIT

GTAG

Risk Assessment and Intelligence 

Organizational Policies

Operations 
Compliance

SSAE 16

Fraud 
Prevention

Vendor 
Management

EEOC

Operating Procedures

Management Oversight and Strategy (Risk Appetite)

Enterprise Risk Management (ERM) / 

Governance, Risk, & Compliance (GRC)

Reviews, Audits, and Examinations
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Enhanced

• Formal assurance strategy

• Inventory of all organizational assurance 
activities

• Comprehensive assurance issue tracking

• Integrated compliance program

• Period reporting of assurance activities to 
board by assurance providers

• Managers are trained in the role of assurance

Enterprise Focus on Risks

Operations 
Risks

Finance 
Risks

IT Risks Legal 
Risks

Reputation 
Risks

Valuation Creation and Preservation

Human 
Capital  
Risks

Integration Approach

Billing

Risks
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Optimized

• Electronic dashboard of assurance activities 
for management and board

• Comprehensive assurance mapping

• Comprehensive assurance issue tracking

• Continuous assurance testing and monitoring

• Assurance is a core competency throughout 
the organization

Assurance Mapping
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Fundamental Assurance Activity

Monitoring Function -
Actions taken by 
management and 
others to assess the 
quality of internal 
control system 
performance over 
time

Assurance Activities and Risk
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Assurance Map
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3 Lines of Defense 

• Basel II - Basel Committee on Banking Supervision,  UK, ECIIA

Line 1 Management oversight - management review, 

control self-assessment, and

continuous monitoring mechanisms

Line 2 Staff functions – Risk management, SOX review, 

compliance

Line 3 Independent and objective assurance – IA, EA, 

ISO, regulatory audits and other impendent 

reviews

Lines of Defense 
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How is assurance provided

Five Principles in Determining Reliance

1. Purpose

2. Independence and Objectivity

3. Competence

4. Elements of Practice

5. Communication of Results & Impactful Remediation



11/4/2014

18

Assurance Reliance

COMBINED ASSURANCE

King III

Principle 3.5

The audit committee should ensure that a combined assurance 

model is applied to provide a coordinated approach to all 

assurance activities.
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Combined Assurance Benefits

• Provides Board/Governance Body  and senior management with 

assurance needed to carry out their responsibilities

• Reduce “assurance fatigue”

Assurance Map (PWC) 
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IIA Research Foundation - Research Report

Implementing

Step 1: Establishing the business

case 

Step 2: Assurance reality check –

what risk, source of 

assurance, how

Step 3: Risk mapping 

Step 4: Combined assurance design 

Step 5: Implement
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Risk Assurance Mapping Activities at Large Utility

– IA assisted in coordinating the initial development 

of business unit and consolidated risk assurance 

maps

– IA met with risk owners to develop business unit 

risk and assurance maps

– IA coordinated with Risk Management to develop 

preliminary assumptions and harmonize business 

unit and consolidated assurance maps

Risk Assurance Map – Starting Template
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BU Risk Assurance Map – Illustrative Example

Lessons Learned

– Implementation can become a very time-consuming exercise

– Important to keep focused on what you are trying to achieve

– Business Unit owns its mapping

– Once developed, the mapping was passed over to Risk 

Management to administer

– IA uses the mapping as an input in developing its annual 

audit plan

– Shared ownership of any risk presents an opportunity for the 

ball to be dropped

– Who should  be the owner of the assurance map?
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Questions?

Urton Anderson

Von Allmen School of Accountancy

The University of Kentucky

(859)218-1788

urton.anderson@uky.edu


