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What is DHCP?

e Dynamic Host Configuration Protocol
e Replaced BOOTP

e Automatically assigns the following information to a host on the network

o IP Address

o Subnet Mask

o Default Gateway
o DNS Address

e Most routers have the ability to provide DHCP server support



How does DHCP work?

e Operates based on Client-Server Model

e Uses UDP

o UDP Port 67 = server destination/source
o UDP Port 68 = client destination/source

e Allocation Methods
o Dynamic Allocation
o Automatic Allocation
o Manual Allocation



Example DHCPDISCOVER message

nation=FF:FF:FF:FF:FF:FF

How does DHCP work?

e Four phases (DORA).,

Octet0 Octet 1 Octet 2 Octet 3
OP HTYPE HLEN HOPS

o Server discovery :

o IP Iease offer @ Q}/\ CIADDR (Client IP address)
— YIADDR (Your IP address)

o |IP lease request %

o IP lease acknowledgement SATDR (Bervey T ondresy)

GIADDR (Gateway IF address)

CHADDR (Client hardware address)

e Server Discovery = DHCPDISCOVER

Magic cookie

HCP options
: 1 (DHCP

255 (Endmark)




DORA

IP Lease Offer =
DHCPOFFER

DHCPOFFER mess:

UDP: sou
Octet 0 Octet 1 Octet 2
OP HTYPE HLEN
il

CIADDR (Client IP address)

¥IADDR (Your IP address)
1 100)

SIADDR (Server IP address)
A 1)

GIADDR (Gateway IP address)

CHADDR (Client hardware address)

Magic cookie

DHCP options

IP Lease Request =
DHCPREQUEST

DHCPREQUEST message

destination=FF:FF:FF-FF:FFFF

UDP: soul tination po

Octet 0 Octet 1 Octet 2
OP HTYFE HLEN

CIADDR (Client IP address)

YIADDR (Your IP address)
SIADDR (Server IP address)
1)

GIADDR (Gateway IP address)

CHADDR (Client hardware address)

Magic cookie

DHCP options




DHCPACK message

DORA

IP Lease gl

Acknowledgement =
DHCPACK

SIADDR (Server IP address)
101 (192.168.1.1)

GIADDR (Gateway IP address switched by relay)
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Benefits

e Accurate IP configuration

e Reduced IP address conflicts

e Automation of IP address administration
e Efficient change management
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Server Spoofing

Like IP, DHCP was not designed with security as a principle consideration
There is no authentication built-in to the protocol

An attacker can masquerade as a DHCP server

This means attackers can misconfigure clients with attacker-controlled DNS

servers or default gateways facilitating MITM



“the attacker’s rogue DHCP server
races against the legitimate DHCP
server: his answers must come first

to the client otherwise they will most

likely be ignored.”
-WhiteWinterWolf, security blogger




Spoofing

DHCP Server

Client



DHCP Server

Client

Hackerman’s DHCPOFFER

[DHCP Offer Fields]
[DHCP Offer Options]
Routers:
192.168.69.69
DNS Servers:
192.168.69.69
8.8.8.8

. _DHCPOFFER




DHCPOFFER é

20! DHCPREQUEST

DHCP Server Client
(REQUESTING) v

DHCP Server's DHCPOFFER

[DHCP Offer Fields]
[DHCP Offer Options]
Routers:
192.168.69.2

DNS Servers:

8.8.8.8

8.8.8.4




DHCP Server Client
(REQUESTING)

\/

DHCPACK




Default Gateway:
192.168.69.69
DNS Servers:

» 192.168.69.69
8.8.8.8

DHCP Server

Client
(BOUND)




Server Spoofing

e Either DHCPOFFER or DHCPACK can be spoofed

e Spoofing DHCPOFFER requires the attacker to maintain legitimate leases on
addresses or to choose addresses not in-use to avoid conflicts which may
cause network problems

e Spoofing DHCPACK requires the attacker to impersonate the legitimate
DHCP server, which in some scenarios (e.g. NIC not promiscuous), may
cause the parameters to reset to their legitimate values upon renewal
(renewals are unicast rather than broadcast)



Denial-of-Service (DHCP Flooding)

e Thisis an ordinary flood attack

e The attacker floods the network with
DHCPDISCOVER messages

e This depletes resources from the
DHCP server as it must check its
address pool

e |t may also amplify network traffic
since it may send ARP requests to
check if addresses in its pool are in-
use




Denial-of-Service (DHCP Starvation)

e Lease so many IP addresses from the DHCP server’s address pool that
legitimate clients are starved of (cannot lease) |IP addresses

e Requires both a DHCPDISCOVER and DHCPREQUEST from the attacker

e Attacker’'s messages are sent from randomized MAC addresses

e Does not work on wireless networks



Wireless APs require an association

with a client for traffic to be

exchanged. This limits the number

of spoofed MAC addresses to the
number the AP can support.




Denial-of-Service (DHCP Starvation)

e Lease so many IP addresses from the DHCP server’s address pool that
legitimate clients are starved of (cannot lease) |IP addresses

e Requires both a DHCPDISCOVER and DHCPREQUEST from the attacker

e Attacker’'s messages are sent from randomized MAC addresses

e Does not work on wireless networks
o MAC addresses limited to the number of MAC addresses a wireless AP can support

o Association phase is expensive
o Spoofing the MAC address only on the application layer causes unicast DHCPOFFER replies
to be destined for a non-existent MAC, and dropped



Denial-of-Service (Induced DHCP Starvation)

Clients are required to check if an IP address is in-use via ARP requests after
DHCPACK sent by server

Attacker should listen for DHCP exchanges and reply to the relevant ARP
requests

This will cause the client to send a DHCPDECLINE

Upon receipt of DHCPDECLINE, servers are required to remove the address
from the address pool for its lease time

More efficient than traditional starvation since only 1 message per offer is
needed



In Induced DHCP Starvation y
addreses are taken out of the 1
addres_s pool by belng decllned not
belng Ieased }




Miscellaneous Attacks

e Some believe that brittle implementations of DHCP may break if sent
malformed packets (Singh et. al.)

e Implementation-specific vulnerabilities

o CVE-2004-0460 Internet Software Consortium DHCP Daemon Buffer Overflow Vulnerability
(widely-used on Linux)

o CVE-2019-0626 Windows DHCP Server Remote Code Execution Vulnerability
e Theft of Service
o DHCP has no built-in authentication

m Current solutions are outside DHCP (e.g. DOCSIS BPI, captive portal)
m “Protect the network”



E)
! L
S -F- F
,-"f
e "
=
F‘ ¥ o o
il i
- s P -
-
e

Employees of Rove Digital, creators of the
malware DNSChanger, on trial in Estonia



DNS Changer Attacks

Diane Bickram, Elizabeth Lamb, & Heer Trivedi

option: (6) Domain Name Serwver
Length: 8

value:

2012 Attack — DNSChanger
How Did It Work?

The trojan attempted to install drive-by-downloads
on users’ computers, claiming to be a codec required
for watching website video content, especially on
rogue websites.

It then redirects its DNS requests to a server and
effectively takes control of all of the outbound
Internet traffic.

And it attempts to change DNS settings of other
uninfected computers on the network that use the
Dynamic Host Configuration Protocol (DHCP).

Top-left, right: Slides from EECS3482 presentation on DNS-based attacks in Fall 2014
Bottom-left: Details of a DHCP option field in Wireshark from a SANS write-up on
DNSChanger malware. 85.255.112.0/20 has since been re-allocated.
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DHCP Snooping

DHCP Authentication

DHCP Relay Agent Information
Option

Protect the network instead of
the protocol



DHCP Security

e Old protocol, not defined with security in mind
RFC 2131 - Dynamic Host Configuration Protocol:

7. Security Considerations: “[...]Therefore, DHCP in its current form is quite
insecure”

e Does not provide Authentication nor Data Integrity
o Therefore, anyone on the network can pretend to be a DHCP server and provide malicious
configuration, or pretend to be a DHCP client, and hold ressources intended for the client

e There are mitigations



DHCP Snooping (1/2)

Security measure implemented on a switch between the DHCP server and the

clients Client 1
DHCP Server & Switch <

Cllent2
The switch acts like a “firewall” in regard to DHCP traffic

On the switch, interfaces connected to clients (or their network) are “untrusted”
while the interface connected to the DHCP server (or its network) is “trusted”.

The switch drops DHCP traffic expected from the DHCP server when it arrives to
an untrusted interface (prevent rogue DHCP server attack), and only forwards
client DHCP traffic through the trusted interface.



DHCP Snooping (2/2)

Other features:

e Rate limiting for on every interface, to prevent DHCP starvation.
e Building and maintaining a database of hosts & leases information, to help
determining if some DHCP traffic is bogus or legitimate.



DHCP Authentication

e (Also Known As RFC 3118 - Authentication for DHCP Messages)

e Allows clients and the DHCP server to send authentication information when
exchanging messages using the DHCP protocol

e RFC does not give information on how to share the authentication keys

e Not widely adopted at all: DHCP is supposed to remove the need of manual
configuration, but this RCF requires a shared secret.



DHCP Relay Agent Information Option

(Also Known As RFC 3046 - DHCP Relay Agent Information Option)
Implemented as an option of the DHCP protocol

Middle-man (called “Agent” between hosts and DHCP server

Agent forwards DHCP traffic and specify an agent-specific ID in the message
The server keeps track of IDs to determine if traffic is bogus or not

Trust placed on the agent rather than the client



Protect the network, not the DHCP server!

DHCP attacks always require the attacker to be on the DHCP server’s network (or
subnet).

The easiest way to prevent such attacks is to prevent an attacker to be on the
network in the first place!

IntrOdUCIng IEEE 8021X mmEAP over LANmm
(Extensible Authentication Protocol over Local Area Network)

Client can’t access network (and do not have an IP address) until authenticated.
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e \What are the stages of DHCP operation?

o Discovery, Offer, Request, Acknowledgement
e \Which stages of DHCP operation can be exploited for malicious

purposes?

o DHCP Flooding: Discovery

o DHCP Spoofing: Offer, Acknowledgement

o DHCP Starvation: Discovery, Request; Acknowledgement
e Why is DHCP so insecure?

o It was not defined with security in-mind
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