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Bootkey:

Class names for keys from HKLM\SYSTEM\CCS\Control\Lsa :
SAM/NTDS.dit

(MD4 Hashes)
C:\windows\system32\config
C:\windows\system32\NTDS

LSA Secrets
(Service Accounts)
HKLM\SECURITY\Policy\Secrets

$MACHINE.ACC

(SYSTEM's Clear Text Password) MSDCC2
(Cached Logon Data)
DPAPI_SYSTEM (Master Keys) HKLM\SECURITY\Cache

HKLM\SECURITY\Policy\Secrets

More information: http://cqureacademy.com/blog
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Classic Data Protection API

© Based on the following components:

Password, data blob, entropy

Protects from outsiders when being in offline access
Effectively protects users data

. > B AC AR bl NO TRESPASSING
© Stores the password history T | g B

You need to be able to get access to some of your passwords
from the past

Conclusion: OS greatly helps us to protect secrets
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Getting the: Classic DPAPI Secrets

DPAPI (classic)

A. MasterKey

1. pwdhash = MD4 (password) or SHAIL (password)
2. pwdhash key = HMACSHAI (pwdhash, user sid)

3. PBKDFZ2 (.., pwdhash key,..), another elements from the file. Windows 10 no domain: SHA512,
AES-256, 8000 rounds

4., Control - HMACSHAb512

B. CREDHIST

1. pwdhash = MD4 (password) or SHAI (password)
2. pwdhash key = HMACSHAI (pwdhash, user sid)
3

PBKDFZ2 (.., pwdhash key,..), another elements from the file. Windows 10 no domain: SHA512Z2Z,
AES-256, 8000 rounds

4., Control - HMACSHAb512

C. DPAPI blob Algorithms are written in the blob itself.
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Classic DPAPI Flow: getting the
system’s secrets (easy)




IIS Configuration / Application Pools

© Used to group one or more Web Applications

Purpose: Assign resources, serve as a security sandbox

© Use Worker Processes (w3wp.exe)

Their identity is defined in Application Pool settings
Process requests to the applications

They are stored in the encrypted form in applicationHost.config

Conclusion: IIS relies it's security on Machine Keys (Local System)
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DPAPI + AD

RPC Call

A 4

BackupKey(masterkey)

A

Decrypted masterkey

Scenario: offline changed user
password or local masterkey can’t be
decrypted

C U R E @paulacqure
@CQUREAcademy



Cached Logons

©®  Windows Vista / 2008 +

The encryption algorithm is AES128.

The hash is used to verify authentication is calculated as
follows:

MSDCC2 = PBKDF2 (HMAC-SHA1l, Iterations,
DCC1l, LowerUnicode (username))

with DCC 1 calculated in the same way as for 2003 / XP.
©® Usage in the attack

There is actually not much of a difference with XP / g
2003! ' _

No additional salting.

PBKDF2 introduced a new variable: the number of
iterations SHA1 with the same salt as before (username).

COURE
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Getting the: cached data

MSDCC2

1.bootkey: classes from HKLM\SYSTEM\CCS\Control\Lsa + [class
names for: Data, GBG, JD, Skewl] (t+arrays’ permutations)
int[] permutationBootKey = new 1nt[] { 0x8, 0x5, 0x4, 0x2,
Oxb, 0x9, Oxd, 0x3, 0x0, Oxe6, 0Ox1l, Oxc, Oxe, Oxa, Oxf, 0x7
b

.PolEKList: HKLM\SECURITY\Policy\PolEKList [default wvalue]
.1lsakey: AES DECRYPT (key, data) -> AES (bootkey, PolEKList)
.NLSKM secret: HKLM\SECURITY\Policy\Secrets\NLSKM

.nlkm decrypted: AES DECRYPT (lsakey, NLSKM secret)

.Cache Entry{id} -> HKLM\SECURITY\Cache\NL${1id}
.cache entry decrypted -> AES DECRYPT (nlkm decrypted,

Cache Entry{id})

< O U1 N W N
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0000h !
0010h:
0020h:
0030h:
0040 :
0050h:
00&0ON:
0070OR:
0080h:
0090h:
00AQh :
00BOh !
00COh:
00D0Oh:
Q00EQh:
00FOh:
0100h:
0110h:
0120h:
0130h:
0140h:
0150h:
0le0hnt
0170h:
0180h:
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DK = PBKDF2(PRF, Password, Salt, c, dkLen)

Microsoft's implementation: MSDCC2=
PBKDF2(HMAC-SHAT1, DCC1, username, 10240, 16)

Encrypted Cached Credentials:

Legend

Hame Value Start Size Color Comment
4 gtruct Header h ah 96 Fg: Bg:
ushort uname_|en 16 ah 2 Fg: Bg:
ushort demain_len 10 2h 2 Fa: Bag!
ushort mail_nick_len 16 4h l Fg: Bg:
ushort cn_len 28 &h 2 Fg: Bg: I
ushortul 0 gh 2 Fg: Bg:
ushort logon_script_len 0 ah 2 Fag: Bg: B
ushort profile_path_len 0 Ch 2 Fg: Bg: N
ushort home_dir_len 0 Eh 2 Fg: Bg: N
uint user_sid 1163 10k 4 Bg:
IlllMﬂﬁHﬁiEﬂﬂﬂﬂlﬂlllllI!!llllllllllllll!ﬂlllﬂlllllﬂlllﬂﬂ::llllllllll
uint u2 18h 4 Fq: Bg:
ushort group_sids_len 10 1Ch 2 Fa: Bg:
ushort domain_nethios_name... 24 1Eh 2 Fag: Bag:
FILETIME last_local_logon 04/25/2015 18:47:22 20h 8 Fg: Bg: I
ushort u3 4 28h 2 Fg: Big:
ushort u4 1 2Ah 2 Fag: Bo:
uint us 1 2Ch 4 Fg: Ba:
ushort ug 1 30h 2 Fq: Bg:
ushort u? 10 32h 2 Fa: Bg:
uint ud 16 34h 4 Fag: Bag:
uint ug 16 38h 4 Fg: Bg:
ushort domain_name_len 18 ch 2 Fg: Bg: I
ushort email_len 36 3Eh 2 Fa: Bag: B9
» byte iv[16) JO& |csA™¥—waesiRe 40h 16 Fg: Bg: Il
[+ byte cksum[ 18] BvTlgBh7d 2r el e 50h 16 Fg: Bg:



Classic DPAPI Flow: getting the
user’s secrets




Retrieving Golden Key from LSA — Mimikatz’ way

LSASRV.DLL
——> G$BCKUPKEY_PREFERRED

LSASRV.DLL, LSASS.EXE, etc.

l

LSASS.EXE
MEMORY

<<_;?( ——> G$BCKUPKEY_940db612-ee8f-4a31-84b3-8f80c25be
Pl
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Retrieving Golden Key from LSA — CQURE’s way

LSASRV.DLL
E ——> G$BCKUPKEY_PREFERRED

E ——> G$BCKUPKEY_940db612-ee8f-4a31-84b3-8f80c25be

m
X
s
%)
7))
<
7))
=

)

AD secret? HOW?!

GoldenKey.pfx
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DPAPI-AD: How (the hell) did we do it?

DomainKey contains some GUID and
256-byte len secret — RSA??

w struct MasterkeyFile mkf

uint wersion
uint unknown1
uint unknown2
wchar_t guid[38]
wint unknown3
uint unknown4
uint palicy
quad masterkeyle
quad backupkeylLe
quad credhistLen
quad domainkeylLen
struct Masterkiey majfterkey
uint wersion
byte iv[16]
wint rounds
uint hashalgo
uint cipheralgo
byte cipherText[104]
struct Masterkey backupkey

w struct Domainkey domai

uirt version

uint secretlen

uint accesschecklen
struct GUID quidkey

| byte encryptedSecret[256] | EZAEA VRO AMIGI=VxAXE EUNING Yool ..

byte accessCheck[35]

]
36dce03f-6c5e-9298-83c8-2533a0413b7d

2
Swy:2 10 T+,

24000

32777

26115

Cle+ad=)<Vir»O fe=DAEI-AZOD T <A,

38
0940db612-2e83f-4531-84b3-8f80c25be855

)il OSiFEEEEge ™ (COO0-5E6I0...

Dude, look (n

Comment
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Demo:
What about KeePass?




DPAPI in pictures

Example: KeePass ProtectedUserKey.bin

Hame Value Start Size Color Comment

0l 00 00 00 DO 8C SD DF 01 15 D1 11 8C 7A 00 CO ....DE.B..H.CGz.2 R EAnaan e e I N = ™Y |
4F ©2 87 EBE 01 00 00 0OC _— s uint version 1 ah 4h Fg: Bg:
e struct GUID provider  df8d8cd0-1501-11d1-8c7a-00c04fc297eb 4h 10h Fg: Bg:
AC EA 6B E2 FC FC 23 B3 00 00 02 00 00 00 . :
00 00 10 &6 00 00 00 01 00 00 20 00 00 00 5E €7 ... wntwlorasion 1L R A o
T X struct GUID mkguid ae954f9e-2 1cf-4662-acea-obe 2fcfc23b3 18h 10h Fa: Bg: I
54 64 F4 D5 D7 E4 CB 14 23 53 B¢ B8E 4B 44 61 F9 TdoO=aE.#5 ZKDau it flags - h ah Fo:  Ba:
CE E3 76 9D F4 25 08 23 44 DC 35 32 Cz 70 00 00 Ia&v.o%.#DUs2hp.. uint descriptionLen 2 ach 4 Fo:  Ba:
00 00 OE 80 00 00 00 02 00 00 20 00 00 00 D6 BD ...€...... ceo O ] 30h oh Fg:  Ba:
40 A5 3D 14 BT 6A 84 54 56 €E €C 03 BE 9D 8D DA @¥=. -j.TVnl.,..U uint cipherAlgo 26128 32h ah Fg:  Ba:
DO AF C8 1B F2 16 26 E4 1C F3 A3 FA 10 1B 50 00 P E.d.&3.0£d..P. uint keyLen 55 36h ah Fg:  Ba:
o0 00 2F C6 S5A 86 OF 66 04 BA 25 D5 C2 A3 8% EB  ../EZt.f.°30hess uint saltLen 32 3ah 4h Fg: Bg
2C 33 E1 38 €E D6 41 OE D3 E9 E7 E3 B7 5D B2 E3 ,348n0A.0écd-]=& byte salt[32] ~gTda0=3E %5 “ZKDaulZvgd%0#005... 3Eh 20h Fg:  Ba:
B4 3F 79 36 OF 6E 1F D1 67 DO BT 06 D& Cl 20 25 ~?vé6.n.HgD-.GA % uint stronglen ] SEh 4h Fg:  Bg
Cl BS DF 11 SF DD FF 24 CF BC A6 3E 20 A5 C9 4C Aps.¥iyuiu!: ¥EL uint hashAlgo 32782 62h 4h Fg:  Ba:
AR D4 C3 16 4F €8 C7 AB BO €6 80 E5 DA 2D 6E A0 =0A.0OhC«"f€4U0-n uint hashLen 512 &6h 4h Fg:  Bg
CA 35 40 00 00 o0 IDNGD |07 €3 22 BD 40 6E EE 58 Ese...... fms@nax uint hmacl.en 32 N _ GAh 4h Fg:  Bo:
54 C7 B8 9D 7E 1E 6A 93 41 59 EB B3 SE 4A 66 72 TC,.~.j AY&*ZJfr b}’tte '_"fgacleﬂ :D‘-"!@h:"jm'”':'»wf’ EDI00&a0S. . ;E: iﬁ"' EE" 29’
- S =_jap - uint cipherTextLen g a:
e T e T
64 84 = 3 'R byte sign[54] O OA™A2EnsEXTC §~OfaYe:Zr C0...  Esh 40h Fg:  Ba:

DPAPI blob:
Legend
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Demo:
What about RDP Connections?




Getting the: DPAPI-NG Secrets

DPAPI-NG

A. RootKey Algorithms Key derivation function:
SP800 108 CTR HMAC (SHA512) Secret agreement: Diffie-Hellman

B. DPAPI blob Key derivation: KDEF SP80050A CONCAT

After getting the key, there 1s a need for decryption: Key wrap
algorithm: RFC3394 (KEK -> CEK) Decryption: AES-256-GCM (CEK,
Blob)
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DPAPI-NG: Data encryption flow

CLIENT AD SERVER

RPC Call
GetKey(SID, LO, L1, L2 param

Group key

ADSI Edit

MNarne

CNG DPAPI
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DPAPI-NG: Protected data encoded as ASN.1 blob

=[] (e, 478) SEQUENCE
(4, 9) OBIECT_IDENTIFIER : PKCS 7 Enveloped (1.2.840.113549.1.7.3)
= C (15, 463) CONTEXT SPECIFIC (@)
- T (19, 459) SEQUENCE }
31 (23, 1) INTEGER : 2 KEK (Key Encryption Key)
= %% (26, 378) SET
5 C (38, 374) CONTEXT SPECIFIC (2) stored as DPAPI b|Ob
3] (34, 1) INTEGER : 4
= Tm (37, 312) SEQUENCE
B (41, 262) OCTET_STRING :|@1@9@09aD@SCIDDFE11501118C7ABBCA4FC297EBA10A08PAC3BA3C14E312944EB51BFBCIFC3E375100001 -
 Sa (307, a4y SEQuENCE Forced by protection
@ (300, 9) OBIECT_IDENTIFIER : 1.3.6.1.4.1.311.74.1 descriptor
= Tm (320, 31) SEQUENCE
@ (322, 10) OBIECT_IDENTIFIER : 1.3.6.1.4.1.311.74.1.8 LOCAL=user
= Tm (334, 17) SEQUENCE
= Pm (336, 15) SEQUENCE
= Tm (338, 13) SEQUENCE

A (340, 5) utrestring :[locil] _—— Protection descriptor: LOCAL=user Key Wrap (RFC3394)
dd (347, 4) UTF8String :Juser contains encrypted CEK

5 Tm (353, 11) SEQUENCE
€ (355, 9) OBIECT_IDENTIEIER : ges256urap (2,16.842,1,101,3.4.1,45) (Content Encryption Key)
[ (366, 40) OCTET_STRING : [2D21C53EGDA47B6371DAF77471DB80OF 13EFBF41FEFB3AR4IEEFACS52A9C5BBDA72D9BCABERBEAS)|
= Pm (488, 72) SEQUENCE
(418, 9) OBIECT_IDENTIFIER : PKCS 7 Data (1.2.848.113543.1.7.1)
= % (421, 38) SEQUENCE Data encrypted by CEK
@ (423, 9) OBIECT_IDENTIFIER : 2.16.848.1.101.3.4.1.46
= Pm (434, 17) SEQUENCE
B (436, 12) OCTET_STRING :| EBF7BCA937A67C74F385E8E
31] (458, 1) INTEGER : 16
C (453, 27) CONTEXT SPECIFIC (@) :|13F67D65A52DBDGEC2508BEDSEE7A4ET1BDF4464A40F55A2106ESF
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DPAPI-NG: getting to SID-
Protected PFX files




DPAPI-NG: getting to ASP.NET
secrets




CQURE DPAPI Toolkit

CQMasterKeyAD
CQDPAPIKeePassDBDecryptor
CQDPAPIEncDec
CQDPAPIExportPFXFromAD
CQRDCManDecrypter
CQDPAPINGPFXDecrypter

CQDPAPINGDNCoreMasterKeyDecrypter

COURE

DPAPIBlobCreator
DPAPINGDecrypter
CQAspNetCoreDecryptData.
CQAspNetCoreMasterKeyCreate

CQAspNetCoreEncryptData

*CQImpersonateWithSeTcb
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Test Yourself Against Me And See How Much
You Really Know About Windows Security:

...and download the toolkit from our blog!



Q and A Time!

Let’s move to Facebook or email!



Thank You!

If you have questions you can email me at
paula@cqure.us

You can also chat us up on the page
https://cqureacademy.com/



