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accuracy or completeness.

Gartner Peer Insights is a free peer review and ratings platform
designed for enterprise software and services decision makers.
Reviews go through a strict validation and moderation process in
an effort to ensure they are authentic.

What Is an Endpoint Protection Platform?

An endpoint protection platform (EPP) is a solution deployed on endpoint devices to
prevent file-based malware, to detect and block malicious activity from trusted and
untrusted applications, and to provide the investigation and remediation capabilities
needed to dynamically respond to security incidents and alerts.

What Is Gartner Peer Insights “Voice of the Customer”?

The “Voice of the Customer” is a document that synthesizes Gartner Peer Insights’ reviews
into insights for IT decision makers. This aggregated peer perspective, along with the
individual detailed reviews, is complementary to Gartner expert research and can play a
key role in your buying process, as it focuses on direct peer experiences of implementing
and operating a solution. In this document, only vendors with 20 or more eligible
published reviews during the specified 18-month submission period are included. Reviews
from end users of companies with less than S50M in revenue are excluded from this
methodology. See the full “Voice of the Customer” methodology here.

Along with the historical peer-based perspective represented in this document, Gartner has

a related expert-led Magic Quadrant for the EPP market. For related research in this
market, please visit the Magic Quadrant for Endpoint Protection Platforms.
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In the EPP market, Gartner Peer Insights has published 3,577 reviews and ratings in the
18-month period ending 31 August 2021. Figure 1 shows all eligible vendors categorized
into four quadrants based on User Interest and Adoption (X-axis) and Overall Rating (Y-
axis). Within each quadrant, vendors are listed in alphabetical order.

Vendors' User Interest and Adoption scores incorporate three factors, each given one-third
weight: review volume, user willingness to recommend, and review market coverage
across industry, company size, and deployment region. A vendor must meet or exceed the
market average User Interest and Adoption Score to qualify for the right-hand quadrants.

The market average Overall Rating is the mean of all eligible vendors’ average Overall
Ratings. Vendors must meet or exceed the market average Overall Rating to be positioned
in the upper quadrants.

For ease of understanding, each quadrant is labelled as described below. For information
on how to evaluate vendors in each quadrant of the “Voice of the Customer” graphic, see
the full methodology here.

Vendors placed in the upper-right quadrant of the “Voice of the Customer” quadrants are
recognized with the Gartner Peer Insights Customers’ Choice distinction, denoted with a
Customers’ Choice badge. The recognized vendors meet or exceed both the market
average Overall Rating and the market average User Interest and Adoption.

Vendors placed in the lower-right “Established” quadrant of the “Voice of the Customer”
meet or exceed the market average User Interest and Adoption but do not meet the market
average Overall Rating.

Vendors placed in the upper-left “Strong Performer” quadrant of the “Voice of the
Customer” meet or exceed the market average Overall Rating but do not meet the market
average User Interest and Adoption.

Vendors placed in the lower-left “Aspiring” quadrant of the “Voice of the Customer” meet
neither the market average User Interest and Adoption nor the market average Overall
Rating. Like all vendors in this report, their products align to this market and they have met
the minimum criteria to be included.
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Figure 1. Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms
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Endpoint Protection Platforms Peer Reviews and Ratings

In addition to the synthesis provided by the “Voice of the Customer,” you can read
individual reviews and ratings on Gartner Peer Insights by clicking here.
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The rest of this document will highlight some key insights for the EPP market based on 18
months of reviews, and will also point you to particular ways to use the site in your buying
process.

Figure 2 summarizes the Overall Ratings (out of 5 stars) for vendors in the EPP market
that have received more than 20 eligible reviews in the 18-month period ending on 31
August 2021, sorted alphabetically. The Overall Rating is a measure of how satisfied
existing customers are with a vendor’s product.
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Figure 2. Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms
Overall Ratings
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In addition to the Overall Ratings, Gartner Peer Insights’ reviews also give insight into end
users’ willingness to recommend each vendor. Willingness to recommend is a component
of the “Voice of the Customer” X-axis. See methodology here for details. Figure 3
compares vendors by the percent of reviewers who were willing to recommend them (see
“Methodology” section for details). To create a more detailed comparison between several
vendors on your shortlist, please click here to go to the Peer Insights market page and
press the “Compare Alternatives” button under the vendor/product you are interested in.
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Figure 3. Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms
Willingness to Recommend
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“Voice of the Customer” Segment view

Figure 4 through Figure 13 group vendors in the market under a specific customer
segment of industry, deployment region or company size based on the demographics of
their reviewers. Gartner Peer Insights collects this information from end users’ account
profiles and submitted reviews. Only vendors with 20 or more eligible reviews in the
segment in the 18-month review period are included. For each segment, vendors are
positioned based on the market average Overall Rating on the Y-axis and User Interest and
Adoption on the X-axis. User Interest and Adoption is calculated from review count score
and willingness to recommend (each weighted 50%). Only reviews from reviewers in the
segment are included in the calculations for both axes. Review market coverage is not
included in this calculation because each graph refers to one particular segment.

A vendor must meet or exceed the average User Interest and Adoption Score in the
segment to qualify for the right-hand quadrants. A vendor must meet or exceed the
average Overall Rating in the segment to be positioned in the upper quadrants. Both
averages, for Overall Rating and User Interest and Adoption, are calculated using only
reviews in the segment for vendors included on the graph.

Vendors placed in the upper-right quadrant of the segment quadrants are recognized
through the Customers’ Choice Segment Distinction. The recognized vendors meet or
exceed both the average Overall Rating and the average User Interest and Adoption for the
segment (see here for details).

Company Size Segment View (by Annual Revenue)
Large Enterprise (1B - 10B USD)
Midsize Enterprise (50M - 1B USD)

Public Sector, Gov't Edu

Industry Segment View

Finance
Manufacturing

Services
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Deployment Region Segment View
Asia/Pacific

Europe, the Middle East and Africa
Latin America

North America

Company Size Segment View (by Annual Revenue)
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Figure 4. Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms
Large Enterprise (1B - 10B USD)
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Figure 5. Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms
Midsize Enterprise (50M - 1B USD)

Gartner Peer Insights “Voice of the Customer” Company Size Segment
Endpoint Protection Platforms

MARKET AVERAGE

Each quadrant is sorted alphabetically. v

Strong Performer Midsize Enterprise
888 { Customers’ Choice

Bitdefender CrowdStrike

Cybereason Kaspersky
Malwarebytes SentinelOne
VMware (Carbon Black) Sophos
Trend Micro

Broadcom (Symantec) ESET
Cisco McAfee
Fortinet Microsoft

JOVHIAVY LIHUVIN

(L]

=

|_

<

[

—

-

<

o

w . .

C:; Aspiring Established

USER INTEREST AND ADOPTION = As of Aug 2021 © Gartner, Inc
Gartner

Source: Gartner (November 2021)

Go back to the segment list

Gartner,Inc. |G00759294 Page 13 of 41

This research note is restricted to the personal use of mfavaro@malwarebytes.com.



Gartner

Figure 6. Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms
Public Sector, Gov't Edu

Gartner Peer Insights “Voice of the Customer” Company Size Segment
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Figure 7. Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms
Finance Industry

Gartner Peer Insights “Voice of the Customer” Industry Segment
Endpoint Protection Platforms
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Figure 8. Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms
Manufacturing Industry
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Figure 9. Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms
Services Industry
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Figure 10. Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms
Asia/Pacific

Gartner Peer Insights “Voice of the Customer” Region Segment
Endpoint Protection Platforms
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Figure 11. Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms
Europe, the Middle East and Africa
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Figure 12. Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms
Latin America

Gartner Peer Insights “Voice of the Customer” Region Segment
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MARKET AVERAGE

Each quadrant is sorted alphabetically. v
Strong Performer Latin America .
4 Customers’ Choice
McAfee
SentinelOne
Sophos

Microsoft ESET

JOVYHIAVY LIHHVIN

Kaspersky
©
=
=
<
o
—
-
<
&
C>) Aspiring Established
USER INTEREST AND ADOPTION = As of Aug 2021 © Gartner, Inc
Gartner
Source: Gartner (November 2021)
Go back to the segment list
Gartner,Inc. |G00759294 Page 20 of 41

This research note is restricted to the personal use of mfavaro@malwarebytes.com.



Gartner

Figure 13. Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms
North America
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Vendor Summaries

Figures 14 through 31 summarize key information for each vendor included in the “Voice
of the Customer”: reviewer demographics for reviews received in the 18-month review
period, ending 31 August 2021; Overall Rating and rating distribution; and other ratings
covering specific aspects of the experience with the vendor. The same eligibility
requirements and weighting used in the “Voice of the Customer” quadrants also apply for
ratings in the vendor summary figure, including overall star rating, willingness to
recommend, and rating by category (see methodology page here for details). Below each
image is a direct link to the user reviews on the Peer Insights site.

Figure 14.Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms
Bitdefender Vendor Summary

Bitdefender Willingness to I
4.6 % x % x* (74) Recommend 94%
Rating Histogram Rating by Category Number of Responses
5 Star - 72%  Product Capabilities 73
4 Star - 27% Sales Experience 72
3 Star | 1% Deployment Experience 74
2 Star 0% Support Experience 72
9 \
1 Star 0% 4.0 45 5.0
Company Size Industry Deployment Region
Overall Reviews = 74 Overall Reviews = 74 Number of Responses = 109
10B+ USD 1% Services 18% North America 44%
1B-10B USD 18% Education 12%  Europe, Middle 329,
50M - 1B USD 55% Healthcare 12% Eastand Africa
Public Sector, Gov't, Edu 26% Manufacturing 12% Asia/Pacific 14%
Other 46% Latin America 10%
Note: Percent distributions may not add up to 100% due to rounding. As of Aug 2021 © Gartner, Inc
Gartner
Source: Gartner (November 2021)
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Read all Peer Insights user reviews for Bitdefender.

Figure 15.Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms
BlackBerry Vendor Summary

BlackBerry Willingness to i@

43 * x % x5 (27) Recommend 81%

Rating Histogram Rating by Category Number of Responses

5 Star 44%  Product Capabilities 27

4 Star 44% Sales Experience 25

3 Star 11% Deployment Experience 26

2 Star 0% Support Experience 26

9 \ | \ \

1 Star 0% 35 40 45 50

Company Size Industry Deployment Region

Overall Reviews = 27 Overall Reviews = 27 Number of Responses = 30

10B+ USD 22% Services 19% North America 50%

1B - 10B USD 4% Finance 15%  Europe, Middle 93%

50M - 1B USD 59% Government 11% Eastand Africa

Public Sector, Gov't, Edu 15% Healthcare 11% Asia/Pacific 17%
Other 44% Latin America 10%

Note: Percent distributions may not add up to 100% due to rounding. As of Aug 2021 © Gartner, Inc

Gartner
Source: Gartner (November 2021)
Read all Peer Insights user reviews for BlackBerry.
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Figure 16.Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms
Broadcom (Symantec) Vendor Summary

Broadcom (Symantec)
4.4 % * % %3 (111)

Willingness to I
Recommend 79%

Rating Histogram

Rating by Category

Number of Responses

5 Star - 64% Product Capabilities 107
4 Star - 29% Sales Experience 100
3 Star I 3% Deployment Experience 107
2 Star | 2% Support Experience 107
1 Star I B% 3?5 4‘.0 4‘.5 5.‘0
Company Size Industry Deployment Region
Overall Reviews =111 Overall Reviews = 111 Number of Responses = 134
10B+ USD 15% Services 34% North America 26%
1B-10B USD 28% Finance 19%  Europe, Middle 29%
50M - 1B USD 50% Manufacturing 16% Eastand Africa
Public Sector, Gov't, Edu 7% Healthcare 8% Asia/Pacific 34%
Other 23% Latin America 10%

Note: Percent distributions may not add up to 100% due to rounding.

Source: Gartner (November 2021)

As of Aug 2021 © Gartner, Inc
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Read all Peer Insights user reviews for Broadcom (Symantec).
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Figure 17.Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms
Check Point Software Technologies Vendor Summary

Check Point Software Technologies Willingness to 1
4.3 % x % x5 (32) Recommend 86%
Rating Histogram Rating by Category Number of Responses
5 Star - 56% Product Capabilities 31
4 Star - 34% Sales Experience 30
3 Star I 3% Deployment Experience 31
2 Star I 3% Support Experience 31
15tar | 3% | | | |
3.5 4.0 4.5 5.0

Company Size Industry Deployment Region
Overall Reviews = 32 Overall Reviews = 32 Number of Responses = 37
10B+ USD 22% Finance 22% North America 22%
1B-10B USD 0% Government 16%  Europe, Middle 229
50M - 1B USD 56% Services 16% FEastand Africa
Public Sector, Gov't, Edu 22% Communications 13% Asia/Pacific 41%

Other 34% Latin America 16%
Note: Percent distributions may not add up to 100% due to rounding. As of Aug 2021 © Gartner, Inc

Gartner
Source: Gartner (November 2021)
Read all Peer Insights user reviews for Check Point Software Technologies.
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Figure 18.Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms

Cisco Vendor Summary

Cisco

4.2 % %k k- (42)

Willingness to I
Recommend 76%

Rating Histogram

Rating by Category

Number of Responses

5 Star 40% Product Capabilities 42

4 Star 48%  Sales Experience 33

3 Star 12% Deployment Experience 42

2 Star 0% Support Experience 40

1 Star g 3?5 4‘.0 4‘.5 5.‘0

Company Size Industry Deployment Region

Overall Reviews = 42 Overall Reviews = 42 Number of Responses = 52

10B+ USD 5% Services 21% North America 54%

1B-10B USD 21% Healthcare 17%  Europe, Middle 21%

50M - 1B USD 57% Energy and Utilities 12% Eastand Africa

Public Sector, Gov't, Edu 17% Finance 10% Asia/Pacific 17%
Other 40% Latin America 8%

Note: Percent distributions may not add up to 100% due to rounding.

Source: Gartner (November 2021)

Read all Peer Insights user reviews for Cisco.
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Figure 19.Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms
CrowdSrike Vendor Summary

CrowdStrike

4.8 * % % % % (260)

Willingness to I
Recommend 98%

Rating Histogram

Rating by Category

Number of Responses

5 Star _ 88% Product Capabilities 257
4 Star I 11% Sales Experience 232
3 Star 0% Deployment Experience 254
2 Star 0% Support Experience 253
1 Star 0% 4.0 4.5 5.‘0
Company Size Industry Deployment Region
Overall Reviews = 260 Overall Reviews = 260 Number of Responses = 315
10B+ USD 7% Finance 17% North America 64%
1B-10B USD 17% Services 15%  Europe, Middle 15%
50M - 1B USD 60% Manufacturing 13% Eastand Africa
Public Sector, Gov't, Edu 15% Healthcare 12% Asia/Pacific 17%
Other 43% Latin America 4%

Note: Percent distributions may not add up to 100% due to rounding.

Source: Gartner (November 2021)

Read all Peer Insights user reviews for CrowdStrike.
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Figure 20.Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms
Cybereason Vendor Summary

Cybereason Willingness to I

4.7 % % % % % (80) Recommend 85%

Rating Histogram Rating by Category Number of Responses

5 Star _ 75% Product Capabilities 78

4 Star . 23% Sales Experience 68

3 Star | 1% Deployment Experience 77

2 Star | 1%  Support Experience 77

9 \

1 Star 0% 4.0 45 5.0

Company Size Industry Deployment Region

Overall Reviews = 80 Overall Reviews = 80 Number of Responses = 109

10B+ USD 13% Manufacturing 24% North America 39%

1B-10B USD 30% Services 24%  Eyrope, Middle 399

50M - 1B USD 54% Finance 14% Eastand Africa

Public Sector, Gov't, Edu 4% Retail 11% Asia/Pacific 16%
Other 27% Latin America 6%

Note: Percent distributions may not add up to 100% due to rounding. As of Aug 2021 © Gartner, Inc

Gartner
Source: Gartner (November 2021)
Read all Peer Insights user reviews for Cybereason.
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Figure 21. Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms

ESET Vendor Summary
ESET Willingness to I
4.5 % % % %k Recommend 89%

Rating Histogram

Rating by Category

Number of Responses

5 Star - 59% Product Capabilities 116
4 Star - 39% Sales Experience 115
3 Star | 2% Deployment Experience 119
2 Star | 1%  Support Experience 117
1 Star 0% 4.0 4.5 5.‘0
Company Size Industry Deployment Region
Overall Reviews = 122 Overall Reviews = 122 Number of Responses = 132
10B+ USD 7% Manufacturing 19% North America 30%
1B-10B USD 9% Education 15%  Europe, Middle 29%
50M - 1B USD 63% Services 11% Eastand Africa
Public Sector, Gov't, Edu 21% Healthcare 10% Asia/Pacific 25%
Other 45% Latin America 17%

Note: Percent distributions may not add up to 100% due to rounding.

Source: Gartner (November 2021)

Read all Peer Insights user reviews for ESET.
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Figure 22.Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms
Fortinet Vendor Summary

Fortinet Willingness to I

4.6 % *x % x4 (65) Recommend 94%

Rating Histogram Rating by Category Number of Responses

5 Star - 66% Product Capabilities 62

4 Star - 32% Sales Experience 56

3 Star | 2% Deployment Experience 62

2 Star 0% Support Experience 62

9 ' \

1 Star 0% 4.0 45 5.0

Company Size Industry Deployment Region

Overall Reviews = 65 Overall Reviews = 65 Number of Responses =75

10B+ USD 2% Finance 26% North America 36%

1B-10B USD 15% Manufacturing 18%  Europe, Middle 329%

50M - 1B USD 68% Services 14% Eastand Africa

Public Sector, Gov't, Edu 15% Education 11% Asia/Pacific 15%
Other 31% Latin America 17%

Note: Percent distributions may not add up to 100% due to rounding. As of Aug 2021 © Gartner, Inc

Gartner
Source: Gartner (November 2021)
Read all Peer Insights user reviews for Fortinet.
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Figure 23.Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms
Kaspersky Vendor Summary

Kaspersky

4.7 % % %k k& (433)

Willingness to I
Recommend 96%

Rating Histogram

Rating by Category

Number of Responses

5 Star _ 81% Product Capabilities 420
4 Star . 17% Sales Experience 403
3 Star | 1% Deployment Experience 419
2 Star 0% Support Experience 418
1 Star g 4.0 4.5 5.‘0
Company Size Industry Deployment Region
Overall Reviews = 433 Overall Reviews = 433 Number of Responses = 450
10B+ USD 5% Services 26% North America 7%
1B-10B USD 17% Government 13% Europe, Middle 59%
50M - 1B USD 58% Finance 12% Eastand Africa
Public Sector, Gov't, Edu 20% Manufacturing 12% Asia/Pacific 28%
Other 37% Latin America 6%

Note: Percent distributions may not add up to 100% due to rounding.

Source: Gartner (November 2021)

Read all Peer Insights user reviews for Kaspersky.
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Figure 24.Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms
Malwarebytes Vendor Summary

Malwarebytes Willingness to i@

4.6 % x % x * (85) Recommend 90%

Rating Histogram Rating by Category Number of Responses

5 Star - 67% Product Capabilities 84

4 Star - 31% Sales Experience 76

3 Star | 2% Deployment Experience 84

2 Star 0% Support Experience 82

9 \ ' \

1 Star 0% 4.0 45 5.0

Company Size Industry Deployment Region

Overall Reviews = 85 Overall Reviews = 85 Number of Responses = 91

10B+ USD 9% Education 32% North America 77%

1B-10B USD 9% Manufacturing 13%  Europe, Middle 4%

50M - 1B USD 45% Services 12% FEastand Africa

Public Sector, Gov't, Edu 36% Miscellaneous 9% Asia/Pacific 14%
Other 34% Latin America 4%

Note: Percent distributions may not add up to 100% due to rounding. As of Aug 2021 © Gartner, Inc

Gartner
Source: Gartner (November 2021)
Read all Peer Insights user reviews for Malwarebytes.
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Figure 25.Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms

McAfee Vendor Summary

McAfee

45 % % % %3 (189)

Willingness to I
Recommend 85%

Rating Histogram

Rating by Category

Number of Responses

5 Star - 59% Product Capabilities 187

4 Star - 33% Sales Experience 152

3 Star I 7% Deployment Experience 177

2 Star 0%  Support Experience 185

1 Star | £% 35 40 45 50

Company Size Industry Deployment Region

Overall Reviews =189 Overall Reviews =189 Number of Responses = 229

10B+ USD 11% Finance 27% North America 24%

1B-10B USD 25% Services 22%  Europe, Middle 38%

50M - 1B USD 48% Manufacturing 11% Eastand Africa

Public Sector, Gov't, Edu 16% Government 9% Asia/Pacific 28%
Other 31% Latin America 10%

Note: Percent distributions may not add up to 100% due to rounding.

Source: Gartner (November 2021)

Read all Peer Insights user reviews for McAfee.
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Figure 26.Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms

Microsoft Vendor Summary

Microsoft Willingness to I
4.3 % % % x5 (189) Recommend 80%
Rating Histogram Rating by Category Number of Responses
5 Star - 49%  Product Capabilities 185
4 Star - 42% Sales Experience 144
3 Star I 8% Deployment Experience 176
2 Star | 1%  Support Experience 177
1 Star g 3?5 4‘.0 4‘.5 5.‘0
Company Size Industry Deployment Region
Overall Reviews =189 Overall Reviews =189 Number of Responses = 205
10B+ USD 7% Services 24% North America 22%
1B-10B USD 16% Finance 23%  Europe, Middle 32%
50M - 1B USD 66% Education 9% Eastand Africa
Public Sector, Gov't, Edu 11% Manufacturing 9% Asia/Pacific 35%
Other 35% Latin America 11%

Note: Percent distributions may not add up to 100% due to rounding.

Source: Gartner (November 2021)

Read all Peer Insights user reviews for Microsoft.
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Figure 27.Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms
SentinelOne Vendor Summary

SentinelOne

4.8 * % % % % (238)

Willingness to I
Recommend 97%

Rating Histogram

Rating by Category

Number of Responses

5 Star _ 91% Product Capabilities 236
4 Star I 8% Sales Experience 219
3 Star | 1% Deployment Experience 234
2 Star 0% Support Experience 231
1 Star 0% 4.0 4.5 5.‘0
Company Size Industry Deployment Region
Overall Reviews = 238 Overall Reviews = 238 Number of Responses = 334
10B+ USD 8% Services 16% North America 51%
1B-10B USD 27% Manufacturing 14%  Europe, Middle 31%
50M - 1B USD 49% Miscellaneous 13% Eastand Africa
Public Sector, Gov't, Edu 16% Education 10% Asia/Pacific 11%
Other 47% Latin America 7%

Note: Percent distributions may not add up to 100% due to rounding.

Source: Gartner (November 2021)

Read all Peer Insights user reviews for SentinelOne.
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Figure 28.Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms

Sophos Vendor Summary

Sophos
4.8 % % % %k %

Willingness to I
Recommend 95%

Rating Histogram

Rating by Category

Number of Responses

5 Star _ 85% Product Capabilities 495
4 Star . 14% Sales Experience 479
3 Star | 1% Deployment Experience 493
2 Star 0% Support Experience 494
1 Star 0% 4.0 4.5 5.‘0
Company Size Industry Deployment Region
Overall Reviews = 505 Overall Reviews = 505 Number of Responses = 548
10B+ USD 5% Education 20% North America 30%
1B-10B USD 8% Government 20%  Europe, Middle 48%
50M - 1B USD 47% Manufacturing 12% Eastand Africa
Public Sector, Gov't, Edu 41% Services 11% Asia/Pacific 18%
Other 36% Latin America 4%

Note: Percent distributions may not add up to 100% due to rounding.

Source: Gartner (November 2021)

Read all Peer Insights user reviews for Sophos.
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Figure 29.Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms
Trend Micro Vendor Summary

Trend Micro
4.6 % % % %

(340)

Willingness to I
Recommend 93%

Rating Histogram

Rating by Category

Number of Responses

5 Star - 71%  Product Capabilities 328
4 Star - 26% Sales Experience 319
3 Star I 3% Deployment Experience 328
2 Star 0% Support Experience 331
1 Star 0% 4.0 4.5 5.‘0
Company Size Industry Deployment Region
Overall Reviews = 340 Overall Reviews = 340 Number of Responses = 377
10B+ USD 6% Finance 18% North America 20%
1B-10B USD 16% Manufacturing 17%  Europe, Middle 7%
50M - 1B USD 61% Services 16% Eastand Africa
Public Sector, Gov't, Edu 18% Government 11% Asia/Pacific 69%
Other 37% Latin America 3%

Note: Percent distributions may not add up to 100% due to rounding.

Source: Gartner (November 2021)

Read all Peer Insights user reviews for Trend Micro.
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Figure 30.Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms
VMware (Carbon Black) Vendor Summary

VMware (Carbon Black) Willingness to 109

45 % x % x 3 (57) Recommend 85%

Rating Histogram Rating by Category Number of Responses

5 Star - 61% Product Capabilities 57

4 Star - 30% Sales Experience 49

3 Star I 9% Deployment Experience 57

2 Star 0% Support Experience 57

9 \ ' \

1 Star 0% 4.0 45 5.0

Company Size Industry Deployment Region

Overall Reviews = 57 Overall Reviews = 57 Number of Responses = 86

10B+ USD 21% Manufacturing 23% North America 56%

1B-10B USD 23% Services 16% Europe, Middle 15%

50M - 1B USD 46% Finance 11% Eastand Africa

Public Sector, Gov't, Edu 11% Healthcare 11% Asia/Pacific 21%
Other 40% Latin America 8%

Note: Percent distributions may not add up to 100% due to rounding. As of Aug 2021 © Gartner, Inc

Gartner
Source: Gartner (November 2021)
Read all Peer Insights user reviews for VMware (Carbon Black).
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Figure 31.Gartner Peer Insights “Voice of the Customer” Endpoint Protection Platforms
WatchGuard Vendor Summary

WatchGuard

47 * % % % * (37)

Willingness to I
Recommend 94%

Rating Histogram

Rating by Category

Number of Responses

5 Star - 73% Product Capabilities 32

4 Star - 27% Sales Experience 33

3 Star 0% Deployment Experience 33

2 Star 0%  Support Experience 33

1 Star 0% 4.0 4.5 5.‘0

Company Size Industry Deployment Region

Overall Reviews = 37 Overall Reviews = 37 Number of Responses = 43

10B+ USD 8% Government 30% North America 9%

1B-10B USD 8% Communications 16%  Europe, Middle 65%

50M - 1B USD 46% Services 16% Eastand Africa

Public Sector, Gov't, Edu 38% Manufacturing 11% Asia/Pacific 7%
Other 27% Latin America 19%

Note: Percent distributions may not add up to 100% due to rounding. As of Aug 2021 © Gartner, Inc

Gartner

Source: Gartner (November 2021)

Read all Peer Insights user reviews for WatchGuard.

Methodology

Gartner Peer Insights “Voice of the Customer” Methodology: A full description can be
found on the Voice of the Customer Methodology page.

The data used in this report is drawn from reviews on Peer Insights, a crowdsourced
enterprise review platform that relies on dynamic data. Key to maintaining the integrity of
the site is our ongoing moderation and validation of those reviews. Reviews are examined
before publishing to the site and periodically, post publishing.

Gartner,Inc. |G00759294 Page 39 of 41

This research note is restricted to the personal use of mfavaro@malwarebytes.com.


https://www.gartner.com/reviews/market/endpoint-protection-platforms/vendor/watchguard
https://blogs.gartner.com/reviews-pages/gartner-peer-insights-voice-customer-methodology-2-0/

Gartner

Due to the dynamic nature of the data, the external Peer Insights site will always have the
most updated view of the vendors and products in this report. The “Voice of the
Customer” methodology uses a snapshot of review data from a defined time frame. This
“Voice of the Customer” report should therefore be used along with the detailed and
current information available directly on the Peer Insights site for the most up-to-date view
of the data for this market and associated segment views.

The “Voice of the Customer” report includes numerical scores for Overall Rating in Figure
2, willingness to recommend in Figure 3, and the four category ratings in each vendor
summary. These numerical scores are weighted averages based on the available sample
size of eligible reviews within the stated time frame. Thus, they are best interpreted as
sample statistics with a reasonable margin for error, not as exact values. A small
difference in numerical score between two vendors may or may not indicate a meaningful
difference in the actual user experience.

Document Revision History

Gartner Peer Insights ‘Voice of the Customer’: Endpoint Protection Platforms - 10
December 2019

Recommended by the Author
Some documents may not be available as part of your current Gartner subscription.
Magic Quadrant for Endpoint Protection Platforms

Critical Capabilities for Endpoint Protection Platforms

Gartner,Inc. |G00759294 Page 40 of 41

This research note is restricted to the personal use of mfavaro@malwarebytes.com.


https://www.gartner.com/document/4001307?ref=authbottomrec&refval=
https://www.gartner.com/document/4001336?ref=authbottomrec&refval=

Gartner

© 2021 Gartner, Inc. and/or its affiliates. All rights reserved. Gartner is a registered trademark of
Gartner, Inc. and its affiliates. This publication may not be reproduced or distributed in any form
without Gartner's prior written permission. It consists of the opinions of Gartner's research
organization, which should not be construed as statements of fact. While the information contained in
this publication has been obtained from sources believed to be reliable, Gartner disclaims all warranties
as to the accuracy, completeness or adequacy of such information. Although Gartner research may
address legal and financial issues, Gartner does not provide legal or investment advice and its research
should not be construed or used as such. Your access and use of this publication are governed by
Gartner’s Usage Policy. Gartner prides itself on its reputation for independence and objectivity. Its
research is produced independently by its research organization without input or influence from any
third party. For further information, see "Guiding Principles on Independence and Objectivity."

Gartner,Inc. |G00759294 Page 41 of 41

This research note is restricted to the personal use of mfavaro@malwarebytes.com.


https://www.gartner.com/technology/about/policies/usage_policy.jsp
https://www.gartner.com/technology/about/ombudsman/omb_guide2.jsp

